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For the latest documentation, please go to
https://docs.saasyan.com.au/manuals/assure-deployment-
guide/1/en/topic/zscaler-specific-configuration-steps



Zscaler Specific Configuration Steps

The below steps need to be performed in the Zscaler Cloud Portal.

Create Admin account and generate APl Key

« Navigate to Administration -> Authentication -> Administrator Management and click on Add Administrator.
Make sure you select Super Admin for the role.

« Navigate to Administration -> Authentication -> APl Key Management and click on Add API Key.
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« Send Saasyan the admin credentials, the API key and the base URL for the API. These will be used by

Assure to interact with the ZIA.

Log Forwarding

« This is for ZIA to forward logs to the Assure log receivers.

« Navigate to Administration -> Settings -> Nanolog Streaming Service, select the Cloud NSS Feeds tab and

click on Add Cloud NSS Feed.



NOTE: If the Cloud NSS Feeds tab is not visible, please contact the Zscaler Support Team to enable this.

Aod Cloud N535 Feed

MES Typa

« For easier identification, use log_to_saasyan as Feed Name. The NSS Type should be NSS for Web. The
Status should be set to Enabled and SIEM Rate set to Unlimited.

GENERAL

Feed Name NSS Type
log_to_saasyan & NSS for Web MNSS for Firewall

Status

@ Enabled Disabled
SIEM Rate

» Set the SIEM type to Other, Max Batch Size to 16 KB. For the APl URL, use
https://mc101.saasyan.com.au/api/v1.0/zsc/logs. Under HTTP Headers, set the Key 1 to Authorization and
for Value 1 use the unique key provided by Saasyan.



SIEM CONNECTIVITY

SIEM Type Max Batch Size
Other v 16 KB
APIURL

https://mcl0lsaasyan.comau/apiivi0fzsc/l..
HTTP HEADERS

Key 1 Value 1

e ... °

© Add HTTP Header

o Set the Log Type to Web Log and the Feed Output Type to JSON. No need to customise the Feed Output
Format but make sure the native one is there. Set the Timezone.

FORMATTING

Log Type
Feed Qutput Type Feed Escape Character
JSON v

Feed Qutput Format

: "rscalernss-web", "event”™ : \{"datetime”:"%d{vy}
%d{recordid}","protocol™: "%s{proto}”, "action":"¥s{fact
":"%d{reqsize}","urlcategory” :"%s{urlcat}","serverip”: "¥s{sip}", "clienttranstime
"%s{regmethod}”, “refererURL": "¥8s{ereferer}”, "useragent” : "%s{eual”, "product™: "N55", " locatio
y"status”:"¥s{respcode}”, "user”: "%¥s{elogin}”, "url” : "%s{eurl}", "vendor

» "threatcategor %simalwarecat}", "threatname is{threatname}
r"%d{riskscore}”, "department”: "¥s{edepartment}”, "urlsupercategor

imth}-%a2d{dd} %¥82d{hh} :%@2d{mm}:%82d{ss5}", "reason” :"%s{reason}" -
transactionsize™:"®d{totalsize}","responsesize”:"%¥d{respsize}"
"Zd{ctime}", "requestmethod”
:"¥s{elocation}”, "ClientIP":"%s{cip
Zzcaler”,"hostname": "¥s{ehost}","cli a
typel}”, "appname™ :"%s{app
%s{urlsupercat}”,"sppclass”:"%s{appclass}”, "dlpengine” :"%s{dlpeng}” ™

nom

Timezone

Australia/Sydney v

o After saving the new Cloud NSS Feed, make sure you click on the Test Connectivity to the SIEM and the
test is successful.
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« Test Connectivity Successful : OK (200). X

Create Rule Placeholders

« Navigate to Policy -> URL & Cloud App Control to create the following rules as placeholders. Make sure
they're disabled. These rules should never match any traffic but should be strategically placed. Assure will
use these to determine where to place the programmatically created override rules in the URL Filtering
Policy.
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SSL Inspection

« Navigate to Policy -> SSL Inspection and click on Add SSL Inspection Policy. Make sure the different URL
Categories for search engines, streaming media and social networking are selected.
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Activate the config

« Navigate to Activation, click on Activate and make sure you get the successful activation message.

Sophos XG Specific Configuration Steps



