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Terms and Acronyms
The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.
Acronym
BGW
CA
CSV
DLP
DPD
DPS
ESP
GRE
FQDN
IKEv2
IPS
IPSec
LAN
MPLS
MSS
MTU
PFS
PSK
SLA
SSL
TPM
VDI
vGW
VPN
VPNC
WAN
XFF
ZIA
ZPA

Definition
Branch Gateway (Aruba)
Central Authority (Zscaler)
Comma-Separated Values
Data Loss Prevention
Dead Peer Detection (RFC 3706)
Dynamic Path Selection
Edge Services Platform
Generic Routing Encapsulation (RFC2890)
Fully Qualified Domain Name
Internet Key Exchange (RFC2409)
Intrusion Prevention System
Internet Protocol Security (RFC2411)
Local Area Network
Multi-Label Switching Protocl
Maximum Segment Size
Maximum Transmission Unit
Perfect Forward Secrecy
Pre-Share Key
Service Level Agreement
Secure Socket Layer (RFC6101)
Trusted Platform Module
Virtual Device Interface
Virtual Gateway
Virtual Private Network
Virtual Private Network Consortium
Wide Area Network
X-Forwarded-For (RFC7239)
Zscaler Internet Access
Zscaler Private Access
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About This Document
The following sections describe the organizations referenced in this deployment guide.

Zscaler Overview
Zscaler (Nasdaq: ZS), enables the world’s leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create
fast, secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its
services 100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional
appliances or hybrid solutions can’t match. Used in more than 185 countries, Zscaler operates a massive, global cloud
security platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. For
more information, see Zscaler’s website or follow Zscaler on Twitter @zscaler.

Aruba Overview
Aruba, a Hewlett Packard Enterprise company, is the global leader in secure, intelligent edge-to-cloud networking
solutions that use AI to automate the network, while harnessing data to drive powerful business outcomes. With Aruba
Edge Services Platform (ESP) and as-a-service options as part of the HPE GreenLake family, Aruba takes a cloud-native
approach to helping customers meet their connectivity, security, and financial requirements across campus, branch, data
center, and remote worker environments, covering all aspects of wired, wireless LAN, and wide area networking (WAN).
To learn more, see Aruba’s website. For real-time news updates, follow Twitter and Facebook at @VisitAruba.

Audience
This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, see:
•

Appendix A: Requesting Zscaler Support

•

Zscaler Resources

•

Aruba Resources

Software Versions
This document was authored using the latest version of Zscaler software.

Request for Comments
•

For Prospects and Customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

•

For Zscaler Employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2022 Zscaler, Inc. All rights reserved.
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Zscaler and Aruba Introduction
The following sections describe the applications referenced in this deployment guide.

ZIA Overview
ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet onramp— just make Zscaler your next hop to the internet via one of the following methods:
•

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).

•

Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).
You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, SaaS Security, and Browser Isolation, allowing you to start with the services you need now and activate
others as your needs grow.

ZPA Overview
ZPA is a cloud service that provides secure remote access to internal applications running on cloud or data center using
a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.
ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler Resources
The following table contains links to Zscaler resources based on general topic areas.
Name
ZIA Help Portal
ZPA Help Portal
Zscaler Tools
Zscaler Training and Certification
Submit a Zscaler Support Ticket

Definition
Help articles for ZIA.
Help articles for ZPA.
Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.
Training designed to help you maximize Zscaler products.
Zscaler Support portal for submitting requests and issues.

©2022 Zscaler, Inc. All rights reserved.
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Aruba EdgeConnect SD-Branch Overview
Software-Defined WAN (SD-WAN) technology is the answer to growing bandwidth demands and tightening budget
considerations. New solutions offer simplified WAN operations and reduced operational costs for those managing public
and private WAN connections, and those shifting toward cloud-based services altogether.
Aruba EdgeConnect SD-Branch is designed for optimizing routing decisions and improving visibility across the LAN and
WAN edge. Full Layer 7 application awareness combines with unique in-branch visibility based on end-user roles, device
type, and location context to make the Aruba EdgeConnect SD-Branch solution ideal for distributed enterprises.

Aruba Resources
The following table contains links to Aruba support resources.
Name
Aruba Technical Documentation
Aruba Airheads Community

Definition
Help documentation for Aruba products.
Online help forum for Aruba solutions.

©2022 Zscaler, Inc. All rights reserved.
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Security in Aruba SD-Branch
Security is an integral part of the Aruba SD-Branch solution. The security of the Aruba SD-Branch solution is built in layers,
from the hardening of the operating system to the integration with best-of-breed security partners.

Figure 1. Aruba SD-Branch security layers

Security Layers
The Aruba Gateways use the ArubaOS platform as the operating system. This includes:
•

Secure boot: TPM signed software image. Heavily restricting communications until the gateway has received its
configuration from Aruba Central.

•

Secure Zero Touch Provisioning: Leveraging the TPM loaded in the Aruba gateways to secure communications with
Aruba Central.

•

AES 256 encryption: For all branch-hub tunnels.

•

Aruba Role-based stateful firewall: With support for scalable configuration using firewall aliases, ALGs, and rolebased policies.

•

Deep Packet Inspection: Module with capacity to identify close to 3,200 applications.

•

Web content and reputation filtering: Using WebRoot’s machine learning technology to classify content, reputation,
and geolocation for billions of URLs.

The Aruba SD-Branch solution integrates with ClearPass or other Authentication, Authorization, Accounting (AAA) servers
to form a policy-driven branch. This model dynamically assigns policies based on users and devices, as opposed to the
traditional way of assigning these policies manually based on ports, VLANs, and IP addresses. This policy-driven branch is
enhanced by leveraging integrations with the 140+ partners in the 360 Security Exchange program. It can be pushed even
further by integrating with Aruba Introspect for User Entity and Behavioral Analytics (UEBA).
Lastly, the Aruba SD-Branch solution integrates with third-party security infrastructure partners. With these integrations,
the Aruba SD-Branch architecture seeks to offer enterprise-grade advanced threat protection in a scalable manner. With
this in mind, the integration with Zscaler provides a scalable solution for advanced threat protection in branch networks.

©2022 Zscaler, Inc. All rights reserved.
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ZIA Integration Overview
It is common in networking architecture today to tunnel traffic between a HQ and branches over either MPLS or
dedicated encrypted VPN links. As more services are cloud-based, and more information is available on the internet, it
makes less sense to tunnel traffic back to a central point before reaching its endpoint.
Breaking out traffic locally from the branches (as opposed to an on-premises appliance in the data center) allows traffic to
reach its destination faster and use bandwidth more efficiently. However, allowing traffic directly between devices in the
branch and the internet can introduce security risks.
To secure this traffic, the Aruba Branch Gateway (BGW) can redirect selected traffic through a cloud-based security
platform such as the ZIA service. This enables services like advanced threat protection or DLP (for more information, see
Zscaler Help Portal) without the need to increase the footprint in branch locations.

Figure 2. Aruba SD-Branch integration with Zscaler Cloud security infrastructure

Tunnel Establishment
Zscaler delivers a next-generation security architecture built from the ground up for performance and scalability. It is a
three-tiered platform with differentiated control plane (Zscaler Central Authority), data plane (Zscaler Public Service Edge)
and logging/statistics plane (Zscaler Nanolog Servers). It is distributed across more than 150 data centers on 6 continents,
which means that users are always a short hop away from their applications.
ZIA is a secure internet and web gateway delivered as a service from the cloud. To integrate with this service, the SD-WAN
solution needs to establish tunnels with the nearest ZIA Public Service Edge to send internet-bound traffic through them.
Both Aruba and the ZIA service support establishing communications through IPSec or GRE tunnels. The drawback of
using GRE, however, is that tunnels can’t traverse NAT boundaries, which are very common in branch environment. For
this reason, this deployment guide focuses on the implementation based on IPSec tunnels.

©2022 Zscaler, Inc. All rights reserved.
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Tunnel Details
The tunnels between the BGW and the ZIA Public or Private Service Edges use IPSec with null encryption. Traffic traverses
NAT boundaries and leverages IKEv2 for authentication, while at the same time limiting the overhead. To bring up the
tunnels, you must set up accounts in Zscaler for the Aruba BGWs and have them authenticate themselves. Such tunnels
can be established manually or by using the SD-WAN Orchestrator service available in the Aruba SD-Branch solution.
The following table is a summary of the tunnel characteristics.
Feature
Encryption
Integrity
Authentication
Key Exchange Method
Diffie-Hellman Group
NAT-Transversal
Dead Peer Detection (DPD)
Perfect Forward Secrecy (PFS)
Maximum Transmission Unit (MTU)
Maximum Segment Size (MSS)
VPN Type

Phase 1
AES-128
HMAC-SHA1-96
FQDN & PSK
Diffie-Hellman
2
Enabled
Enabled
N/A
N/A
N/A
N/A

Phase 2
Null
MD5
N/A
Diffie-Hellman
2
N/A
Disabled
1460 Bytes
1388 Bytes
Policy-based VPN

Tunnel Orchestration
Aruba BGWs can bring up tunnels to the ZIA service manually. This requires creating “locations” (as well as unique VPN
credentials) in the ZIA service for each branch site. It also requires configuring the Aruba SD-WAN BGWs to bring up
tunnels to the nearest ZIA Public Service Edges for traffic. Manually bringing up tunnels can be a very labor-intensive task.
This function is automated in the Aruba SD-Branch solution by SD-WAN Orchestrator. The Aruba SD-WAN Orchestrator
is a cloud-native, multi-tenant control plane that is included as part of Aruba Central to automate SD-WAN deployments.
The benefit of the SD-WAN Orchestrator is that WAN links are automatically discovered, and tunnels and routes are
orchestrated based on business and topological needs, such as mapping data centers to branch offices (for more
information, see the Aruba SD-WAN documentation).

©2022 Zscaler, Inc. All rights reserved.
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In the context of the Zscaler integration, the SD-WAN Orchestrator has the role of negotiating the tunnel establishment
between BGW and the nearest ZIA Public Service Edge. It does so by executing the following steps:
1. Bind Aruba BGWs with the nearest ZIA Public Service Edge: The Orchestrator queries the ZIA service for the nearest
Public Service Edge for each SD-WAN Gateway based on the public IP address from which every branch is seen.
2. Create locations in ZIA: The SD-WAN Orchestrator creates the locations for all BGWs in the selected groups through
the ZIA APIs. Unique VPN credentials are also created for each BGW.
3. Orchestrate tunnels: The SD-WAN Orchestrator instructs each BGW to establish tunnels with the nearest ZIA Public
Service Edge using the credentials negotiated in step 2.

Figure 3. Orchestrated tunnels

©2022 Zscaler, Inc. All rights reserved.
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Policy-Based Routing
After the tunnels are established, make sure the relevant traffic is sent through these tunnels. The Aruba SD-Branch
solution uses policy-based routing (or role-based routing) to determine which traffic flows are sent through the ZIA
service.
Consider the following parameters when determining traffic types to be sent through the ZIA service:
•

VLAN/User Role: Policy-based routing policies can be applied to roles or VLANs.

•

Stateful Firewall attributes: Protocol, Source/destination address, source/destination port.

•

FQDN: ArubaOS supports creating netservices based on FQDN, which can be used to build policy-based routing
policies.

The following figure illustrates how Aruba Gateways selectively redirect traffic to ZIA. In this example, cameras are fulltunneled to the data center (DC), the guest is sent directly to the internet, and employees/IoT are sent to the internet
through the ZIA service (with the exception of specific well-known SaaS applications).

Figure 4. Role-based routing policies

©2022 Zscaler, Inc. All rights reserved.
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Reference Architectures
The integration of Aruba SD-WAN and ZIA allows for a wide variety of scenarios. This section describes the most common
scenarios, which are validated by the Aruba Solution Test team.

Branch Gateways to ZIA
Aruba BGWs establish tunnels to one or several ZIA Public Service Edges (which can be in different regions, as shown in
the following figure) to secure user traffic going to public cloud services or to the internet. This provides high availability.
The solution supports manually setting the destination ZIA Public Service Edge for each BGW. It uses the SD-WAN
Orchestrator to learn the closest ZIA Public Service Edge for each branch and automatically establishing the tunnels to it.

Figure 5. Tunnel to nearest ZIA Public Service Edge

Uplink Load-Balancing and DPS
Aruba BGWs supports uplink load-balancing. All traffic that enters ZIA through a tunnel is guaranteed to return (egress)
through the same tunnel. The ZIA architecture prevents any chance of asymmetrical routing when parallel tunnels are
established. The BGW sets up a tunnel from every WAN interface.
Moreover, the Aruba BGW is capable of selecting the WAN circuit to be used by each traffic flow based on rich policies
such as the ones built for policy-based routing. The routing engine (global routing table or policy-based routing) provides
a set of next-hops, and the dynamic path selection (DPS) engine selects the optimal path. On top of that, the BGW can
monitor the different WAN circuits to steer traffic to the optimal path based on SLAs set for each application.
See the following example workflow:
1. Aruba ClearPass (or another RADIUS server) assigns the role PoS to the device.
2. The firewall classifies the session as Payment.
3. The routing for a PoS device using a payment app states that the next-hop is a certain ZIA Public Service Edge, and
the paths are, for example, INET and LTE.
4. Because the traffic is classified as Payment, it’s handled by the DPS policy Payment. This policy has INET as the
preferred path, as well as an SLA that must be met.

©2022 Zscaler, Inc. All rights reserved.
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5. If the measured values for INET meet the SLA for the Payment policy, the session goes through the tunnel
established using the INET uplink. If at any point the measured SLA for INET drops, the BGW steers the session to
any other active tunnel that meets the SLA. If no circuit meets the SLA, the system chooses the one that deviates the
least from the configured SLA.

Figure 6. Dynamic path steering

Headend Gateway to ZIA
If branch traffic is aggregated at a local hub and then routed to the internet or other corporate resources, Aruba VPNCs
can set up tunnels to the nearest ZIA Public Service Edge to have branch traffic go through additional security validations.

Figure 7. Tunnels from regional data centers

Clipboard-list

Both hardware as well as virtual Headend Gateways (virtual gateways in private instances of a public cloud) are
supported in this model.

©2022 Zscaler, Inc. All rights reserved.
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Redundancy of ZIA Public Service Edge
As shown in the previous section, the load-balancing and DPS mechanisms would take care of WAN circuit redundancy.
However, that might not be sufficient in the unlikely event that a ZIA Public Service Edge becomes unavailable. In that
case, the Aruba SD-Branch integration with Zscaler makes use of the DPD protocol to ensure the traffic doesn’t get
blackholed.

Figure 8. ZIA Public Service Edge redundancy

Clipboard-list

Tunnels to redundant ZIA Public Service Edges are supported for both topologies displayed: BGWs to ZIA and
Headend Gateways to ZIA.

©2022 Zscaler, Inc. All rights reserved.
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Branch Gateway Redundancy
When redundancy is required inside the branch, SD-WAN gateways can share uplink interfaces with their high availability
pairs. This is done by establishing a virtual uplink through the LAN to share such interfaces. The result is that each BGW
has physical uplinks as well as virtual uplinks.

Figure 9. Branch high availability

In this scenario, each BGW establishes tunnels to the ZIA service through all uplink interfaces (physical and virtual).
Both BGWs are defined in ZIA as a single location and use the same VPN credentials, or as two locations with different
credentials for each BGW. Both operating modes are supported.

Figure 10. ZIA tunnels with branch high availability

©2022 Zscaler, Inc. All rights reserved.
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Configuration Workflows
The following section describes how to configure workflows for the Zscaler and Aruba integration.

Tunnel Establishment
You can manually configure the Aruba and ZIA integration, or you can leverage the SD-WAN Orchestrator to streamline
the process of creating locations, VPN credentials, and BGW tunnels in the ZIA service.

Orchestrated Tunnel Establishment
The integration between Aruba SD-Branch and the ZIA service can make use of the SD-WAN Orchestrator to automate
large distributed deployments.
Configuring ZIA for API access
ZIA Admin Portal’s automated workflow doesn’t need to create locations or VPN credentials because the SD- WAN
Orchestrator does this through the API. The SD-WAN Orchestrator needs partner access to communicate through the API.
To add a partner key for Aruba SD-Branch:
1. Log in to the ZIA Admin Portal.
2. Click Administration > Partner Integrations > SD-WAN.
3. Click Add Partner Key.

Figure 11. Create Partner API Key

4. In Administration > Role Management, create a Partner Administrator Role to provide credentials for the API access.

Figure 12. Create Partner Role

©2022 Zscaler, Inc. All rights reserved.
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5. Go to Administration > Administrator Management, then create a partner account for the SD-WAN Orchestrator.

Figure 13. Create partner account

Configuring Aruba SD-WAN for Orchestrated Tunnels
To enable orchestration of tunnels:
1. Navigate to Global Settings > SDWAN > Cloud Security.
2. Enter the partner credentials and API Key for the SD-WAN Orchestrator to communicate to the ZIA service.

Figure 14. Enable automatic establishment of tunnels to ZIA service

©2022 Zscaler, Inc. All rights reserved.

18

ZSCALER AND ARUBA EDGECONNECT SD-BRANCH DEPLOYMENT GUIDE

3. Then, select the Gateway groups that establish tunnels to the ZIA service.

Figure 15. Select groups to tunnel to ZIA

4. Enable the Orchestrated Zscaler integration in Aruba Central. After enabling the integration, the SD-WAN
Orchestrator instructs the Gateways to establish tunnels to all ZIA Public Service Edge from all public WAN interfaces.

Clipboard-list

INET, MetroE, and LTE are considered public, while MPLS is considered private.
The minimum ArubaOS version required for the Zscaler Orchestrated tunnels is 8.4.0.0-1.0.6.0.

©2022 Zscaler, Inc. All rights reserved.
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Manual Tunnel Establishment
As described in the overview, the integration with ZIA requires configurations on both the ZIA Admin Portal and in Aruba
Central. The following configuration steps are streamlined because the ZIA service always sends return traffic through the
traffic originating the session (removing the need for routing exchanges).
Pre-Requisites
Before configuring ZIA, locate the FQDN of the ZIA instance. For more information, see Zscaler’s support documentation.

Figure 16. Locate Zscaler Public Service Edges

©2022 Zscaler, Inc. All rights reserved.
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Configuring ZIA
Configure the ZIA service to receive VPN tunnels from Aruba Gateways. As described previously, these are IPSec tunnels
that use IKEv2 credentials to uniquely identify each BGW. Assign each BGW a location and the corresponding VPN
credentials in the ZIA Admin Portal.
To configure the ZIA service:
1. Log in to the ZIA Admin Portal.
2. Navigate to Administration > Resources > VPN-Credentials.
3. Click Add VPN Credential.
4. Select FQDN and type the User ID and Pre-Shared Key for a given location (or set of locations).
5. Click Save.

Figure 17. Create VPN Credential

©2022 Zscaler, Inc. All rights reserved.
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After the credential is set, set up a location. The location identifies a specific site or a specific group of sites.
1. Navigate to Administration > Resources > Locations.
2. Choose Add Location.
3. Add the name, address, and time zone.
4. Select the previously created VPN credentials.
5. Click Save.

Figure 18. Add Location

©2022 Zscaler, Inc. All rights reserved.
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Configuring Aruba Gateways to Manually Establish Tunnels to ZIA
The Aruba BGW sets up tunnels to ZIA through every WAN interface. On the VPN > Cloud Security page in Aruba
Central, configure the following parameters:
•

Name: Enter the Administrative name for the tunnel.

•

Priority: Type the Admin ID for the tunnel.

•

Transform: Set ESP-null encryption with ESP-md5-HMAC hash.

•

Destination Gateway FQDN: Set the FQDN for the BGW.

•

Source FQDN: Set the user ID created in ZIA (santaclara@hpe.com in the example).

•

Uplink VLAN/VLAN: When tunneling from a BGW, select the Uplink VLAN(s) used to bring up tunnels to ZIA. In the
case of VPNCs, select the VLAN from which the tunnels are initiated.

•

IKE Shared Secret: Set the same value created in the Zscaler configuration.

Figure 19. Cloud security configuration

Clipboard-list

In the unlikely event that a Zscaler data center is unresponsive, Aruba sets up tunnels to different ZIA Public
Service Edges and handles failover as part of the policy-based routing policy, as described in the Reference
Architectures section.

©2022 Zscaler, Inc. All rights reserved.
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Policy-Based Routing
After you establish the tunnels between the BGWs and the ZIA services (regardless of whether this is done manually or
using the orchestrated workflow), the next step is selecting the traffic to send through the ZIA service. This is done by
leveraging the policy-based routing capabilities in the Aruba BGWs.

Create a Next-Hop List with the Tunnels
The BGWs establish tunnels with ZIA through all active uplinks. You must organize the tunnels in a next-hop-list so they
are used by the routing policies.
1. Go to Routing > Next Hop Configuration.
2. Create a Next Hop list.
3. Add an IPSec map for Site-to-Site IPSec tunnels under IPSec maps.
•

Use the same priority for several paths from the same BGW.

•

Use different priorities for different Zscaler data centers.

4. Enable Preemptive failover.

Figure 20. Add IPSec maps to next hop

Clipboard-list

In the case of the orchestrated mode, assign a higher priority to the primary tunnels. Assign the same priority to
all tunnels to a given ZIA Public Service Edge.

©2022 Zscaler, Inc. All rights reserved.
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Add Next-Hop to a Routing Policy
After the next-hop list with the tunnels to the ZIA is created, add it to a routing policy in the Routing > Policy- Based
Routing.
In the following image, you can see that the next-hop-list, zscaler-tunnel, created in the previous section is added to the
zscaler-tunnel policy. The policy sends all traffic to corporate subnets (an alias representing 10.0.0.0/8 and 172.16.0.0/12)
through the regular path, and sends the rest of the traffic through the ZIA Public Service Edges.

Figure 21. Routing policies

Apply Routing Policy
After creating the routing policy, apply the policy to the relevant traffic.
In the case of BGWs, apply the policies to the roles or VLANs of the devices that are sent through the ZIA service:
1. To apply the policy to a VLAN, go to Security > Apply Policies and select the policy from the drop-down menu next
to each VLAN.
2. To apply the policy to a role, go to Security > Roles and edit the role that you want to send through ZIA by adding a
routing policy.

Figure 22. Apply routing policy

©2022 Zscaler, Inc. All rights reserved.
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In the case of VPNCs, the routing policy is normally applied to the incoming SD-WAN traffic. Navigate to VPN > SDWAN
Overlay > Advanced.

Figure 23. Apply routing policy to incoming SD-WAN overlay

©2022 Zscaler, Inc. All rights reserved.
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Verification Steps
The following sections cover verifying Zscaler and Aruba configurations.

Aruba Central
You can verify the tunnel state from Aruba Central. Navigate to Gateways > Tunnels in the monitoring dashboard.

Figure 24. Monitoring tunnels to ZIA Public Service Edge

You can also verify the tunnel state through the site topology view.

Figure 25. Tunnels to ZIA in Topology View

©2022 Zscaler, Inc. All rights reserved.
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ZIA Admin Portal
For orchestrated tunnels, it’s important to verify that the API has created the necessary locations in the ZIA service (this
may take a few minutes if the ZIA service API is overloaded). Manually created sites are displayed as Self, and orchestrated
sites as HPE Aruba.

Figure 26. ZIA locations

After these locations (with the corresponding VPN credentials) are created, they can be edited at any time to enable
additional security services or to provide a more easily recognizable name.

Figure 27. Edit location
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The client device can also connect to https://ip.zscaler.com. This page is displayed if the client is browsing the internet
through the ZIA service and verifies which node that the traffic is coming from.

Figure 28. Zscaler verification page

Aruba Gateways
You can test further by connecting to the Gateway’s CLI either via SSH or through the remote console provided in Aruba
Central. The Gateway shows how the device is in a role (employee) that has a routing policy associated.
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The Gateway also shows how the device is going to public destinations (and returning from them) through ZIA.
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Appendix A: Requesting Zscaler Support
If you need Zscaler Support for provisioning certain services or to help troubleshoot configuration and service issues, it is
available 24/7/365.
To contact Zscaler Support, select Administration > Settings > Company Profile.

Figure 29. Collecting details to open support case with Zscaler TAC

Save Company ID
Copy your Company ID.

Figure 30. Company ID
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Enter Support Section
With your company ID information, you can open a support ticket. Navigate to Dashboard > Support > Submit a Ticket.

Figure 31. Submit a Ticket
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