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The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym
CA
CSvV
DLP
DNS
DPD
GRE
ICMP
IdP
IKE
IPS
IPSec
PFS
PSK
SaaS
SSL
TLS
VDI
XFF
UVM
ZDX
ZIA
ZPA

Definition

Central Authority (Zscaler)
Comma-Separated Values

Data Loss Prevention

Domain Name Service

Dead Peer Detection (RFC 3706)
Generic Routing Encapsulation (RFC2890)
Internet Control Message Protocol
Identity Provider

Internet Key Exchange (RFC2409)
Intrusion Prevention System
Internet Protocol Security (RFC2417)
Perfect Forward Secrecy
Pre-Shared Key

Software as a Service

Secure Socket Layer (RFC6101)
Transport Layer Security

Virtual Desktop Infrastructure
X-Forwarded-For (RFC7239)
Unified Vulnerability Management
Zscaler Digital Experience (Zscaler)
Zscaler Internet Access (Zscaler)
Zscaler Private Access (Zscaler)
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Trademark Notice

© 2025 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i)
registered trademarks or service marks or (i) trademarks or service marks of Zscaler, Inc. in the United States and/or other
countries. Any other trademarks are the properties of their respective owners.
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About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create
fast, secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its
services 100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional
appliances or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud
security platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To
learn more, see Zscaler’s website.

Armis Overview

Armis, the asset intelligence cybersecurity company, protects the entire attack surface and manages the organization’s
cyber risk exposure in real time. In a rapidly evolving, perimeter-less world Armis ensures that organizations continuously
see, protect, and manage all critical assets. Armis secures Fortune 100, 200, and 500 companies as well as national
governments, state, and local entities to help keep critical infrastructure, economies, and society stay safe and secure
24/7. To learn more, refer to Armis’ website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, see:

Zscaler Resources

Armis Resources

Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using the latest version of Zscaler software.

Prerequisites
To use this integration, make sure the following prerequisites are met:
Open a Zscaler support ticket to enable the Zscaler Client Connector API for your environment. The Zscaler APl is
required for this integration, and it is not enabled by default.
Ensure that firewall rules are opened in the Armis collector to the corresponding Zscaler domain.
Have an active instance of Zscaler Unified Vulnerability Management (UVM).
Have administrator login credentials to Zscaler UVM.
Have an active Armis tenant.
Have administrator login credentials to Armis.
Have an active instance of Zscaler Internet Access (ZIA).

Have administrator login credentials to ZIA.

©2025 Zscaler, Inc. All rights reserved. 6
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Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2025 Zscaler, Inc. All rights reserved. 7
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Zscaler and Armis Introduction

Overviews of the Zscaler and Armis applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA'is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Isolation, allowing you to start with the services you need now and activate others as your needs
grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a zero trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible to
unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler UVM

Zscaler UVM offers a groundbreaking approach to tackling persistent challenges in vulnerability management. Despite
decades of focus, traditional vulnerability management tools often fall short due to fragmented data, lack of context, and
inefficient prioritization, leaving organizations exposed to threats.

Zscaler UVM redefines the landscape by utilizing its innovative Data Fabric for Security to integrate and enrich data from
diverse sources, delivering a holistic and actionable view of an organization’s risk posture.

With features like dynamic risk scoring, automated workflows, and real-time reporting, Zscaler UVYM empowers
organizations to prioritize critical vulnerabilities, streamline remediation efforts, and strengthen collaboration across
teams. Designed for rapid deployment and measurable impact, UVM helps security leaders transition from reactive,
manual processes to a proactive, data-driven strategy, ensuring a more resilient and efficient approach to modern
vulnerability management.

©2025 Zscaler, Inc. All rights reserved. 8
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Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler UVM Help Portal Help articles for Zscaler UVM.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler UVM Help Portal Help articles for Zscaler UVM.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

Armis Centrix Overview

Armis Centrix, the cyber exposure management platform, is powered by the Armis Al-driven Asset Intelligence Engine,
which sees, secures, protects, and manages billions of assets around the world in real time. Its seamless, frictionless,
cloud-based platform proactively mitigates all cyber asset risks, remediates vulnerabilities, blocks threats, and protects
your entire attack surface.

Armis Resources

The following table contains links to Armis support resources.

Name Definition
Armis Support Online help for Armis products.

©2025 Zscaler, Inc. All rights reserved. 9
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Overview of the Zscaler and Armis Integration

ZIA and ZPA provide cloud-based Firewall and VPN capabilities.

Use Cases

The following are use cases for the Zscaler and Armis integration:

Full visibility of asset details on devices connecting to or from the network via Zscaler.

Enrich existing devices with traffic and services metadata ingested from the Zscaler traffic logs via the Zscaler App
Connector. This is currently supported for ZPA only.

How the Integration Works

The integration periodically connects to the Zscaler cloud to retrieve asset details on devices connected via the Zscaler
Client Connector.

The Zscaler platform sends continuous traffic logs to the integration for retrieving traffic and service metadata.

Capabilities

The following are the capabilities of the Zscaler and Armis integration:

Enrich device data.
Identify the user used by the device to connect to Zscaler.

Provide traffic data enrichment for connected devices. This capability is optional, available for ZPA only, and requires
additional configuration. To learn more, see Configuring ZPA Log Receiver.

©2025 Zscaler, Inc. All rights reserved. 10
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Creating Zscaler API Keys

The following steps describe creating the Zscaler API keys.

1. To access the Zscaler Client Connector API:

a. In the ZPA Admin Portal, click Client Connector from the left-side navigation.

b. In the ZIA Admin Portal, go to Policy > Mobile > Zscaler Client Connector Portal.
2. In the Zscaler Client Connector Portal, go to Administration > Public API.

3. Click Add API Key.

O A

Figure 1. Add API Key

4. Configure the API key details as follows:
a. Name: Enter a description for the API key. This is only used for display purposes.

b. Status: Verify that the status is set to Enabled.

E This is mainly used for disabling previously active keys without entirely revoking them.

c. Role: Verify that Read is selected. Currently, this is optional because the APl is read-only.

d. Session Validity Interval: The time in seconds before an authorization expires. When the APl is accessed,
the first call is to authenticate. This call provides the auth header to use for subsequent calls. Session validity
determines how long this auth header stays valid.

Mame ﬂ‘

5

Status @

Rale

Session Validity intervai (in Seconds) &

Figure 2. Configure APl Key

©2025 Zscaler, Inc. All rights reserved. 11
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5. Click Save.

6. Copy the Client Secret Key. The key is used to authenticate with the API. This key is the value for the Zscaler Client
Connector APl Key Secret (see Creating a Zscaler Integration in the Armis Console).

E The client’s secret key is only displayed at this time. It is important to copy it now.

Add API Key x

This client secret will not display again. Copy it to your clipboard before exiting.

#52a1323-5001-4b30-B025-01a0701a5017 (7]

Cancel

Figure 3. Client Secret Key

7. Go to the main Public APl window. The new key (Client ID) is displayed in the list.

Mo. Mame Client ID
1 Sample Name Seed7Bca-daf3-49f5-8435-81521aa0b... ()

Figure 4. Public APl window

8. Copy the Client ID from the page. This is the value for the Zscaler Client Connector API Key Client ID (see Creating a
Zscaler Integration in the Armis Console).

©2025 Zscaler, Inc. All rights reserved. 12
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Configuring ZPA Log Receiver

The following steps demonstrate how to configure the ZPA log receiver.

The following procedure is only relevant if the Import Traffic Logs checkbox is selected when creating the
integration (see Creating a Zscaler Integration in the Armis Console).

1. In the ZPA Admin Portal, go to Configuration & Control > Private Infrastructure > Log Receivers.

(.{7I App Connector Groups  Log Receivers

Zscaler Private Access
Domain Name or IP Address TCP Port

Dashboard

Analytics

Authentication »
Resource Management »
Policy »
Configuration & Control «

Administration Control >

APP CONNECTOR MANAGEMENT
Public API >

App Connectors
Private Infrastructure >

App Connector Groups
Certificate Management>

App Connector Provisioning Keys
Security >

Servers
Notification Managem... >

Server Groups
[Zl Client Connector

PRIVATE SERVICE EDGE MANAGEMENT
2 Account

Private Service Edges
i Tools
Private Service Edge Groups

Private Service Edge Provisioning Keys

LOG STREAMING

Log Receivers

Figure 5. Log Receivers

2. Click Add Log Receiver.

App Connector Groups  Log Receivers £33 Expand All

Zscaler Private Access

Name Domain Name or IP Address TCP Port TLS Encryption Log Type Actions

@ Dashboard No Items Found
= Analytics

& Authentication

& Resource Management

& Policy

85 Configuration & Control v

Administration Control »

Figure 6. Add Log Receiver

©2025 Zscaler, Inc. All rights reserved. 13
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3. Enter a name for the new Log Receiver and in the Domain or IP Address field, enter the Armis collectors IP.
4. In the TCP Port field, enter port 8282 (leave TLS Encryption as Disabled).

5. Select one or more App Connector Groups to use for the environment in which the Armis collector resides.

Add Log Receiver X

© Log Receiver @ Log Stream © Review

Name

Description

Domain or IP Address TCP Port

TLS Encryption
[SEEERN © Disabled

App Connector Groups

Choose one or more App Connector Groups -

Figure 7. Log Receiver

6. Click Next.
7. In Log Type, select User Activity.
8. In Log Template, select JSON.

E Do not make any changes to the Log Stream Content field.

Add Log Receiver X

o Log Receiver a Log Stream o Review

Log Type Log Template

User Activity - csv -

Log Stream Content

SAML and SCIM Attributes  Application Segments  Segment Groups  Client Types  Connection: Status Code

SAML and SCIM Attributes © Select ldP

Previous

Figure 8. Log Stream

9. Click Next.
10. On the last page, click Save.

11. Repeat the process to add an additional Log Receiver, but this time, for Log Type, select User Status.

©2025 Zscaler, Inc. All rights reserved. 14
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Creating a Zscaler Integration in the Armis Console

The following steps demonstrate how to create a Zscaler integration in the Armis console.

1. In the Armis console, go to Settings > Integrations.

2. Click Connect Integration and search for Zscaler in the Firewall & NAC category.

= el

Figure 9. Connect integration

3. Click Connect to open the integration parameters.

ons > Library > Connect Zscaler Integration
Provide Access Details (:
Manage Data N
ame
Set Schedule
Prior to configuring this i ion, please lish the i at > Prerequisites.

Zscaler Company ID

Zscaler Client Connector Dashboard AP key Client ID (0)

Zscaler Client Connector Dashboard API key Secret. (1)

Connect From

 Mark Discovered Devices as Managed

Import Traffic Logs (O

® Defaul

rval: 1 Hour
© Custom Interval (D)

D) Selected days of week (D

Figure 10. Connect Zscaler integration
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4. In the Name field, enter the name that is displayed on the Integrations page in the Armis console.
5. In the Provide Access Details section, configure the following:

a. Zscaler Company ID: Paste the Company ID from the Company Profile. You can find the Company Profile by
logging in to the ZPA Admin Portal and going to Administration > Company Profile.

b. Zscaler Client Connector API Key Client ID: Paste the API Key Client ID, which is your unique identifier required
for authenticating APl calls. See Creating Zscaler APl Keys.

c. Zscaler Client Connector API Key Secret: Paste the APl Key Secret, which is the unique token used to
authenticate the APl Key. See Creating Zscaler APl Keys.

Click Test connection to verify the connection with the APl before clicking the Connect button. Recommended
actions are provided if an authentication error occurs.

d. Connect From: Select the Armis collector on which the integration runs.
6. In the Manage Data section, select or clear the following checkboxes:

a. Mark Discovered Devices as Managed: This checkbox is enabled by default. It automatically labels every device
that is returned by the integration as Managed.

b. Import Traffic Logs: Select this checkbox (not enabled by default) to automatically pull traffic logs for the ZPA
integration. Currently, traffic logs for ZIA are not supported.

7. Click Connect to initialize the first-time analysis of Zscaler data sources. The analysis time might vary, depending on
multiple factors, such as the number of devices and the network bandwidth.

When the integration is active, the green status indicator appears on the Integrations page.

The devices associated with Zscaler appear in the Armis inventory with the Zscaler icon in the Data Sources column.
Hovering above the icon shows when the device was first and last seen.

Rk f Fasmer Dt Somarces Categony Tips Moded i

Qe

et
Ol et e s 10 200 vibam
Lt s ol 71, O3 155

Figure 11. Data Sources
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Viewing Data Retrieved from Zscaler

To view Zscaler data, click a device name to open the single-device page.

Lo
ki
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Figure 12. Zscaler data
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API Calls

To retrieve device information, Armis uses the Zscaler APl and sends the following API calls:

API Definition
POST /auth/v1/login Authenticates to an APl token.
GET /public/vl/getDevices Fetches the devices.

©2025 Zscaler, Inc. All rights reserved. 18
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Contextualizing Risk using Zscaler UVM and Armis

Zscaler's Data Fabric and Unified Vulnerability Management (UVM) solution ingests, normalizes, and unifies data across
enterprise security and business systems to deliver actionable insights, analytics, and operational efficiencies.

Zscaler UVM offers the following preconfigured Armis connectors:

Armis Devices: Retrieves information about the discovered devices, including their attributes and states.

Armis CVE: Retrieves vulnerability data related to devices, including matched device details.

Required Parameters

The source authentication configuration requires the following parameters:

API Token: Your generated API token.

Armis Instance: The instance ID of your tenant.

Roles and Permissions

The supplied token must carry at least the following permission:

Armis Devices: Device > Read

Armis CVE: Vulnerability > Read

Retrieving the Parameters

The following sections describe retrieving parameters.

Retrieving the APl Token

To retrieve your APl token in the Armis Management Console, perform the following:

1. Go to Settings > APl Management.

“CENTRIX @ Asset Management & Security

"14 Days" visibility:Full type:"Virtual Machine X ¢ Q

Settings

Integrations

Collectors

AP| Management

Secrets Management

Sites.

Boundaries

Internal IPs

Network Mapper

Figure 13. APl Management

Q Search device types

Al Sites All Boundaries. Last 14 Days - J

Sort: Amount ~ &

(@ assets view> |

Show all

Show all

©2025 Zscaler, Inc. All rights reserved.
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2. Click Create.
® Search using natural language or query (ASQ)

APl Management ©®
Generate Tokens

Secret API key

Integrate with the Armis Centrix™ platform to simplify the uploading and retrieving of data.

Usage Example v

(® APIDocs (@ API Guide
Figure 14. Create secret APl key

3. Click Copy to copy your API Secret Key.

AP| Secret Key

This is your APl Secret Key:
it TR i e R TR S R e DS O Copy

Please keep it private, as it grants full access to the AP
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Figure 15. Secret APl key

Retrieving the Armis Instance

You can find your Armis Instance in your Armis Management Console URL, in the format:

https://<your-instance>.armis.com

©2025 Zscaler, Inc. All rights reserved.
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Configure the Zscaler UVM Data Connectors

The following sections describe how to configure the Zscaler UVM data connector.

Configure Authentication for the Armis Data Source
1. Login to the Zscaler UVM Platform.
2. Click Configure.

f:zsca’ef- HH & Vulnerabilities 4 Explore {3 configure
Sources
.
Ll
Creat

:
L]

Name T Original Data Source Source Name
o
26 AWS EC2 connector = AWS EC2 == AWS EC2
*a

AWS S3 Buckets connector = AWS S3 Buckets ™ AWS S3 Buckets

Azure Blob connector A Azure Blob A Azure Blob

Figure 16. Configure

3. Click Authentications.

f zscaler & Vulnerabilities * Explore Configure
A

28 Sources

.
% Outegrations

@ Authentications l
T Original Data Source Source Name
 Data Mode
ae :2 connector = AWS EC2 = AWS EC2
Buckets connector = AWS S3 Buckets =5 AWS S3 Buckets

Figure 17. Authentications

4. Click Create, enter Armis, then click Armis.

f;zsca’ef. HH A Vulnerabilities 4 Explore €3 Configure
Authentications

%
Q, armis

L Authentication Name T Vendor

o Tenable Vulnerability Management © Tenable Vulnerability Mi __

ue 4 Armis

Apiiro Apiiro -

L4
Figure 18. Add Armis authentication
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5. Enter the following:
a. Name: Enter an authentication name (e.g., Armis).
b. APl Key: Enter the API Key.

c. Tenant: Enter your tenant's name (e.g., <your-instance>).

~. Armis Authentication

Armis

T

-'1‘.|=.g'ar On=partner

How to connect Cancel m

Figure 19. Configure Armis Authentication

6. Click Save.

Configure the Armis Devices Data Source
1. Login to the Zscaler UVM Platform.
2. Click Configure.

& Vulnerabilities A Explore £} Configure

Welcome, Paul

What's next

Tickets Remediation Dashboard Explore Vulnerabilities

Legal Disclaimer (7

Figure 20. Configure

©2025 Zscaler, Inc. All rights reserved. 22
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3. Click Create, then search for Armis Devices.

f;ZSCBfEf ) HH &  Vulnerabilities 4 Explore {3 configure

Connect New Data Source

Q armis devices

) Application

#:ws. Armis Devices

Figure 21. Connect New Data Source

4. Click the Armis Devices application.
5. On the Create Armis Devices Source page, complete the following:

Name: Enter a name for the Data Connector.

o 9

Active: Toggle the switch to enable the Data Connector.

Authentication: Select the authentication source.

a 0

Days to Fetch: Enter the number of days of data to fetch.

e. Full Refresh Frequency: Set your desired schedule for extracting all data.

-

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

g. Suppression Rules: Define rules and conditions to remove specific data before it enters the Zscaler UVM
system. To learn more, see the Zscaler documentation.

6. Click Test. If the APl key and region have been entered correctly, the system responds with Test Passed.

(;ZSCB’E{‘ HH & Vulnerabilities & Explore £ Configure e » . PL

- Test Passed

+- Create Armis Devices Source

& Details ~

Name*

Armis Devices connector X @D Active

Armis Devices b

Description

Figure 22. Test Passed
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7. Click Save.

~. Create Armis Devices Source

Details ~

@ Active ]

Armis Devices v
Description
Retrieval .
Authentication *
| Armis v |+ createNew
Days to Fetch
L J
Scheduling ~
Full Refresh Frequency *
I Daily v I
Time (UTC) *

Auto: 02:00 AM 4
Remediation Detection Settings o

Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicable setting

Aging criteria + Add Rule

I Age immediately if Finding was not seen, while Asset was seen in the latest full data refresh l
Fallback

I Age immediately if Finding was not seen for day(s) I
Advanced Settings ~

Suppression Rules

Configure suppression rules to exclude specific data before it is ingested into the platform

Type
O Exclude Rows Include Rows
Select Field v Contain o}

Prevent NULL from overriding existing values

Cancel Test

Figure 23. Create Armis Devices Services
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Configure the Armis CVE Data Source

1. Login to the Zscaler UVM Platform.

2. Click Configure.

& Vulnerabilities A Explore £} Configure e »m . PL

Welcome, Paul

What's next

Tickets Remediation Dashboard Explore Vulnerabilities

j. Legal Disclaimer (3

Figure 24. Configure

3. Click Create, then search for Armis CVE.

& Vulnerabilities 4* Explore €3 Configure

Connect New Data Source

Q armis cve

Application

#sus  Armis CVE

Figure 25. Connect New Data Source

4. Click the Armis Devices application.

5. On the Create Armis Devices Source page, complete the following:

o 9

- 0 o O

Name: Enter a name for the Data Connector.

Active: Toggle the switch to enable the Data Connector.

Authentication: Select the authentication source.

Full Refresh Frequency: Set your desired schedule for extracting all data.
Time: Set the time for data extraction.

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Suppression Rules: Define rules and conditions to remove specific data before it enters the Zscaler UVM
system. To learn more, see the Zscaler documentation.
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6. Click Test. If the API key and region have been entered correctly, the system responds with Test Passed.

& Vulneral Configure

) Test Passed

~ Create Armis CVE Source

% Details 2.
] Name *
o Armis CVE connector @D Active
= Source Name *
Armis CVE v

]

Description
’,

Figure 26. Test Passed

7. Click Save.

~- Create Armis CVE Source

Details 7

Name*

Armis CVE connector X @ Active

Armis CVE v

Descript

Retrieval 7

Authentication *

[ Armis v + Create New

Scheduling ~

Full Refresh Frequency *

[ Daily ~ ]

Time (UTC)*

Auto: 02:00 AM 4

Remediation Detection Settings ~

Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicable setting

Aging criteria + Add Rule

| Age immediately if Finding was not seen, while Asset was seen in the latest full data refresh |
Fallback

l Age immediately if Finding was not seen for day(s) |
Advanced Settings 2

Suppression Rules
Configure suppression rules to exclude specific data before it is ingested into the platform @

QO Exclude Rows Include Rows

Select Field v Cont 0}

Prevent NULL from overriding existing values

Cancel Test

Figure 27. Create Armis CVE Source
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Review and Adjust Risk Scoring

(Optional) Zscaler UVM automatically maps ingested data to its default Data Model, allowing you to start analysis
immediately. However, your data source might contain extra context that can further refine risk prioritization.

After ingested data has been normalized and mapped to the Data Model, Zscaler UVM can evaluate risk.

The following example illustrates how to map the avmRating attribute from the Armis CVE data source as a Risk Factor for
a Finding when assessing risk.

Map the Armis Data Source
To map the Finding/Key field to the id ingested data field:

1. Select Configure > Armis CVE connector > Map Data.

(am’ef EEH A Vulnerabilities 4 Explore £3 configure
Sources
-4
R Last P ™. = R © Deactivat 5 Delet Edit
5 erun Las! ¢ Process £ ap = Runs eactivate T Delete & Edi =
% Execution Now Data
o
8 Name © Original Data Source Source Name Last Data Received
e Apiiro Secrets connector Apiiro Secrets Apiiro Secrets 26/04/2025,12:01:42
H
] Armis CVE connector . Armis CVE “ Armis CVE 24/06/2025, 13:17:06
£ Armis Devices connector - Armis Devices +~  Armis Devices 25/06/2025, 12:12:27

Figure 28. Sources

2. Map the Finding/Key entity to the cveUid field by:
a. On theright side, under Finding, drag Key to the Create New Connection element.

b. On the left side, click the cveUid field.

& Vulnerabilities & Explore £ configure [ ] . PL
~ Map Armis CVE connector o orevert 0 proview ([ :
= Ingested Data [ Preview Entities + Add Entity

Create New Connection

Mapped Unmapped Y Mapped Unmapped

cvelid | o {
= Q Search S e i Q ke

attackComplexity Cancel \ Map |

Searct .-
attackVector Q search AutoMap +
availabilitylmpact Mapped Connections (1)
avmRating

avmRatingManuaiChan from datetime import datetime | Tmestamp

avmRatingManualChan

avmRatingManualUpd...

botnets

L |

Ticket Grouping Key

commonName

confidentialitylmpact

cveUid I

cvssScore

Figure 29. Finding/Key
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c. Click Map.

d. Click the Key icon next to the cveUid -> Key mapping.

EiRIF R

T

cvellid Key

Figure 30. cveUid

3. Map the Finding/Original Severity entity to the avmRating field by:
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a. On theright side, under Finding, drag Original Severity to the Create New Connection element.

b. On the left side, click the avmRating field.

A Vulnerabilities 4 Explore

£3 Configure

® @

~- Map Armis CVE connector

Ingested Data [ Preview
i Create New Connection
z Mapped  Unmapped =
atfectedDevicesCount Cancel m
attackComplexity
o Qs 5
attackVector Q search Auto Map +
z
availabilityimpact Mapped Connections (2)
avmRating
svmRatingManualChan from datetime import datetime Timestamp
avmRatingManualChan.
avmRatingManualUpd. cveUid Key »p

botnets
cisaDueDate
commonName

conficentialityimpact

Figure 31. avmRating field

c. Click Map.
4. Map the Asset/Key entity to match_device/deviceld by:

“ revet @ prevew (BN
Entities + Add Entity
¥ Mapped  Unmapped

Q original

|

Original Severity

Original Severity Score

a. On theright side, under Finding, drag Key to the Create New Connection element.

b. On the left side, click the match_device item, then click on deviceld:

& Vulnerabilities

4 Explore

+ Map Armis CVE connector

Ingested Data D Preview
. Create New Connection
¥ Mapped  Unmapped =
atcn_govice devicela Asset Key ‘
° Q deviceid
ncel
match device o o |
o Qs AutoMap +°
2
Mapped Connections (3)
from datetime import datetime Timestamp

cveid Key

avmRating Qriginal Severity

Figure 32. match_device/deviceld

£¥ Configure e m
“\ Revert @ Preview m H
Entities + AddEntity
¥ Mapped  Unmapped
Q key

Key
Application Keys

Certificate Subject Key ID
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c. Click Map.

d. Click the Key icon next to the match_device.deviceld -> Key mapping.

o

match_device.deviceld Key e

Figure 33. match_device.deviceld

5. Click Back to Mapping, then click Save.

6. On the Sources page, click Process Now > Process Now under your Armis Data Source.

Review and Adjust Risk Scoring
1. From the Vulnerabilities tab in the Zscaler UVM dashboard (Remediation Hub):
a. Inthe left-side navigation, select Settings > Score.
b. Click Add Factor in the Risk & Mitigating Factors section.
2. In the Add new factor modal:

a. Factor Type: Select Risk Factors (Mitigating Factors generally lower risk scoring, while Risk Factors generally
increase risk scoring).

b. Factor Name: Enter a name (e.g., Finding Original Severity).
Field: Choose Finding Original Severity.

d. When Finding Original Serverity Equals: Enter Critical and enter a percentage by which the risk is
increased. This example uses 10%.

€zscaler i () vaneraviities # Eoloe €3 Configure ems @O @

Factor Name Finding Original Severity "y X

I Risk Factors v I
® Cvss

l Finding Original Severity I

EPSS

I Finding Original Severity v I

Original Severity Score

— When Finding Original Severity Equals

® Risk & Mitigating Factors | 85% @' » + Add

4 Risk Factors (6)

Else reduce scoreby ¥ 0 %

Factor Name Entity
1s PCI Finding
Known Exploited GlobalVul

- Remote Code Execu. GiobalVul

T Delete concer AR

Figure 34. Add new factor

e. Click Apply, then Save & Run.
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3. In the left-hand pane, select the Findings dashboard. From the Findings dashboard:
a. Click Source = Armis CVE.
b. Click Severity = Critical.

f;)zscaler - HH . Vulnerabilities 4 Explore £¥ Configure
Findings
&
Active Critical and High Fin... v Save As View
¥ | Sources: Armis CVE v | Type v+ | Severity: CRITICAL v | State: Active v+ More Clear Filters
), Search for CVE or Keyword, Example: CVE-2021-44228
= ~ Overview
Findings by severity Findings Count by Source Name Finding Duplication
Si 303
®  Armis CVE
s
o
a4
. 0 [ 0 . °
H
¢
303 findings found Group By v o X [&]
H o T Severity score 1 Title Sources

Figure 35. Findings

Click one of your Armis Findings in the filtered list.

a o

In the Finding modal that appears, click the Details tab.
e. Click the Finding.

-

Review the output (notice the Score Adjustment section and how Finding Original Severity has modified the
risk scoring).

"—PZSCEIEI HH . Vulnerabilities 4 Explore {3 Configure o nm
T Active A & " X
Findings
en: Jun 24 2028, 10:00 AM (2 days agol
L4
Active Criticalandt & 9.6 CRITICA
Y  Sources: Armis :
E Details Details
Search for CVE g
= ~ Overview Jun 24, 2025
: | Jun 24, 2025
Findings by severi i
=" e Score Explanation
ra
Base Score Value Score Share % Score Change
= Original Severity Score 95 +90% +8.6
-
¢
303 findings found Score Adjustments Value Score Share % Score Change
B [ Finding Original Severity CRITICAL +10% +10 I
= D 1 -
477972
Final Score & 986 Critical

AT7081

Figure 36. Details
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Appendix A: Requesting Zscaler Support

If you need Zscaler Support to provision certain services or to help troubleshoot configuration and service issues, it is
available 24/7/365.

To contact Zscaler Support:
1. Go to Administration > Settings > Company Profile.
£+ Settings

My.}i..'ofile Nanolog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

& Authentication
INTRO!
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Backup & Restore

= Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 37. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Address Line 1

Address Line 2

Figure 38. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote 'ﬁﬁ*.sistance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (£

ThreatLabz | Security Research ('

Proxy Test (4
URL Lookup
Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
B Other

Search

Figure 39. Submit a ticket
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