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Terms and Acronyms

The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym
CA
CSvV
DLP
DNS
DPD
GRE
ICMP
IdP
IKE
IPS
IPSec
PFS
PSK
SaaS
SSL
TLS
VDI
XFF
ZDX
ZIA
ZPA

Definition

Central Authority (Zscaler)
Comma-Separated Values

Data Loss Prevention

Domain Name Service

Dead Peer Detection (RFC 3706)
Generic Routing Encapsulation (RFC2890)
Internet Control Message Protocol
Identity Provider

Internet Key Exchange (RFC2409)
Intrusion Prevention System
Internet Protocol Security (RFC2417)
Perfect Forward Secrecy
Pre-Shared Key

Software as a Service

Secure Socket Layer (RFC6101)
Transport Layer Security

Virtual Desktop Infrastructure
X-Forwarded-For (RFC7239)
Zscaler Digital Experience (Zscaler)
Zscaler Internet Access (Zscaler)
Zscaler Private Access (Zscaler)

©2025 Zscaler, Inc. All rights reserved.
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Trademark Notice

© 2025 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i)
registered trademarks or service marks or (i) trademarks or service marks of Zscaler, Inc. in the United States and/or other
countries. Any other trademarks are the properties of their respective owners.
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About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create
fast, secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its
services 100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional
appliances or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud
security platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To
learn more, see Zscaler’s website.

Microsoft Overview

Microsoft (MSFT), Microsoft develops and licenses consumer and enterprise software. It is known for its Windows
operating systems and Office productivity suite. The company is organized into three equally sized broad segments:
productivity and business processes (legacy Microsoft Office, cloud-based Microsoft 365, Exchange, SharePoint, Skype,
LinkedIn, Dynamics), intelligence cloud (infrastructure- and platform-as-a-service offerings Azure, Windows Server OS,
SQL Server), and more personal computing (Windows Client, Xbox, Bing search, display advertising, and Surface laptops,
tablets, and desktops). To learn more, refer to Microsoft’s website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, see:

Zscaler Resources

Microsoft Resources

Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using the latest version of Zscaler software.

Prerequisites
Public Al Data Protection:

Zscaler Internet Access (ZIA) with Data Protection enabled.

SSL TLS Inspection enabled for Al web categories.

Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2025 Zscaler, Inc. All rights reserved. 6
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Zscaler and Microsoft Introduction

Overviews of the Zscaler and Microsoft applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA'is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).

Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Isolation, allowing you to start with the services you need now and activate others as your needs

grow.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

©2025 Zscaler, Inc. All rights reserved. 7
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Microsoft 365 Copilot Overview

Microsoft 365 Copilot is an Al-powered assistant built into Microsoft 365 applications like Word, Excel, PowerPoint,
Outlook, and Teams. It uses large language models (LLMs) in combination with data from Microsoft Graph such as emails,
documents, calendars, and chats, to deliver intelligent, context-aware assistance within familiar productivity tools.

In Word, Copilot can help draft content, rewrite sections, or summarize long documents. In Excel, it analyzes data, creates
visualizations, and recommends formulas. In PowerPoint, it can turn text or documents into slide presentations. Outlook
users benefit from automatic email summaries, suggested replies, and help managing inbox priorities. In Teams, Copilot
can recap meetings, identify action items, and respond to questions based on chat history.

By automating routine tasks and providing smart suggestions, Microsoft 365 Copilot boosts productivity and creativity
while keeping data secure and compliant. It acts like a virtual teammate, helping users work more efficiently across their
daily workflows.

This document provides guidance on how to secure Microsoft 365 Copilot using ZIA, ensuring comprehensive protection
of sensitive data accessed and managed through these platforms.

Microsoft Resources

The following table contains links to Microsoft support resources.

Name Definition
Learn to Use Microsoft Copilot Getting started with Microsoft Copilots.
Learn How to Use Microsoft 365 Copilot Learn how to use Microsoft 365 Copilot.

©2025 Zscaler, Inc. All rights reserved.
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Solution Overview

Microsoft Copilot is a powerful tool that enhances productivity by surfacing relevant information from across Microsoft
environments. However, this capability also presents security challenges, as Copilot can retrieve and expose data stored
in OneDrive, SharePoint, and other Microsoft 365 repositories. If a user has view access to a document, even one deeply
buried within the organization’s file structure, Copilot can surface that information in response to a query, sometimes in
unintended or unauthorized ways.

For example, a user might ask Copilot about employee salaries, and if an accessible spreadsheet containing sensitive
records exists (perhaps due to accidental sharing or misconfigured permissions) Copilot could reveal that data. This poses
a significant risk of unintended data exposure, both internally and externally.

Zscaler addresses these challenges with a robust data protection approach that includes both API-based and inline
controls. These solutions help organizations secure sensitive information, ensuring that Copilot does not expose critical
data beyond intended access boundaries. The following sections explore these capabilities in detail.

©2025 Zscaler, Inc. All rights reserved.
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Microsoft Copilot Data Hygiene

Maintaining strong data hygiene is essential when using Microsoft Copilot, as it can access and surface information from
across your Microsoft 365 environment. To mitigate risks and safeguard sensitive data, follow these key best practices:

1. Onboard SharePoint and OneDrive into ZIA: Integrate SharePoint and OneDrive as sanctioned SaaS applications
within ZIA to enhance visibility and security. This enables IT teams to enforce access policies, monitor file-sharing
activity, and prevent data leakage in real time. Onboarding ensures that only authorized users can interact with
sensitive content, while unauthorized access attempts are effectively blocked.

2. Restrict Overexposed Permissions: Review and refine access controls to minimize unnecessary exposure. Avoid
broadly shared company-wide or public links, limit external collaborators, and ensure internal sharing is purposeful.
Overly permissive group settings can unintentionally grant access to thousands of users, increasing the risk of
sensitive data being surfaced by Copilot. Regular permission audits help maintain tighter control.

3. Gain Visibility into Sensitive Data: Understand where sensitive data resides and how it is shared. By identifying
excessive internal sharing or misconfigured external access, organizations can better monitor how Copilot interacts
with content. This visibility ensures that Copilot operates within clearly defined security boundaries without
compromising data integrity.

4. Leverage Microsoft Purview Sensitivity Labels: Use Microsoft Purview Sensitivity Labels to classify and protect
content based on sensitivity levels (e.g., Public, Internal, Confidential, Highly Confidential). These labels enforce
access restrictions and encryption and remain effective even if files are moved to less secure locations. Copilot
respects these labels, helping to prevent unauthorized access and ensuring consistent data protection.

By implementing these best practices, organizations can maintain control over their data, mitigate security risks, and
ensure Microsoft Copilot operates safely within their environment.

SharePoint

This deployment guide explains specific use case where employee resumes have been uploaded by the HR department
into SharePoint and have been shared with users against company policy. This results in these resumes being used as a
data source by Microsoft 365 Copilot.

1. Ebony Moore's resume is shared with user Paul Autopilot via a SharePoint document folder.

Manage Access
18 ooy Moore Rememaidocx
& Share

People <1 Groups+2  Links

n Paul Autepilot

Figure 1. Paul Autopilot

©2025 Zscaler, Inc. All rights reserved. 10
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2. Paul Autopilot can now ask Microsoft 365 Copilot which resumes are stored in SharePoint.

g o= Work weo D Newchat @ 0 @

Give me a list of resumes stored in SharePoint

T Copilot

in Ebony Moore's resume? &) View prompts

Figure 2. SharePoint

E Use the steps in this scenario to secure data in SharePoint according to your own company policy.

Add SharePoint as a SaaS Application in ZIA

The following sections describe how to add SharePoint as a SaaS application in ZIA.

Adding your SharePoint Tenant
To launch the SaaS Application Tenants Wizard in the ZIA Admin Portal:

1. Select Policy.
2. Select SaaS Application Tenants.

@ Settings

My Profile Nanolog Streaming Service
Company Profile Advanced Settings
DEELLLEG]
Alerts Virtual Service Edges
& Print All Policies DLP Incident Receiver
Analytics P
Partner Integrations

Saa$ Application Tenants

Email Tenants

Administration @ Authentication

Activation

Q

Search

Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs

Cloud Service API Security Event Logs

7'\

Alerts

Backup & Restore

Figure 3. SaaS Application Tenants

©2025 Zscaler, Inc. All rights reserved. 11
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3. On the SaaS Applications Tenants page, select Add SaaS Application Tenant.

SaaS Application Tenants

| (® Add Saas Application Tenant |

g icad No. Application Tenant ... Status Last ModifiedOn @ |

Figure 4. Add SaaS Application Tenant

Saa$ Tenant Configuration Wizard

After selecting Add SaaS Application Tenant, the wizard is displayed.

1. Select the SharePoint tile on the wizard.

Add SaaS Application Tenant

@  Choose the Saas Application Provider

Search Saa$ Application

Enter the application name Q

Popular Applications

box @ SharePoint && OneDrive & Google Drive

At%on M Gmail  $3Dropbox “ Exchange

Figure 5. The SaaS tenant configuration wizard

2. Complete the following :

a. Tenant Name: Enter a name for the SaaS Application Tenant. This is the name that is selected when assigning a
policy for the Zscaler security features.

b. Onboard SaaS Application for: Select DLP and Malware scanning SaaS API.
c. Authorize the SaaS Application: For SaaS Connector, select Zscaler Defined.
d. Click Provide Admin Credentials.

Add Saa$S Application Tenant

@  Choose the saas Application Provider

Dashboard

L4 A SharePoint

Analytics

€  Name the SaaS Application Tenant

Tenant Name

SharePoint-Copilot

a Onboard Saas Application for

LP and Malware scanning Saa$ AP

©  Authorize the Saa$ Application

‘SaasS Connector
© Zscaler Defined Custom

To configy Loss for SaaS Security AP, you must give Zscaler access to SharePoint. Learn more [

Zscaler SaaS Connector
6a704¢3b-57cc-4187-bfle-56¢633b0e63e

Provide Admin Credentials: (5

Figure 6. Add SaaS Application Tenant

This opens a new tab in your browser where you select an account.

©2025 Zscaler, Inc. All rights reserved. 12
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Configuring the Zscaler Tenant on SharePoint

The following steps are based on procedures documented on the Microsoft website. To configure the Zscaler tenant from
your SharePoint Admin account:

1. Login to SharePoint with administrator credentials.

B® Microsoft

Pick an account

r'ﬂ alglelelr{ofE TN N WL W, |

+ Use another account

Figure 7. Log in to the SharePoint tenant

2. Verify the requested permissions.

3. Click Accept.

B Microsoft
priopez@ ww: wm  ww sl -

Permissions requested

Review for your organisation

Zscaler SaaS Connector ZSTwo 01
SaaS.Zscaler.com

This ication is not It by Mi or
your organisation.

This app would like to:

\/ Read all applications

v Read all audit log data

Read directory data

Read and write files in all site collections
Read all groups

Read all group memberships

Read organization information

Read all users' relevant people lists
Read all usage reports

Have full control of all site collections

<KL

Create, edit, and delete items and lists in all site
collections

\/ Signin and read user profile

\v Read activity data for your organization

\v Have full control of all site collections

If you accept, this app will get access to the specified resources
for all users in your organisation. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Figure 8. Accept SharePoint permissions

©2025 Zscaler, Inc. All rights reserved. 13
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Finishing the Zscaler Tenant on Zscaler

Save and activate the configuration changes from the ZIA Admin Portal.

1. Click Save.
2. Activate the configuration changes.

s Add SaaS Application Tenant

Lok
2
@  Choose the SaaS Application Provider
Dashboard
l~ B> SharePoint
Anatyties
Policy
€@  Name the SaaS Application Tenant
2,
| Administration Tenant Name
SharePoint-Copilot
-
Activation
Q €)  Onboard Saas Application for
Search
/] DLP and Malware scanning SaaS API
Alerts
©  Authorize the Saas Application
Saa$ Connector
@ Zscaler Defined Custom
To configure Data Loss Protection and Malware Detection policies for SaaS Security API, you must give Zscaler access to SharePoint. Lear...
Zscaler Saas Connector Tenant ID
6a704e3b-57cc-4187-ble-56c63300e63e ce16871c-=ww g * L
& Provide Admin Credentials [
s
2
° Save Cancel
-l

Copyright©2007-2 ler Inc. All r

Figure 9. Finish the Zscaler tenant

3. Return to the SaaS Application Tenants page, then verify the SharePoint tenant is Active.

SaasS Application Tenants

@ Add Saas Application Tenant Search. Q
Dashboard - 5 )
No. Application Tenant Name Status Last.. © LastMo..  Owner Policy ... Externa..  External Trusted..
l: 1 Microsoft 365 2s-labs.net @ Active May 17,... admin@41... ZIA rd o
Analytics
2 Exchange 2zs-labs-exchange-corp ® Active April 16, ... admin@41... ZIA Data Loss ... s o
. 3 Microsoft Azure 25-labs-azure-corp @ Activ April 18, admin@41... ZIA Data Loss ... r'd o
Policy
4 Microsoft Teams 25-labs-teams-corp @ Activ April 17, admin@41... ZIA Dataloss.. --- - Y 4 a
ol 5 SharePeint SharePoint-Copilot @ Activ March1.. admin@4l.. ZIA P |
Administration
< 1 Frnie

Activation

Figure 10. The completed and active SharePoint tenant

©2025 Zscaler, Inc. All rights reserved. 14
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Configuring SharePoint SaaS Data Loss Prevention

The procedures for creating a DLP policy are straightforward. Create a custom dictionary or use an existing dictionary to
identify the data for which the scan looks. This guide uses the Resume Document DLP Dictionary to give a real-world
example of how to protect data which is likely to be held in SharePoint from being overexposed.

Creating a DLP Engine

To create the DLP engine which uses the Resume DLP Dictionary, in the ZIA Admin Portal, complete the following:

1. Select the DLP Engines tab.
2. Select Add DLP Engine.

IDLP Dictionaries & Engines I

DLP Dictionaries l DLP Engines |
Dashboard + Add DLP Engine Search Q

lﬁ No. Name © Dictionaries Description
Analytics
1 GLBA (Financial Statements > 0 AND Social Security Nu... Detect GLBA violaticns ra.
. 2 HIPAA (Medical Information > 0 AND Social Security Nu...  Detect HIPAA violations .
Policy
3 Microsoft Information Protection ((Microsoft Information Protection > 0)) s @
- . =
L iminiatration 4 Offensive Language (Adult Content > 0) Detect Offensive language g =
5 pPCI (Credit Cards > 5 AND Sccial Security Numbers (...  Detect PCI violations L
Activation B Self-Harm & Cyberbullying (Self-Harm & Cyberbullying > 0) Detect self-harm & cyberbullying violations AL

Search

A

Alerts

Figure 11. Creating a DLP engine

©2025 Zscaler, Inc. All rights reserved. 15
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Enter a Name for the DLP Engine.
In the Engine Builder under Expression, select Resume Document.
Select Add to add another dictionary if desired and repeat the process.

Click Save to save the configuration.

N o oA W

Activate the configuration.

Add DLP Engine X

DLP ENGINE

Name

SharePoint-Copilot

ENGINE BUILDER

EXPRESSION

“ Q ALLV ‘

’{ Resume Document v | x

| ©ADDYV |
Expression Preview

((Resume Document > 0))

DESCRIPTION

Descrintior

Figure 12. The DLP engine wizard

E This policy triggers when a document looks like a resume and is an example only.

©2025 Zscaler, Inc. All rights reserved. 16
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Configure a SaaS DLP Policy
Apply the engine to a DLP policy that is used for the SharePoint instance.

1. Click Policy.
2. Click Data At Rest Scanning.
3. Select File Sharing.

4. Click Policy.

5. Click Add DLP Rule.

i | Data At Rest Scanning | File Sharing v

ZIA . " / 4
Data Loss Prevention Malware Detection Scanning Exceptions
0 Policy Exceptions
Dashboard

© Add DLP Rule Search... Q

|
.
:

Analytics
No. RuleOr.. ® RuleN.. Severity Criteria Action Label a... Status

. Ne matching items found
Policy

S

Administration

@

Activation

Q

Search

a
(*]
:

Copyright®2007-2025 Zscaler Inc. All rights reserved. ...

Figure 13. Launch the Data At Rest Scanning DLP policy configuration wizard

This launches the DLP Policy wizard.

©2025 Zscaler, Inc. All rights reserved. 17
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Restrict Overexposed Permissions

The following sections describe how to restrict overexposed permissions.

Data At Rest DLP Policy Details
Specify the Data At Rest DLP Policy detail on to whom and what data this policy applies. You also specify the rule order if
you have multiple DLP policies that are processed in a specific order.

The first rule that matches is the applied rule. Specify the defined DLP engine, any file owners, groups, departments, and
the file types to inspect. Select Collaboration: Any and Action: Remove Sharing.

The Collaboration Scope and the Action are unique to the Data At Rest DLP Policy, and are explained next for clarification:

1. Collaboration Scope. The collaboration scopes and permissions for SaaS tenant files that contain sensitive data.
Select Any to apply the rule to files with all collaboration levels, or select any number of the following collaboration
scopes and specify the permissions for each scope:

a. External Collaborators: Files that are shared with specific collaborators outside of your organization.

b. External Link: Files with shareable links that allow anyone outside your organization to find the files and have
access.

c. Internal Collaborators: Files that are shared with specific collaborators or are discoverable within your
organization.

d. Internal Link: Files with shareable links that allow anyone within your organization to find the files and have
access.

e. Private: Files that are only accessible to the owner.

2. Action. The rule detects content that matches the criteria. The number of actions available depends on the
selected Saa$S application tenant. For SharePoint, the actions can remove Internal or External Collaborators and the
Shareable Link, All Sharing, or Report Only:

a. Apply MIP Labels: This action is only applicable for OneDrive and SharePoint tenants. The rule reports the
incident and applies the chosen classification label to the file. To see this action, you must choose from the list
of OneDrive and SharePoint tenants. This action is only applicable for Microsoft Excel, Microsoft Word, and PDF
file types.

b. Quarantine to User Root Folder: The rule reports the incident and quarantines sensitive content to a user’s root
folder.

c. Remove External Collaborators: This action reports the incident and removes all the file’s external collaborators.

d. Remove External Collaborators and Shareable Links: This action reports the incident and removes all the file's
external collaborators and any shareable links.

e. Remove Internal Collaborators and Shareable Links: This action reports the incident and removes all internal
collaborators and any shareable links.

f. Remove Sharing: This action reports the incident and removes all the file’s collaborators and any shareable links.

g. Report Incident Only: This action reports the incident only and makes no changes to the file's collaboration
scope.

©2025 Zscaler, Inc. All rights reserved. 18
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Saa$S DLP Policy Wizard
Configure the DLP policy. DLP Policies are evaluated in order in a top-down approach. The first policy matched is taken
into effect. To configure the policy:
1. Select the Rule Order for evaluation.
2. Enter a Rule Name for the rule.
3. Select the evaluation Criteria:
a. Select your SharePoint SaaS Application Tenant.
b. Select the desired DLP Engine (SharePoint-Copilot from previous steps).

c. Select the desired Collaboration Scope. In this example, choose Any - Any. This scope ensures that
documents shared with overly permissive settings are properly targeted, as they would be ingested by
Microsoft Copilot.

Select the Zscaler Incident Receiver to receive violation content or if unconfigured, select None.

Select the desired Action. For this example, to remove Microsoft Copilot access, select Remove Sharing.
Select the Severity to assign the violation.

Select the Auditor Type to receive a notification email of a violation.

Select the Notification Template.

Click Save.

10. Click Activate.

© ® N o u oA

©2025 Zscaler, Inc. All rights reserved. 19



ZSCALER AND MICROSOFT COPILOT DEPLOYMENT GUIDE |

Add DLP Rule x

DLP RULE

Rule Order Ruie Name
[ v]  [orresnarepoinicopiot ]
Rule Status Rule Label
Enabled v - w
CRITERIA
Saas Application Tenant Sites
SharePoint-Copllot ~| a8 Sites Selected in the Scan Scheduie ~
Owners Groups
Ay ~ Ay v
Departments. DLP Engines
Any v [ sharepoint-Copilot ~]
File Type Collaboration Scope
Ay v [aom ]

OLP INCIDENT RECEIVER

2scaler Incident Receiver

INune v]
ACTION

Action Severity

Remove Sharing Vl [\Acd um v I
NOTIFICATION

Auditor Type

Auditor Notification Template

[ 7] [rom 5

DESCRIPTION

Figure 14. Completing the SaaS DLP policy configuration wizard

The following image displays the completed, activated, and enabled DLP policy.

Data At Rest Scanning File Sharing v

Data Loss Prevention Malware Detection Scanning Exceptions

Policy Exceptions
Dashboard
© Add DLP Rule Search... Q
|+
Analytics
No. Rule.. ® Rule.. Severity Criteria Action Labe... Status S
. 1 1 DLP_Rul.. @ Medium Saa$S Applicatio... Remove... LABEL Enable Va D x
Policy SharePoint-Cop... -
DLP Engine
¢ Sharepeint-Cop...
s Q 5 Collaboration S.
Administration
Any - Any

@

Activation

Q

Search

Figure 15. The completed SaaS DLP policy
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Configuring SharePoint Security Scan for DLP

The final configuration step for SaaS data scanning is to create the Scan Configuration. Specify the tenant to which the
scan configuration applies, any policies that are included in the scan, and what data to scan relative to a date.

The Scan Schedule Configuration

The options for data to scan are All Data, Date Created or Modified After, or New Data Only. For this deployment guide,
All Data is selected.

1. To add a scan schedule, select Policy > Scan Configuration > Add Scan Schedule.

I Scan Configuration |

® Add Scan Schedule Search... Q

Dashboard No.  SaaS Application Ten... Schedule Criteria Description Status

No matching data found
=

Analytics

Policy

Activation

Figure 16. Configure the scan

2. Inthe wizard:
a. Select your SharePoint tenant as the SaaS Application Tenant.
b. Select the Data Loss Prevention policy created in prior steps.
c. Select All Data, Date Created or Modified After, or New Data Only.
d. Select Automatic to scan all SharePoint sites, or Manual to select specific sites.
e. Click Save.

Add Scan Schedule X

SCHEDULE CRITERIA

Saas$ Application Tenant Policy

| SharePoint-Copilot v I I Data Loss Prevention v
Data To Scan

I All Data v |

Sharepoint Buckets to be Scanned

6 Items to Scan Name w  Search... (o)

No. Name
1 https://zedscaler.sharepoint.com/sites/ZscalerLab

) httne:/l7ad int ~am/citac/ TunaHith

Save Cancel

Figure 17. Scan configuration details
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3. Activate the configuration.

4. Start the scan by selecting the Start icon.

Scan Configuration

(® Add Scan Schedule Search.. Q
Dashboard No. Saa$ Application Ten... Schedule Criteria Description Status
1 SharePoint-Copilot POLICY Administrator Has Not Started ... E # %

=

Analytics

Data Loss Prevention

DATA TO SCAN

Data Created or Modified
After March 19, 2025

Administration

Figure 18. Start the scan

The DLP policy becomes active, and the files are scanned for content violation.

Scan Configuration

(® Add Scan Schedule Search... Q
Dashboard No. Saa$ Application Ten... Schedule Criteria Description Status :
1 SharePoint-Copilot POLICY --- Running o ¢
lﬁ Data Loss Prevention Scan Started on March 21, 2025
Analytics 10:55 AM
DATA TO SCAN

‘ Data Created or Modified
After March 20, 2025
Policy

*n

Administration

Figure 19. The active and running scan
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Gain Visibility into Sensitive Data

After the Scan Configuration is configured, and the scan has run, you can gain visibility into you SharePoint Assets by
going to Analytics > SaaS Security > Assets.

o> i
dar SaaS Security
A
Applications Assets Activities  Posture Management  3rd-Party App Inventory
Oashbaard
« Assets with Incidents &
Application Tenant Scan For
Apph
SharePoint v All Tenants - All Scans Current Day™ Reset
Policy
Files  Owners  Collaborators ¥ Show Advanced Filters
Files with Incidents Matching a Files with DLP Violation Files with Malware Files with External Collaborators Publicly Shared Files with DLP Quarantined Files
Rule Violations

2 2 0 0 0 0

h
i
File ID File Name LastScanTime (3 File Path Severity of LastInc..  Owner External Collaborat...  Collaboration Scope  Internal Collaborat..  Number of internal...
R OIVBJA4SXMEODKO...  Ebony Moore Resum...  02:11 PM, Mar 21, Isites/ZscalerLabiSh...  Medium azure@zs-labs.net - 2 Scopes ~ 2 Collaborators ~ 2
2028 Internal Collaborators  autopilot@zedscaler.
Internal Link - Edit 2scalerlab@zedscale
&
2 OIVBJA4SQVZFYKJ)...  Samuel Jones Resu... 02:11 PM, Mar 21, Isites/ZscalerLab/Sh...  Medium azure@zs-labs.net - 2 Scopes A 2 Collaborators ~ 2
2028 Internal Collaborators  autopilot@zedscaler.
e Internal Link - Edit zscalerlab@zedscale
-

Figure 20. Saa$ Security

End User Experience

You can see collaboration permissions are removed.

Manage Access 8
B) Enony Moore Resume docx —
@ Share ©-3t0p sharing

People  Groups+2  Links

This file has not been shared with anyone yet.
@ Start sharing

Figure 21. Manage Access
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Additionally, Microsoft Copilot no longer uses those documents as source material.

&« O ) https//m365.cloud.microsoft/chatZauth=2

@ OneDrive [3 SharePoint T Microsoft 365 Copilot K3 Zscaler Lab - Home

Copilot
o Give me alst of resumes stored in SharePoint b e DNeweat | @ @ =l
[
Home Jokay
d Gi list of ed in SharePoi
Cma ive me a list of resumes stored in SharePoint
5] o Copilot
Pages
It seems that | couldn’t find any resumes stored in SharePoint or related to your query. If you have any
A specific details or keywords related to the resumes you're looking for, please provide them, and I'll try again.
Create
Alternatively, if you have any other requests or need assistance with something else, feel free to let me know!
(e
OneDrive (0]
® B EditinPages ~ (O Copy B &) )  A-genenced coment maybe ncomect
Apps

Admin

Figure 22. Copilot

OneDrive

The following sections use a specific case where employee resumes are uploaded by the HR department into OneDrive
and are shared with users against company policy. The results are used as a data source by Microsoft 365 Copilot.

1. Ebony Moore’s resume has been shared with user Paul Autopilot via OneDrive.

Manage Access & -

B Ebony Moore Resume docx. —

B2 Share 17" 3t0p sharing

People-2  Groups  Links

Q. Search displayed names

) paui aure
) paui auopitor

Figure 23. Shared resume
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2. Paul Autopilot asks Microsoft 365 Copilot which resumes are stored in OneDrive.

ﬁ E°f"‘:’_ S Work Web ® Newchat @ B - @

Give me a list of resumes stored in OneDrive across the company

L] Copilot

| found a few resumes stored in OneDrive across the company:

1. Chris Lo Resume: This resume belongs to Chris Lo, an accountant with three years of experience in
personal and tax accounting. It was last modified this morning by Paul Azure 1
2. Samuel Jones Resume: This resume belongs to Samuel Jones, an accountant with similar experience. It

was last modified last Thursday by Paul Azure 2 .

w

. Ebony Moore Resume: This resume belongs to Ebony Moore, another accountant with three years of

experience. It was last modified last Wednesday by Paul Lopez 2 .

Can you provide contact details for these candidates? Are there any resumes for senior accountants?

Can you summarize the key skills of these candidates? &) View prompts

Figure 24. Resumes stored in OneDrive

g Use the steps in this scenario to secure data in OneDrive according to your own company policy.
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Add OneDrive as an Saa$S Application in ZIA

The following sections describe how to add OneDrive as an SaaS application.

Adding your OneDrive Tenant

To launch the SaaS Application Tenants wizard in the ZIA Admin Portal:

1.

2.

Select Administration.

Select SaaS Application Tenants.

& Settings

My Profile

0 Company Profile

ELLLLEN
Alerts

lﬁ Print All Policies

Analytics

Policy

Y

Administration @& Authentication

Activation

Q

Search

&L

Alerts

Authentication Settings
User Management
Identity Proxy Settings

Cloud Service API Security

Figure 25. Saa$S Application Tenant

Nanolog Streaming Service
Advanced Settings

Virtual Service Edges

DLP Incident Receiver
Partner Integrations

Saa$S Application Tenants

Email Tenants

Administrator Management
Role Management

Audit Logs

Event Logs

Backup & Restore

On the SaaS Applications Tenants page, select Add SaaS Application Tenant.

SaaS Application Tenants

| (® Add Saa$ Application Tenant

4]

Dashboard No. Application Tenant ...

Figure 26. Add Saa$S Application Tenant

Status Last ModifiedOn © |
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Saa$ Tenant Configuration

After selecting Add SaaS Application Tenant, the Choose the SaaS Application Provider window is displayed.

1. Select the OneDrive tile.

Add SaaS Application Tenant

o Choose the SaaS Application Provider

Dashboard Search Saa$ Application

Enter the application name

lﬁ nter pplication n: Q
Analytics
Popular Applications

box B> SharePoint | & OneDrive & Google Drive

M Gmail 3.3 Dropbox u Exchange

sharerie  @itHub  servicenow 5% slack

. amazon Gooale Warksnace rh WWeoes Teams £\ Goodle Cloud

Figure 27. The SaaS tenant configuration

2. Complete the following:

a. Tenant Name: Enter the SaaS Application Tenant name. This is the name that is selected when assigning a
policy for the Zscaler security features.

b. Onboard SaaS Application for: Select DLP and Malware scanning SaaS API.
c. Authorize the SaaS Application: Select Zscaler Defined.

d. Click Provide Admin Credential.

Add Saa$ Application Tenant

o Choose the SaaS Application Provider

Dashboard

22 & OneDrive

Analytics

©  Name the Saas Application Tenant

Tenant Name

[ OneDrive-Copilot

e Onboard Saas Application for

DLP and Malware scanning SaaS API

o Authorize the SaaS Application

Saa$S Connector

@ Zscaler Defined Custom

To configure Data Loss Protection and Malware Detection policies for SaaS Security AP, you must give Zscaler access to OneDrive. Learn more (2

Zscaler Saa$ Connector Tenant ID
6a70403b-57cc-4187-bfle-56c6 33006 3 cel6871c-d67d-4678-a0ec-d8007d67794a

Provide Admin Credentials [

Figure 28. Tenant name

This opens a new tab in your browser where you select an account.
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Configuring the Zscaler Tenant on OneDrive

The following steps are based on procedures documented on the Microsoft website. To configure the Zscaler tenant from
your OneDrive Admin account:

1. Login to OneDrive with administrator credentials.

BS Microsoft

Pick an account

PriOPeZ@ wlie™ ™ B Bae"s-"uu"l

+ Use another account

Figure 29. Log in to the OneDrive tenant

2. Verify the requested permissions.

3. Click Accept.

B2 Microsoft
priopez@zedscaler.onmicrosoft.com

Permissions requested

Review for your organisation

2Zscaler Saa$ Connector ZSTwo 01

This application is not published by Mi or
your organisation.

This app would like to:
v Read all appiications

' Read all audit log data

\~ Read directory data

Read and write files in all site collections
Read all groups

Read all group memberships.

Read organization information

Read all users® relevant people lists
Read all usage reports

Have full control of all site collections

{ K €€ €K X

Create, edit, and delete items and lists in all site
collections

<

Sign in and read user profile

<

Read activity data for your organization
\~ Have full control of all site collections
If you accept, this app will get access to the specified resources

for all users.in No one else will
review these parmissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
hitps://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

o

Figure 30. Accept OneDrive permissions
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Finishing the Zscaler Tenant on Zscaler

Save and activate the configuration changes from the ZIA Admin Portal.

1. Click Save.
2. Activate the configuration changes.

s Add SaaS Application Tenant

@  Choose the SaaS Application Provider

l~ B> SharePoint

€@  Name the SaaS Application Tenant

“g
| Administration Tenant Name
SharePoint-Copilot
i3t be unka
Activation
Q €)  Onboard Saas Application for
Search
/] DLP and Malware scanning S3a$ API
Alorts
©  Authorize the Saas Application
Saas Connector
@ Zscaler Defined Custom
To configure Data Loss P nd Malware Detection policies for SaaS Security API, you must give Zscaler access to SharePoint. Lear...
Zscaler Saa$ Connector Tenant ID
64704e30-57cc-4187-DMe-56¢63300e63¢  ce1687Icmw g * =
& Provide Admin Credentials [
s
2
° Save Cancel
“ [Fg Helo

Figure 31. Finish the Zscaler tenant

3. Return to the SaaS Application Tenants page, then verify the OneDrive tenant is Active.
SaaS Application Tenants

(@ Add Saa$ Application Tenant

Search. Q
peosd No. Application Tenant Name Status Las..© Last.. Owner Polic... Exte... External Tru...
u 1 Microsoft 365 zs-labs.net @ Active May 1... admin... ZIA & o
Analytics
2 Exchange zs-labs-exchange-... @ Active Marc... admin... ZIA Data Lo... === 4 v
. 3 Microsoft Teams  2s-labs-teams-corp @ Act Marc.. admin..  ZIA Data Lo... I'd v)
Policy
4 Microsoft Azure  zs-labs-azure-corp @ Active Marc... admin.. ZIA Data Lo... I'd o
s
5 SharePoint SharePoint-Copilot @ Active Marc... admin.. ZIA Data Lo... I'd v}
Administration
IG OneDrive OneDrive-Copilot @ Active Marc..  admin..  ZIA I'4 v]
Activation <) 1 e

Figure 32. The completed and active OneDrive tenant

Configuring OneDrive SaaS Data Loss Prevention

The procedures for creating a DLP policy are straightforward. Create a custom dictionary or use one of the available
dictionaries to identify the data for which the scan looks. This guide uses the Resume Document DLP Dictionary to give a
real-world example of how to protect data which in OneDrive from being overexposed.
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Creating a DLP Engine

To create the DLP engine to use the DLP Dictionary, in the ZIA Admin Portal, complete the following:

1. Select the DLP Engines tab.
2. Select Add DLP Engine.

IDLP Dictionaries & Engines I

DLP Dictionaries | DLP Engines I
Dashboard + Add DLP Engine Search

Iz No. Name

© Dictionaries Description
Analytics

1 GLBA (Financial Statements > 0 AND Sccial Security Nu...  Detect GLBA violations

. 2 HIPAA (Medical Information > 0 AND Sacial Security Nu...  Detect HIPAA violations

Policy
3 Microsoft Information Protection ((Microsoft Information Protection > 0))

oy ‘

Lo 4 Offensive Language (Adult Content > 0) Detect Offensive language
5 pCl (Credit Cards > § AND Social Security Numbers (..  Detect PCl violations
Activation 6 Self-Harm & Cyberbullying (Self-Harm & Cyberbullying > 0) Detect self-harm & cyberbullying violations

Q

Search

A

Alerts.

Figure 33. Creating a DLP engine

Enter a Name for the DLP engine.

In the Engine Builder, under Expression, select Resume Document.

Click Save to save the configuration.

N o oo W

Activate the configuration.

Add DLP Engine X

DLP ENGINE

Name

OneDrive-Copilot |

ENGINE BUILDER

EXPRESSION

‘ O ALLYV ‘

—l Resume Document v X

_1; © ADD v \
Expression Preview

((Resume Document > 0))

DESCRIPTION

Description

Figure 34. Add DLP engine

Select Add to add another dictionary if desired and repeat the process.

“

N

Y

A Y
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Configure a SaaS DLP Policy
Apply the engine to a DLP policy that is used for the OneDrive instance.

1. Click Policy.
2. Click Data At Rest Scanning.
3. Select File Sharing.

4. Click Policy.

5. Click Add DLP Rule.

i | Data At Rest Scanning | File Sharing v

ZIA . " / 4
Data Loss Prevention Malware Detection Scanning Exceptions
0 Policy Exceptions
Dashboard

© Add DLP Rule Search... Q

|
.
:

Analytics
No. RuleOr.. ® RuleN.. Severity Criteria Action Label a... Status

. Ne matching items found
Policy

S

Administration

@

Activation

Q

Search

a
(*]
:

Copyright®2007-2025 Zscaler Inc. All rights reserved. ...

Figure 35. Data At Rest Scanning DLP policy configuration

This launches the DLP Policy wizard.
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Restrict Overexposed Permissions
You can specify Data At Rest DLP Policy details on to whom and what data this policy applies. You also specify the rule
order if you have multiple DLP policies that are processed in a specific order.

The first rule that matches is the applied rule. Specify the defined DLP engine, any file owners, groups, departments, and
the file types to inspect. Select Collaboration: Any and Action: Remove Sharing.

The Collaboration Scope and the Action are unique to the Data At Rest DLP Policy, and are explained next for clarification:

1. Collaboration Scope. The collaboration scopes and permissions for SaaS tenant files that contain sensitive data.
Select Any to apply the rule to files with all collaboration levels, or select any number of the following collaboration
scopes and specify the permissions for each scope:

a. External Collaborators: Files that are shared with specific collaborators outside of your organization.

b. External Link: Files with shareable links that allow anyone outside your organization to find the files and have
access.

c. Internal Collaborators: Files that are shared with specific collaborators or are discoverable within your
organization.

d. Internal Link: Files with shareable links that allow anyone within your organization to find the files and have
access.

e. Private: Files that are only accessible to the owner.

2. Action. The rule detects content that matches the criteria. The number of actions available depends on the
selected SaaS application tenant. For SharePoint, the actions can remove Internal or External Collaborators and the
Shareable Link, All Sharing, or Report Only:

a. Apply MIP Labels: This action is only applicable for OneDrive and SharePoint tenants. The rule reports the
incident and applies the chosen classification label to the file. To see this action, you must choose from the list
of OneDrive and SharePoint tenants. This action is only applicable for Microsoft Excel, Microsoft Word, and PDF
file types.

b. Quarantine to User Root Folder: The rule reports the incident and quarantines sensitive content to a user’s root
folder.

c. Remove External Collaborators: This action reports the incident and removes all the file’s external collaborators.

d. Remove External Collaborators and Shareable Links: This action reports the incident and removes all the file’s
external collaborators and any shareable links.

e. Remove Internal Collaborators and Shareable Links: This action reports the incident and removes all internal
collaborators and any shareable links.

f. Remove Sharing: This action reports the incident and removes all the file'’s collaborators and any shareable links.

g. Report Incident Only: This action reports the incident only and makes no changes to the file’s collaboration
scope.
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SaaS DLP Policy
Configure the DLP policy. DLP Policies are evaluated in order in a top-down approach. The first policy matched is taken
into effect. To configure the policy:
1. Select the Rule Order for evaluation.
2. Enter a Rule Name for the rule.
3. Select the evaluation Criteria:
a. Select your OneDrive SaaS Application Tenant.
b. Select the desired DLP Engine (OneDrive-Copilot from previous steps).

c. Select the desired Collaboration Scope. In this example, choose Any - Any. This scope ensures that
documents shared with overly permissive settings are properly targeted, as they would be ingested by
Microsoft Copilot.

Select the Zscaler Incident Receiver to receive violation content. If unconfigured, select None.

Select the desired Action. In this example, to remove Microsoft Copilot access, select Remove Sharing.
Select the Severity to assign the violation.

Select the Auditor Type to receive a notification email of a violation.

Select the Notification Template.

Click Save.

10. Click Activate.

© ® N o u oA
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Add DLP Rule

DLP RULE
Rule Order Rule Name
I 2 vI | DLP_Rule_OneDrive_Copilot |
Rule Status. Rule Label
Enabled v --- v
CRITERIA
SaaS$ Application Tenant Owners
I OneDrive-Copilot v Any v
Groups Departments
Any v Any ~
DLP Engines File Type
[OneDrive-CopHnl v I Any v

Collaboration Scope

B 7]

DLP INCIDENT RECEIVER

Zscaler Incident Receiver

] None v

ACTION

Action Severity

Remove Sharing v I | Medium '3

NOTIFICATION
Auditor Type

@ Hosted External

Auditor Notification Template

| None Vl INone v

DESCRIPTION

Save Cancel

Figure 36. Completing the SaaS DLP policy configuration
The following image displays the completed, activated, and enabled DLP policy.

Data At Rest Scanning File Sharing v
Data Loss Prevention Malware Detection Scanning Exceptions
Policy Exceptions
Dashboard

© Add DLP Rule DLP_Rule_OneDrivel x Q

=

Analytics

No. Rule O... @ Rule N... Severity Criteria Action Label ... Status 3

& 1 2 DLPRule.. @ Medium Remove S.. LABEL Enabled s 0 x

Policy

DLP Engine
P OneDrive-Copilot

Administration

@

Activation

Figure 37. The completed SaaS DLP policy
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Configuring OneDrive Security Scan for DLP

The final configuration step for SaaS data scanning is creating the scan configuration. Specify the tenant to which the scan
configuration applies, any policies that are included in the scan, and what data to scan relative to a date.

The Scan Schedule Configuration

The options for data to scan are All Data, Date Created or Modified After, or New Data Only. For this deployment guide,
All Data is selected.

To add a scan schedule:

1. Go to Policy > Scan Configuration > Add Scan Schedule.

I Scan Configuration |

@® Add Scan Schedule Search... Q

Dashboard No. SaaS Application Ten... Schedule Criteria Description Status

No matching data found
Lt

Analytics

Administration

@

Activation

Q

Search

Figure 38. Configure the scan

2. Inthe Add Scan Schedule dialog:
a. Select your OneDrive tenant as the SaaS Application Tenant.
b. Select the Data Loss Prevention policy created in prior steps.
c. Select All Data, Date Created or Modified After, or New Data Only.
d. Click Save.

Add Scan Schedule X

SCHEDULE CRITERIA

Saa$ Application Tenant Policy

| OneDrive-Copilot - | Data Loss Prevention - |
Data To Scan

| All Data - |

DESCRIPTION

Save Cancel

Figure 39. Scan configuration details
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3. Activate the configuration.
4. Start the scan by selecting the Start icon.

Scan Configuration

(® Add Scan Schedule OneDrive-Copilot x Q
Dashboard No. Saa$S Application Tenant Schedule Criteria Description Status
b 1 OneDrive-Copilot POLICY --- Scan Stopped E &g %
L Data Loss Prevention ON March 23, 2025 3:23 PM

Analytics Scan Stopped by Administrator
DATA TO SCAN

. Data Created or Modified
After March 23, 2025
Policy

%y

Administration

Figure 40. Start the scan

The DLP policy becomes active, and the files are scanned for content violation.

Scan Configuration

® Add Scan Schedule Search... Q
Dashboard No. Saa$ Application Ten... Schedule Criteria Description Status :
1 SharePoint-Copilot poLICY - Running o ¢
lﬁ Data Loss Prevention Scan Started on March 21, 2025
Analytics 10:55 AM
DATA TO SCAN

Data Created or Modified
After March 20, 2025

Administration

Figure 41. The active and running scan
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Gain Visibility into Sensitive Data

After the Scan Configuration is configured, you can gain visibility into your OneDrive Assets by going to Analytics > SaaS
Security > Assets.

SaaS Security

Applications Assets Activities Posture Management  3rd-Party App Inventory
Dashboard
& Assets with Incidents oy
54
Analytics Application Tenant Scan For
Reset Appl:
OneDrive v All Tenants - All Scans Current Dayv ese
Policy
Files Owners Collaborators 'Y Show Advanced Filters
s
Administration
Files with Incidents Files with DLP Violation Files with Malware Files with External Publicly Shared Files with Quarantined Files
Matching a Rule Collaborators DLP Violations

Activation 3 3 0 O 0 O

File ID File Name Last Scan Time (3 File Path Severity of Last Inc...  Owner External Collaborat...  Collaboration Scope
Ll 0126Y54LWYMDXES...  Ebony Moore Resum...  10:50 AM, Mar 24, ' Medium azure@zs-labs.net - 2 Scopes v
2025
0126Y54LRTGOSGR... Chris Lo Resume.docx 10:50 AM, Mar 24, {f Medium azure@zs-labs.net - 2 Scopes v
2025
0126Y54LSSALGHM...  Samuel Jones Resum...  10:49 AM, Mar 24, ! Medium azure@zs-labs.net - 2 Scopes v
2025

Figure 42. Assets
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End User Experience

After the previous steps are taken, you can see collaboration permissions are removed.

Manage Access & -

B Ebony Meore Resume docx
@ Share

Grant Access

People=1  Groups  Links

n Paul Azure

This file has not been shared with anyone yet.
@ Start sharing

Figure 43. Manage Access

Additionally, Microsoft Copilot can no longer use those documents as source material.

Copilot

Give me a list of resumes stored in OneDrive acros.

Work Web P Newchat @ B - &

1003y

Give me a list of resumes stored in OneDrive across the company

 copilot

It seems that | couldn't find any resumes stored in OneDrive across the company.

If you have any specific details or keywords that might help refine the search, please let me know!

Alternatively, if you need assistance with something else, feel free to ask.

®

B Editin Pages - Dcopy B ¢ Q  A-generated content may be incomect

Figure 44. Documents
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Leverage Microsoft Purview Information Protection Sensitivity Labels

Zscaler integrates with Microsoft Purview Information Protection (MPIP) to automatically retrieve and apply sensitivity
labels configured in the Microsoft 365 environment. This integration enables organizations to strengthen data protection
through policy-driven automation and seamless enforcement of data classification standards.

Through this integration, organizations can achieve the following:

1. Policy-Based Content Discovery and Protection: You can configure policies to detect sensitive content associated
with specific MPIP labels and automatically remediate risks by adjusting permissions or preventing overexposure.

2. Automated Label Application: You can identify and label sensitive content without requiring manual intervention
in Microsoft tools. This reduces administrative overhead and ensures consistent application of data classification
policies.

After the integration is enabled, Zscaler has visibility into all existing sensitivity labels, allowing administrators to define
rules such as applying a Restricted label when a file contains personally identifiable information (Pll). These automated
policies ensure consistent and scalable enforcement of data protection standards.

Sensitivity Labels and Microsoft 365 Copilot

Sensitivity Labels, a feature of MPIP, are fully supported across Microsoft 365, including integration with Microsoft
365 Copilot. This ensures that Copilot respects and enforces sensitivity settings when interacting with user data. Key
capabilities include:

1. Label Recognition Across Microsoft 365: Copilot recognizes sensitivity labels applied to documents, emails, and
files in Word, Excel, PowerPoint, Outlook, and OneDrive. For example, content labelled Restricted is not surfaced to
unauthorized users.

2. Access Control and Encryption Enforcement: Sensitivity labels define access, sharing permissions, and encryption
settings. Copilot honors these controls, ensuring sensitive information is neither extracted nor suggested to users
lacking appropriate permissions.

3. Data Leakage Prevention in Al Responses: When Copilot is prompted with queries involving restricted content, it
returns results only if the requesting user has explicit access rights. For example, financial data labelled Confidential
- Finance Only remains inaccessible to unauthorized users, even in generated summaries.

4. Label Persistence Across Platforms: Labels are enforced across SharePoint, OneDrive, and Teams. Protection remains
intact even if labelled files are moved or shared, maintaining consistent compliance.

5. Support for Governance and Compliance: Sensitivity labels aid in meeting regulatory requirements by restricting
unauthorized Al-generated outputs. Additionally, organizations can audit Copilot activity to ensure it complies with
internal data governance policies.

©2025 Zscaler, Inc. All rights reserved. 39



ZSCALER AND MICROSOFT COPILOT DEPLOYMENT GUIDE

Configuration

The following sections describe configuring MPIP sensitivity labels:

Microsoft SharePoint Scenario

1. Share a document with a user that does not have access to a particular sensitivity label. In this scenario, the user
uses the HR Restricted Label.

Manage Access

89 Ebony Moore Resume.docx —

& Share 1 stop sharing

People « 1 Groups * 4 Links « 1

0 Paul Autopilot Z Can edit

Figure 45. HR Restricted Label

This results in the resumes being visible to the user, Paul Autopilot, in Microsoft Copilot.

Copilot

Give me a list of resumes stored across the compan.

Work Web D Newchat @ B - &

Give me a list of resumes stored across the company in SharePoint

o Copilot
Sure, here are some resumes stored across the company in SharePoint:

1. Chris Lo Resume: This resume was authored by Paul Lopez and Paul Azure, and it was last modified this

morning 1.
2. Ebony Moore Resume: This resume was also authored by Paul Lopez and Paul Azure, and it was last

modified last Wednesday 2 .

If you need more details or assistance with anything else, feel free to ask!
1 @ ChrisloResume 2 @ Ebony Moore Resume

Figure 46. Paul Autopilot
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2. Click the resume link to open it.

2 @ D |™ Copiot|Murosoft 365Copilt X il Ebony Moore Resumedoc x4+ = T
(€] 2 zedscaler.sharepoint.com t 3 o = - 0

@ OneDrive (3 SharePoint %) Microsoft 365 Copilot @b Zscaler Lab - Home

@l  Ebony Moore Resume @ <@ & (ea)

File Home Insert Layout References Review \View Help O Comments | " Catchup
v O~ § AptosBold vz~ A A|B|T U ¥~ Av|iEviEv =v v & v ||Nomal M aviev @v & Ay @ |

0 O sunmay

o  Ebony Moore
Seattle, WA| 206.555.0149| emoore@email.com

Summary
&nbsp;

Determined with three years of in personal and tax

Excellent skills in d with great in

various accounting software.

Education

Figure 47. Ebony Moore

Microsoft Purview Configuration

1. Go to the Microsoft Purview portal.

2. Click Solutions > Information Protection.

$ purview.microsoft.com

wrch @ Copilot

Solutions Explore all >

& Audit

®) Communication Compliance

Sohions A O Copilat Oy Copilot

Compliance alerts

B8

m
@ Compliance Manager ‘an d smarter
Sl B DetaLiiecyle Menagoment tin Alert summaries in Data Document summar
& 5 oata Loss Prevention " Loss Prevention eDiscovery >
J
wosiall 2 Dota op urview
"’ & X Organize, prioritize, and speed up your alert Improve the efficiency and accurac
B Detapolcy itand data faster with the power handiing process. document review process

B8 Data Security Posture Management (preview)

DSPM for Al

Learn more Learn more
&b eDiscovery
& Information Barriers
€  Information Protection
solutions? X

& Insider Risk Management tals either have a new home o were retired. To find the ones that moved, try searching for them above. Review lst of relocated
8 Records Management

R Unified Catalog

‘Workflows | e. ‘ﬁ
Figure 48. nformation Protection

ol

3. Go to Sensitivity labels > Create a label.

P Ssearch - @ Copilot

Information Sensitivity labels

Protection
m B overview © You can now create sensitivity labels with privacy and access control settings for Teams, SharePoint sites, and Microsoft 365 Groups. To do this,
you must first complete these steps to enable the feature.
team
@ Reports Sensitivity labels are used to classify email messages, documents, sites, and more. When a label is applied (automatically or by the
user), the content or site is protected based on the settings you choose. For example, you can create labels that encrypt files, add
Sackogn Recommendations. content marking, and control user access to specific sites. Learn more about sensitivity labels
& | & sensitivity labels Z il @ O 10f § selected
= Policies ~ - & i
( Name Priority Scope Created by Last modified
& Classifiers ~
0 Persona H fowest Files & other data asset Mar 21, 2025 7:22.44 P
6Gd  Explorers ~
[ ) Fies 8 other data asses £ TP
8 Diagnostics
o > tia HE Files & other data assets, E Mar 23, 202
Related solutions 0 < . e
B Data Lifecycle Management N
HR Restricted T 11 highest Fies & other data assets  Paul Lopez Mar 23, 2025 102705

&) DataLoss Prevention

Figure 49. Sensitivity Labels
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4. Enter a Name for your label, a Display name and Description for users, and click Next.

L Search - o Copilot

New sensitivity label

T Label details Provide basic details for this label
@ scope The protection settings you choose for this label will be immediately enforced on the items or content
| containers to which it's applied. Labeled files will be protected wherever they go, whether they're saved in the
o cloud or downloaded to a computer.
ems
(|) Groups & sites T )
I [Frresnaes ]
Finish
Disghymames @
| HR Restricted I

Label priority ©

) By dafault,this el will e assigned the highast priority, but you can change this after it's created

Highest

Description for users* @

Restricted to HR Department Employees Only |

Description for admins (O

Label color

Figure 50. New Sensitivity Label

5. Define a scope for this label. This example is only going to be used for M365 documents, so select Files & other
data assets and click Next.

,O i - 5cup“°‘

New sensitivity label

T Label details Define the scope for this label

@ Scope Labels can be applied to data assets and containers (like SharePoint sites and Teams). Let us know where you
| want this label to be used so we can show you the related protection settings. Learn more about label scopes
@ items s & other data assets

| abel files and data assets in Microsoft 365, Microsoft Fabric (includes Power Bl), Microsoft Azure.

O Groups & sites [) emails

I Label messages sent from all versions of Outlook.

O Finish Meetings

(@ You can't configure meeting settings when the label is scoped to emails o files only. To include meetings, select both Files and Emails.

(@ parent label will automatically inherit meeting scope from sub labels

Configure privacy, access control, and other settings to protect labeled Teams, Microsoft 365 Groups,
SharePoint sites, and Loop workspaces.

@ To apply sensitivity labels to Teams, SharePoint sites, and Microsoft 365 Groups, you must first complete these steps to enable the
feature.

® where the ized data assets option went? To apply this label to data assets in Azure, select “Files and other data
assets” above and then add this label to an auto-labeling policy that's scoped to Azure storage and Azure SQL. Leam more

Back m Cancel

Figure 51. Define the scope for this label
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6. Choose protection settings for the types of items you selected. This example is used to restrict access to certain
M365 groups, so select Control access and click Next.

Microsoft Purview £ Search  Copilot

New sensitivity label

Label details Choose protection settings for the types of items you selected

Scope The protection settings you configure will be enforced when the label is applied to items in Microsoft 365

ontrol access

Control who can access and view labeled items.

Groups & sites D Apply content marking

Add custom headers, footers, and watermarks to labeled items.

Protect Teams meetings and chats

(]

|

(]

|

® items
|

(o]

|
Q Finish

Configure protection settings for Teams meetings and chats.

D protect Teams meetings and chats, your org must have a Teams Premium license. Learn more about Teams Premium

Back m Cancel

Figure 52. Choose protection settings for the types of items you selected

7. Under Access control, select Configure access control settings, Assign permissions now, and then click Assign
permissions.

Microsoft Purview L search - % Copilot

New sensitivity label

@ Label details Access control
l — Use encryption capabilities to control who can access labeled items. Depending on the scope you specified,
P items can include emails, Office, Fabric and Power Bl files, and meeting invites. Learn more about access control

| settings
@ items

| (O Remove access control settings if already applied to items

& Access control =

| I\C‘ Configure access control settings

O Auto-labeling for files and emails

@ Tum on co-authoring for Office desktop apps so multiple users can simultaneously edit labeled documents that have access control settings.
applied. Learn more about this setting

Go to co-authoring setting
Groups &L sites

Assign permissions now or let users decide?
Finish

[ Assign permissions now I

The settings you choose will be automatically enforced when the label is applied to email and Office files.

User access to content expires (0

[ ]

Allow offline access (@

‘ Always l

Assign permissions to specific users and groups * ()

0 items
Users and groups Permissions Edit Delete
No data available
Use dynamic watermarking @

] Use Double Key Encryption ©

Back m Cancel

Figure 53. Access Control
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8. Under Assign permissions, click Add users or groups, select your M365 group, click Add, then Save. The M365
group is added.

Microsoft Purview

£ Search - % Copilot

A Add users or groups

nis P Search
anc
1 selected
[ Name Email
aur
[
[ abs
Peny
loud
[ T Pe ¢
( y syr
ald HR HR@zs-labs net

m Cncel

Figure 54. Add users or groups

Q. Click Next, Next, Next, and finally Create label.

Microsoft Purview L search - % Copilot

New sensitivity label

@ Label details Allow offline access @
| ( Always
@ scope )
| Assign permissions to specific users and groups * (O
L Assign permissions
®  Access control Titem

©  Auto-labeiing

Users and groups. Permissions Edit Delete

Groups & sites deiaoniiny Sosfmn 7 ®

Finish Use dynamic watermarking @

Figure 55. Create label

10. Your sensitivity label is created, then click Done.

i Microsoft Purview P search - % Copilot

New sensitivity label

@ Label details

@ Your sensitivity label was created

@ Sscope Creating the label is just the first step in labeling and protecting content. To make this label available to users in
your org, you can auto-apply it to specific content and publish it to users apps.

©Q ttems

Next steps

Publish this label so users can apply it to their content
SR — Automatically apply_the label this label to sensitive content

Review prerequisites to get the most out of your access control settings

Review a Microsoft Purview Data Map tutorial on how to start scanning assets and automatically apply this label
@ Finish

Learn more

Overview of sensitivity labels

Use label policies to publish sensitivity.labels

Use auto-labeling_policies to apply_sensitivity labels to content
Use Powershell to configure additional label settings

Figure 56. Your sensitivity label was created
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Publish the Label
To publish the label:

1. Select your label, and click the Publish icon.

i Microsoft Purview P search -  Copilot

Information iy
B8 & . Sensitivity labels
Sohsions: Protection
@ B oveniew 0] I stings for Teams, SharePoint stes, and Micosot 365 Groups.To o this
Yo st fst complte these stps o enabe thefeaure.
o
@ Reports Sensiivity labels are used to classify email messages, documents, sites, and more. When a abel i applied (automatially or by the
o) user), the content or site is protected based on the settings you choose. For example, you can create labels that encrypt files, add
Seings BB Recommendations content marking, and control user access to specific sites. Learn more i
| & sensitivity labels o VR 8 O 10f 5 selected
Y = Polices v
( Name Priority Scope Created by Last modified
QO Classifiers v
60 Explorers N/ .
( > t
9 Diagnostics
o > 1
Related solutions 0
B Data Lifecycle Management
R Resticted © o 1-nighest s & other dataasets Paul Lopez Mar 23,2025 102705

£ ata Loss Prevention

Figure 57. Sensitivity labels

2. Click Next until you get to Name your policy. Enter a name (e.g., HR Restricted Policy)then click Next and
Submit.

Microsoft Purview P Search | X

Create policy

T Labels to publish Name your PO'ICy

@ Admin units Name *

| [ HR Restricted Policy

@ Users and groups

| Enter a description for your sensitivity label policy
T Savings Description

@ Name

Q Finish

Figure 58. Name your policy

3. Your label policy has been created. Click Done. It can take up to 24 hours for a new label to be available via the API
in ZIA.

Microsoft Purview P Search

Create policy

@ Labels to publish “
| @ New policy created

©  Admin units It can take up to 24 hours to publish the labels to the selected users' apps
| Next steps

@ Users and groups Review lassification reports to see how labels are being used

| Read guidance on how to educate users about sensitivity labels

@ Settings

@ Name

@ Finish

Done

Figure 59. New policy created
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Add a MPIP Account
In the ZIA Admin Portal

1. Go to Administration > Labels and Tags > Microsoft Information Protection (MIP) Labels.

2. Click Add MPIP Account.

Labels and Tags

Microsoft Information Protection (MIP) Labels Email Labels Cloud Application Tags

Dashboard + Add MIP Account Search Q

@ Action

I~
A aiics Account Name ® Labels ® Status

No matching items found

Policy

T

Administration

@

Activation

Figure 60. Labels and Tags

Click Authorize.

4. Select your Administrator Account.

=% Microsoft

Pick an account

®

priopezGy e’ ™ m= 1 = dime= &
Signed in

*®

El Paul Lopez

Use another account

Figure 61. Pick an account
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5. Click Accept.

B Microsoft
priopez@® " k™ * " "N "W

Permissions requested

Review for your organisation

Zscaler SaaS Connector ZSTwo 07

d

This app may be risky. Only continue if you trust
this app. Learn more
This app would like to:

“ Read all published labels and label policies for an
organization.

Sign in and read user profile

Create and access protected content for users
Create protected content

Read all protected content for this tenant
Read protected content on behalf of a user
Create protected content on behalf of a user

Read all unified policies of the tenant.

<KL

Read all unified policies a user has access to.

If you accept, this app will get access to the specified resources
for all users in your organisation. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to
use your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Repart it here

Figure 62. Permission requested

6. Give your MPIP account a name and click Save, then Activate.

Add MIP Account

o e

INFORMATION

Authorize Account Details

Account Name

MIP_Lab1 l

Figure 63. Add MPIP Account

7. Watch the status change to Validating.

Labels and Tags

Microsoft Information Protection (MIP) Labels Email Labels Cloud Application Tags

+ Add MIP Account search Q

Account Name @ Labels @ status ® Action

~ MIP_Labl 2 ting | Last Retrieved at 07:48 AM Mar-23-2025 PRI |

Figure 64. Validating
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8. Click Edit.

Labels and Tags

Microsoft Information Protection (MIP) Labels Email Labels Cloud Application Tags

+ Add MIP Account Search Q

Account Name @ Labels @ Status @ Action

v MIP_Labl 2 Validating | Last Retrieved at 07:48 AM Mar-23-2025 & @

Figure 65. Edit

Q. Click Next.
Edit MIP Account X

ACCOUNT AUTHORIZATION

2]

Authorize Account Details

Zscaler Defined

Zscaler Connector ID Enterprise ID
dd540afa-7825-4b08-aff6-7e822bb5abf3 ce16871c-d67d-4678-a9ec-d8907d67794a

Reauthorize [

Figure 66. Authorize

10. Under Label Retrieval, click Activate, then Save, then Activate.

Edit MIP Account X

o Authorize e Account Details
INFORMATION
Account Name
MIP_Lab1

Status Label Retrieval

Validation Successful Select A
Activate
Disable

Figure 67. Activate
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1. Click the MPIP Account to show your retrieved label you created earlier.

Labels and Tags

Microsoft Information Protection (MIP) Labels Email Labels Cloud Application Tags

Dashboard + Add MIP Account Search Q

=2
Prarylics Account Name @ Labels @ status ® Action
& A MIP_Labl 1 Active | Last Retrieved at 02:33 PM Mar-23-2025 YA |
Policy

No. Labels

LS

Administration

@

Activation

1 HR Restricted:35152861-e948-4d3d-b47e-a983561cdb5f

Figure 68. Labels

Modify the Data Loss Prevention Policy

1. Go to Policy > Data at Rest Scanning, and then Edit the policy you created earlier.

Data At Rest Scanning File Sharing ¥
Data Loss Prevention Malware Detection Scanning Exceptions
Policy Exceptions

© Add DLP Rule Search... Q

No. Rule Or... @ Rule N... Severity Criteria Action Label a... Status 5

1 1 DLP_Rule_.. @ Medium Saa$S Application T. Remove S...  LABEL Enabled @ X

SharePoint-Copilot
DLP Engine
Sharepoint-Copilot
Collaboration Scope
Any - Any

Administration

Activation

Q

Figure 69. Data At Rest Scanning

2. Under Edit DLP Rule, edit the File Type so that only Microsoft Word, Excel, and PDF formats are selected and click
Done.

Unselected Items Selected Items ( 3)

Microsoft Excel (xIs, xIsx, xIsm, xla, xlam, xIsb, s...
Search...

Microsoft Word (doc, docx, docm, dotx, dotm)

Portable Document Format (pdf)

¥ Microsoft Word (doc, docx, docm, dotx, dotm)

) Other Documents

(J csv File

¥ Portable Document Format (pdf)

O Text (txt)

(J Text w/ unknown extension

m Cancel Clear Selection

Figure 70. Selected Items
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Modify the Action and select Apply MPIP Labels, and then select the label you created earlier under Apply
Classification Label. Then click Save.

Edit DLP Rule x

DLP RULE
Rule Order
1

Rule Status.

Enabled

CRITERIA
Saa$ Application Tenant
SharePeint-Copilot
Owners
Any

Departments

Any

File Type

Microsoft Excel (xis, xisx, xism, xia, xiam, xisb, sik, xitm}; Micros.

DLP INCIDENT RECEIVER
Zscaler Incident Receiver

None

ACTION

Action

Rule Name

w DLP_Rule_SharePoint_Copilot
Rule Label

v v
Sites

~ All Sites Selected in the Scan Schedule ~
Groups

v Any v
DLP Engines

~ Sharepoint-Copilot ~

Collaboration Scope

~ Any - Any ~

Apply Classification Label

I Apply MIP Labels

vI | HR Restricted M

Severity

Medium

NOTIFICATION

Auditor Type

© Hosted External

Auditor

None

DESCRIPTION

Save Cancel

Figure 71. Edit DLP Rule

Notification Template

~ None R

Go to Policy > Scan Configuration and then Stop and Start the Scan Engine.

Scan Configuration

(® Add Scan Schedule

Dashboard No. Saas ication Tenant

1 SharePoint-Copilot
[l

Analytics

Policy

%

Administration

Figure 72. Scan Configuration

Criteria Description

POLICY

Data Loss Prevention

DATA

0 SCAN
Data Created or Modified
After March 20, 2025

Search...

Status

Running

Scan Started on March 21, 2025 3:37
PM
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5. After the Scan completes, go to Analytics > Assets and select your SharePoint tenant to verify the MPIP label has
been applied.

SaaS Security

Applications  Assets Activities  Posture Management  3rd-Party App Inventory

« Assets with Incidents

Appiication Tenant Scan For
Resat
Files Owners Collaborators W Show Advanced Filters
Fies with Incidents Matching a Files with DLP Viokation Files with Malwaro Files with Exteral Collaborators Pubiicly Shared Files. with DLP Guarantined Fies
Fule

i
Fle Filo Name LastSconTime (3 File Path Severity .. Owner Exter  Collaboration Scope  lnternsl Collaborat..  Numb_.  Numbe.. PolicyT.. Action
OIVRIASSTEUABRH..  Epony Moore Resum.. 1150 AM, Mar 24, Istes/2scalerlabiSh..  Medum  azure@as-absnet 15copes v Golaborators 1 A o Agoiy WP Tag labal
OIVBASSQOTFAHT...  Chis Lo Resumadocx  1TSBAM, Mar 24 IStesZscoeriab/Sh..  Medkm  aruregs-isbanet 15copes v colaborators v 1 A o Apoiy WP Tog lasal

078

Figure 73. Action

6. (Optional) Go to the file in SharePoint to confirm the HR Restricted label is applied.

@ Zscaler Lab & Public gro £¥ Notfollowing & 8 members
]

Home @ eotingridview @ Open v (2 Share G Copylink  [J Delete - X Vseected = AlDocuments v @

@
Conversations @ Chris Lo Resume.docx %
&) Documents [ ~ -
Documents Manage sccess
E Saredd Gl e > Inchannels
Properties
® Notebook ~ Insite library Chris Lo Resume.docx
Pages
Name Modified Modified By Add co Y Name *
Site contents
General 4,204 harePoint Chris Lo Resume.docx
Recycle bin
3 R o SharePoint Ap % Title
@ @ Chris Lo Resume.docx 9 minutes ago arcPoint App
®) “Evony Moore Resume.docx
7 Sensitivy
Return to classic SharePoint HR Restricted

Actvity

Figure 74. Zscaler Lab

7. Query Microsoft 365 Copilot by the user that the documents were shared with (Paul Autopilot) to verify that it
returns no results.

Give me a list of resumes stored across the company in SharePoint

T cCopilot

It seems that | couldn’t find any resumes stored across the company in SharePoint at the moment. If you hawve
any specific details or keywords related to the resumes you're !::-c:!-cincJ for, please let me know, and | can

refine the search for you. Alternatively, if there’s anything else you need assistance with, feel free to ask

B Editin Pages JCopy B Y &)  A-gecestes content muy be incorect

Figure 75. List of resumes
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Appendix A: Requesting Zscaler Support

If you need Zscaler Support to provision certain services or to help troubleshoot configuration and service issues, it is
available 24/7/365.

To contact Zscaler Support:
1. Go to Administration > Settings > Company Profile.
£+ Settings

0% F—‘i.'ofile Nanclog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

& Authentication
TROLS
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Backup & Restore

= Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 76. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

| zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Administration

Address Line 1

Address Line 2

Figure 77. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote ﬁﬁtsisiance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (£

ThreatLabz | Security Research (4

Proxy Test (4
URL Lookup

Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
B Other

Search

Figure 78. Submit a ticket
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