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Terms and Acronyms

The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym
CA
CSvV
CVE
DLP
DNS
DPD
EDR
GRE
ICMP
IdP
IKE
IOC
IPS
IPSec
WA
NGAV
PFS
PSK
RFM
SaaS
SAML
SCIM
SSL
TLS
VDI
WFA
WS-Fed
XFF
ZPC
ZDX
ZIA
ZPA

Definition

Central Authority (Zscaler)
Comma-Separated Values

Common Vulnerabilities and Exposures
Data Loss Prevention

Domain Name Service

Dead Peer Detection (RFC 3706)
Endpoint Detection and Response
Generic Routing Encapsulation (RFC2890)
Internet Control Message Protocol
Identity Provider

Internet Key Exchange (RFC2409)
Indicators of Compromise

Intrusion Prevention System
Internet Protocol Security (RFC2411)
Integrated Windows Authentication
Next-Generation Antivirus

Perfect Forward Secrecy

Pre-Shared Key

Risk Management Framework
Software as a Service

Security Assertion Markup Language
System for Cross-domain Identity Management
Secure Socket Layer (RFC6101)
Transport Layer Security

Virtual Desktop Infrastructure

Work From Anywhere

Web Services Federation Protocol
X-Forwarded-For (RFC7239)

Zscaler Posture Control (Zscaler)
Zscaler Digital Experience (Zscaler)
Zscaler Internet Access (Zscaler)
Zscaler Private Access (Zscaler)
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Trademark Notice
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countries. Any other trademarks are the properties of their respective owners.
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About This Document

In WFA environments, users need access to apps outside the corporate network. This access must be based on Zero Trust
to provide robust, secure access to all applications (SaaS and private apps). Zero Trust applies not only to identity, but also
to device posture and access policy to provide application access.

Okta Identity Cloud centralizes identity management with a context-based policy engine. Okta and CrowdStrike establish
a user and device trust chain, while Okta and Zscaler automate access restriction policies. CrowdStrike Falcon Zero Trust
Assessment (ZTA) provides continuous, real-time security and compliance checks for endpoint posture, making sure that
only authenticated users and compliant devices can access authorized applications at any given time. The Zero Trust
Exchange service and Okta Workforce Cloud use data derived from the Falcon ZTA score to automatically update policies
as needed to secure access to private apps and internet apps based on the device posture and health scores.

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create
fast, secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its
services 100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional
appliances or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud
security platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To
learn more, see Zscaler’s website or follow Zscaler on Twitter @zscaler.

Okta Overview

Okta, Inc (Nasdag: OKTA) is a publicly traded identity and access management company based in San Francisco. It
provides cloud software that helps companies manage and secure user authentication into modern applications, and for
developers to build identity controls into applications, website web services, and devices. To learn more, refer to Okta’s
website.

CrowdStrike Overview

CrowdStrike (NASDAQ: CRWD), is a leading cybersecurity company protecting customers from all cyber threats by
leveraging its Security Cloud to stop breaches. From its inception in 2011, driven by George Kurtz's vision, CrowdStrike
was created as a different kind of cybersecurity company. Cloud-native, CrowdStrike immediately brought a threat
perspective, effectiveness, scalability, and flexibility never seen before in the industry—seamlessly aligning People,
Technology, and Processes. The CrowdStrike Falcon platform has revolutionized enterprise security for the cloud era.
Its single lightweight-agent architecture leverages artificial intelligence (Al) and offers real-time protection and visibility
across the enterprise, preventing attacks on endpoints and workloads on or off the network. To learn more, refer to
CrowdStrike’s website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, see:

Zscaler Resources

Okta Resources

CrowdStrike Resources

Appendix A: Requesting Zscaler Support
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Software Versions

This document was authored using the latest version of Zscaler software.

Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2024 Zscaler, Inc. All rights reserved. 7
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Zscaler, Okta, and CrowdStrike Introduction

Overviews of the Zscaler, Okta, and CrowdStrike applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Browser Isolation, allowing you to start with the services you need now and activate others as your
needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible

to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

©2024 Zscaler, Inc. All rights reserved. 8
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The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

©2024 Zscaler, Inc. All rights reserved. 9
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Okta IWA Server Overview

The Okta IWA Web agent is a lightweight Internet Information Services (IIS) web agent that enables Desktop Single Sign-
on (DSSO) on the Okta service. DSSO allows users to be automatically authenticated by Okta and any apps accessed
through Okta, whenever they sign in to your Windows network.

The Okta IWA Web agent uses Microsoft's IWA and ASP.NET to authenticate users from specified gateway internet
providers.

Okta Device Trust Overview

Okta Device Trust for Windows allows you to prevent unmanaged Windows computers from accessing corporate SAML
and WS-Fed cloud apps. It works with any browser or native app that can access the certificate store when performing
the federated authentication flow to Okta. This includes Google Chrome, Microsoft Edge, Microsoft Internet Explorer, and
Microsoft Office clients that support Modern Authentication.

Okta Resources

The following table contains links to Okta support resources.

Name Definition

Okta Help Center Okta online help for IT administrators and developers.

Okta How to Configure SAML 2.0  Online help for configuring SAML 2.0 for Zscaler 2.0.
for Zscaler 2.0

Okta IWA Server Online help for installing and configuring the Okta IWA Web agent for Desktop
Single Sign-On.
Okta Device Trust Online help for installing and configuring the Okta Device Trust for managed

Windows computers.

©2024 Zscaler, Inc. All rights reserved. 10
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CrowdStrike Falcon Endpoint Protection Enterprise Overview

CrowdStrike Falcon Endpoint Protection Enterprise is a cloud-native security platform that delivers an endpoint breach
prevention solution. It unifies NGAV, EDR, managed threat hunting, and threat intelligence automation in a single cloud-
delivered agent.

CrowdStrike Zero Trust Assessment Overview

CrowdStrike Zero Trust Assessment (ZTA) delivers real-time security posture assessments across all endpoints regardless
of location, network, and user. CrowdStrike ZTA enables enforcement of dynamic conditional access based on device
health and compliance checks that mitigate the risk to users and the organization. Every endpoint is granted least-
privileged access and is assessed before gaining access to sensitive data and corporate assets—ensuring Zero Trust
enforcement across all endpoints. By expanding Zero Trust beyond authentication and including device security,
CrowdStrike ZTA helps organizations maintain a holistic cybersecurity approach that protects their data and users from
the sophisticated tactics of cyber adversaries.

CrowdStrike Resources

The following table contains links to CrowdStrike support resources.

Name Definition

CrowdStrike Falcon Admin Portal  Link to CrowdStrike administration portal.

CrowdStrike Customer Center CrowdStrike support portal for submitting requests and issues.
CrowdStrike Documentation Link to all CrowdStrike online documentation.

CrowdStrike ZTA Documentation = Documentation for CrowdStrike ZTA.

CrowdStrike ZTA Demo Link to a video demonstration of CrowdStrike ZTA.

CrowdStrike Falcon IOC Sharing GitHub repository of examples that show CrowdStrike and Zscaler integration.
integration with ZIA

©2024 Zscaler, Inc. All rights reserved. 11
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Configure Okta and ZIA: SAML and SCIM

This section describes how to configure SAML and SCIM for Okta and ZIA.

This guide assumes you have a working Okta installation in your environment. If you need further information on
configuring an Okta installation, see the Zscaler and Okta Deployment Guide.

Overview

Authentication verifies a user's identity using credentials and (optionally) other additional identity factors. Security
Assertion Markup Language (SAML) is the preferred method for authentication for both ZIA and ZPA. This document
shows how you can configure Okta as the IdP.

SAML is an open protocol standard that allows Okta to authenticate a user and pass the authorization credentials to
Zscaler services as a SAML service provider (SP). SAML also provides single sign-on (SSO) to any SAML SP (though this

is beyond the scope of this document). An example is gaining access to both ZIA and ZPA by entering user credentials
only once instead of having to enter it for both ZIA and ZPA. SSO enhances the user experience by providing a cohesive
solution to a modern cloud and SaaS environment. SAML and SSO are the catalyst to make a unified solution possible.

Zscaler + Okta: Integrations

Zscaler Internet Access

Access Control

Okta

II._.I
= SAML Authentication — User
D = SAML Authentication - Admin
. SCIM Provisioning
Unmanaged Device Contral
= |dantity Prosy

O
L
Cloud App Conbrol D D
Cloud Fingwal .

URL Fiftering Secure access to Secure access to
DNS Profection internet/Saas . o private apps

Threal Pravention .,

+  Cloud Sandbox | Al Idantity Proxy SAML for 550 and

+  DNS security device conbax!
«  Proxy (Malkve SSL)

+  Advanced thread probecton ‘

Data Protection

«  Dala Loss Proleclion . T
Exnct Data Maich & ="

: Fila Type Control N 'j:'h..- ﬂktﬂ.

+  Browsar [solation . e
+  Urnenanaged Device Conirgl

w
Optimization
+  Bandwidlh Conbrol &
+ DOMNS Optimization

L L ] L L ) |

Managed device  Unmanaged device

Figure 1. ZIA and ZPA in an Okta authentication environment

Provisioning with regards to authentication involves automating provisioning and deprovisioning users and security
groups to Zscaler services. System for Cross-domain Identity Management (SCIM) is a standards-based protocol used for
signaling and automating the changes in an environment. When a user is added to the user database, SCIM automatically
provisions the user and the associated security groups in the Zscaler database. When deprovisioned, the user, associated
groups, and credentials are removed (preventing access to resources). The primary use case is onboarding and
offboarding users from an organization.

©2024 Zscaler, Inc. All rights reserved. 12
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When a user leaves an organization, they are deprovisioned from the user directory. SCIM makes the associated changes
in the Zscaler databases, eliminating all ZIA and ZPA access. SCIM then deprovisions the user from all associated
databases, preventing further access to company resources.

For more information, see the resources in Zscaler Resources.

Enable Okta

This document assumes that the user has a working Okta environment, and that only Zscaler applications need to
be installed and configured to get the Zscaler and Okta solution up and running. This document uses a no-cost
Okta developer instance created via https://developer.okta.com/. Each step was validated for functionality in a live
environment.

The following steps are based on procedures documented on the Okta website using an Okta admin account.

. DO tharcourt@zscaler....
°kta Q search @ &8 zscalar-dav-606271
Dashboard W

Overview Status
Directory A
Users @ Groups S50 Apps Okta service Agents
‘Customizations b 1 0% 1 0% = O tional el ts added
peration; 0 agents adae
7 lnat 7 days 7 lnst 7 days 5
Applications ~ Updated at 25 Apr, 08:28
Seeurity a4
Tasks =]
Werkflow b
Type - Iltems 2 Description
Reports hd

Infa 1 Applications can be updated to use provisioning
Settings b

Errar 2 Application assignments encountered errors

Org changes View all Security Monitoring

Mo org changes in last 7 days

Rate Limit Monitoring Last Hour v View 29%

4 of 14 tasks completed
View Healthinsight
& You have no rate limit events!

Enable Threatinsight to leverage data from the Okta customer
netwaork to identify and block malicious activity
Give your users the option to report unrecognized activity by adding
Suspicious Activity Reporting

Figure 2. Okta administrator console
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Add the Zscaler ZIA Application

First, add the Zscaler applications that Okta uses for authentication and provisioning to the Zscaler service. From the Okta
administrator console:

1. Open Applications.

2. Select Applications.

3. Select Browse App Catalog.

00 tharcourt@zscaler...
earch..
Oktq Q searc @ 00 zscaler-dev-606271
Dashboard ~
- . .
HH Hel
Directory . i Applications © Help
Customizations v wps . P
Developer Edition provides a limited number of apps.
Applications I ~ Deactivate unused apps or check out our plans page, Contact us to find a plan that is right for your organization.
Applications
Create App Integration Browse App Catalog Assign Users to App More -
Self Sarvice
Security ~ Search
Workflow hd
STATUS @ Okta Admin Console
Reports ~ ACTIVE 2
INACTIVE o ® Okta Browser Plugin
Settings v

Okta Dashboard

W zscaler Zscaler 2.0 e

o zscaler 2Zscaler Private Access 2.0 o -

Figure 3. Adding an application
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4. To add the appropriate Zscaler application, search for zscaler.

5. Select the Zscaler 2.0 application.

Coa s 00 tharcourt@zscaler..
°kta Q_ search. @ D0 zscaler-dev-606271
Dashboard ht + Back to Applications
Directol w ey -

id i; Browse App Integration Catalog BT
Customizations -
Use Case
Applications -~ All Integrations 7369 X |
Applications Apps for Good 19
Automation 12 INTEGRATIONS
Self Service
Centralized Logging 10
Security > Directory and HR Symc 12
Zscaler Private Access 2.0
Workflow p Bot or Fraud Dataction 2
Identity Proofing 5 ZScaler Admin Login
Reports V
Lifecycle Management 497 Atscale
Settings ¥ Multi-factor Authentication 20 Tailscale
(MFA)
Risk Signal Sharing a ZScaler (Deprecated)
Social Login " Zscaler Private Access 1.0
Single Sign-On 6858
See All Results
Zaro Trust 39
Private Apps 2 Microsoft Office 365 Workday
Llse Oicta identity &b seciicel len into and automate aoh
Figure 4. Adding the Zscaler application
6. Select Add.

Sanr 00 tharcourt@zscaler....
OktCl. Q) search... @ 00 zscaler-dev-606271
Dashboard w + Back to Add Application
o ’ Zscaler 2.0

Scaler <.
_— -
Customizations Owverview Capabilities
&> zscaler
Applications ~
Overview
Applications
Self Service Zscaler provides its customers the capability to authenticate to its "Zscaler Internet Access” service using SAML and
“ provisioning and deprovisioning capabilitias through SCIM API calls.
Security hd
Workflow ~ Use Case
Single Sign-On
Reports ~ .
Lifecycle Management
Settings ~ Zero Trust
Functionality
SAML
SWA
SCIM

Figure 5. Add Zscaler 2.0

©2024 Zscaler, Inc. All rights reserved. 15



ZSCALER, OKTA, AND CROWDSTRIKE DEPLOYMENT GUIDE |

When you add Zscaler 2.0, the initial configuration screen is displayed and needs your Zscaler domain. This is the
ZIA cloud with which your organization's tenant is associated. The current Zscaler cloud domains include zscaler.net,
zscalerone.net, zscalertwo.net, zscalerthree.net, zscloud.net, and zscalerbeta.net.

You can find this information in your ZIA Admin Portal under Administration > Company Profile > Company ID.

In the following Company ID example, zscloud.net is the Zscaler cloud that is entered as the Zscaler domain for the Okta
setup:

1. Enter Your Zscaler Domain.

2. Select both options for Application Visibility.

3. Select Next.

y 00 tharcourt@zscaler....
Search...
okta Q, searc ® 00 zscaler-dev-606271
Dashboard hd ',—
> Zscaler
Dirsctory . ¥ Add Zscaler 2.0
Customizations hd
o General Settings Sign-On Options
Applications -~
Appiications General settings- Required
General settings
Self Service Applicati bel
pplication labe Zscaler 2.0 All fields are required to add this
N application unless marked optional.
Security hd nder the app on your home page
Waorkflow ™ Your Zscaler Domain
Reports hd Enter your Zscaler Domain. For example, if you log into
https://admin.zscaler.net/, enter
Settings ~
zecaler et
Application Visibility Da not display application icon to users

Do not display application icon in the Okta Mobile App

Browser plugin aute-submit Automatically log in whan user lands on login page

cancal m

Figure 6. Adding Zscaler 2.0 for ZIA
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Configure Okta for ZIA
On the Sign-On Options window:

—_

Select SAML 2.0.
Using the memberOf drop-down menu, select Matches regex.

In memberOf Match, enter *. (asterisk, period).

Aow o

Portal URL and the download link to the Okta Public Certificate.

Select View Setup Instructions. Selecting View Setup Instructions launches a window where you find the SAML

okta 2 o

@ sAML2.0

Default Relay State

Al IDP-initiated requests will include this RelayState

Dashboard v
o
Directory . & Add Zscaler 2.0
Customizations b
Genaral Settings o Sign-On Options
Applications »~
Applications Sign-On Options- Required
Self Service
Sign on methods
Becurity -
The sigrn-on mathod determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.
Workflow - “ E party
Application username is determined by the user profile mapping. Configure prefile mapping
Aeports -
Secure Web Authentication
Settings -

Disable Force L
Authentication Mever prompt user to re-authenticate.
memberQf Matc... A .

SAML 2.0 is not configured until you complete the setup instructions.

Wiew Setup Instructions

dentity Provider metadata is available if this application supports dynamic

configuration.

D0  tharcourt@zscaler...
00 zecalor-dov-606271

€ zscaler

About

SAML 2.0 streamlines the end user
experience by not requiring the user to
know their credentials. Users cannot
edit their credentials when SAML 2.0 is
configured for this application.
Addltlonal configuration in the 3rd
party application may be required to
complete the integration with Okta.

Application Username

Choose a format to use as the default
usarname value when assigning the

application to usars.

If you select None you will be prompted
to anter the username manually when
assigning an application with password

or profile push provisioning features.

Figure 7. Setting the memberOf Match and getting the SAML portal URL
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5. Copy the SAML Portal URL.

6. Download and save the Public SSL Certificate for the ZIA setup as a PEM file (i.e., cert.pem).

7. Select Done.

0 In the Identity Provider (IDP) Options section of the SAML Configuration screen, enter the following:

» SAML Portal URL: Copy and paste the following:

https://dev-606271.oktapreview.com/app/2scalerbyz/exkl79uodw] 5TX8ap0h8/sso,/saml

» Login Name Aftribute: Enter NamelD.

» Public SSL Certificate: First click here to download the certificate for upload:

Figure 8. The Zscaler SAML portal URL and public SSL certificate

Configure ZIA for an Okta IdP
To add Okta as an IdP, log in to your ZIA Admin Portal:

1. Go to Administration > Authentication Settings.

% Settings

UNT B
My Profile Nanolog Streaming Service

Company Profile Advanced Settings

Dashboard . .
Alerts DLP Incident Receiver

E Print All Policies

Analytics

Partner Integrations

Saa$S Application Tenants

Policy & Authentication

:

Administration

Activation

HENTICA CONFIGURATIO ADMINISTRATION CONTROLS

Administrator Management

User Management Role Management
Identity Proxy Settings Audit Logs

Cloud Service APl Key Management Backup & Restore

Figure 9. Adding Okta and the ZIA IdP

2. Select the Identity Providers tab.
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3. Select Add IdP.

Authentication Settings

Authentication Profile | Identity Providers Authentication Bridges
0 Add Zscaler Client Connector Portal as IdP
Dashboard
lz No. D Name Status Location IdP SAML C... Authenticat... Default IdP E
LI 1 9653 Default ] Any August 18, 2021 Any . 4

Administration

Figure 10. Adding Okta as an IdP

4. If this is the second IdP to assign to an additional authentication domain, select Add another SAML IdP for a subnet
of users or locations. This opens the Add IdP screen.

What do you want to do?

@ Add another SAML IdP for a subset of users or locations

O Migrate to a new SAML IdP

Figure 11. Add another SAML IdP
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5. Give the IdP a Name.

6. Set the Status to Enabled.

7. Paste in the SAML Portal URL.

8. Enter NamelD as case-sensitive name for the Login Name Attribute.
Q. Upload the Okta Public Certificate.

10. Select Okta as the Vendor.

11. Leave the Locations and Authentication Domains as None for Default IdP (or select the authentication domain for
this specific IdP).

12. Disable the Sign SAML Request setting.

Add IdP >

GENERAL INFO
Name Status
Okta @ Enabled Disabled
SAML Portal URL Login Name Attribute
https://dev-606271.cktapreview.com/app/zs... NamelD
Entity ID Org-Specific Entity ID
zscloud.net Enabled @ Disabled
IdP SAML Certificate IdP SAML Certificate Expiration Date
cert.pem | Upload April 25, 2032
Vendor Default IdP
Okta “ 0 Disabled
CRITERIA
Locations Authentication Domains
None v househarcourt.com v
SERVICE PROVIDER (SP) OPTIONS
Sign SAML Request
SP Metadata
3. Download Metadata

Figure 12. The Add IdP window
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Enable SAML Auto-Provisioning

To enable SAML auto-provisioning:

1. Select Enable SAML Auto-Provisioning.

2. For the User Display Name Attribute, enter DisplayName (case-sensitive).
3. For the Group Name Attribute, enter memberOf (case-sensitive).

4. For the Department Name Attribute, enter Department (case-sensitive).
5

. Click Save, then Activate the configuration.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning

User Display Name Attribute Group Name Attribute

DisplayName memberOf

Department Name Attribute

Department

Enable SCIM Provisioning

Figure 13. Enable SAML Provisioning

To enable SCIM, skip to Enable SCIM Provisioning.
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To enable the SAML configuration on the Authentication Settings page:

1. Select the Authentication Profile tab.
2. Select SAML as the Authentication Type.

3. Click Save, then Activate the configuration.

Authentication Settings

Authentication Profile | Identity Providers Authentication Bridges

AUTHENTICATION PROFILE UPDATED
Dashboard

User Repository Type

li @ Hosted DB Active Directory OpenlDAP

Anatytics

Authentication Frequency

Only Once -

Authentication Typa
Form-Based | @ SAML [ Open ldentity Providers

Temporary Authentication
@ Disabled One-Time Link

KERBEROS AUTHENTICATION
Enable Kerberos

Domain Trust Password
#resrssmsssenstsssinsasnsnntes  Reyeal Password Generate New Password
FORCE REAUTHENTICATION FOR ALL USERS

Last Reauthentication

Wednesday, February 27, 2019 10:36:52 AM

Force Reauthentication

Reauthentication Status
& Completed

Save Cancel @

Figure 14. Activate SAML
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Enable SCIM Provisioning
To enable SCIM:

1. Return to the IdP configuration after it has been saved and activated.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning

DEVICE TRUST

Device Trust Attribute Device Trust Attribute Value

Figure 15. Provisioning Options

2. On the Identity Providers tab, return to the configuration and select the Edit icon to edit the configuration.

Authentication Settings
Authentication Profile Identity Providers Authentication Bridges
O Add IdP (4]
Dashboard
[ No. (] Name Status Location IdP SAML Certificate... Authentication Domal... Default IdP H
ke 1 436703 Oktta . None April 25, 2032 heuseharcourt.com x

Figure 16. Identity Providers
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3. In the Provisioning Options section, select Enable SCIM Provisioning.
4. Copy and save the Base URL and the Bearer Token to finish the Okta configuration.

5. Click Save, then Activate the configuration.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning
@ x)
Base URL

https://scim.zscloud.net/3173833/436703/scim

Bearer Token

AeC/BVUMBmMHTrSeXW74IZrPJXAI+QLAgh+uXeLBvi9Sz+ii9AT7sGNEK3yVRWTI7cA==

Generate Token

DEVICE TRUST

Device Trust Attribute Device Trust Attribute Value

Save Cancel

Figure 17. Enable SCIM
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6. To enable the SAML and SCIM configuration on the Authentication Settings page, select the Authentication Profile

tab.
7. Select SAML as the Authentication Type.

8. Click Save, then Activate the configuration.

Authentication Settings

Authentication Profile Identity Providers wew Authentication Bridges

AUTHENTICATION PROFILE UPDaTED
User Repository Type

O Hosted DB Active Directary DpenlDAP

Authentication Frequency

Only Once -

Authentication Type

Fom-Bazed | LU (2 Cpen ldentity Providers

Temparary Authentication

S Disabled One-Time Link

KERBEROS AUTHENTICATION
Enabie Kerberos

Damain Trust Password

Rewveal Passward  Generate New Password

FORCE REAUTHENTICATION FOR ALL USERS

Last Reauthentication
Wadnesday, February 27, 2019 10:36:52 AM

Force Reauthantication

Reauthantication Status
& Completed

m Ganc

Figure 18. Activate SAML
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Q. To enable SCIM Provisioning on Okta, select the Provisioning tab.

10. Select Configure API Integration.

.. Zscaler2.0-ZIA

&> zsca.
‘ Active « = ‘ View Logs  Manitor Impaorts
General Sign On Mobile Provisioning Import Assignments Push Groups
Settings
Integration

Zscaler: Configuration Guide
Provisioning Verification: Okta Verified
This provisioning integration is partner-built by Zscaler

Contact partner support: https:// help.zscaler.com/zia/how-do-i-contact-zscaler-technical-assistance-

canter-ztac

Provisioning is not enabled

Enable provisioning to automate Zscaler 2.0 user account creation,
deactivation, and updates,

Configure APl Integration

Figure 19. Enable SCIM API
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11. Enter the Base URL copied from the Zscaler SCIM Identity Provider field into the Zscaler ID field.
Although the Base URL looks like a traditional URL, enter only the numbers in the Zscaler ID field. For example, enter
only 3173833/436704 if the Base URL is:
https://scim.zscalerthree.net/3173833/436704/scim

12. Enter the Bearer Token value into the API Token field.

13. Select Test API Credentials. If the credentials are valid and Okta can communicate with the ZIA cloud, you see the
response highlighted in red. If you receive an error, re-copy the URL and token, generate a new Bearer Token, or save
the ZIA configuration.

14. After you have verified your credentials, click Save.

Zscaler 2.0
€>zsca _
Active - | = | View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments Push Groups
Settings
Integration

Zscaler: Configuration Guide
Provigioning Verification: Okta Verified
This provisioning integration is partner-built by Zscaler

Contact partner support: https://help.zscaler.com/zia/how-do-i-contact-zscaler-technical-assistance-

center-ztac

Cancel
Zscaler 2.0 was verified successfully!
| Enable APl integration
Enter your Zscaler 2.0 credentials to enable user import and provisioning features.
Zscaler ID | 3173833/436704 @ |

APl Token

‘ Test APl Credentials

Figure 20. Okta SCIM provisioning

When Enable API Integration is activated, new settings that are visible to define the events are synchronized by
SCIM from Okta to Zscaler (i.e., the provisioning or de-provisioning of a new user).
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15. Select To App under Settings on the left-side pane.
16. Select Edit.

Settings

okta - | @>zscaler

To Okta

Integration

Provisioning to App

Create Users Enable

Creates or links a user in Zscaler 2.0 when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes Enable

Okta updates a user's attributes in Zscaler 2.0 when the app is assigned. Future attribute changes made to the Okta user profile will
automatically overwrite the corresponding attribute value in Zscaler 2.0,

Deactivate Users Enable

Deactivates a user's Zscaler 2.0 account when it is unassigned in Okta or their Okta account is deactivated. Accounts can be

reactivated if the app is reassigned to a user in Okta.

Figure 21. Okta SCIM synchronization settings

17. Set Create Users, Update User Attributes, and Deactivate Users to Enable.
18. Click Save.

Settings
To App
okta > zscaler
To Okta
Integration
Provisioning to App Cancel
Create Users Enable

Creates or links a user in Zscaler 2.0 when assigning the app to a user in Okta,

The default username used to create accounts is set to Okta usarname.

Update User Attributes Enable

Okta updates a user's attributes in Zscaler 2.0 when the app is assigned. Future attribute changes made to the Okta user profile will
automatically overwrite the corresponding attribute value in Zscaler 2.0.

Deactivate Users Enable

Deactivates a user's Zscaler 2.0 account when it is unassigned in Okta or their Okta account is deactivated. Accounts can be
roactivated If the app Is reassigned to a user In Okta.

Figure 22. Okta SCIM synchronization settings
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Assign ZIA to Users or Groups
To assign the ZIA application to users authenticating into Okta from ZIA:
1. Select the Assignments tab.

2. Select People or Groups.

3. Select Assign.

.. Zscaler 2.0

&> zscal..
View Logs Monitor Imports

General Sign On Mobile Provisioning Import Push Groups

Search... Groups ¥

Convert assignments ¥

Filters Priority  Assignment
People

1 Everyone Vi X
B All users in your organization

Figure 23. Assigning ZIA to Users or Groups

In the example, the Everyone group is selected (all users in the company can authenticate).

If interoperability issues arise, update your CrowdStrike policy’s sensor visibility exclusions to account for Zscaler
Client Connector-related details and re-test.
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Configure Groups to Push to ZIA

Select the security groups that are pushed to Zscaler. This enables and immediately pushes the groups to ZIA. Any adds,
moves, or changes to the Okta database are immediately pushed to Zscaler.

To select which security groups are pushed to Zscaler:

1. Select the Push Groups tab.

2. Select Push group memberships immediately.
3. Search for the groups to add.
4

. Click Save & Add Another or Save if completed. The groups are immediately pushed, and any new user changes to
those groups are immediately synchronized to Zscaler.

General Sign On Mobile Provisioning Import Assignments Push Groups

Push Groups to Zscaler 2.0

Close

Pushed Groups Push groups by name

Al To sync group memberships from Okta to Zscaler 2.0, choose a group in Okta and a group in the app.
Errors

By name ZFIA'2|

By rule

Push group memberships immediately

Group Mateh result & push action

o ZPA-2

MNa Match found

© Create Group ¥

Save & Add Ancther

Figure 24. Enable security groups to sync
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ZIA Posture Check Integration with CrowdStrike ZTA

In this use case:

CrowdStrike calculates a ZTA security score from 1to 100 for each host. A higher score indicates a better security
posture for the host.

Security scores are derived from two distinct assessment sources:
OS settings: Settings that track native OS security options, firmware availability, and CVE mitigations.

CrowdStrike Falcon sensor settings (Windows and macOS): CrowdStrike Falcon sensor configurations that track
RFM status as well as prevention and Real-Time Response policies.

ZIA uses CrowdStrike's ZTA score (also known as a device posture score) and allows only compliant endpoints to
access selected applications. ZIA checks for any changes to the CrowdStrike's device posture score because the
score can change over time. ZTA check integration is supported currently for Windows and macOS endpoints.

ZIA achieves conditional access based on Device Trust level. Device Trust levels are determined by ZIA posture
profiles that, in turn, reference device level posture check profiles. ZIA administrators can simply specify that a
minimum ZTA score is needed for the endpoint to grant access to resources that are referenced via various ZIA
policies (such as URL filtering policy, Firewall policy, File Control policy, Cloud apps policy, or SSL inspection policy).
You can combine the ZTA score threshold requirement with other device posture policies to allow only compliant
devices to access resources through ZIA.

The following diagram shows a conceptualization of the integration.

Posture-Driven Access Control for ZIA

SER Other resources Device Posture-driven Conditional
Access

Access control incorporating CrowdStrike
Zero Trust Assessment score

Blocked for non-compliant, unmanaged, or

rogue devices
Customer Benefits

Extending Zero Trust access to ZIA to restrict
access to sensitive resources, effectively
reducing attack surfaces

Continuous real-time verification of trust
Zscaler Client S CrowdStrike based on changing posture of the device
Connector Sensor

Automated access policy applied minimizing

admin involvement

Figure 25. High level overview

This guide assumes you have a working CrowdStrike installation in your environment. If you need further
information on configuring a CrowdStrike installation, see the Zscaler and CrowdStrike Deployment Guide.
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Configuring CrowdStrike ZTA Integration in the CrowdStrike Tenant

Currently, to integrate with Zscaler, you must contact the CrowdStrike Support team to turn on a ZTA feature flag in their
CrowdStrike tenant.

When enabled on the CrowdStrike back end, ZIA can access and use the per-device ZTA score.

Also, ensure that you use Zscaler Client Connector version 3.4 or later on the end host from which you are testing.
CrowdStrike Falcon sensor version must be 6.20 or later.

Configuring ZIA
This guide assumes that you have a working ZIA set up and provides instructions to integrate ZTA-based conditional

access into your existing ZIA deployment.

Log in to ZIA Admin Portal

Log in to the ZIA Admin Portal as an administrator.

LOGIN ID PASSWORD
f;zsca,er [ Type Your Login ID... ] [ Type Your Password... } m
Remember my Login ID & English (US) v

Introducing
Al-Powered
Innovations

for Zscaler Internet Access

Learn More

Figure 26. Log in to ZIA Admin Portal
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Go to Zscaler Client Connector

Click the Zscaler Client Connector Portal link under the Policy section to access the Zscaler Client Connector Portal.

@ Web 24 Hours v

Malware Protection URL & Cloud App Control i
Transactions Top URL Categories Transacth

Advanced Threat Protection Flle Type Control

Sandbox Bandwidth Control

K Securs Browsing SSL Inspection

Analytics

Data Loss Prevention

& Saa$S Security API

Administration
Saa$ Security AP| Control

Scan Configuration

Activation

Transactions

Saa$S Security Posture Control

& Mobile

onal Services

Mobille Malware Protection

Figure 27. Click the Zscaler Client Connector Portal

Create New Posture Profile

Log in to the Zscaler Client Connector Portal and go to Administration > Device Posture > Add Device Posture Profile.

szsca’ef @D Dashboard 0J Enrolled Devices i App Profiles 'Qg Administration

& 'ﬁ Settings

MANAGE DEVICE POSTURES
Client Connector App Store

Client Connector Notifications © Add Device Posture Profile
Audit Logs
Forwarding Profile # Profile Name Description
Trusted Networks
Client Connector Support 1
Zscaler Service Entitlement 2
User Agent
3

Client Connector IdP

:

ZIA Posture Profile

Application Bypass Info 5

Dedicated Proxy Port &

Public API

Authentication Settings 7

Administration Management 8
9

Figure 28. Add a device posture profile
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Add a New CrowdStrike ZTA Posture Profile
To add a new CrowdStrike ZTA posture profile:

1. Select only Windows, macOS, or both.

2. Select CrowdStrike ZTA Score from the Posture Type drop-down menu.
3. Name this policy.

4. Provide the minimum value for the CrowdStrike ZTA Score.

5. Click Save.

E The device posture check passes if the end device's ZTA score (calculated by CrowdStrike) is greater than or equal
to the value configured in this procedure. This device posture profile is, in turn, referenced in a ZIA posture profile
to determine the trust bucket or level that a device falls in. You can set up conditional access policies to allow or
deny access through ZIA based on device trust levels.

Add Device Posture X

DEFINE POLICY AND SCOPE

Name @

CrowdStrike_Check

PLATFORM

Windows macOS Android i0s

Q0 =20 a 03

DEVICE POSTURE CONFIGURATION

Posture Type @

CrowdStrike ZTA Score (s

Minimum Score @ .. 10 se ners s 10 be decided by e ot ) Wil Vary BCrons cumomers based on (hair apglication

DEVICE POSTURE DESCRIPTION

|
Figure 29. Add a CrowdStrike ZTA posture profile
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Multiple Device Posture Profiles Defined Referencing Different ZTA Scores

You can define multiple ZTA-based device posture templates to correspond to different Device Trust levels. As an
example, you can set up multiple device posture profiles referencing different ZTA scores.

The following example defines three different device posture profiles, which set the minimum device ZTA threshold
scores to be 75, 65, and 50 respectively. These are used for qualifying a device to fall in the High, Medium, Low trust level
(respectively) via ZIA posture profile configuration.

Edit Device Posture

DEFINE POLICY AND SCOPE

Name @

PLATFORM

Windows Android

0 (B m (/m |

DEVICE POSTURE CONFIGURATION

Posture Type @

Minimum Score @

DEVICE POSTURE DESCRIPTION

Figure 30. Device posture policy based on 75 ZTA score

©2024 Zscaler, Inc. All rights reserved. 35



ZSCALER, OKTA, AND CROWDSTRIKE DEPLOYMENT GUIDE |

Edit Device Posture

DEFINE POLICY AND SCOPE

Name @

ZTA minimum B¢

PLATFORM

Windows macQ0S Linux Android

) (O (a 0 08

DEVICE POSTURE CONFIGURATION

Posture Type (7]

CrowdStrike ZTA Score

Minimum Score @

65

DEVICE POSTURE DESCRIPTION

Figure 31. Device posture policy based on 65 ZTA score
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Edit Device Posture

DEFINE POLICY AND SCOPE

Name @

CRWD ZTA min 50

PLATFORM

Windows macOS Linux Android

ios
o (& O 0Oo

DEVICE POSTURE CONFIGURATION

Posture Type @

CrowdStrike ZTA Score (sSv. 3.4.0+ 4

Minimum Score @

S0

DEVICE POSTURE DESCRIPTION

Figure 32. Device posture policy based on 50 ZTA score
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Reference the Device Posture Profile in ZIA Posture Profile

To add a ZIA posture profile for Zscaler Client Connector:

1. In the Zscaler Client Connector Portal, go to Administration.
2. From the left-side navigation, select ZIA Posture Profile.

3. Click Add ZIA Posture Profile.

62363’8" @ Dashboard  [J Enrolled Devices  g%a App Profiles % Administrd

B ﬁ Settings
WINDOWS
Client Connector App Store
lient Connector Notifications
Cont ConheciorRotficatans MANAGE ZIA POSTURES
Audit Logs

Forwarding Profile © Add ZIA Posture Profile

Trusted Networks

Client Connector Support # Profile Name Trust Levels
Zscaler Service Entitlement

User Agent

Client Connector IdP

Device Posture

ZIA Posture Profile

Application Bypass Info
Dedicated Proxy Port
Figure 33. Add a new ZIA Posture Profile
In this new ZIA Posture Profile, reference the previously created device posture profiles to establish Device Trust criteria.

In the following example, as long as the device's ZTA score is greater than or equal to 75, it falls into the High trust level. A
device with a ZTA score greater than or equal to 65 (but less than 75) falls into the Medium trust level. A device with a ZTA
score greater than or equal to 50 (but less than 65) falls into the Low trust bucket.

Trust criteria are evaluated in the top-down order, and the evaluation stops at the first match.
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Add ZIA Posture Profile

PROFILE DEFINITION

Profile Name @

HIGH TRUST

EXPRESSION @

ANY |

ZTA minimum 75

{ @anD

Expression Preview

(ZTA minimum 75)

MEDIUM TRUST

EXPRESSION @

g-)

| ZTA minimum 65 !

II ©ADD

Expression Preview

(ZTA minimum 65)

LOW TRUST
EXPRESSION @

l ANY |

| ZTA minimum 50

Figure 34. Add a new ZIA Posture Profile referencing previously created device posture profiles
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Create an App Profile to Reference the ZIA Posture Profile
The following example creates an App Profile for Windows machines. To add a posture profile to the new App Profile,
follow these steps:

1. In the Zscaler Client Connector Portal, go to App Profiles.

2. Choose the OS platform you want to add the policy to, and click Add Policy.

@m’er @ Dashboard O Enrolled Devices  aua App Profiles ¥ Administration

~ [ Platforms
T T
mac0s
Rule# Paolicy Name Palicy Description User Groups
Linux
i0s
Android

Figure 35. Create new App Profile that references previously created ZIA Posture Profile

In the ZIA Posture Profile field, click Selected.
Select the ZIA posture profile you created earlier.
Click Save.

Configure the App Profile.

o v A W

Add Windows Policy

Exit Password @ = (g Password to Disable ZPA ®

Custom PAC URL @ Forwarding Profile

Install Zscaler SSL Certificate Log Mode

Log File Size in MB @ Machine Token @ (. 32

Disable Loopback Restriction @ Override WPAD @

(@ ) ® )

Restart WinHTTP Service @ Reactivate Internet Security After (In Mins) @

(@ x|

Cache System Praxy @ Prioritize IPvé over IPvé @ (g
(@ x|

ZIA Pasture Profile ©

ACCESSIBILIT &
Highlight Active Control ©
CCM CLIENT CONFIGURATION @
HOSTNAME OR IP ADDRESS BYPASS FOR VPN GATEWAY ©

Figure 36. Select previously created CrowdStrike ZTA-based posture profile

©2024 Zscaler, Inc. All rights reserved. 40



ZSCALER, OKTA, AND CROWDSTRIKE DEPLOYMENT GUIDE |

Create a Traffic Enforcement Policy Using Device Trust Level as Criteria

The following example creates a URL and App Control policy that uses the Device Trust level as a criterion for conditional
access that allows access, shows a caution page, or blocks access through ZIA based on Device Trust level. You can set up
such policies for File Type Control, SSL Inspection, Firewall Control, etc.

1. Go to Policy > URL & Cloud App Control.

Malware Protection URL & Cloud App Control
Advanced Threat Protection File Type Control

Sandbox Bandwidth Control

Browser Control SSL Inspection

Analytics

‘ Data Loss Prevention
Peyicy

¢g [J Mobile

Administration

@

Activation

o}

Search

Zscaler Client Connector Portal Mobile Malware Protection

Mobile App Store Control

Firewall Filtering

Firewall Control Forwarding Control
DNS Control
FTP Control

IPS Control

Figure 37. Create a URL filtering policy
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2. Click Add URL Filtering Rule. You can also copy an existing rule by clicking the Duplicate icon. The Add URL Filtering
Rule window appears.

3. Use the Device Trust Level as a criterion for policy enforcement. To learn more, see Configuring the URL Filtering
Policy.

Add URL Filtering Rule

onnTTgTeY

FileHost hd
AND
Users Groups
» OR b3 OR
Departments
w
AND
Locations Location Groups
w oR v
AND
Request Methods Time
CONNECT; DELETE; GET; HEAD; OP... w A Always v A
Protocols User Agent
DNS Over HTTPS; FTP over HTTP; H... v A.. - -
AND
Devices Device Groups
v OR v
AND
Device Trust
High Trust ~

RULE EXPIRATION

Enable Rule Expiration

Figure 38. Device Trust level being used as a policy enforcement criterion
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The following image shows different actions associated in the URL filtering policy based on the Device Trust level.
URL & Cloud App Control

Configure URL & Cloud App Control Policy

Rules are evalusted in the order specified. Rule evaluation stops at the first match. Cho

oud app control policies Lake priofity over URL policy. Default policy which is not v toal
URL Filtering Policy | Cloud App Control Policy  Advanced Policy Settings
© Add URL Filter

Rule Order &  Rule Name Criteria Action

1 Allow_FilHost_access_hightrust l:
OPTIONS; GET; HEAD; POST; PUT; DELETE; TRACE; CONNECT; OTHER

Caution_FilHost_access_medtrust VICE TRUST :I

HTTP Prowy; HTTPS; HTTP
GET; HEAD; CONNECT
ilaHost

FigL;re 39. URL filtering policy based on Device Trust criterion

The same user who logged in to Zscaler Client Connector on three different machines sees pertinent URL filtering policies

enforced based on Device Trust level.

In this case, you see the same user accessing a file-hosting website from three different machines that fall under High (in

a

the following example, a ZTA greater than or equal to 75), Medium (a ZTA greater than or equal to 65, but less than 75),

nd Low (greater than or equal to 50, but less than 65) trust levels due to those machines’ CrowdStrike ZTA scores.

et i

<

ik

™

ZT Ago=i-d 5

Figure 40. Accessing a file hosting website from a device that falls in High trust level based on defined ZIA posture policies
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Access is allowed by ZIA per the URL filtering policy:

M-~ < 0 L] drive.google.com

L Drive Q, Search in Drive 5=
l‘ i Computers

» B myDrive @ Changes will automatically sync.

If you add, edit, move, or delete files in folders currently syncing with Google Drive, those changes will also happen o
v [0 Computers

2

. Shared with me

=
(©  Recent

Yo  Stared

[l  Trash

¢y Storage

Figure 41. Access allowed by ZIA per the URL filtering policy due to Device Trust level

Devices that fall in the Medium trust level:

75 > ZTA >= 65

s TR T
Figure 42. Accessing a file hosting website from a device that falls in Medium trust level based on defined ZIA posture policies

Caution warning from a URL filtering policy based on trust level:

<« C @ drivegoogle.com/dr

5> zscaler

You tried to visit: hitp irive google. com/d T v ‘

Proceeding to visit the site may violate your company policy. Press the "Continue” bution o access
the site anyway or press the "Back™ button on your browser to go back

Nowd hooigs? Contact our support Sem al +91-5)

Figure 43. Caution page shown by ZIA per the URL filtering policy due to Device Trust level

©2024 Zscaler, Inc. All rights reserved. 44



ZSCALER,

OKTA, AND CROWDSTRIKE DEPLOYMENT GUIDE |

Low Trust level based on posture policy:

g
iy
wy

i#

S

i

05 > ZEALs=

R D 1

2.0

Figure 44. Accessing a file hosting website from a device that falls in Low trust level based on defined ZIA posture policies

Access blocked due to Device Trust level:
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Figure 45. Access blocked by ZIA per the URL filtering policy due to Device Trust level

The same user logged into different machines under different trust levels gets pertinent enforcement policies applied by

ZIA.
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Appendix A: Requesting Zscaler Support

If you need Zscaler Support to provision certain services or to help troubleshoot configuration and service issues, it is
available 24/7/365.

To contact Zscaler Support:
1. Go to Administration > Settings > Company Profile.
£+ Settings

My.}i..'ofile Nanolog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

& Authentication
INTRO!
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Backup & Restore

= Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 46. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Address Line 1

Address Line 2

Figure 47. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal
Remote 'ﬁ’ﬁ\sistance
Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (£

ThreatLabz | Security Research ('

Proxy Test (4
URL Lookup

Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
B Other

Search

Figure 48. Submit a ticket
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