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Document Purpose

This document provides the instructions for running the IBM Security Verify User Lifecycle Management &
SSO features for ZScaler application.

For any comments/corrections, please contact Nilesh Atal (NileshAtal@in.ibm.com).

Document Conventions

The following conventions are used in this document:

I A note, some special information or warning.

’ A piece of code

Text — Some command/text to be entered
Text — Some selection to be made
Text — Highlighting a button or function

Normal paragraph font is used for general information.

Document Control

Release Date Ver Authors Comments
4 Jul 2021 1.0 Neha Bist First draft with provisioning usecases
10 Jul 2021 2.0 Nilesh Atal Added SSO configuration details
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Introduction

IBM® Security Verify provides support for Single Sign-on (SS0O), Multifactor authentication (MFA),
Adaptive Access as well as account lifecycle management for several applications out of the box.
This document provides instructions for configuring IBM Security Verify with Zscaler as an
application leveraging these capabilities.

Before you begin
Make sure to have Zscaler Internet Access account with administrator access.
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1 Zscaler Configuration

To allow user provisioning in IBM® Security Verify, follow the below mentioned steps to generate

the SCIM url and token.

1. Loginas anadmin user to your Zscaler Internet Access account using the following URL:

https://admin.zscalerbeta.net

5> zscaler

LOGIN ID
[1

() Remember my Login ID

New Features Available
Your cloud was upgraded and a variety of

new features and enhancements are now
available to you.

Learn More

2. Navigate to Administration > Authentication > Authentication settings.

Dashboard

2

Analytics

Policy

o

Administration

@

Activation

Q

Search

o Settings

My Profile
Company Profile
Alerts

Print All Policies

& Authentication

User Management

£ Resources

Location Management
VPN Credentials

Static IPs & GRE Tunnels
Hosted PAC Files

eZ Agent Configurations

Zscaler Client Connector Devices

IP & FQDN Groups

Advanced Settings
DLP Incident Receiver
Partner Integrations

SaaS Application Tenants

Administrator Management
Role Management
Audit Logs

Backup & Restore

URL Categories
Bandwidth Classes
Time Intervals

End User Notifications

Tenant Profiles

DLP Dictionaries & Engines

DLP Notification Templates
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3.
4.
5.
6.
7.
8.

For the Authentication Type field, select the SAML option.

Click Open Identity Providers.

Identity Providers NEW tab is displayed.

Click Add IdP (or Select the identity provider that you want to modify and click the edit icon)
Provide the following details in the Open Identity Providers window:

For the GENERAL INFO section, specify the following settings:

Name: Provide a name for your identity provider configuration.

Status: Select Enabled.

LYY EIRT I Bh ttps://xxxxx.verify.ibm.com/saml/sps/sam|20ip/saml20/login

Login Name Attribute: Provide the login name attribute as NameID.

Entity ID: <Zscaler Cloud>

Org-Specific Entity ID: Enable if you have more than one organization instance on the same Zscaler
cloud.

IdP SAML Certificate: Upload the certificate which can be downloaded from the Verify
Vendor: Select Others.

For the CRITERIA section, specify the following settings:
Locations: Select a value from the drop-down based on your requirements.
Authentication Domains: Select a value from the drop-down based on your requirements.

GENERAL INFO

Name Status

New Prod ® Enabled Disabled
SAML Portal URL Login Name Attribute

https:/ (- V<'ify.iom.com/sa... NamelD
Entity ID Org-Specific Entity ID

zscalerbeta.net Enabled @ Disabled

IdP SAML Certificate IdP SAML Certificate Expiration Date
cic_certificate.pem  Upload July 25, 2030
Vendor Default IdP
Others v o
CRITERIA
Locations Authentication Domains
None v G t.com v

10. In the SERVICE PROVIDER (SP) OPTIONS section, keep the option as Disable for now
11. In the Provisioning Options section, enable the Enable SCIM Provisioning.
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PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning
® x
Base URL

https: /(D -1/ 3330270/43933/scim

Bearer Token

G T (v T7JCCsM90cSfCreQTMPEUACksOyNQpxLQ==
Generate Token

12. Copy Base URL.

13. Click Generate Token to create a bearer token and copy it as shown in the above image.
14. Click Save

15. In order to apply the new changes, logout from Zscaler admin console. Else changes will
not come into effect.
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2 Configure Zscaler application in Verify

2.1 Create / Update Zscaler Application

1. Login to IBM® Security Verify as tenant admin (Scott)
2. Navigate to Applications page, click the Add application button.

Applications

74 74 67 0 74 7

Add application

Type Name B Enabled Account lifecycle

3. Onthe Select Application Type dialog, enter Zscaler into the search box.

4. When the Zscaler application is displayed, select it and then click the Add application

button.

On the Add Application page leave Zscaler as the Company name.

6. If the Zscaler cloud portal URL is https://admin.myCloudName, use myCloudName as the
value for 'Cloud name'.

o

Add application

(; ZScaler
ZScal
(o]
General q
Setting: Benabled Summary
BEsh ¢ hpad

X-Force Details
View in X-Force Exchange

Categorization
Cloud, IT Security / IT Information
descriptior

A cloud-based security as a service platform

Cloud name* Base URL
http://zscaler.com,

Risk Scor
01
Theme

default
Application owners

No application owner

2.2 Configure Sign-on

Go to the Sign-on tab of Zscaler. Follow the instructions which are displayed in right pane
In another browser login to your Zscaler account as an admin user using the URL as:

For the Authentication Type field, Click Open Identity Providers.

Identity Providers "¥" tab is displayed.

Select the previously created identity provider and click the edit icon

For the SERVICE PROVIDER (SP) OPTIONS section, specify the following settings:

Sign SAML Request: Enable this option (If you want to sign the SAML request)

Signature Algorithm: Select SHA-2 (256-bit).

Request Signing SAML Certificate: Select a certificate from the drop-down based on your
requirements.

N

oA W
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SP Metadata: Click this to download Zscaler metadata.
SP SAML Certificate: If Sign SAML Request is enabled, click this to download Zscaler
certificate.

SERVICE PROVIDER (SP) OPTIONS

Sign SAML Request

Signature Algorithm

[ SHA-1 (160-bit) ® SHA-2 (256-bit)

Request Signing SAML Certificate SP SAML Certificate Expiration Date

saml_2022 " November 16, 2022

SP Metadata SP SAML Certificate

X Download Metadata X Download Certificate

7. Inorder to apply the new changes, logout from Zscaler admin console. Else changes will
not come into effect.

2.3 Configure Account Lifecycle

1. Go to the Account lifecycle tab of Zscaler.

2. Enable the provisioning and deprovisioning. As Zscaler allows Suspend and Delete (With
Grace Period) as a Deprovision action

Add application

f ZScaler
-

ZScaler

General Sign-on Account lifecycle Account sync
Policies
Provision accounts @ Enabled ®
O Dpisabled ®
Deprovision accounts @ Enabled ®
O Dpisabled ®

Grace period (days) 30

Deprovision action
Delete account v

3. Scroll down to the API Authentication section.
4. Inthe SCIM base URL field, enter the SCIM url which you have generated before.
5. Inthe Bearer token, enter the token which you have generated before.
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API authentication

SCIM base URL* .
https://scim1.private.zscale nu—— S

Bearer token*

] o |

Test connection
you contint

t your connect fc

6. Click the Test Connection button to confirm the settings

Confirm that connection successful message is shown. If not, recheck if SCIM base URL and Bearer
token in entered correctly.
7. Scroll down to the API Attribute Mappings section and set the following:
displayName = given_name
b. userName = preferred_username
c. name.givenName = given_name
d. name.familyName = family_name
e. Email =email

o

Others can be left as it is.

Attribute mapping

attribute tar

Verify attribute Transformation Target attribute Keep updated

Choose from existing attributes Transform the value Attribute name in the target app
given_name X v None X v - displayName O ]
preferred_username X v None X v - userName O im|
department X v None X v - department X v |:| ]
given_name X v None X v - name.givenName X v O ||
family_name X v None X v - name.familyName X v O T
email X v None X v - Email X v O m]

+ Add attribute mapping

8. Click the Save button

2.4 Define adoption policy for account synchronization

As the Zscaler connection is successfully tested, lets define the adoption policy in order to
synchronize the accounts with IBM® Security Verify. In order to define the adoption policy, click
on Account sync tab from the details of Zscaler application.
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Add application

f ZScaler
=

ZScaler_demo_24thJune

General Sign-on Account lifecycle Account sync

Adoption policy
Specify how the account sync operation finds an account’s owner in IBM Security Verify. Select at least one attribute pair for the accounts to be adopted.
All of these must be true

+ Attribute pairs

1. Click on + Attribute pairs to add the attribute rule to be used to match the users from
Zscaler with the existing users in Verify.
Define the rules as:
userName = preferred_username

Add application

( ZScaler
<

ZScaler_demo_24thJune

General Sign-on Account lifecycle Account sync

Adoption policy
Specify how the account sync operation finds an account’s owner in IBM Security Verify. Select at least one attribute pair for the accounts to be adopted.

All of these must be true

Target attributes IBM Security Verify attributes

userName = preferred_username v mf

+ Attribute pairs

2. Click the Save button

2.5 Define entitlements for application

Now, define the entitlement for users / groups who should get access to this application.st=When
you saved application above, a new tab (Entitlements) gets exposed.ist!
1. Onthe Entitlements make sure that Select users and groups, and assign individual
accesses option is selected
2. Click the Add button
3. Onthe Select User/Group dialog, search for, select and Add “ZScaler User Group” (This
group must have been already created by admin)
4. Click the OK to close the dialog
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Select User/Group

Q2Zscaler
Matching Items (1) Selected Items (1)
(ng Zscaler User Group gg Zscaler User Group

Add

Add new user

Cancel

5. Click the Save button to save application changes.

Applications / Details

f; ZScaler
ZScaler_demo_24thJune

(O]

General Sign-on Account lifecycle Account sync Entitiements

Access Type
Automatic access for all users and groups

Approval required for all users and groups

) Select users and groups, and assign individual accesses
Approvers - select at least one

[user's manager

[Application owner

Q
Add
Name 4 Date Assigned Automatic Access
89 Zscaler User Group 6/24/2021 @ o
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3 Zscaler Provisioning Use Cases

After the Zscaler application is successfully configured as mentioned in above section, tenant
admin can synchronize the Zscaler account data with Security Verify.

3.1 Account Synchronization with Zscaler

1. Loginto ISV as tenant admin (Scott)
2. From the admin console navigate to Applications
3. Select Accounts from the three dot action menu against the Zscaler application

O
9% 9 88 0 9 8
Type Name 1 Enabled Account lifecycle
L~} ZScaler_demo_24thJune @ Enabled 8 H
4. Click Start account synchronization
Total accounts Compliant Non-compliant Unmatched Orphaned
43 4 2 37 0

User Account status AccounNNNN Compliance status Date created 3
[ ] 4 T
I
I

5. Inorderto monitor the account synchronization, navigate to the Governance menu and
Click on Account sync tab

Type Application name Status Start time 4 Endtime

i . Jun 24, 202 124, 202
< cremes ‘ e 2:01PM 2:01PMIS

d

6. Click on the row for which details need to see seen. The account sync details will get open
in right pane, which provides the summary of various accounts fetched from the Zscaler.
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Governance

rtification cam

= Filters

Type Application name

< 2Scaler_demo_24thJune

Items perpage 25 v

Account sync

Status

) ZScaler_demo_24thJune

Start time

Summary x
Status

Completed e
General

29191c87-9f9¢-4850-acef-8603c8d717al

ZScaler_demo_24thJune

Details

Compliant
Non-compliant
Unmatched
Failed

Account sync rule

The accounts will be matched on the basis on the attributes mapping defined in Adoption policy of

Application. So, admin need to be careful while defining the attribute mapping.
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3.2 New User Provisioning to Zscaler
First, let’s create a new user in Security Verify and make sure he / she can log in.

Create New User
1. Logto IBM® Security Verify tenant as your administrative user (Scott)
2. Goto Users & groups
3. Click the Add user button
4. Create a user. You can create any user you like (as long as it doesn’t clash with existing
ones).
For example:
o Identity Source = Cloud Directory
o User name = zscaleruser0l1@ex.com (Use the Domain name which is registered or
associated with Zscaler Identity Provider)
o Given name = User01
o Surname = Zscaler
o Email = a valid real email address

Add user

@

Basic user profile

Given name

User01
Middle name (optional)
Surname
Zscaler
User name
zscaleruserQ] Cuinasnkieien,
External ID (optional)

Preferred language (optional)

User information

m

5. Click the Save button to create the user
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Users & groups

[ user Enabled Linked identities Date created Last login 4
O] shaleshsatholeghe.cor ) Jun 24,2021

Items perpage 50 v

The user should get created and listed in the Users table

3.2.1 Test the New User Can Login

New user will get the initial password via e-mail. Go to your email client of newly created user and
look for an email indicating a user has been created

Admin Prod EU01a admin@prod-eu01a.com via iam.ibm.com
tome ~

IBM Security Verify

Your account was created.

Your temporary password is: KMD~7$cS
After you log in, you must change your password.

Click the link to log in: https:/« i < 'ify.ibm.com/ui

1. Open a new browser session, copy the link from the email and log in with the username and
password from the email

2. When prompted enter a New password and Confirm password and click the Change
Password button

3. Validate that user is able to access the Verify launchpad

IBM Security Verify | Appcenter My requests AW ]

My apps

Q_ What app are you looking for? Sortby A-Z ¥

No applications are available

1
]

You do not have any apps configured at this time.

Page 16 of 30



S IBM Security

3.3 Provisioning Use Case

We have entitled the Zscaler User Group group with “Automatic access” for the Zscaler
application. Now in order to provision new Zscaler account for newly created user, lets make the
new user as a member of Zscaler User Group group. This will trigger the automatic provisioning for
the Zscaler account.

Add User to Group
Return to the IBM® Security Verify admin interface as the admin user (Scott) — you should still have
the window open from before steps

1. Access the Users & groups section and click on the Groups tab

2. Hover over the “Zscaler User Group” group and click the Edit icon

Users & groups

cccccc

[J Name 1 Date creat ed Date modified

Zscaler Ll ~dd group
2 8

3. Click the Add button beside Group Members
4. Search for name of new user which will get listed in the Search results
5. Select the listed user and click Select, this will move the user to Selected users & groups
X
Select users & groups

QuUser01 X
Search results (1) Selected users & groups (1)
o User01 Zscaler o User01 Zscaler

a B ohatesn I
zscaleruser0 1/ .

Add new user

_

6. Click the Done button to add them, then Save on the Edit Group dialog

7. Go back to the Users tab, hover over your new user and click the User Details icon on the
right

8. Confirm the new user is in the Zscaler User Group group
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UserOl Zscaler

Profile MFA settings Activity

User information V4 Security settings
Password last changed on June 24, 2021
Status Enabled
Reset passwor
Expiration date -
Basic user profile Groups (1)
Zscaler User Group W
Full name User01 Zscaler
Given name User01
Middle name _ Linked identities (0)
No linked identites
Surname Zscaler
User ID 617000AXZM
User name zscaleruserO1@persistent.com
Realm cloudIdentityRealm

Preferred language -

Email verified on -

3.3.1 Check User has been provisioned to Zscaler

As the user has been added to Zscaler User Group group, automatic Zscaler user provisioning gets
triggered by Security Verify at the backend. The user provisioning task can be monitored by the

admin (Scott)
1. Navigate to Governance > Operation results tab

Governance
Operation results
<= Filters
Type Application name Operation Account username Status

Also validate the new user provisioning by log in to Zscaler
1. Navigate to Administration > Authentication > User Management.

% Settings
ACCOUNT MANAGEMENT CLOUD CONFIGURATION
My Profile Advanced Settings

Company Profile DLP Incident Receiver

PERLLLEG 5
Alerts Partner Integrations

Ii Print All Policies SaaS Application Tenants

Analytics

. & Authentication

Policy AUTHENTICATION C

o

Administration

Activation

Authentication Settings Administrator Management
Role Management
Audit Logs

Backup & Restore

Last updated v

2:49 PMIST
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2. Look for newly provisioned user

User Management

Users Groups Departments
© Add User & Download © Import B sample Import CSV file User ID or Name v User01
No. User ID or Name © User Display Name Groups Department Comments
I

1 zscaleruser01@persistent.com User01

Validate the user details such as:
1. New useris listed in Zscaler and the username is correct

2. Other user attributes are created as per attribute mapping rules

3.3.2 Check new user can access Zscaler via SSO

1. Access the SPinit URL to Zscalaer as (http://gateway.your.domain/test)
2. Provide the username

& Sign In

User Name

Mpersistent.oom

Need help? Contact your IT support

3. Validate that user gets redirected to Verify for SSO
4. Provide the username and password

IBM Security Verify

Sign in with Cloud Directory

User name

G- e rsistent.com

Password Forgot password?
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5. Validate that user gets access to Zscaler

<« C @ O 8 165.225.72.156/tes B % Q search

ozsc‘a/er The Cloud Security Company™

Cloud Performance Monitor Test @

ZEN IP ][ 165.225.72.156
ZEN Name || beta-fra4b3-sme.gateway.zscalerbeta.net
Your External IP || 106.220.205.132

Your User Name | W@ persistent.com
Current Time ][ 09:53 AM Friday 09 July 2021 UTC

Start Test

3.4 De-Provisioning Use Case
Let’s do the reverse operation to test de-provisioning user from Zscaler

Remove User from Zscaler User Group
1. Return to the IBM® Security Verify admin interface using admin user (Scott)
2. Goto Users & groups and click Groups tab
3. Edit the Zscaler User Group group
4. Select newly added user and click the Remove button

Edit group

*
Name Zscaler User Group

Description

Date created Jun 24,2021

Date modified Jun 24, 2021

Group members Add

Q

o User01 Zscaler

M G Ccl.com
G < persistent.com@cloudIdentityRealm

[J send the end-user an email notification regarding this change.

Note: Notification applies when the group's user membership is modified. Notification is not sent to nested
group members.

Cancel
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5. Click the Save button
6. As before, check details of user in the Users tab. There should not be any groups listed
in Groups section.

s & groups

L)JUser01 Zscaler

Profile MFA settings Activity

User information

Status

Expiration date

Basic user profile
Full name

Given name
Middle name
Surname

User ID

User name

Realm

Enabled

User01 Zscaler

User01

Zscaler

617000AXZM
Q- sistent.com

cloudIdentityRealm

N3

Security settings
Password last changed on June 24, 2021

Reset password

Groups (0)
No groups

Linked identities (0)
No linked identites

The user de-provisioning task can be monitored by the admin (Scott)
1. Navigate to Governance > Operation results tab

Governance
Operati It
Filt
Type Application name Operation Account username Status
< ‘ a e t [ ]

Check the User has been removed from Zscaler

1. Return to the Zscaler and search with the username
2. Check that no users get listed.

User Management

Users Groups Departments
© Add User & Download © Import B sample Import CSV file User ID or Name
No. User ID or Name ®© User Display Name Groups Department Comments
No matching items found

Last updated 1)

s PM
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4 Zscaler App Role Management Use Cases

Permission can be managed through App Role Managemet where a user can be added to Zscaler
groups. These groups are fetched during account synchronisation.

4.1 Assign User to the Zscaler group through Permissions

1. Loginto ISV as tenant admin ( Scott)

2. From the admin console navigate to App Role Management > Permissions

3. Filter your created Zscaler Application and check the Zscaler groups.

= IBM Security Verify Guideme (B N8

App role management

Roles Permissions

Alist of permission that are brought from the target applications after the account synchronization operation

X Filters

[ ServiceNow-test-recon-3

[ serviceNow-test-recon-4

[ Slack_409_test1_19thApr ORI EnaTD T Description Application Category
[ slack_a09issue_19thApr s N e 24th] C

Basic access Provides access to the application with basic authorization ZScaler_demo_24thJune efault
[0 slack_409issue_plus_19th
[ slack13thMayDefectTest GROUP_NAME_tmj84 76 cale no_24thJune

[ zendesk-custom-app-9

[ zoom Q2KON ZScaler_demo_24thlune
[ Zoom_26thfeb

[ zoom_409_7thMay_2

[ zoom_7thMay Service Admi ale 1o 24thJune
O zoom123
[ zoom13thMay409Test1 Itemsperpage 25 v~  1-50f 5items {1 page

[ zoom21stiune
[ zscaler Private Access

[ zscaler Private Access22nd

ZScaler_demo_24thJune

4. Click on any of the group (Service Admin) and click on Manage membership.

= IBM Security Verify

App role management Service Admin x

General setup

lstof permissiontt the target appiicationsafter the a n
X Fil [ zscae semo 22 J
Scaler_demo_24thaune
Permission name 1 Description Application Category
Pormission membership

N o

5oy

oeooo0o00o0o0Ooooooo0o0o0g 2

0] Zscaler22nd3uned09Reset

> Category

kie Preferent Manage membership

5. Click on Assign new users.
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= IBM Security Verify

Service Admin

Permission summary

Users

Assign new users

6. Search with the userName (zscaleruser01) , select the user and click on Add User

Add new users

List of new users that can be added to

2 zscaler

B user Enabled Date created Last login

o - gl c

The group permission added task can be monitored by the admin (Scott)
1. Navigate to Governance > Operation results tab

Governance
Type Application name Operation Account username Status Last updated 4
< ZScaler_demo_24thJune Group permission added _@ucmsmm com Success ;“3"52:"42&?
4.1.1 Check the User has been added to the Zscaler group from Zscaler
1. Return to the Zscaler and search with the username (zscaleruser01) .
2. check the Groups column.
User Management
Users Groups Departments
© Add User & Download © Import B sample Import CSV file User ID or Name v zscaleruser0l x Q
No. User ID or Name © User Display Name Groups. Department Comments
I
1 2zscaleruser01@persistent.com User01 Service Admin Vd
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4.2 Remove User from the Zscaler group through Permissions

When user is revoked from Zscaler group, then it also gets deprovisioned from the Zscaler.
1. Loginto ISV as tenant admin ( Scott)
2. From the admin console navigate to App Role Management > Permissions
3. Filter your created Zscaler Application and check the Zscaler groups.

= IBM Security Verify

App role management

Roles Permissions.

the target after the account operation

O ser
O slac

Permission name T Description Application Category
[ slack_a09issue_19thApr ; § ot ) ) U y 20, 2413

[ slack_a09issue_plus_19th

[ stack13thMayDefectTest GROUP_NAME_tmj84a

[ zendesk-custom-app-9

0 zoom Q2KON er_demo_24thL
[ zoom_26thfeb

[0 zoom_409_7thMay_2
[ zoom_7thMay

O zoom123

[ zoom13thMaya09Test1 Itemsperpage 25 v 1-5ofSitem 1 pag
[0 zoom21stune

[ zscaler
[ zscaler Private A
2ZScaler_demo_24thJune

te Access

4. Click on any of the group (Service Admin) and click on Manage membership

= IBM Security Verify

App role management

Service Admin x

Permissions

General setup

Alist of permission that are brought from the target applications after the account synchronization operation.

x

Dooooooooooogoo 2

Permission name 1 Description Application Category

Permission membership

Items perpage 25 v

I

Manage membership

5. Hover over the user whose permission you want to remove and click on the delete icon (
Revoke User).
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= 1BM Security Verify

Service Admin
Permission summary

2ZScaler_demo_24thdune

Users

Assignnew users  +

User Assignment type Assigned by Last modified
zscaleruser01@persistent.c N Direct neha 283un 2021 09:38 PM

Items perpage 25 v

6. It will ask for you confirmation. Click on Revoke User.

Revoke user from role

You are about to revoke "zscaleruser01@persis |  Elllll -ccess from the permission.
This action cannot be undone.

The group permission removed task can be monitored by the admin (Scott)
1. Navigate to Governance > Operation results tab

Governance

Operation results

= Filters

Type Application name Operation Account username

o :

Status Last updated v

Important Note

If your Zscaler application deprovision action is set to “Delete”, then user gets delete from the
Zscaler.

4.2.1 Check the User has been removed to the Zscaler group from Zscaler

1. Return to the Zscaler and search with the username (zscaleruser01) .
2. Check the Groups column.

User Management

Users Groups Departments
© Adduser X Download @ Import [ Sample Import CSV file User ID or Name v zscaleruser0 x Q
No. User ID or Name ©  User Display Name Groups Department Comments :
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4.3 Provision a new user and assign to a Zscaler group through
Permission.
You can also provision a new from to Zscaler through App Role management.

1. Loginto ISV as tenant admin ( Scott)
2. From the admin console navigate to App Role Management > Permissions
3. Filter your created Zscaler Application and check the Zscaler groups.

1BM Security Verify

App role management

Roles Permissions
Alist of permission that are brought from the target applications after the account synchronization operation.

[ serviceNow-test-recon-3

[ service econ-4

[ Slack_409_test1_19thApr T 1 Description Application Category
[ Stack_409issue_19thApr . : Provides access to the application with basic authorization ZScaler_demo_24thiy

([ slack_a09issue_plus_19th,

[ stack13thMayDefectTest GROUP_NAME_tmj84 Scaler_demo_24thJy

[ zendesk-custom-app-9

O zoom Q2KON deme 24th.
(] Zoom_26thfeb

[ zoom_409_7thMay_2

[ zoom_7thMay Sorvice Adn o demo 24thIune
[ zoom123
[ Zoom13thMaya09Test1 Items perpage 25 v 1-5of 5 item of 1 pagi

O zoom21stdune
[ zscaler Pri

[ Zscaler Private Access22nd.

Access

ZScaler_demo_24thJune

4. Click on any of the group (Service Admin) and click on Manage membership

= IBM Security Verify
App role management Service Admin x
Permissions General setup
Alist of permission that are brought from the target applications ater the account synchronization operation.
Service Adn

X Fiters [ zscae.gemo. 22000 §

Zscale
Pormission name 1 Description Application Category
Permission membership
0
0
It page 2

Manage membership

5. Click on Assign new user.
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= IBM Security Verify

Service Admin
Permission summary

2ZScaler_demo_24thdune

Users Groups

Assign new users

Add and remove user entitlements across your permission

6. Click on the add new user link.

Add new users

List of new users that can be added to the permission. If you cannot find a user, click add n

7. This will navigate to the Users & Groups.
8. Add anew user. Refer New User Provisioning to Zscaler section.
9. Once user is created , follow the same steps under Add User to the Zscaler group section.

The group permission added task can be monitored by the admin (Scott)
1. Navigate to Governance > Operation results tab

= IBM Security Verify

Governance

Certification campaigns  Operation results

= Filters

Type Application name Operation Account username Status

2. Ascan be seen in the above image, user account gets provision before group permission
add when we create a new user and then assign it to a group through App Role
Management.

4.3.1 Check the User has been added to the Zscaler group from Zscaler

1. Return to the Zscaler and search with the username (zscaleruser01) .
2. Check the Groups column.

User Management

Users Groups Departments
© Add User & Download © Import [ sample Import CSV file User ID or Name v  zscaleruser0l x Q
No. User ID or Name © User Display Name Groups Department Comments. :
‘ seaerserorgpersisenco [ Senice Admin ’
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4.4 Add User to the Zscaler group through Roles

We can assign Zscaler groups to the user accounts for the Zscaler that are enabled with account
lifecycle management.

1. Loginto ISV as tenant admin ( Scott)

2. From the admin console navigate to App Role Management > Roles

3. Click on the Create role.

App role management

| -

Roles

4. Add the following details :-

Role name: Zscaler_Role

Description: Add a meaningful description. This is an optional field
Select application: Your Zscaler application

Click Next.

Create role General setup

® General setup

5. Navigate to Permissions tab ,select the group ( Service Admin) and click on Next.
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x
Create role Role composition

General setup
Select the permissions or roles or both that are used to create a role.
® Role composition

Permissions

setected permissions (MR

B Permission name 1 Description Category Rights

Default

O oz2xon
u]
\g ervice Adm

Items perpage 25 v 1-50f5te

t Next
Information is not saved on exit

6. Click Next.

Create role Preview *

General setup
Here's a preview of the hierarchy that is formed by the selected permissions and roles.

Role composition
Role name

Zscaler_Role

Description
® Proview

Application name  ZScaler_demo_24thdune
Role hierarchy
~ Zscaler_Role (1)

'~ Service Admin

Information is not saved on exit

7. Click on Create Role.
8. Search with Role Name (Zscaler_Role).

App role management
Roles Pe ions

An application role is a collection of application roles, permissions, or both. Application roles assign target permissions to the user accounts for the applications that are enabled with
account lifecycle management. Read more about

= Filters

EE "

Role name Application name Description
Zscaler_Re

Items per page

<
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9. Inorderto Manage membership, click on the above created Role ( Zscaler_Role) and follow
the same steps as mentioned under Assign User to the Zscaler group through
Permissions section or Provision a new user and assign to a Zscaler group through
Permission section.
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