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Terms and Acronyms
The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is 
included in the Definition column for your reference.

Acronym Definition

AD Microsoft Active Directory

ADFS Microsoft Active Directory Federation Services

CA Central Authority (Zscaler)

CPU Central Processing Unit

CSV Comma-Separated Values

DLP Data Loss Prevention

DNS Domain Name Service

DPD Dead Peer Detection (RFC 3706)

GRE Generic Routing Encapsulation (RFC2890)

ICMP Internet Control Message Protocol

IKE Internet Key Exchange (RFC2409)

IPS Intrusion Prevention System

IPSec Internet Protocol Security (RFC2411)

IWA Integrated Windows Authentication

MFA Multi-Factor Authentication

PFS Perfect Forward Secrecy

PSK Pre-Shared Key

SAML Security Assertion Markup Language

SCIM System for Cross-Domain Identity Management

SSL Secure Socket Layer (RFC6101)

SSO Single Sign-On

TLS Transport Layer Security

VDI Virtual Desktop Infrastructure

XFF X-Forwarded-For (RFC7239)

ZPC Zscaler Posture Control (Zscaler)

ZDX Zscaler Digital Experience (Zscaler)

ZIA Zscaler Internet Access (Zscaler)

ZPA Zscaler Private Access (Zscaler)
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Trademark Notice 
© 2024 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i) 
registered trademarks or service marks or (ii) trademarks or service marks of Zscaler, Inc. in the United States and/or other 
countries. Any other trademarks are the properties of their respective owners.
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About This Document
The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview
Zscaler (NASDAQ: ZS) enables the world’s leading organizations to securely transform their networks and applications for 
a mobile and cloud-first world. Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast, secure 
connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 100% 
in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances or 
hybrid solutions can’t match. Used in more than 185 countries, Zscaler operates a massive, global cloud security platform 
that protects thousands of enterprises and government agencies from cyberattacks and data loss. To learn more, see 
Zscaler’s website. 

Ping Identity Overview
Ping Identity Corporation (NYSE: PING) is an American software company established in 2002 by Andre Durand and 
Bryan Field-Elliot. It is headquartered in Denver, Colorado; United States with development offices in Vancouver, British 
Columbia; Tel Aviv, Israel; Austin, Texas; Denver, Colorado; and Boston, Massachusetts. Ping also has European operations 
with offices in London, Paris, and Switzerland as well as offices in Bangalore, Melbourne, and Tokyo, serving Asia-Pacific.

The company's software provides federated identity management and self-hosted identity access management to web 
identities via attribute-based access controls, similar to identity management system tools developed by Microsoft and 
Okta (identity management). This single sign-on (SSO) gives users a single set of credentials to access applications (web 
applications, apps on mobile devices, VPN, etc.) that have company data. This is primarily done with identity providers 
such as Ping, Okta (identity management), and Microsoft Azure by leveraging open standards such as SAML and OAuth.

Ping Identity products include PingID, PingFederate, PingOne, PingAccess, PingDirectory, PingDataGovernance, and 
PingIntelligence. This guide is specifically written for deploying Zscaler using PingOne which is the Ping SaaS. 

To learn more, refer to the Ping Identity website.

Audience
This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying, 
monitoring, and managing enterprise security systems. For additional product and company resources, refer to:

•	 Zscaler Resources

•	 Ping Identity Resources

•	 Appendix A: Requesting Zscaler Support

Software Versions
This document was authored using the latest version of the Zscaler software.

Request for Comments
•	 For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@

zscaler.com to offer feedback or corrections for this guide. 

•	 For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the integrations 
in this document. 

http://www.zscaler.com/
https://en.wikipedia.org/wiki/Identity_management
https://en.wikipedia.org/wiki/Identity_management_system
https://en.wikipedia.org/wiki/Microsoft
https://en.wikipedia.org/wiki/Okta_(identity_management)
https://en.wikipedia.org/wiki/Web_applications
https://en.wikipedia.org/wiki/Web_applications
https://en.wikipedia.org/wiki/VPN
https://en.wikipedia.org/wiki/Okta_(identity_management)
https://en.wikipedia.org/wiki/Microsoft_Azure
https://en.wikipedia.org/wiki/SAML
https://en.wikipedia.org/wiki/OAuth
http://www.pingidentity.com/
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Zscaler and Ping Identity Introduction 
The following are overviews of the Zscaler and Ping Identity applications described in this deployment guide.

ZIA Overview
ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of it as a secure internet on-ramp—
all you do is make Zscaler your next hop to the internet via one of the following methods: 

•	 Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices). 

•	 Forwarding traffic via the lightweight Zscaler Client Connector or PAC file (for mobile employees). 

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get 
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple 
security techniques (even within SSL). 

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS, 
Sandboxing, DLP, CASB, and Isolation, allowing you to start with the services you need now and activate others as your 
needs grow. 

ZPA Overview
ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using 
a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible 
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than 
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by 
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, Zscaler Client 
Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a secure microtunnel out 
to the Zscaler cloud when a user attempts to access an internal application. 

exclamation-triangle If you are using this guide to implement a solution at a government agency, some of the content might be 
different for your deployment. Efforts are made throughout the guide to note where government agencies might 
need different parameters or input. If you have questions, contact your Zscaler Account team.
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Zscaler Resources
The following table contains links to Zscaler resources based on general topic areas.

Name and Link Description

ZIA Help Portal Help articles for ZIA. 

ZPA Help Portal Help articles for ZPA

Best Practices for Traffic Forwarding (ZIA) List of and help for the ZIA-supported traffic forwarding methods.

Configuring SAML (ZIA) Help for configuring SAML in ZIA.

Configuring SCIM (ZIA) Help for configuring SCIM in ZIA.

About Hosted PAC Files (ZIA) Help for ZIA and hosted PAC files.

Configuration Guide for Ping Identity 
PingOne

(ZPA) Help for configuring SAML in ZPA.

Configuring Zscaler Client Connector 
Profiles

(Zscaler Client Connector) List of and help for policy rules for supported 
platforms.

Best Practices for Adding Bypasses for 
Z-Tunnel 2.0

(Zscaler Client Connector) Help for adding tunnel bypasses. 

IWA – Mark Ryan's IWA / PingOne 
Demonstration

A video demonstrating how to configure Okta Integrated Windows 
Authentication (IWA) and PingOne.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help 
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name and Link Description

ZIA Help Portal Help articles for ZIA. 

ZPA Help Portal Help articles for ZPA

Best Practices for Traffic Forwarding (ZIA) List of and help for the ZIA-supported traffic forwarding methods.

Configuring SAML (ZIA) Help for configuring SAML in ZIA.

Configuring SCIM (ZIA) Help for configuring SCIM in ZIA.

About Hosted PAC Files (ZIA) Help for ZIA and hosted PAC files.

Configuration Guide for Ping Identity 
PingOne

(ZPA) Help for configuring SAML in ZPA.

Configuring Zscaler Client Connector 
Profiles

(Zscaler Client Connector) List of and help for policy rules for supported 
platforms.

Best Practices for Adding Bypasses for 
Z-Tunnel 2.0

(Zscaler Client Connector) Help for adding tunnel bypasses. 

IWA – Mark Ryan's IWA / PingOne 
Demonstration

A video demonstrating how to configure Okta Integrated Windows 
Authentication (IWA) and PingOne.

https://help.zscaler.com/zia
https://help.zscaler.com/zpa
https://help.zscaler.com/zia/best-practices-traffic-forwarding
https://help.zscaler.com/zia/configuring-saml
https://help.zscaler.com/zia/configuring-scim
https://help.zscaler.com/zia/about-hosted-pac-files
https://help.zscaler.com/zpa/configuration-guide-ping-identity
https://help.zscaler.com/zpa/configuration-guide-ping-identity
https://help.zscaler.com/client-connector/configuring-zscaler-client-connector-profiles
https://help.zscaler.com/client-connector/configuring-zscaler-client-connector-profiles
https://help.zscaler.com/client-connector/best-practices-adding-bypasses-z-tunnel-2.0
https://help.zscaler.com/client-connector/best-practices-adding-bypasses-z-tunnel-2.0
https://www.youtube.com/watch?v=CtRIjdMDchc&list=PLLCE8u9uBMmugp00PC91GOpmz5kD_V1hn&index=59&t=0s
https://www.youtube.com/watch?v=CtRIjdMDchc&list=PLLCE8u9uBMmugp00PC91GOpmz5kD_V1hn&index=59&t=0s
https://help.zscaler.com/zia/tools
https://www.zscaler.com/resources/training-certification-overview
https://help.zscaler.com/submit-ticket
https://help.zscaler.us/zia
https://help.zscaler.us/zpa
https://help.zscaler.us/zia/best-practices-traffic-forwarding
https://help.zscaler.us/zia/configuring-saml
https://help.zscaler.us/zia/configuring-scim
https://help.zscaler.us/zia/about-hosted-pac-files
https://help.zscaler.us/zpa/configuration-guide-ping-identity
https://help.zscaler.us/zpa/configuration-guide-ping-identity
https://help.zscaler.us/client-connector/configuring-zscaler-client-connector-profiles
https://help.zscaler.us/client-connector/configuring-zscaler-client-connector-profiles
https://help.zscaler.us/client-connector/best-practices-adding-bypasses-z-tunnel-2.0
https://help.zscaler.us/client-connector/best-practices-adding-bypasses-z-tunnel-2.0
https://www.youtube.com/watch?v=CtRIjdMDchc&list=PLLCE8u9uBMmugp00PC91GOpmz5kD_V1hn&index=59&t=0s
https://www.youtube.com/watch?v=CtRIjdMDchc&list=PLLCE8u9uBMmugp00PC91GOpmz5kD_V1hn&index=59&t=0s
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Name and Link Description

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help 
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

PingOne Overview
PingOne for Workforce is a cloud identity solution for helping organizations secure employees' access to resources so 
they can get work done—anytime, anywhere. Available in three solution packages to meet a variety of common business 
requirements, PingOne for Workforce can help increase productivity with no-code orchestration, SSO, multi-factor 
authentication and centralized risk-aware access to the right resources.

•	 Deliver seamless experiences: Reduce friction with identity orchestration to weave together the Ping, AWS, and other 
authentication vendor services your employees need to be secure.

•	 Rapid deployment: Supports over 1,700 out-of-the box integrations to popular apps, providing rapid time to value 
for your workforce.

•	 Deploy rapidly with AWS integrations: The PingOne Cloud Platform works seamlessly alongside AWS Identity and 
Access Management (IAM), AWS Organizations, AWS SSO, AWS Session Tags, and Amazon Control Tower.

https://help.zscaler.us/zia/tools
https://www.zscaler.com/resources/training-certification-overview
https://help.zscaler.us/submit-ticket
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Ping Identity Resources
The following table contains links to Ping Identity support resources.

Name and Link Description

Ping Identity Documentation Online help for Ping Identity.

How to Configure SAML for ZIA Online help for configuring SAML for ZIA in PingOne.

How to Configure SAML for ZPA Online help for configuring SAML for ZPA in PingOne.

Ping AD Connect Online help for Ping AD Connect.

https://docs.pingidentity.com/
https://docs.pingidentity.com/bundle/integrations/page/zhr1563995073160.html
https://docs.pingidentity.com/bundle/integrations/page/exl1587060854790.html
https://support.pingidentity.com/s/global-search/%40uri#q=Ping%20AD%20Connect&t=Documentation&sort=relevancy&numberOfResults=25
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PingOne for Enterprise Authentication and Provisioning in Use 
with Zscaler Services
Identity, authentication, and provisioning is an inherent part of the Zscaler solution and allows Zscaler to provide granular 
user visibility, logging, and security to an organization, down to the individual user level. 

Authentication is the process of verifying a user’s identity through the use of credentials (and other identity factors). 
Security Assertion Markup Language (SAML) is the preferred method for authentication for both ZIA and ZPA. 

For this document PingOne is the SAML identity provider (IdP). SAML is an open protocol standard that allows PingOne 
to authenticate a user and pass the authorization credentials to the Zscaler service as a SAML service provider. Although 
beyond the scope of this document, SAML also provides SSO to any SAML service provider. An example of this would 
be gaining access to both ZIA and ZPA by entering your credentials a single time instead of having to enter it for both 
ZIA and ZPA. SSO greatly enhances the user experience by providing a cohesive solution to a modern Cloud and SaaS 
environment. SAML and SSO are the catalyst to make a unified solution possible. 

Figure 1.  ZIA and ZPA in a PingOne authentication environment

Authentication provisioning is the automation of provisioning and deprovisioning of users and security groups to Zscaler 
services. System for Cross-Domain Identity Management (SCIM) is a standards-based protocol used for signaling and 
automating the changes in an environment. When a user is added to the user database, SCIM automatically provisions 
the user and the associated security groups in the Zscaler database. When a user is deprovisioned, the associated 
groups, and credentials are also removed, which prevents access to resources. The primary use case is onboarding and 
offboarding users from an organization. When a user leaves an organization, the user is deprovisioned from the user 
directory and SCIM changes the Zscaler databases to eliminate all ZIA and ZPA access. SCIM then deprovisions the user 
from all associated databases, preventing further access to company resources.

To learn more, see Zscaler Resources.
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Configure PingFederate and ZIA
For current documentation on PingFederate and ZIA, refer to the Ping Identity documentation.

PingFederate is an enterprise federation server that enables user authentication and SSO. It serves as a global 
authentication authority that allows employees, customers, and partners to securely access all the applications they need 
from any device. 

PingFederate easily integrates with applications across the enterprise, third-party authentication sources, diverse user 
directories, and existing IAM systems, all while supporting current and past versions of identity standards like OAuth, 
OpenID Connect, SAML, and WS-Federation. It can be deployed on-premises or in the cloud.

The following sections describe how to integrate PingFederate and ZIA.

Creating an SSO Connection
To allow PingFederate to handle SSO to ZIA, create a service provider (SP) connection.

1.	 In the PingFederate administrative console, create a new service provider connection:

•	 For PingFederate 10.1 or later, go to Applications > Integration > SP Connections. Click Create Connection.

•	 For PingFederate 10.0 or earlier, go to Identity Provider > SP Connections. Click Create Connection.

2.	 Configure the basic connection details with the ZIA quick-connection template:

a.	 On the Connection Template tab, select Use a template for this connection.

b.	 In the Connection Template list, select Zscaler ZIA Provisioner.

c.	 In the Metadata File row, upload the zscaler-metadata.xml file. 

d.	 Click Next.

e.	 On the Connection Type tab, select Browser SSO Profiles. 

f.	 Click Next.

g.	 On the General Info tab, in the Connection Name field, enter a name for the connection. 

h.	 Click Next.

3.	 On the Browser SSO tab, configure SSO as shown in the PingFederate documentation, with the following details:

a.	 On the Browser SSO > SAML Profiles tab, select IdP-Initiated SSO and SP-Initiated SSO. 

Clipboard-list Follow these steps to create a new connection, or you can modify your provisioning connection.

Clipboard-list Zscaler recommends that you leverage SP-initiated SSO because IdP-initiated SSO is not commonly used.

For more information, see IdP-Initiated SAML and refer to the Ping Identity documentation.

If you want to use both IdP-initiated SSO and SP-initiated SSO, both endpoints are accessible using the ACSIdx 
parameter.

To learn more, refer to the Ping Identity documenation.

https://docs.pingidentity.com/bundle/pingfederate-zscaler-zia-connector/page/cqv1563995073817.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=ikb1564003000542.html
https://help.zscaler.com/zia/about-saml
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=mck1564003002633.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=edg1564003024358.html
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b.	 On the Browser SSO > Protocol Settings > Allowable SAML Bindings tab, select POST.

c.	 On the Browser SSO > Protocol Settings > Signature Policy tab, select Always sign assertion.

4.	 On the Credentials tab, configure the connection credentials as shown in the PingFederate documentation. 

5.	 Click Next.

6.	 On the Activation and Summary tab, above the Summary section, click the toggle to turn on the connection. 

7.	 Click Save.

Registering PingFederate as an IdP in Zscaler
Export your PingFederate signing certificate and use it to configure SAML in ZIA.

For more information on setting up SSO, see Configuring SAML.

1.	 In PingFederate, export your signing certificate:

a.	 Go to Security > Signing & Decryption Keys & Certificates.

b.	 For the certificate that you want to use, in the Action column, click Export.

c.	 On the Export Certificate tab, click Next.

d.	 On the Export & Summary tab, click Export.

e.	 Open the .crt file in a text editor and copy the contents.

f.	 Rename the file extension to .pem.

2.	 In ZIA, go to Administration > Authentication > Authentication Settings.

3.	 On the Authentication Profile tab, in the Authentication Type section, select SAML. 

4.	 Click Configure SAML.

Figure 2.  Authentication settings

5.	 In the SAML Portal URL field, enter your PingFederate SSO endpoint (e.g., https://<pf_host>:<pf_port>/
idp/SSO.saml2).

6.	 In the Login Name Attribute field, enter the LDAP attribute that maps to the login name that users enter when they 
authenticate with ZIA, such as NameID.

https://docs.pingidentity.com/r/en-us/pingfederate-120/help_spconnectionconfigtasklet_credentialsstate
https://help.zscaler.com/zia/configuring-saml
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7.	 In the Public SSL Certificate section, click Upload. 

8.	 Click Choose File.

9.	 Select the .pem file that you exported from PingFederate, and then click Upload.

10.	Click Save.

11.	 Click Save again, then activate the change as shown in Saving and Activating Changes in the ZIA Admin Portal.

https://help.zscaler.com/zia/saving-and-activating-changes-admin-portal
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Configure PingOne and ZIA—SAML and SCIM
The following sections describe how to configure PingOne to work with ZIA using SAML and SCIM.

Enable PingOne
This document assumes that the user has a working PingOne environment, and only the Zscaler applications need to be 
installed and configured to provide a working Zscaler and PingOne solution. 

However, a new no-cost PingOne Account Type was created from the PingOne website and used to create this 
document. Each step was validated for functionality in a live environment. 

The following image shows how to select the Classic UI.

Figure 3.  Creating a PingOne IdP

https://admin.pingone.com/web-portal/register
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Add the Zscaler ZIA Application
First, add the Zscaler applications that enable authentication and provisioning to PingOne. 

From the PingOne portal administrator account: 

1.	 Go to Applications > My Applications.

2.	 Click Add Application.  

Figure 4.  Adding an application
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Add the ZIA Application
To add the appropriate Zscaler application:

1.	 Search for zscaler.

2.	 Select the Zscaler application for Zscaler with SAML with Provisioning (API) for use with ZIA users.  

Figure 5.  Adding the Zscaler applications

3.	 Click the arrow on the right to display a description of the application. 

4.	 Click Setup to begin the installation process.  

Figure 6.  Adding Zscaler 2.0 for ZIA
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Configure PingOne for ZIA
In the initial configuration window:

1.	 Click Download next to the Signing Certificate, and copy the IdP ID and the URL of the SAML Portal. The IdP ID is 
appended to the example URL to create the SAML Portal URL that is used in the Zscaler IdP setup process. 

2.	 Click Continue to Next Step.

Figure 7.  PingOne configuration

The SAML Portal URL is created by combining the Base SAML Portal URL and the IdP ID:

In a new browser window, open the ZIA Admin Portal. 
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Configure Zscaler ZIA for a PingOne IdP
To add PingOne as an IdP in your ZIA Admin Portal, go to Administration > Authentication Settings. The Authentication 
Settings window is displayed. 

Figure 8.  Adding PingOne and the ZIA IdP
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Add PingOne as an IdP
Click Add Identity Provider. The Add Identity Provider page is displayed. 

Figure 9.  Adding PingOne as an IdP
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Configure ZIA for PingOne
In the Add Identity Provider window:

1.	 Enter a Name for the PingOne IdP.

2.	 Set the Status to Enabled.

3.	 Paste in the SAML Portal URL.

4.	 Enter NameID (case sensitive) for the Login Name Attribute.

5.	 Upload the IdP SAML Certificate. 

6.	 Select PingOne as the Vendor.

7.	 For the Criteria, leave the Locations and Authentication Domains as None, unless this is for a specific location or 
domain. In that case, select the specific Authentication Domain from the drop-down menu for which the PingOne 
IdP  provides authentication. 

8.	 Select saml_2022 for the Request Signing SAML Certificate, then download the SP Metadata and the SP SAML 
Certificate and save for the next step. 

9.	 Set Enable SAML Auto-Provisioning to Enabled.

10.	Enter the User Display Name Attribute as displayName (case sensitive).

11.	 Enter the Group Name Attribute as memberOf (case sensitive).

12.	Enter the Department Name Attribute as department (case sensitive). 

13.	Click Save and activate the configuration. 

Figure 10.  The Add Identity Provider dialog window
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To configure SCIM, you must save the configuration first and then enable SCIM.

Configure SCIM on ZIA
To enable SCIM, edit the IdP by clicking the Edit icon, which re-opens the Identity Provider window.

Figure 11.  Edit the Identity Provider

To enable SCIM on the IdP: 

1.	 Select Enable SCIM-Based Provisioning, which displays the Base URL and Bearer Token. 

2.	 Copy the Base URL and Bearer Token for the next step in the PingOne portal.

3.	 Click Save and activate the configuration. 
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Figure 12.  Enable SCIM

To finish the PingOne configuration, return to the PingOne configuration window to finish the IdP setup.
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Finish Configuring PingOne for ZIA
To finish the PingOne configuration to use with ZIA: 

1.	 Upload the Zscaler metadata file and the Zscaler signing certificate.  

2.	 Select the Set Up Provisioning checkbox. 

3.	 Click Continue to Next Step. 

Figure 13.  Assigning the ZIA application

The setup steps for SCIM on PingOne are displayed. 
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Configure PingOne for SCIM
Click Continue to Next Step to proceed. 

Figure 14.  Configure SCIM on the PingOne side

1.	 Enter the base URL into the BASE_URL field. 

2.	 Enter the Bearer Token value into the BEARER_TOKEN field.

3.	 Click Continue to Next Step. 

Figure 15.  PingOne SCIM provisioning
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Provisioning Attribute Mapping
You must map the PingOne variables to the expected ZIA variables for Self-Provisioning and SCIM to function properly. At 
a minimum: 

1.	 Set variables memberOf, displayName, and department attributes for auto-provisioning. 

2.	 Set userName to Email and displayName to userName for SCIM to push or delete the user.  

3.	 Click Continue to Next Step. 

Figure 16.  PingOne SCIM synchronization settings

Clipboard-list SCIM only pushes, deletes, or disables the user. SCIM doesn't push the Security Groups. The security groups are 
pulled from auto-provisioning for use with ZIA policies.  
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Portal Settings
Next, customize how the application is going to look on the PingOne portal. 

Make any changes specific to your installation, and then click Continue to Next Step. 

Figure 17.  PingOne portal settings
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Configure Groups to Use ZIA
Select the Security Groups that are allowed to use ZIA. 

Add any or all groups specific to your installation, and then click Continue to Next Step. 

Figure 18.  PingOne SCIM synchronization settings
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Finalize the PingOne Configuration
Verify your configuration and click Finish. 

Figure 19.  PingOne configuration

Your PingOne instance is now configured for authenticating ZIA users.
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Configure PingFederate and ZPA
For documentation to configure PingFederate with ZPA, refer to the PingOne documentation.

Upgrading an Existing Deployment
If you're upgrading from a previous version of the Zscaler Private Access Provisioner, note your existing SP connection 
configuration and create a new connection.

PingFederate 10.1 or Later
1.	 To back up your current PingFederate configuration, refer to the PingFederate documentation.

2.	 In the PingFederate administrative console, go to Applications > Integration > SP Connections and select your 
connection.

3.	 Note the attribute mappings for your existing SP connection. To learn more, refer to the PingFederate 
documentation.

4.	 Delete your existing SP connection:

a.	 Go to Applications > Integration > SP Connections.

b.	 For your existing connection, click Select action.

c.	 Click Delete. 

d.	 Click Confirm.

5.	 Complete the steps in the PingFederate documentation.

6.	 Complete the steps in the PingFederate documentation. From Outbound Provisioning > Manage Channels > 
Channel on the Attribute Mapping tab, configure the attribute mappings based on your notes.

7.	 (Optional) Complete the steps in the PingFederate documenationon.

PingFederate 10.0 or Earlier
1.	 To back up your current PingFederate configuration, refer to the PingFederate documentation.

2.	 In the PingFederate administrative console, go to Identity Provider > SP Connections and select your connection.

3.	 Note the attribute mappings for your existing SP connection. To learn more, refer to the PingFederate 
documentation.

4.	 Delete your existing SP connection.

a.	 Go to Identity Provider > SP Connections > Manage All.

b.	 For your existing connection, click Select action, and then click Delete. 

c.	 Click Save.

5.	 Complete the steps in the PingFederate documentation.

6.	 Complete the steps in the PingFederate documentation. From Outbound Provisioning > Manage Channels > 
Channel, on the Attribute Mapping tab, configure the attribute mappings based on your notes.

7.	 (Optional) Complete the steps in the PingFederate documentation.

https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/exl1587060854790.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=oor1564002974031.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=pke1564003005601.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=pke1564003005601.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/dcn1563995073633.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/xci1586990028304.html
https://docs.pingidentity.com/r/en-us/pingfederate-zscaler-zpa-connector/pingfederate_zscaler_zpa_connector_creating_a_single_sign-on_connection
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=oor1564002974031.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=pke1564003005601.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=pke1564003005601.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/dcn1563995073633.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/xci1586990028304.html
https://docs.pingidentity.com/r/en-us/pingfederate-zscaler-zpa-connector/pingfederate_zscaler_zpa_connector_creating_a_single_sign-on_connection
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Deploying the Integration Files
To get started with the integration, deploy the Zscaler Private Access Provisioner files to your PingFederate directory.

1.	 Download the Zscaler Private Access Provisioner.zip archive from the Ping Identity Integration Directory.

2.	 Stop PingFederate.

3.	 If you're upgrading an existing deployment, delete the pf-zscaler-zpa-quickconnection-<version>.jar  
file from your <pf_install>/pingfederate/server/default/deploy  directory.

4.	 Extract the .zip archive and merge the contents of the dist directory with your <pf_install>/pingfederate/
server/default/deploy directory.

5.	 Enable the PingFederate provisioning engine:

a.	 Open your <pf_install>/pingfederate/bin/run.properties file.

b.	 Change pf.provisioner.mode to STANDALONE. 

c.	 Save the file.

6.	 Start PingFederate.

7.	 If you operate PingFederate in a cluster, repeat steps 2–4 and step 6 for each engine node.

Enabling SSO in PingFederate
Before you can configure SSO in ZPA, you must set a SAML entity ID in PingFederate.

1.	 In the PingFederate administrative console, go to System > Protocol Settings > Federation Info.

2.	 In the SAML 2.0 Entity ID field, enter a name for PingFederate to use to identify itself to SAML partners.

3.	 Click Save.

Exporting SAML Metadata from PingFederate
Export a metadata file that describes your PingFederate identity provider configuration. For general information about 
these steps, refer to the PingFederate documentation.

1.	 In the PingFederate administrative console, go to the Metadata Export window.

•	 For PingFederate 10.1 or later, go to System > Protocol Metadata > Metadata Export.

•	 For PingFederate 10.0 or earlier, go to System > Metadata Export.

2.	 On the Metadata Role tab, select I am the identity provider (IdP). 

3.	 Click Next.

4.	 On the Metadata Mode tab, select Select information to include in metadata manually. 

5.	 Click Next.

6.	 On the Protocol tab, click Next.

7.	 On the Attribute Contract tab, click Next.

8.	 On the Signing Key tab, select a signing certificate. 

9.	 Click Next.

Clipboard-list To configure the FAILOVER mode instead, refer to the PingFederate documentation. 

https://docs.pingidentity.com/csh?Product=pf-latest&topicname=bdx1564002975039.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=rwx1564003031130.html
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10.	(Optional) On the Metadata Signing tab, select a certificate to sign the metadata XML file. 

11.	 Click Next.

12.	On the XML Encryption Certificate tab, select the certificate that you want to use to encrypt the XML content. 

13.	Click Next.

14.	On the Export & Summary tab, click Export.

15.	Save metadata.xml.

16.	Click Done.

Enabling Provisioning and SSO in Zscaler
Register PingFederate as an identity provider in Zscaler and download the SAML metadata information. For more 
information about configuring Zscaler, see Configuring an IdP for Single Sign-On and Enabling SCIM for Identity 
Management.

1.	 Sign in to the ZIA Admin Portal as an administrator.

2.	 On the Administration > Authentication > Settings page, click Add IdP Configuration.

3.	 On the Add IdP Configuration page, on the IdP Information tab, complete the basic information. 

4.	 Click Next.

5.	 On the SP Metadata tab, click Download Metadata. Save the file as sp_metadata.xml.

6.	 Click Download Certificate. 

7.	 Click Next.

8.	 On the Create IdP tab, complete the information from PingFederate.

a.	 For the IdP Metadata File, upload the metadata.xml file.

b.	 For the IdP Certificate, upload your PingFederate signing certificate. For instructions, refer to the 
PingFederate documentation.

c.	 In the Single Sign-On URL field, enter your PingFederate single sign-on endpoint based on  
https://pf_host:pf_port/idp/SSO.saml2.

9.	 In the IdP Entity ID field, enter the SAML 2.0 Entity ID.

10.	In the SCIM section, configure SCIM provisioning. Click Save.

a.	 For SCIM Sync, click Enable.

b.	 Note the SCIM Service Provider Endpoint and Bearer Token.

Clipboard-list If you cannot select an authentication domain, contact Zscaler Support. For more information, see Configuring 
Authentication Settings.

https://help.zscaler.com/zpa/configuring-idp-single-sign
https://help.zscaler.com/zpa/enabling-scim-identity-management
https://help.zscaler.com/zpa/enabling-scim-identity-management
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=uci1564002984974.html
https://help.zscaler.com/zpa/configuring-authentication-settings
https://help.zscaler.com/zpa/configuring-authentication-settings
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Creating a Provisioning Connection
To allow PingFederate to manage users in ZPA, create a service provider (SP) connection.

1.	 In the PingFederate administrator console, configure the data store that PingFederate uses as the source of user data. 
For instructions, refer to the PingFederate documentation.

When targeting users and groups for provisioning, exclude the user account that you use to administer users in 
your connection to ZPA. This prevents the PingFederate provisioning engine from interfering with the account 
that provisions users and groups.

2.	 Enable provisioning:

a.	 On the System > Protocol Settings > Roles & Protocols window, select Enable Identity Provider IdP Role 
and Support the Following.

b.	 Select Outbound Provisioning. 

c.	 Click Save.

3.	 In the Identity Provider window, in the SP Connections section, open an existing connection or create a new one as 
follows:

a.	 Click Create new.

b.	 In the Connection Template window, select Use a template for this connection.

c.	 In the Connection Template list, select Zscaler ZPA Connector.

d.	 Click Choose File, select the sp_metadata.xml file, and then click Open. 

e.	 Click Next.

4.	 In the Connection Type window, select Outbound Provisioning and clear any unwanted types. 

5.	 Click Next.

6.	 In the General Info window, the basic connection information is populated by the metadata XML file. Click Next.

7.	 In the Outbound Provisioning window, configure the provisioning target and channel as shown in the PingFedreate 
documentation.

a.	 Click Configure Provisioning.

b.	 In the Target window, in the Base URL field, enter the SCIM Service Provider Endpoint.

c.	 In the Target window, enter the Bearer Token.

d.	 Under Provisioning Options, customize the provisioning connector actions as shown in the PingFederate 
documentation. 

e.	 Click Next.

Clipboard-list You can follow these steps to create a new SP connection, or you can modify your provisioning connection.

Clipboard-list PingFederate verifies the access token when you activate the channel and SP connection.

https://docs.pingidentity.com/csh?Product=pf-latest&topicname=vua1590095035925.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=sxa1564003004970.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=sxa1564003004970.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/psh1580855746894.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/psh1580855746894.html
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f.	 In the Manage Channels window, create a channel as shown in the PingFederate documentation. 

g.	 Click Done.

h.	 In the Outbound Provisioning window, click Next.

8.	 In the Activation and Summary window, above the Summary section, turn on the connection. 

9.	 Click Save.

Provisioning Options Reference
The following table lists the main provisioning capabilities available in the Zscaler connection configuration.

Field Name Description

User Create Selected (default) – PingFederate creates users in Zscaler. 
Cleared – PingFederate does not create users in Zscaler.

User Update Selected (default) – PingFederate updates existing users in Zscaler. 
Cleared – PingFederate does not update existing users in Zscaler.

User Disable / User 
Delete

Selected (default) – PingFederate disables or deletes users in Zscaler according to the 
Remove User Action setting. 
Cleared – PingFederate does not disable or delete users in Zscaler.

Note: If any of the previous options are cleared, PingFederate logs a warning in the user workflow section of the 
provisioner.log when the related action fails.

Remove User Action This option applies when:

•	 User Disable / User Delete is selected, and a previously provisioned user no longer 
meets the condition set on the Source Location tab, or a user has been disabled or 
deleted from the data store.

•	 Disable (default) – PingFederate disables the user in ZPA.

•	 Delete – PingFederate deletes the user from ZPA.

 

Clipboard-list For more information about the attributes available in your channel configuration, refer to the PingFederate 
documentation.

https://docs.pingidentity.com/csh?Product=pf-latest&topicname=rec1564003005290.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/tyo1581459083195.html
https://docs.pingidentity.com/bundle/pingfederate-zscaler-zpa-connector/page/tyo1581459083195.html
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Supported Attributes Reference
The following table lists the attributes that can be mapped for user provisioning to Zscaler.

Attribute Description

Username The user's unique identifier in Zscaler. The expected format is user@domain. This attribute is 
required.

Email The user's email address.

Display Name The user's display name (e.g., "Barb Jensen").

Nickname The user's nickname.(e.g., "Barb" instead of "Barbara").

First Name The user's first name (e.g., "Barbara" in "Ms. Barbara Jane Jensen, III").

Last Name The user's last name (e.g., "Jensen" in "Ms. Barbara Jane Jensen, III").

Formatted Name The user's complete name, including all middle names, titles, and suffises (e.g., "Ms. Barbara 
Jane Jenson, III").

Department The user's department or work group, such as "Sales." If no department is specified, Zscaler 
sets a default value of Service Admin.

Organization The user's organization.

Cost Center The user's cost center location.

User type The type of user in the organization (e.g., "Employee," "Contractor," "Intern," or "Temp").

External ID A string identifier assigned to a person by the provisioning client.

Creating an SSO Connection
To allow PingFederate to handle SSO to ZPA and create a SP connection:

1.	 In the PingFederate administrator console, configure the data store that PingFederate uses as the source of user data. 
For instructions, refer to the PingFederate documentation.

2.	 On the Identity Provider tab, in the SP Connections section, open an existing connection or create a new one as 
follows:

a.	 Click Create new.

b.	 On the Connection Template tab, select Use a template for this connection.

c.	 In the Connection Template list, select Zscaler ZPA Connector.

d.	 Click Choose File.

e.	 Select the sp_metadata.xml file. 

f.	 Click Open. 

g.	 Click Next.

3.	 On the Connection Type tab, select Browser SSO Profiles and clear any unwanted types. 

4.	 Click Next.

5.	 On the General Info tab, the basic connection information is populated by the metadata XML file. 

6.	 Click Next.

Clipboard-list You can follow these steps to create a new SP connection, or you can modify your provisioning connection.

https://docs.pingidentity.com/csh?Product=pf-latest&topicname=vua1590095035925.html
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7.	 On the Browser SSO tab, configure the browser SSO. For a complete guide, refer to the PingFederate 
documentation.

a.	 On the Browser SSO > SAML Profiles tab, select IdP-Initiated SSO and SP-Initiated SSO.

b.	 On the Browser SSO > Protocol Settings > Allowable SAML Bindings tab, select POST.

c.	 On the Browser SSO > Protocol Settings > Signature Policy tab, select Always sign assertion.

8.	 On the Credentials tab, configure the connection credentials. 

9.	 Click Next. For a complete guide, refer to the PingFederate documentation.

10.	On the Credentials > Signature Verification Settings > Signature Verification Certificate tab, click Manage 
Certificates and import the certificate.

11.	 On the Activation and Summary tab, above the Summary section, turn on the connection. 

12.	Click Save.

https://docs.pingidentity.com/csh?Product=pf-latest&topicname=ikb1564003000542.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=ikb1564003000542.html
https://docs.pingidentity.com/csh?Product=pf-latest&topicname=vwx1564003004147.html
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Configure PingOne and ZPA—SAML and SCIM
The following sections describe how to configure PingOne and ZPA to use SAML and SCIM.

Add the Zscaler ZPA Application to PingOne
The first step is to add the Zscaler applications used to enable authentication and provisioning to PingOne. From the 
PingOne portal administrator account:

1.	 Go to Applications > My Applications > Add Application.  

Figure 20.  Adding an application

2.	 Search for zscaler and select Zscaler Private Access 2.0 SAML with provisioning API for ZPA and SCIM 
provisioning.  
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Figure 21.  Adding the Zscaler ZPA application

3.	 Click the arrow on the right to display a description of the application. 

4.	 Click Setup to begin the installation process.  

Figure 22.  ZPA 2.0

The initial configuration window is displayed.
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Configure PingOne for ZPA
To configure PingOne and ZPA:

1.	 Click Download next to the Signing Certificate.

2.	 Copy the IdP ID and the Issuer URL. The IdP ID is appended to the URL Prefix to create the SAML Portal URL used in 
the ZPA IdP setup process.

3.	 Click Continue to Next Step.

Figure 23.  PingOne Zscaler Private Access 2.0 configuration

You can find the SAML base URL in the PingIdentity documentation.

In this configuration example, the SAML Portal URL is created by combining the Base SAML Portal URL and the IdP ID to 
become:

 Open a new browser and log in the ZPA Admin Portal. 

https://docs.pingidentity.com/r/en-us/solution-guides/jtn1631051050436


ZSCALER AND PING IDENTITY DEPLOYMENT GUIDE

42©2024 Zscaler, Inc. All rights reserved.   

Configure ZPA for a PingOne IdP
In the ZPA Admin Portal, go to Administration > Authetication > User Authenticantion > IdP Configuration. The IdP 
Configuration page appears.

Figure 24.  Creating the PingOne IdP on ZPA

Add the PingOne IdP on ZPA
On the IdP Configuration page, select Add IdP Configuration. The IdP Configuration wizard appears, which walks you 
through the creation of the IdP. 

Figure 25.  Add a new IdP

Clipboard-list If the window is constrained, only the circle with the white plus sign is visible.
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IdP on ZPA—IdP Information
In the Add IdP Configuration window:

1.	 Enter a Name for the IdP.

2.	 Make sure User is selected for Single Sign-On.

3.	 Select the authentication domains that are serviced by this IdP.

4.	 Click Next. 

Figure 26.  IdP information

Clipboard-list Multiple IdPs are supported in ZPA, and the IdP is bound to the domain in this step. ZPA only supports one 
domain for Zscaler Client Connector deployments. Additional IdPs are defined for Browser Access domains.
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IdP on ZPA—SP Metadata
You must download the Service Provider Metadata and the Service Provider Certificate. 

On the SP Metadata tab, download and save both files, and then click Next. 

Figure 27.  Service Provider Metadata
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IdP on ZPA—Create IdP
On the Create IdP tab:

1.	 Upload the PingOne certificate file (downloaded in the previous step).

2.	 Enter the Single Sign-On URL.

3.	 Enter the Issuer URL as the IdP Entity ID.

4.	 Select Enabled for SCIM Sync.

5.	 Click Generate New Token. This displays the SCIM parameters needed for the remaining PingOne configuration.

6.	 Save both the SCIM Service Provider Endpoint URL and the Bearer Token for the PingOne configuration.

7.	 Click Save. 

Figure 28.  Add IdP configuration
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Finish Configuring PingOne for ZPA
To finish the PingOne configuration to use with ZPA:

1.	 Upload the Zscaler metadata file and the Zscaler signing certificate.  

2.	 Select Set Up Provisioning.

3.	 Click Continue to Next Step. 

Figure 29.  Add IdP configuration



ZSCALER AND PING IDENTITY DEPLOYMENT GUIDE

47©2024 Zscaler, Inc. All rights reserved.   

4.	 Review the remaining configuration steps, and then click Continue to Next Step.

Figure 30.  Provisioning instructions
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Configure PingOne and SCIM
To configure SCIM:

1.	 Enter the base URL into the BASE_URL field. 

2.	 Enter the Bearer Token value into the BEARER_TOKEN field.

3.	 Click Continue to Next Step. 

Figure 31.  PingOne SCIM configuration
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Clipboard-list

PingOne Provisioning Attribute Mapping
For Self-Provisioning and SCIM to function properly, you must map the Ping attributes to match the expected ZPA 
attributes. Set the following attributes:

1.	 SAML_SUBJECT (sso): SAML_SUBJECT

2.	 First Name (sso): First Name

3.	 Last Name (sso): Last Name

4.	 Email Address (sso): Email

5.	 Group (sso): memberOf

6.	 userName (provisioning): Email

7.	 displayName (provisioning): userName

8.	 externalID (provisioning): externalID

9.	 firstName (provisioning): First Name

10.	lastName (provisioning): Last Name 

Figure 32.  Assigning the ZPA application

SCIM only pushes, deletes, or disables the user. SCIM doesn’t push the security groups. The security groups are 
pulled over from auto-provisioning for use with ZPA policies. 
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PingOne Portal Settings
The next step is to customize how the application is going to look on the PingOne portal. Make any changes specific to 
your installation, and then click Continue to Next Step. 

Figure 33.  PingOne portal settings
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Enable ZPA Users on PingOne
The last step is to select the security groups that can use ZPA. Add any or all groups specific to your installation, and then 
click Continue to Next Step. 

Figure 34.  PingOne provisioning
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Finalize the PingOne Configuration
Select Enable API Integration, which displays the API parameters: 

1.	 Enter the SCIM Service Provider Endpoint URL and the Bearer Token.

2.	 Click Test API Credentials. If the credentials are valid and PingOne can communicate with the Zscaler cloud, the 
response is highlighted in red. If you receive an error, you need to re-copy the URL and token and possibly generate 
a new Bearer Token. 

3.	 After you have verified your credentials, click Finish.

Figure 35.  SCIM integration API setup
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Test the ZPA Authentication Configuration from the ZPA Admin Portal
Import the SAML variables from PingOne. In the ZPA Admin Portal:

1.	 Select Authentication > User Authentication > IdP Configuration.

2.	 Click the Expand icon next to your IdP. This shows the PingOne configuration. 

3.	 Click Import under Import SAML Attributes. After this is selected, ZPA authenticates to PingOne using your existing 
user if you are authenticated, or  the PingOne login window is displayed. The SAML variables and the SAML assertion 
are displayed in the window on the next page. 

Figure 36.  SAML variable import
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4.	 Review your mappings and click Save to save the Attribute variables. 

Figure 37.  SAML Assertion and SAML Attributes
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Test the ZPA Authentication Configuration Using the ZPA Test URL
You can test the configuration using the following URL. Replace <domain> with your domain in the URL, and your SAML 
Assertion is returned if you are an already authenticated user. Otherwise, you are prompted to authenticate.

After you are authenticated, your SAML assertion is displayed. 

Test URL:

https://samlsp.private.zscaler.com/auth/v2/login?domain=<domain>&ssotype=test

SAML Assertion
{"nameid":"toddh@househarcourt.com","orgId":null,"idpEntityID":null,"idpId":null,"saml_
attributes":{"Group":["Group3@directory","Users@directory","Group2@directory","Group1@
directory","Group4@directory"],"PingOne.idpid":"2d2051e8-6564-44da-b154-
9fa8dc7d1c6c","PingOne.AuthenticatingAuthority":"https://pingone.com/idp/cd-823148978.
zscaler","Email Address":"toddh@househarcourt.com"},"samlassertion":null}
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Using PingOne for ZIA Admin Access
The following sections describe how to configure PingOne and ZIA access.

Add the PingOne SAML Application
To use PingOne SAML authentication for the ZIA Admin Portal, install the SAML Service Provider Application. 

From the PingOne portal:

1.	 Go to Applications > My Applications.

2.	 Click Add Application.

Figure 38.  Adding the PingOne SAML application for ZIA admin authentication
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PingOne SAML ZIA Admin Console Application
To add the application:

1.	 Search for zscaler.

2.	 Select Zscaler Two Admin Console Application.

3.	 Select the arrow on the right to display a description of the application.

Figure 39.  The PingOne SAML for ZIA administrators

Add the Application
Verify the application description and click Setup.

Figure 40.  General settings
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Configure the ZIA Administrator Application
To display the initial configuration window: 

1.	 Click Download to download the signing certificate.

2.	 Copy the IdP ID and the URL of the SAML Portal. The IdP ID is appended to the Example URL to create the SAML 
Portal URL that is used in the Zscaler IdP setup process. 

3.	 Click Continue to Next Step.

Figure 41.  Configuration settings
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Configuring the ZIA Admin Portal for SAML-Based Authentication
In the ZIA Admin Portal:

1.	 Go to Administration > Administrator Management.  

2.	 Select Enable SAML Authentication.

3.	 Verify the certificate file type is .pem. 

4.	 Upload the IdP certificate. 

5.	 Download and save the XML Metadata. 

6.	 Add the Issuer URL by clicking Add Items.

7.	 Click Save.

Figure 42.  Configure SAML-based authentication for administrators



ZSCALER AND PING IDENTITY DEPLOYMENT GUIDE

60©2024 Zscaler, Inc. All rights reserved.   

Adding Administrators for SAML-Based Authentication
Each administrator must be added as a ZIA administrator to use SAML-Based Authentication. 

1.	 Go to Administration > Administrators.

2.	 Click Add Administrators to add the administrators. 

Figure 43.  Verify administrators
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Finish Configuring the ZIA Administrator Application
In the PingOne configuration, upload the Zscaler metadata file and click Continue to Next Step. 

Figure 44.  PingOne configuration
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Attribute Mapping
Leave the attribute mapping as default, and click Continue to Next Step. 

Figure 45.  Attribute mapping
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Changing the Portal Icon
Leave the Icon and Description as default, and click Continue to Next Step. 

Figure 46.  Portal icon and description

Clipboard-list You can customize the look and change the description as desired by your organization. 
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Adding the Administrator Group
Add the groups included in the Administrators so they are allowed to authenticate using SAML.

Add the appropriate groups, and click Continue to Next Step. 

Figure 47.  Add administrator groups
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Finalize the Configuration
Verify the PingOne settings, and click Finish to save your configuration. 

Figure 48.  Configuration review
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Test the Admin SSO Access
You are now ready to launch the ZIA Admin Portal from the PingOne portal and the SAML application. Authenticate to 
PingOne using SAML and log in to the ZIA Admin Portal. 

Figure 49.  PingOne desktop
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Using PingOne for ZPA Admin Access
The following sections describe using PingOne with ZPA.

Add the PingOne Application for ZPA SAML Administrator Access
To use PingOne SAML authentication for ZPA admin users, you must install the SAML Service Provider Application. 

1.	 From the PingOne portal, go to the Applications > Add Application.

Figure 50.  Add the ZPA PingOne application
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2.	 Search for zscaler.

3.	 Select Zscaler Private Access Administrator 2.0 and click the arrow to display a description of the application.

Figure 51.  Select the ZPA application

A description of the application is displayed. Click Setup to begin the installation process.  

Figure 52.  General description
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Configuring PingOne for SAML Authentication for ZPA Administrators
To display the initial configuration window: 

1.	 Download the Signing Certificate.

2.	 Copy the IdP ID and the Issuer URL. The IdP ID is appended to the URL Prefix to create the SAML Portal URL that is 
used in the ZPA IdP setup process. 

3.	 Click Continue to Next Step. 

Figure 53.  Application configuration

SAML Portal Base URL: 

https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=(plus IdP ID).

In this configuration example, the SAML Portal URL is created by combining the Base SAML Portal URL and the IdP ID:
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Configure Zscaler ZPA for an Admin PingOne IdP
Log in to the ZPA Admin Portal. 

In the ZPA Admin Portal, go to Authentication > User Authentication > IdP Configuration. 

Figure 54.  ZPA Admin Portal—Add the PingOne IdP
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Add the ZPA IdP for Admin SSO to ZPA
On the IdP configuration window, click Add IdP Configuration. 

The IdP Configuration wizard appears, which walks you through the creation of the IdP. 

Figure 55.  ZPA Admin Portal—Add the PingOne IdP

Configuring the ZPA IdP Information
In the IdP Configuration wizard: 

1.	 Give the IdP a unique name.

2.	 Select Admin under Single Sign-On.

3.	 Select the Domains from which the administrators sign in.

4.	 Click Next. 

Figure 56.  Add IdP Configuration wizard

Clipboard-list If the window is constrained, only the circle with the white plus sign is visible.
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Copy the ZPA SP URLs
On the SP Metadata tab, download and save the Service Provider Metadata and the Service Provider Certificate. Then 
click Next. 

Figure 57.  Service Provider Metadata and Service Provider Certificate
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Finalize the PingOne IdP to ZPA
On the Create IdP tab:

1.	 Upload the PingOne Certificate file.

2.	 Enter the Single Sign-On URL.

3.	 Enter the Issuer URL as the IdP Entity ID. 

4.	 Click Save. 

Figure 58.  ZPA IdP completed configuration
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Define the Administrators for SAML Access
Administrators using the SAML IdP for authentication must be defined as administrators. 

1.	 To configure the authenticating administrators, in the ZPA Admin Portal, go to Administration > Administrators. 

2.	 Click Add Administrator.   

Figure 59.  Creating an administrator

Clipboard-list If the browser window is small, the Add Administrator configuration displays as only a blue circle with a white 
plus sign in it. 
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Create an Administrator for SAML Access
In the Add Administrator window: 

1.	 Enter the Admin ID and the Password. 

2.	 Select ZPA Administrator from the Role drop-down menu.

3.	 Enter an email address and a phone number. 

4.	 Click Save. 

Figure 60.  Create an administrator
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Finish Configuring PingOne
To finish the PingOne configuration:

1.	 Upload the Zscaler metadata file and the Zscaler signing certificate, and click Continue to Next Step. 

Figure 61.  PingOne configuration
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2.	 Leave the Attributes as default.

3.	 Click Continue to Next Step.

Figure 62.  Attribute mapping
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Assign the Administrators or Groups to the Application
The next step is to customize how the application is going to look in the PingOne portal. Make any changes specific to 
your installation, and then click Continue to Next Step. 

Figure 63.  PingOne portal settings
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Enable ZPA Admin Users on PingOne
The final step is to select the Security Groups that include the Administrators. Add any or all groups specific to your 
installation, and then click Continue to Next Step. 

Figure 64.  PingOne provisioning
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Finalize the PingOne ZPA Admin Configuration
Verify your configuration, and click Finish. 

Your PingOne instance is now configured for authenticating ZPA Administrators using PingOne SAML SSO.

Figure 65.  PingOne configuration



ZSCALER AND PING IDENTITY DEPLOYMENT GUIDE

81©2024 Zscaler, Inc. All rights reserved.   

Test the ZPA Authentication Configuration
You can now see your applications from the PingOne portal for the Administrator. By clicking the application, the app 
launches the ZPA Admin Portal, and authenticates the user transparently. 

You can also log in from the ZPA Admin Sign-on window. 

Figure 66.  PingOne User apps 

Administrator Sign-On Using SAML from the ZPA Admin Portal
To sign in from the ZPA Admin Portal, use the PingOne SAML IdP,  select Single Sign-On Using IdP checkbox, and then 
click Sign In. 

This launches the PingOne Authentication window. 

Figure 67.  Administrator sign-on using SAML IdP 
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Transparent SSO Using IWA with PingOne
For complete transparent authentication when using Zscaler with Ping Identity, Ping supports Integrated Windows 
Authentication (IWA) with PingOne via the Ping AD Connect component. IWA is only supported when PingOne is 
connected to the client's AD infrastructure using the AD Connect server. 

Zscaler takes advantage of IWA if it is active and automates the login process without the user having to enter credentials. 
However, it is important to note this is not a Zscaler configuration, and that Zscaler only uses it if it is configured and 
working. IWA is configured between the Windows Client, the Ping AD Connect component, and the Windows AD server. 

IWA is not applicable when using the PingOne User Database. 

To learn more, refer to the Ping Identity documentation.

https://docs.pingidentity.com/bundle/pingoneforenterprise/page/sxy1564020492140.html
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PAC File and Zscaler Client Connector—Authentication Bypasses
When using ZIA, you must bypass the IdP provider login URLs for authentication to succeed, or you can enter the URLs in 
Authentication Bypass in the ZIA Admin Portal. It is not a requirement for ZPA, and the destination URLs can flow through 
ZIA. However, bypassing the URLs for ZIA is a requirement for both Browser PAC files and for  Zscaler Client Connector. 

The following entries must be added to your Browser PAC or the Zscaler Client Connector Custom PAC File for the 
Application Profile. For more information, see Zscaler Resources.

PAC File Bypasses
// PingOne Authentication Bypass

if (

dnsDomainIs(host, ".pingone.com") ||

dnsDomainIs(host, ".pingidentity.com"))

return "DIRECT";

Authentication Bypasses in the ZIA Admin Portal
In the ZIA Admin Portal, go to Administration > Advanced Settings > Authentication Exemptions > Exempted URLs. 
Add .pingone.com and .pingidentity.com as exempted URLs. 

Figure 68.  Exempted URLs
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Capture the SAML Request for Troubleshooting
Troubleshooting SAML can be challenging. The following procedures help find and decode the SAML assertion to look 
at the attributes returned by the IdP. These steps were written to capture the assertion by using the Chrome Browser 
developer tools and then decoding the assertion using a Base64 decoder on the desktop. This was selected as the most 
secure method. 

You can use browser extensions and/or cloud-based Base64 decoders, but when clear text passwords are present in 
the data, keeping things in house are always more secure. You can use any browser to capture the SAML assertion. The 
procedures for the most common browsers are described in the following sections.  

How to View a SAML Response in Your Browser for Troubleshooting
To troubleshoot SSO login issues, it can be helpful to retrieve the SAML response from your service provider in your 
browser.

Google Chrome—To view a SAML Response in Chrome
1.	 Press F12 to start the developer console.

2.	 Select the Network tab, and then select Preserve log.

3.	 Reproduce the issue.

4.	 Look for a SAML Post in the developer console pane. Select that row, and then select the Headers tab at the 
bottom. Look for the SAMLResponse attribute that contains the encoded request.   

Mozilla Firefox—To view a SAML Response in Firefox
1.	 Press F12 to start the developer console.

2.	 In the upper-right of the developer tools window, click Options (the gear icon). Under Common Preferences, select 
Enable persistent logs.

3.	 Select the Network tab.

4.	 Reproduce the issue.

5.	 Look for a POST SAML in the table. Select that row. In the Form Data window on the right, select the Params tab and 
find the SAMLResponse element. 

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded 
response.

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded 
response.



ZSCALER AND PING IDENTITY DEPLOYMENT GUIDE

85©2024 Zscaler, Inc. All rights reserved.   

Apple Safari—To view a SAML Response in Safari
1.	 Enable Web Inspector in Safari. Open the Preferences window, select the Advanced tab, and then select Show 

Develop menu in the menu bar.

2.	 Open Web Inspector. Click Develop, then select Show Web Inspector.

3.	 Select the Resources tab.

4.	 Reproduce the issue.

5.	 Look for a POST method with a samlconsumer file in the table.

6.	 Scroll down to find Request Data with the name SAMLResponse.   

Microsoft Edge—To view a SAML Response in Microsoft Edge
The best way to analyze network traffic in Microsoft Edge is through the use of a third-party tool. Refer to the Microsoft 
documentation to download and install Fiddler and capture the data.

After you find the Base64-encoded SAML response element in your browser, copy it and use a Base64 decoding tool to 
extract the XML-tagged response.

Because the SAML response data that you are viewing might contain sensitive security data, Zscaler recommends that 
you do not use an online Base64 decoder. Instead use a tool installed on your local system.

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded 
response.

http://social.technet.microsoft.com/wiki/contents/articles/3286.ad-fs-2-0-how-to-use-fiddler-web-debugger-to-analyze-a-ws-federation-passive-sign-in.aspx
http://social.technet.microsoft.com/wiki/contents/articles/3286.ad-fs-2-0-how-to-use-fiddler-web-debugger-to-analyze-a-ws-federation-passive-sign-in.aspx
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Configuring Your Browser to Capture the ZIA SAML Response
Open the proxy configuration window for the browser you are going to test, and enter the Proxy IP address. You must 
also enter the PingOne domains as bypasses so the request makes it to PingOne and isn’t blocked by ZIA. The two 
PingOne domains to bypass are .PingOne.com and .PingOnecdn.com. 

Click OK to save the changes. You are now ready to test. 

Figure 69.  Configure proxy settings on your browser
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1.	 Configure Zscaler as a proxy for your browser. 

2.	 Configure the automatic FQDN that selects the fastest gateway response as the proxy. The FQDN is  
gateway.zscalerthree.net, where zscalerthree replaces your cloud (i.e., gateway.zscloud.net, gateway.zscalertwo.net, 
etc.). 

3.	 Select the proxy from the list of Public Service Edges.  

4.	 Enter your cloud's information center (e.g., the URL is ips.zscalerthree.net/cenr). This lists all of the Public Service 
Edges for the Zscalerthree cloud. The Dallas IP address is then used as the proxy address defined in the browser. 

5.	 Enter any URL in the browser and ZIA prompts you for authentication credentials. 

6.	 Start the developer tools by clicking the Meatball icon at the top right of the browser. 

7.	 Select More Tools.

8.	 Select Developer Tools. This opens the developer window. 

Figure 70.  Selecting developer tools
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Your network trace shows you the connection and packet information as you authenticate into Zscaler and PingOne. 
The initial authentication window is only looking for the user domain appended to the User ID, so Zscaler knows which 
Zscaler instance to direct the request to.  

Figure 71.  Select Network view

Zscaler redirects the authentication request to PingOne and opens the PingOne authentication window. 
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Log in with a valid User ID in the PingOne database associated with the Zscaler instance.  

Figure 72.  Authenticate to the PingOne IdP

After authentication is complete, select the packet called sfc_sso that is destined to login.zscloud.net. This is the SAML 
response from PingOne and contains the SAML assertion. The assertion is Base64-encoded, and you must use a decoder 
to get the clear text information. 
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Copy the SAML Response data, excluding the bolded SAMLResponse text (you want only the data).

Figure 73.  SAML response containing the Assertion 

Using a Base64 decoder, paste the encoded text into the application and then copy the decoded SAML Assertion.
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The Base64Anywhere app used for this demonstration was downloaded for free from the Apple store. There are also free 
decoders from the Microsoft store if you are a Windows user.  

Figure 74.  Decoding the Base64-Encoded Assertion
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You can see the clear text assertion with the NameID of the user and the other attributes. In this example, you see that 
the user is part of groups called Group1, Group2, Group3, Group4, and Users. You can see all groups and attributes 
associated with the user.

Figure 75.  SAML Attributes in the Decoded Assertion 
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Appendix A: Requesting Zscaler Support
You might need Zscaler Support to provision certain services, or to help troubleshoot configuration and service issues. 
Zscaler Support is available 24/7/365. 

To contact Zscaler Support:

1.	 Go to Administration > Settings and click Company Profile.

Figure 76.  Collecting details to open support case with Zscaler TAC

2.	 Copy the Company ID. 

Figure 77.  Company ID



ZSCALER AND PING IDENTITY DEPLOYMENT GUIDE

94©2024 Zscaler, Inc. All rights reserved.   

3.	 With your company ID, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Figure 78.  Submit a ticket
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