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Terms and Acronyms

The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym
AD
ADFS
CA
CPU
Csv
DLP
DNS
DPD
GRE
ICMP
IKE
IPS
IPSec
WA
MFA
PFS
PSK
SAML
SCIM
SSL
SSO
TLS
VDI
XFF
ZPC
ZDX
ZIA
ZPA

Definition

Microsoft Active Directory

Microsoft Active Directory Federation Services
Central Authority (Zscaler)

Central Processing Unit
Comma-Separated Values

Data Loss Prevention

Domain Name Service

Dead Peer Detection (RFC 3706)

Generic Routing Encapsulation (RFC2890)
Internet Control Message Protocol
Internet Key Exchange (RFC2409)
Intrusion Prevention System

Internet Protocol Security (RFC2411)
Integrated Windows Authentication
Multi-Factor Authentication

Perfect Forward Secrecy

Pre-Shared Key

Security Assertion Markup Language
System for Cross-Domain Identity Management
Secure Socket Layer (RFC6101)

Single Sign-On

Transport Layer Security

Virtual Desktop Infrastructure
X-Forwarded-For (RFC7239)

Zscaler Posture Control (Zscaler)

Zscaler Digital Experience (Zscaler)
Zscaler Internet Access (Zscaler)

Zscaler Private Access (Zscaler)
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Trademark Notice
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About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast, secure
connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 100%
in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances or
hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security platform
that protects thousands of enterprises and government agencies from cyberattacks and data loss. To learn more, see
Zscaler’s website.

Ping Identity Overview

Ping Identity Corporation (NYSE: PING) is an American software company established in 2002 by Andre Durand and
Bryan Field-Elliot. It is headquartered in Denver, Colorado; United States with development offices in Vancouver, British
Columbia; Tel Aviv, Israel; Austin, Texas; Denver, Colorado; and Boston, Massachusetts. Ping also has European operations
with offices in London, Paris, and Switzerland as well as offices in Bangalore, Melbourne, and Tokyo, serving Asia-Pacific.

The company's software provides federated identity management and self-hosted identity access management to web
identities via attribute-based access controls, similar to identity management system tools developed by Microsoft and
Okta (identity management). This single sign-on (SSO) gives users a single set of credentials to access applications (web_
applications, apps on mobile devices, VPN, etc.) that have company data. This is primarily done with identity providers

such as Ping, Okta (identity management), and Microsoft Azure by leveraging open standards such as SAML and OAuth.

Ping Identity products include PingID, PingFederate, PingOne, PingAccess, PingDirectory, PingDataGovernance, and
PinglIntelligence. This guide is specifically written for deploying Zscaler using PingOne which is the Ping SaaS.

To learn more, refer to the Ping Identity website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, refer to:

- Zscaler Resources

- Ping Identity Resources

- Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using the latest version of the Zscaler software.

Request for Comments

- For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

- For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the integrations
in this document.

©2024 Zscaler, Inc. All rights reserved. 8
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Zscaler and Ping Identity Introduction

The following are overviews of the Zscaler and Ping Identity applications described in this deployment guide.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of it as a secure internet on-ramp—
all you do is make Zscaler your next hop to the internet via one of the following methods:

- Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).

- Forwarding traffic via the lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, CASB, and Isolation, allowing you to start with the services you need now and activate others as your
needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible

to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, Zscaler Client
Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a secure microtunnel out
to the Zscaler cloud when a user attempts to access an internal application.

©2024 Zscaler, Inc. All rights reserved. 9
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Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name and Link
ZIA Help Portal
ZPA Help Portal

Best Practices for Traffic Forwarding
Configuring SAML

Configuring SCIM

About Hosted PAC Files

Configuration Guide for Ping Identity
PingOne

Configuring Zscaler Client Connector
Profiles

Best Practices for Adding Bypasses for

Z-Tunnel 2.0

IWA - Mark Ryan's IWA / PingOne
Demonstration

Zscaler Tools

Zscaler Training and Certification

Submit a Zscaler Support Ticket

Description

Help articles for ZIA.

Help articles for ZPA

(ZIA) List of and help for the ZIA-supported traffic forwarding methods.
(ZIA) Help for configuring SAML in ZIA.

(ZIA) Help for configuring SCIM in ZIA.

(ZIA) Help for ZIA and hosted PAC files.

(ZPA) Help for configuring SAML in ZPA.

(Zscaler Client Connector) List of and help for policy rules for supported
platforms.

(Zscaler Client Connector) Help for adding tunnel bypasses.

A video demonstrating how to configure Okta Integrated Windows
Authentication (IWA) and PingOne.

Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Training designed to help you maximize Zscaler products.

Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name and Link
ZIA Help Portal
ZPA Help Portal

Best Practices for Traffic Forwarding
Configuring SAML

Configuring SCIM

About Hosted PAC Files

Configuration Guide for Ping Identity
PingOne

Configuring Zscaler Client Connector
Profiles

Best Practices for Adding Bypasses for

Z-Tunnel 2.0

IWA - Mark Ryan's IWA / PingOne
Demonstration

Description

Help articles for ZIA.

Help articles for ZPA

(ZIA) List of and help for the ZIA-supported traffic forwarding methods.
(ZIA) Help for configuring SAML in ZIA.

(ZIA) Help for configuring SCIM in ZIA.

(ZIA) Help for ZIA and hosted PAC files.

(ZPA) Help for configuring SAML in ZPA.

(Zscaler Client Connector) List of and help for policy rules for supported
platforms.

(Zscaler Client Connector) Help for adding tunnel bypasses.

A video demonstrating how to configure Okta Integrated Windows

Authentication (IWA) and PingOne.
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Name and Link Description
Troubleshooting, security and analytics, and browser extensions that help

Zscaler Tools
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

PingOne Overview

PingOne for Workforce is a cloud identity solution for helping organizations secure employees' access to resources so
they can get work done—anytime, anywhere. Available in three solution packages to meet a variety of common business
requirements, PingOne for Workforce can help increase productivity with no-code orchestration, SSO, multi-factor
authentication and centralized risk-aware access to the right resources.

- Deliver seamless experiences: Reduce friction with identity orchestration to weave together the Ping, AWS, and other
authentication vendor services your employees need to be secure.

- Rapid deployment: Supports over 1,700 out-of-the box integrations to popular apps, providing rapid time to value
for your workforce.

- Deploy rapidly with AWS integrations: The PingOne Cloud Platform works seamlessly alongside AWS Identity and
Access Management (IAM), AWS Organizations, AWS SSO, AWS Session Tags, and Amazon Control Tower.

©2024 Zscaler, Inc. All rights reserved. 11
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Ping Identity Resources

The following table contains links to Ping Identity support resources.

Name and Link Description

Ping Identity Documentation Online help for Ping Identity.

How to Configure SAML for ZIA Online help for configuring SAML for ZIA in PingOne.
How to Configure SAML for ZPA Online help for configuring SAML for ZPA in PingOne.
Ping AD Connect Online help for Ping AD Connect.

©2024 Zscaler, Inc. All rights reserved. 12
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PingOne for Enterprise Authentication and Provisioning in Use
with Zscaler Services

Identity, authentication, and provisioning is an inherent part of the Zscaler solution and allows Zscaler to provide granular
user visibility, logging, and security to an organization, down to the individual user level.

Authentication is the process of verifying a user’s identity through the use of credentials (and other identity factors).
Security Assertion Markup Language (SAML) is the preferred method for authentication for both ZIA and ZPA.

For this document PingOne is the SAML identity provider (IdP). SAML is an open protocol standard that allows PingOne
to authenticate a user and pass the authorization credentials to the Zscaler service as a SAML service provider. Although
beyond the scope of this document, SAML also provides SSO to any SAML service provider. An example of this would
be gaining access to both ZIA and ZPA by entering your credentials a single time instead of having to enter it for both
ZIA and ZPA. SSO greatly enhances the user experience by providing a cohesive solution to a modern Cloud and Saa$S
environment. SAML and SSO are the catalyst to make a unified solution possible.

Zscaler Internet Access (ZIA)

Secured Internet
Access

g
/ \
b som \ o | '1 By
.

Provisioning

\

SAML P
Authentication v
\

>~ ~ PIngOne’ ™
o

1 SCIM

7 — ~
y Provisioning :@ -1 ‘-\\
.‘ | )

-
\ . _— / Secured Private
0\ Application Access

Zscaler Private Access (ZPA)

Figure 1. ZIA and ZPA in a PingOne authentication environment

Authentication provisioning is the automation of provisioning and deprovisioning of users and security groups to Zscaler
services. System for Cross-Domain Identity Management (SCIM) is a standards-based protocol used for signaling and
automating the changes in an environment. When a user is added to the user database, SCIM automatically provisions
the user and the associated security groups in the Zscaler database. When a user is deprovisioned, the associated
groups, and credentials are also removed, which prevents access to resources. The primary use case is onboarding and
offboarding users from an organization. When a user leaves an organization, the user is deprovisioned from the user
directory and SCIM changes the Zscaler databases to eliminate all ZIA and ZPA access. SCIM then deprovisions the user
from all associated databases, preventing further access to company resources.

To learn more, see Zscaler Resources.

©2024 Zscaler, Inc. All rights reserved. 13
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Configure PingFederate and ZIA

For current documentation on PingFederate and ZIA, refer to the Ping Identity documentation.

PingFederate is an enterprise federation server that enables user authentication and SSO. It serves as a global
authentication authority that allows employees, customers, and partners to securely access all the applications they need
from any device.

PingFederate easily integrates with applications across the enterprise, third-party authentication sources, diverse user
directories, and existing IAM systems, all while supporting current and past versions of identity standards like OAuth,
OpenlD Connect, SAML, and WS-Federation. It can be deployed on-premises or in the cloud.

The following sections describe how to integrate PingFederate and ZIA.

Creating an SSO Connection

To allow PingFederate to handle SSO to ZIA, create a service provider (SP) connection.

E Follow these steps to create a new connection, or you can modify your provisioning connection.

1. In the PingFederate administrative console, create a new service provider connection:
For PingFederate 10.1 or later, go to Applications > Integration > SP Connections. Click Create Connection.
For PingFederate 10.0 or earlier, go to Identity Provider > SP Connections. Click Create Connection.
2. Configure the basic connection details with the ZIA quick-connection template:
a. On the Connection Template tab, select Use a template for this connection.

b. Inthe Connection Template list, select Zscaler ZIA Provisioner.

c. Inthe Metadata File row, upload the zscaler-metadata.xml file.

d. Click Next.

e. On the Connection Type tab, select Browser SSO Profiles.

f.  Click Next.

g.  On the General Info tab, in the Connection Name field, enter a name for the connection.
h. Click Next.

3. On the Browser SSO tab, configure SSO as shown in the PingFederate documentation, with the following details:

a. On the Browser SSO > SAML Profiles tab, select IdP-Initiated SSO and SP-Initiated SSO.

g Zscaler recommends that you leverage SP-initiated SSO because IdP-initiated SSO is not commonly used.

For more information, see IdP-Initiated SAML and refer to the Ping Identity documentation.

If you want to use both IdP-initiated SSO and SP-initiated SSO, both endpoints are accessible using the ACSIdx
parameter.

To learn more, refer to the Ping Identity documenation.

©2024 Zscaler, Inc. All rights reserved. 14
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b. On the Browser SSO > Protocol Settings > Allowable SAML Bindings tab, select POST.

c.  On the Browser SSO > Protocol Settings > Signature Policy tab, select Always sign assertion.

4. On the Credentials tab, configure the connection credentials as shown in the PingFederate documentation.
5. Click Next.
6. On the Activation and Summary tab, above the Summary section, click the toggle to turn on the connection.

7. Click Save.

Registering PingFederate as an IdP in Zscaler
Export your PingFederate signing certificate and use it to configure SAML in ZIA.

For more information on setting up SSO, see Configuring SAML.

1. In PingFederate, export your signing certificate:

a. Go to Security > Signing & Decryption Keys & Certificates.

b. For the certificate that you want to use, in the Action column, click Export.
c.  On the Export Certificate tab, click Next.

d. On the Export & Summary tab, click Export.

e. Open the .crtfile in a text editor and copy the contents.

f.  Rename the file extension to .pem.

2. InZIA, go to Administration > Authentication > Authentication Settings.
3. On the Authentication Profile tab, in the Authentication Type section, select SAML.
4. Click Configure SAML.

AUTHENTICATION PROFILE AUTHENTICATION BRIDGES

AUTHENTICATION PROFILE
Directory Type

‘ Hosted DB _ Active Directory OpenlLDAP | Setup Wizard Advanced Configuration

Authentication Frequency

Only Once v

Authentication Type
‘ Form-Based - SAML Configure SAML

SP SSL Certificate Expiration Date
September 12, 2018

Temporary Authentication

_ Disabled One-Time Link ‘

Figure 2. Authentication settings

5. In the SAML Portal URL field, enter your PingFederate SSO endpoint (e.g., https://<pf host>:<pf port>/
idp/SS0.saml?2).

6. In the Login Name Attribute field, enter the LDAP attribute that maps to the login name that users enter when they
authenticate with ZIA, such as NameID.

©2024 Zscaler, Inc. All rights reserved. 15
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7. In the Public SSL Certificate section, click Upload.
8. Click Choose File.

9. Select the .pem file that you exported from PingFederate, and then click Upload.
10. Click Save.

11. Click Save again, then activate the change as shown in Saving and Activating Changes in the ZIA Admin Portal.

©2024 Zscaler, Inc. All rights reserved. 16
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Configure PingOne and ZIA—SAML and SCIM

The following sections describe how to configure PingOne to work with ZIA using SAML and SCIM.

Enable PingOne
This document assumes that the user has a working PingOne environment, and only the Zscaler applications need to be

installed and configured to provide a working Zscaler and PingOne solution.

However, a new no-cost PingOne Account Type was created from the PingOne website and used to create this
document. Each step was validated for functionality in a live environment.

The following image shows how to select the Classic Ul.

Ping

Identity.

Register

Select a PingOne Account Type

PingOne For Enterprise v

Next

Already have an account? Sign On

Figure 3. Creating a PingOne IdP

©2024 Zscaler, Inc. All rights reserved.
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Add the Zscaler ZIA Application

First, add the Zscaler applications that enable authentication and provisioning to PingOne.
From the PingOne portal administrator account:

1. Go to Applications > My Applications.
2. Click Add Application.

P1 PingOne - My Applications xN +

& admin.pingone.com/web-portal/cas/connectionss, - ‘m” b e -

PingOne' DASHBOARD APPLICATIONS USERS SETUP ACCOUNT Todd Harcourt | Sign Off

My Applications Application Catalog PinglD SDK Applications OAuth Settings

My Applications

SAML
—_—

Applications you've added to your account are listed here. You can search by application name, description or entityld

« Active applications are enabled for single sign-on (SSO).
« Details displays the application details.

Application Name Type Status Enabled

Use the button below to add your first application.

Add Application = Pause All SSO @

Figure 4. Adding an application

©2024 Zscaler, Inc. All rights reserved. 18
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Add the ZIA Application

To add the appropriate Zscaler application:

1. Search for zscaler.

2. Select the Zscaler application for Zscaler with SAML with Provisioning (API) for use with ZIA users.

DASHBOARD  APPLICATIONS

My Applications Application Catalog PinglD SDK Applications ~ OAuth Settings

Application Catalog "

Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our A

zscaler Search |

Application Name “  Type

"; ‘ Zscaler SAML with Provisioning (AP | El
oo Zscaler Private Access 2.0 SAML with Provisioning (APY) »
L Zscaler Private Access Administrator 2.0 SAML ’
(.‘;n Zscaler Two SAML ’
o Zscaler Two Admin Console SAML »
f-‘) Zscaler-Beta SAML ’

Figure 5. Adding the Zscaler applications

3. Click the arrow on the right to display a description of the application.

4. Click Setup to begin the installation process.

(9 Zscaler SAML with Provisioning (API)

lcon @

<

Name @ Zscaler

Description @ Zscaler Web Security leverages the world’s largest
global security cloud to deliver the industry’s most
comprehensive protection against advanced and
emerging threats. And, because it relies on our
patented, multi-tenant 100% cloud architecture, it
delivers all the benefits of proactive, Real-time
security without the need to deploy and manage
appliances, software or agents.

Category @ Information Technology

Figure 6. Adding Zscaler 2.0 for ZIA
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Configure PingOne for ZIA

In the initial configuration window:

1. Click Download next to the Signing Certificate, and copy the IdP ID and the URL of the SAML Portal. The IdP ID is
appended to the example URL to create the SAML Portal URL that is used in the Zscaler |dP setup process.

2. Click Continue to Next Step.

trason Page, select "Marage Users & Auhenticaton”

 Edit. Sebect "Hosted Database’ and méect “Auhenticate Using SAML Singhs Sor

1 O Fararators

iy, comy s ey S0 same Tidpia«[Erver el haes

S — cance [T

Figure 7. PingOne configuration

The SAML Portal URL is created by combining the Base SAML Portal URL and the IdP ID:

Base SAML Portal URL IdP ID

- - A

~

' hitps://sso.connect. pingidentity.convsso,-‘idpfSSO.sam|2?idpid=|98485839-650f-440d-a77a-61 9308ca5c58

In a new browser window, open the ZIA Admin Portal.
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Configure Zscaler ZIA for a PingOne IdP

To add PingOne as an IdP in your ZIA Admin Portal, go to Administration > Authentication Settings. The Authentication
Settings window is displayed.

C {) & admin.zscloud.net/#dashboard/2
0 Bettings

My Profile Marolog Streaming Service
Company Profile Achmancad Setlings

Alerts DLP Incadient Foesosiver
Print All Policies Parinar Integrations

Saad Applcation Tenanis

B Authentication

Adminisbrator Managoement
Liser Managem et Fiola Maragamant
AP Key Management Audii Loga

Baclup & Aestons

Location Maragamant URL Categories

WP Crodontials Barchwidth Classas
Haosted PAC Flles Tims |miervals

af Agent Configurations End Lisar Motifications

Zscalar App Devices
Figure 8. Adding PingOne and the ZIA IdP
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Add PingOne as an IdP
Click Add Identity Provider. The Add Identity Provider page is displayed.

Authentication Settings

AUTHENTICATION PROFILE IDENTITY PROVIDERS AUTHENTICATION BRIDGES
© Add Identity Provider © Add Zscaler Client Conne...
No. ID Name St... Location IdP SAM... Authentic... Default IdP
1 2460 Default (v Any August 13, 2...  Any 0 #

Figure 9. Adding PingOne as an IdP
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Configure ZIA for PingOne

In the Add Identity Provider window:

1. Enter a Name for the PingOne IdP.

Set the Status to Enabled.

Paste in the SAML Portal URL.

Enter Name 1D (case sensitive) for the Login Name Attribute.
Upload the IdP SAML Certificate.

Select PingOne as the Vendor.

N oo AW

For the Criteria, leave the Locations and Authentication Domains as None, unless this is for a specific location or
domain. In that case, select the specific Authentication Domain from the drop-down menu for which the PingOne
IdP provides authentication.

8. Select saml_2022 for the Request Signing SAML Certificate, then download the SP Metadata and the SP SAML
Certificate and save for the next step.

Q. Set Enable SAML Auto-Provisioning to Enabled.

10. Enter the User Display Name Attribute as displayName (case sensitive).
11. Enter the Group Name Attribute as memberOf (case sensitive).

12. Enter the Department Name Attribute as department (case sensitive).

13. Click Save and activate the configuration.

Add Identity Provider x
..............
Name. Satus.
=] -
I BAME Portsl URL | | Leggn Nasne Attributs
Emity 1D Org-Specitic Estty ID
-

Detautt idP
o

0" SAML Cortficate MIF SAML Cortificate Expantion Ciste
Segnarsber 1, 023
|\v\u1 dor

| Floguest Sgrang SAML Certificate | &P SAML Cortificatn Expiration Dase

Figure 10. The Add Identity Provider dialog window
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To configure SCIM, you must save the configuration first and then enable SCIM.

Configure SCIM on ZIA

To enable SCIM, edit the IdP by clicking the Edit icon, which re-opens the Identity Provider window.

Status. Location IdP SAML Certi.. Authentication ... Default IdP
-] None September 01, 2023 househarcourt.com O El ®
o Any June 29, 2027 Any @® ’

Figure 11. Edit the Identity Provider
To enable SCIM on the IdP:

1. Select Enable SCIM-Based Provisioning, which displays the Base URL and Bearer Token.
2. Copy the Base URL and Bearer Token for the next step in the PingOne portal.

3. Click Save and activate the configuration.
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AL, Porsa Lo o e Ao
© g St Lremy ©

o B Contont A SAe, Cnticane Dapuraton Dute
s Detat o

- e e Crem
g, BAML Hagust
St A
Pt e SALR, vt gt B e
0 Mstatans 5 S Corteme
U Chaion e 4ot N

Figure 12. Enable SCIM

To finish the PingOne configuration, return to the PingOne configuration window to finish the IdP setup.
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Finish Configuring PingOne for ZIA

To finish the PingOne configuration to use with ZIA:

1. Upload the Zscaler metadata file and the Zscaler signing certificate.
2. Select the Set Up Provisioning checkbox.
3. Click Continue to Next Step.

Application Name * Type

‘; Zscaler SAML with Provisioning (AP1)

2. Connection Configuration

Assign the attribute values for single sign-on (S50) to the application.

Upload Metadata @

ACS URL  hitpsifogin.zscloud.net-443/sfc_sso
Entity ID  zscloud.net
Target Resource @
Single Logout Endpoint @

Single Logout Response Endpoint @

I Primary Verification Certificate o l

Secondary Verification Certificate o Choose File | No fie chosen

Force Re-authentication @

Encrypt Assertion g

Signing @ & Sign Assertion © Sign Response

Signing Algorithm @ RSA_SHA2S56 v

PingOne dock URAL
Default PingOne dock URL

Use Custom URL @

Set Up Provisioning

HEXT: Attribute Mapping Cancel Back Continue to Next Step I

Figure 13. Assigning the ZIA application

The setup steps for SCIM on PingOne are displayed.
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Configure PingOne for SCIM

Click Continue to Next Step to proceed.

Application Name “  Type

(p Zscaler SAML with Provisioning (API)

3. Provisioning Instructions

To configure User Provisioning to Zscaler, follow the steps below.

Obtain Your Zscal
1 B8 ml:JHT_m e The Base URL for Zscaler (for example, https://scim.<cloud name>/<org ID>/scim).
ase

Obtain Your Zscaler The access token used to make authenticated API calls to Zscaler. For more information, see

Bearer Token (https://docs.pingidentity.com/bundie/integrations/page/hgh1563995073453.html)
3 Application On the Application Configuration screen enter the Base URL and Bearer Token obtained in the
Configuration previous steps into the relevant fields.

Map the user store attributes to Zscaler attributes that are to be managed during user provisioning.
4 Attribute Mapping Note that the username attribute is required. For meore information on Zscaler supported attributes,
see (hitps://docs.pingidentity.com/bundle/integrations/page/ewe1563995074220.html).

Configure targeted Once the application is configured, navigate to the Group Management page and select the
group(s) group(s) to target for provisioning.

NEXT: Application Configuration Cancel Back Continue to Next Step

Figure 14. Configure SCIM on the PingOne side

1. Enter the base URL into the BASE_URL field.
2. Enter the Bearer Token value into the BEARER_TOKEN field.
3. Click Continue to Next Step.

Application Name = Type

'b Zscaler SAML with Provisioning (API)

4, Application Configuration

Parameter Name Description Value

The Base URL for Zscaler (for example, httpsz/scim. y ;
BASE_URL <cloud names/<org ID>/scim). https://scim.zscloud.net/317348%

BEARER TOKEN The access token used to make authenticated API calls to R 5
Zscaler.

NEXT: Atiribute Mapping Cancel Back Continue to Next Step

Figure 15. PingOne SCIM provisioning
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Provisioning Attribute Mapping

You must map the PingOne variables to the expected ZIA variables for Self-Provisioning and SCIM to function properly. At
a minimum:

1. Set variables memberOf, displayName, and department attributes for auto-provisioning.

2. Set userName to Email and displayName to userName for SCIM to push or delete the user.

3. Click Continue to Next Step.

Application
Attribute

Description

Identity Bridge Attribute or Literal
Value

1 memberOf (sso)
displayMName

2
(ss0)

3 department (sso)

SAML_SUBJECT
(ss0)

userName
(provisioning) *

displayName
(provisioning) *

department
(provisioning)

email
(provisioning)

externallD
(provisioning)

firstName
(provisicning)

lastName
(provisioning)

Groups user is a member of

Users DisplayName

Department user is in

Map this to the username in Zscaler

Zscaler's unique identifier for the
user. The expected format is
user@domain (for example,
'bjenzen@example.com'). A
username cannot be updated. This
attribute is required,

The name of the user, suitable for
display to end-users. This attribute
is required.

The department for the user. If no
department is specified, Zscaler
sets a default value of 'Service
Admin’.

The email for the user (for example,
'bjensen@exampla.com’).

A String that is an identifier for the
resource as defined by the
provisioning client.

The given name of the User, or first
name in most Western languages
(e.q., 'Barbara’ given the full name
'Ms. Barbara Jane Jensen, IIl').

The family name of the User, or last
name in most Western languages
(e.g., 'Jensen’ given the full name
'Ms. Barbara Jane Jensen, IIl').

Figure 16. PingOne SCIM synchronization settings

Olas Lite

Adwanced

|c|isp§nyr~.lame

Advanced

| department

Advanced

| SAML_SUBJECT

Oas

Advanced

[ Email

Advanced

| userMName

Ol Lite

Advanced

Iaepanmcnt

Advanced

| Email

Advance

I externallD

Advanced

I First Name

Advanced

| Last Name

Advanced

SCIM only pushes, deletes, or disables the user. SCIM doesn't push the Security Groups. The security groups are
pulled from auto-provisioning for use with ZIA policies.
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Portal Settings

Next, customize how the application is going to look on the PingOne portal.

Make any changes specific to your installation, and then click Continue to Next Step.

Application Name “ Type

< Zscaler SAML with Provisioning (API)

6. PingOne App Customization - Zscaler

lcon @

<

Select image

Name @ Zscaler

Description @ | 7..21er Web Security leverages the

world's largest global security cloud
to deliver the industry’s most
comprehensive protection against
advanced and emerging threats. And,
because it relies on our patented,

P

Category @ Information Technology v

NEXT: Group Access Cancel Ll Continue to Next Step I

Figure 17. PingOne portal settings
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Configure Groups to Use ZIA

Select the Security Groups that are allowed to use ZIA.

Add any or all groups specific to your installation, and then click Continue to Next Step.

8
[

Zscaler Private Access 2.0 SAML with Provisicning (AFT)

7. Group Access

Select all user groups that should have acce nis application. Users that ase members of the added groups will be able %0 S50 o this applcation and

wil see this appicaton on ther personal docic

Search

Group Name

Domain Adminstrators@drectory Agd
Group | 8drectory Agd
Group2@&drectory Agd
Group3d@drectory Agd
Groupd &drectory Acd
GroupS@drectory Acd
Usars@dreciony Add

NEXT: Meview Setup . Continue %o Next Step

Figure 18. PingOne SCIM synchronization settings
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Finalize the PingOne Configuration

Verify your configuration and click Finish.

2

‘e

Figure 19. PingOne configuration

Your PingOne instance is now configured for authenticating ZIA users.
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Configure PingFederate and ZPA

For documentation to configure PingFederate with ZPA, refer to the PingOne documentation.

Upgrading an Existing Deployment
If you're upgrading from a previous version of the Zscaler Private Access Provisioner, note your existing SP connection

configuration and create a new connection.

PingFederate 10.1 or Later

1. To back up your current PingFederate configuration, refer to the PingFederate documentation.

2. In the PingFederate administrative console, go to Applications > Integration > SP Connections and select your
connection.

3. Note the attribute mappings for your existing SP connection. To learn more, refer to the PingFederate
documentation.

4. Delete your existing SP connection:
a. Go to Applications > Integration > SP Connections.
b. For your existing connection, click Select action.
c. Click Delete.
d. Click Confirm.

5. Complete the steps in the PingFederate documentation.

6. Complete the steps in the PingFederate documentation. From Outbound Provisioning > Manage Channels >
Channel on the Attribute Mapping tab, configure the attribute mappings based on your notes.

7. (Optional) Complete the steps in the PingFederate documenationon.

PingFederate 10.0 or Earlier

1. To back up your current PingFederate configuration, refer to the PingFederate documentation.

2. In the PingFederate administrative console, go to Identity Provider > SP Connections and select your connection.

3. Note the attribute mappings for your existing SP connection. To learn more, refer to the PingFederate
documentation.

4. Delete your existing SP connection.
a. Go to Identity Provider > SP Connections > Manage All.
b. For your existing connection, click Select action, and then click Delete.

c. Click Save.

5. Complete the steps in the PingFederate documentation.

6. Complete the steps in the PingFederate documentation. From Outbound Provisioning > Manage Channels >
Channel, on the Attribute Mapping tab, configure the attribute mappings based on your notes.

7. (Optional) Complete the steps in the PingFederate documentation.
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Deploying the Integration Files

To get started with the integration, deploy the Zscaler Private Access Provisioner files to your PingFederate directory.

1. Download the Zscaler Private Access Provisioner.zip archive from the Ping Identity Integration Directory.
2. Stop PingFederate.

3. If you're upgrading an existing deployment, delete the pf-zscaler-zpa-quickconnection-<version>.jar
file from your <pf install>/pingfederate/server/default/deploy directory.

4. Extract the .zip archive and merge the contents of the dist directory with your <pf install>/pingfederate/
server/default/deploy directory.

5. Enable the PingFederate provisioning engine:
a. Openyour<pf install>/pingfederate/bin/run.properties file.
b. Change pf.provisioner.mode to STANDALONE.

c. Save the file.

E To configure the FAILOVER mode instead, refer to the PingFederate documentation.

6. Start PingFederate.

7. If you operate PingFederate in a cluster, repeat steps 2-4 and step 6 for each engine node.

Enabling SSO in PingFederate

Before you can configure SSO in ZPA, you must set a SAML entity ID in PingFederate.

1. In the PingFederate administrative console, go to System > Protocol Settings > Federation Info.
2. In the SAML 2.0 Entity ID field, enter a name for PingFederate to use to identify itself to SAML partners.
3. Click Save.

Exporting SAML Metadata from PingFederate

Export a metadata file that describes your PingFederate identity provider configuration. For general information about
these steps, refer to the PingFederate documentation.

1. In the PingFederate administrative console, go to the Metadata Export window.
For PingFederate 10.1 or later, go to System > Protocol Metadata > Metadata Export.
For PingFederate 10.0 or earlier, go to System > Metadata Export.

2. On the Metadata Role tab, select | am the identity provider (IdP).

3. Click Next.

4. On the Metadata Mode tab, select Select information to include in metadata manually.
5. Click Next.

6. On the Protocol tab, click Next.

7. On the Attribute Contract tab, click Next.

8. On the Signing Key tab, select a signing certificate.

9. Click Next.
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10. (Optional) On the Metadata Signing tab, select a certificate to sign the metadata XML file.

11. Click Next.

12. On the XML Encryption Certificate tab, select the certificate that you want to use to encrypt the XML content.
13. Click Next.

14. On the Export & Summary tab, click Export.

15. Save metadata.xml.

16. Click Done.

Enabling Provisioning and SSO in Zscaler

Register PingFederate as an identity provider in Zscaler and download the SAML metadata information. For more
information about configuring Zscaler, see Configuring an IdP for Single Sign-On and Enabling SCIM for Identity

Management.

1. Sign in to the ZIA Admin Portal as an administrator.

2. On the Administration > Authentication > Settings page, click Add IdP Configuration.

3. On the Add IdP Configuration page, on the IdP Information tab, complete the basic information.
4. Click Next.

E If you cannot select an authentication domain, contact Zscaler Support. For more information, see Configuring
Authentication Settings.

On the SP Metadata tab, click Download Metadata. Save the file as sp metadata.xml.
Click Download Certificate.
Click Next.

® N o v

On the Create IdP tab, complete the information from PingFederate.
a. Forthe ldP Metadata File, upload the metadata.xml file.

b. For the IdP Certificate, upload your PingFederate signing certificate. For instructions, refer to the
PingFederate documentation.

c. Inthe Single Sign-On URL field, enter your PingFederate single sign-on endpoint based on
https://pf host:pf port/idp/SSO.saml2.

Q. In the IdP Entity ID field, enter the SAML 2.0 Entity ID.
10. In the SCIM section, configure SCIM provisioning. Click Save.
a. For SCIM Sync, click Enable.
b. Note the SCIM Service Provider Endpoint and Bearer Token.
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Creating a Provisioning Connection

To allow PingFederate to manage users in ZPA, create a service provider (SP) connection.

g You can follow these steps to create a new SP connection, or you can modify your provisioning connection.

N oo oo A

In the PingFederate administrator console, configure the data store that PingFederate uses as the source of user data.
For instructions, refer to the PingFederate documentation.

When targeting users and groups for provisioning, exclude the user account that you use to administer users in
your connection to ZPA. This prevents the PingFederate provisioning engine from interfering with the account
that provisions users and groups.

Enable provisioning:

a. On the System > Protocol Settings > Roles & Protocols window, select Enable Identity Provider IdP Role
and Support the Following.

b. Select Outbound Provisioning.

c. Click Save.

. In the Identity Provider window, in the SP Connections section, open an existing connection or create a new one as

follows:
a. Click Create new.
b. Inthe Connection Template window, select Use a template for this connection.
c. Inthe Connection Template list, select Zscaler ZPA Connector.
d. Click Choose File, select the sp metadata.xml file, and then click Open.

e. Click Next.

In the Connection Type window, select Outbound Provisioning and clear any unwanted types.
Click Next.
In the General Info window, the basic connection information is populated by the metadata XML file. Click Next.

In the Outbound Provisioning window, configure the provisioning target and channel as shown in the PingFedreate
documentation.

a. Click Configure Provisioning.
b. Inthe Target window, in the Base URL field, enter the SCIM Service Provider Endpoint.

c. Inthe Target window, enter the Bearer Token.

g PingFederate verifies the access token when you activate the channel and SP connection.

d. Under Provisioning Options, customize the provisioning connector actions as shown in the PingFederate
documentation.

e. Click Next.
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f.  In the Manage Channels window, create a channel as shown in the PingFederate documentation.

g. Click Done.

For more information about the attributes available in your channel configuration, refer to the PingFederate
documentation.

h. In the Outbound Provisioning window, click Next.

8. In the Activation and Summary window, above the Summary section, turn on the connection.

Q. Click Save.

Provisioning Options Reference

The following table lists the main provisioning capabilities available in the Zscaler connection configuration.

Field Name Description
User Create Selected (default) — PingFederate creates users in Zscaler.
Cleared - PingFederate does not create users in Zscaler.
User Update Selected (default) — PingFederate updates existing users in Zscaler.
Cleared - PingFederate does not update existing users in Zscaler.
User Disable / User Selected (default) - PingFederate disables or deletes users in Zscaler according to the
Delete Remove User Action setting.

Cleared - PingFederate does not disable or delete users in Zscaler.

Note: If any of the previous options are cleared, PingFederate logs a warning in the user workflow section of the
provisioner.log when the related action fails.

Remove User Action This option applies when:

- User Disable / User Delete is selected, and a previously provisioned user no longer
meets the condition set on the Source Location tab, or a user has been disabled or
deleted from the data store.

- Disable (default) - PingFederate disables the user in ZPA.

- Delete - PingFederate deletes the user from ZPA.
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Supported Attributes Reference

The following table lists the attributes that can be mapped for user provisioning to Zscaler.

Attribute
Username

Email

Display Name
Nickname
First Name
Last Name

Formatted Name

Department

Organization
Cost Center
User type

External ID

Description
The user's unique identifier in Zscaler. The expected format is user@domain. This attribute is
required.

The user's email address.

The user's display name (e.g., "Barb Jensen").

The user's nickname.(e.g., "Barb" instead of "Barbara").

The user's first name (e.g., "Barbara" in "Ms. Barbara Jane Jensen, IlI").
The user's last name (e.g., "Jensen" in "Ms. Barbara Jane Jensen, III").

The user's complete name, including all middle names, titles, and suffises (e.g., "Ms. Barbara
Jane Jenson, lII").

The user's department or work group, such as "Sales." If no department is specified, Zscaler
sets a default value of Service Admin.

The user's organization.
The user's cost center location.
The type of user in the organization (e.g., "Employee," "Contractor," "Intern," or "Temp").

A string identifier assigned to a person by the provisioning client.

Creating an SSO Connection

To allow PingFederate to handle SSO to ZPA and create a SP connection:

E You can follow these steps to create a new SP connection, or you can modify your provisioning connection.

1. In the PingFederate administrator console, configure the data store that PingFederate uses as the source of user data.
For instructions, refer to the PingFederate documentation.

2. On the Identity Provider tab, in the SP Connections section, open an existing connection or create a new one as

follows:

o 9

a o

Click Create new.
On the Connection Template tab, select Use a template for this connection.
In the Connection Template list, select Zscaler ZPA Connector.

Click Choose File.

e. Selectthe sp metadata.xmlfile.

f.  Click Open.
g. Click Next.

Click Next.

o vk~ ow

Click Next.

On the Connection Type tab, select Browser SSO Profiles and clear any unwanted types.

On the General Info tab, the basic connection information is populated by the metadata XML file.
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7. On the Browser SSO tab, configure the browser SSO. For a complete guide, refer to the PingFederate
documentation.

a. On the Browser SSO > SAML Profiles tab, select IdP-Initiated SSO and SP-Initiated SSO.
b. On the Browser SSO > Protocol Settings > Allowable SAML Bindings tab, select POST.

c. Onthe Browser SSO > Protocol Settings > Signature Policy tab, select Always sign assertion.

8. On the Credentials tab, configure the connection credentials.

Q. Click Next. For a complete guide, refer to the PingFederate documentation.

10. On the Credentials > Signature Verification Settings > Signature Verification Certificate tab, click Manage
Certificates and import the certificate.

1. On the Activation and Summary tab, above the Summary section, turn on the connection.
12. Click Save.
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Configure PingOne and ZPA—SAML and SCIM

The following sections describe how to configure PingOne and ZPA to use SAML and SCIM.

Add the Zscaler ZPA Application to PingOne

The first step is to add the Zscaler applications used to enable authentication and provisioning to PingOne. From the
PingOne portal administrator account:

1. Go to Applications > My Applications > Add Application.

P1 PingOne - My Applications xN +

& admin.pingone.com/web-portal/cas/connectionss, - ‘m” b e -

PingOne' DASHBOARD APPLICATIONS USERS SETUP ACCOUNT Todd Harcourt | Sign Off

My Applications Application Catalog PinglD SDK Applications OAuth Settings

My Applications

SAML
—_—

Applications you've added to your account are listed here. You can search by application name, description or entityld
« Active applications are enabled for single sign-on (SSO).

« Details displays the application details.

Application Name Type Status Enabled

Use the button below to add your first application.

Add Application = Pause All SSO @

Figure 20. Adding an application

2. Search for zscaler and select Zscaler Private Access 2.0 SAML with provisioning API for ZPA and SCIM
provisioning.
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My Applications Application Catalog PinglD SDK Applications OAuth Settings

Application Catalog “
Browse for the application you want 10 add or search for it by name. Don't see the application you're leoking for? Fill out our A
| zscaler Search I

Application Name “ Type

"b Zscaler SAML with Provisioning (APT) Installed
I n Zscaler Private Access 2.0 I SAML with Provisioning (APT) E
Corn Zscaler Private Access Administrator 2.0 SAML ’
o Zscaler Two SAML »
= Zscaler Two Admin Console SAML >
o Zscaler-Beta SAML »

Figure 21. Adding the Zscaler ZPA application

3. Click the arrow on the right to display a description of the application.

4. Click Setup to begin the installation process.

Application Name “ Type
(; Zscaler SAML with Provisioning (APT) Installed
o Zscaler Private Access 2.0 SAML with Provisioning (AP1)
lcon @
[ SF-
Name @

Description @

Category @ Information Technology
Co st Zscaler Private Access Administrator 2.0 SAML ’
f_} Zscaler Two SAML ’
':p Zscaler Two Admin Console SAML ’
f.") Zscaler-Beta SAML '

Figure 22. ZPA 2.0

The initial configuration window is displayed.
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Configure PingOne for ZPA
To configure PingOne and ZPA:

1. Click Download next to the Signing Certificate.

2. Copy the IdP ID and the Issuer URL. The IdP ID is appended to the URL Prefix to create the SAML Portal URL used in
the ZPA IdP setup process.

3. Click Continue to Next Step.

MEXY Comoution Saniiguration Rl Cortrs o Nt Shep

Figure 23. PingOne Zscaler Private Access 2.0 configuration

You can find the SAML base URL in the Pingldentity documentation.

In this configuration example, the SAML Portal URL is created by combining the Base SAML Portal URL and the IdP ID to
become:

Base SAML Portal URL IdP ID
[ Y4
https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=416¢3241-853¢c-4891-b02d-7ed4939d49ed

Open a new browser and log in the ZPA Admin Portal.
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Configure ZPA for a PingOne IdP

In the ZPA Admin Portal, go to Administration > Authetication > User Authenticantion > IdP Configuration. The IdP
Configuration page appears.

(.‘E:'_l Applications Users Health App Connectors Security

Zscaler Private Access

Recent Applications Acces... Discovered Applications & Access Po

Dashboard O @ 0

Analytics

Authentication

User Authentication IdP Configuration

(&

Top Applica

Device authentication > Settings

Resource Management » SAML MANAGEMENT . N
bccess for this time interval

Policy > SAML Attributes

Configuration & Control » SCIM MANAGEMENT

Client Connector 2 SCIM Attributes

Account > SCIM Users

# Tools SCIM Groups
Figure 24. Creating the PingOne IdP on ZPA

Add the PingOne IdP on ZPA

On the IdP Configuration page, select Add IdP Configuration. The IdP Configuration wizard appears, which walks you
through the creation of the IdP.

.3'{..‘ IdP Configuration ~ SAML Attributes  Settings [+]
Zscaler Private Access
Menu Name Status IdP Entity ID Single Sign-On Actions
@ Dashboard > preview-itasca-devel o http://www.okta.com/exk2gpysm7wEkptMy5d7 User ra x

& Analytics

& Authentication

User Authentication

Figure 25. Add a new IdP

E If the window is constrained, only the circle with the white plus sign is visible.
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IdP on ZPA—IdP Information

In the Add IdP Configuration window:

1. Enter a Name for the IdP.
2. Make sure User is selected for Single Sign-On.
3. Select the authentication domains that are serviced by this IdP.

4. Click Next.

Add IdP Configuration ) 4

o IdP Information 9 SP Metadata o Create IdP

Name

PingOne

Single Sign-On

| Admin @ User

Domains

[rossshacouncon .
Next | Quit

Figure 26. IdP information

Multiple IdPs are supported in ZPA, and the IdP is bound to the domain in this step. ZPA only supports one
domain for Zscaler Client Connector deployments. Additional IdPs are defined for Browser Access domains.
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IdP on ZPA—SP Metadata

You must download the Service Provider Metadata and the Service Provider Certificate.

On the SP Metadata tab, download and save both files, and then click Next.

Add IdP Configuration

o IdP Information 9 SP Metadata o Create IdP

Configure the Service Provider information in your IdP

SERVICE PROVIDER SAML METADATA FOR USER SSO

Service Provider Metadata Service Provider Certificate

X Download Metadata & Download Certificate

Service Provider URL Service Provider Entity ID
https.//samlsp.private.zscaler.com/auth/14412155214364 https://samisp.private.zscaler.com/auth/metadata/’144121
7318/ss0 [ 552143647318 [0

Figure 27. Service Provider Metadata
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IdP on ZPA—Create IdP
On the Create IdP tab:

1. Upload the PingOne certificate file (downloaded in the previous step).

2. Enter the Single Sign-On URL.
3. Enter the Issuer URL as the IdP Entity ID.
4. Select Enabled for SCIM Sync.
5. Click Generate New Token. This displays the SCIM parameters needed for the remaining PingOne configuration.
6. Save both the SCIM Service Provider Endpoint URL and the Bearer Token for the PingOne configuration.
7. Click Save.
@ 1P Information © SP Metadata @ Create iaf

I Entity 10

I hitps:/ipingone.com/idp/cd-S2 31 48978 zscaler I
Status ZPA (5P) SAML Request
[ Eraties |
HTTP-Radirect the F r

SCIM 5!n:

SCIM Service Provider Endpont

Figure 28. Add IdP configuration
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Finish Configuring PingOne for ZPA

To finish the PingOne configuration to use with ZPA:

1. Upload the Zscaler metadata file and the Zscaler signing certificate.
2. Select Set Up Provisioning.
3. Click Continue to Next Step.

Zscaler Private Access 2.0 SAML with Provisioning (APY)

2. Connection Configuration

Assign the attribute values for single sign-on (350 to the application.

Upload Metadata o
Salect Fila

ACSURL | hitps:/samisp.private zecale comimt
Entity ID | npa://samisp.private zscales com/aut

Targot R

Single Logout Endpcint o

Single Logout Response Endpoint ¢

Primary Verification Certificate o

Secondary Verification Certificate @  [ErocerFia | No fie chosen

Force Re-authenticatiocn @ O
Encrypt Assertion @

S0ning 0 @ Sign Assertion O Sign Response

Signing Algorithm @ | RSA_SHA256 w

PingOne dock URL
Default PingOne dock URL kit annect, pingldentit

Use Custom URL

Set Up Provisioning 8

HEXT. Provisioning instructons TR T Continue to Next Step.

Figure 29. Add IdP configuration
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4. Review the remaining configuration steps, and then click Continue to Next Step.

A Zscaler Private Access 2.0 SAML with Provisioning (API)

3. Provisioning Instructions

To configure User Provisioning to Zscaler Private Access, follow the steps below.

Label Description

For more information on the required ZPA configuration, see
1 ZPA Provisioning Setup https://nelp_zscaler.com/zpa’enabling-scim-identity-management. Note the Base URL and
Bearer Token required for the next steps.

Obtain Your Zscaler Base The Base URL for Zscaler. For example,
URL https://scim1.private zscaler.com/scim/1/<directoryld=/v2.

%]

b Obtain Your Zscaler
3 The access token used to make authenticated AP| calls to Zscaler.
Bearer Token

On the Application Configuration screen enter the Base URL and Bearer Token obtained in

4 Application Configuration
the previous steps into the relevant fields.

Map the user store attributes to Zscaler attributes that are to be managed during user

4

Attribute Mapping

provisioning.
P Configure targeted Once the application is configured, navigate to the Group Management page and select the
group(s) group(s) to target for provisioning.

NEXT: Application Configuration Cancel Back Continue to Next Step

Figure 30. Provisioning instructions
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Configure PingOne and SCIM
To configure SCIM:

1. Enter the base URL into the BASE_URL field.
2. Enter the Bearer Token value into the BEARER_TOKEN field.
3. Click Continue to Next Step.

o Zscaler Private Access 2.0 SAML with Provisioning {API)

4. Application Configuration

Parameter Name Description Value
The Base URL for Zscaler (for example,

BASE URL s . PR _ Heaim Dl .
https=//scim1.private.zscaler.com/scim/1/<directoryld>/v2). Ir‘ﬂas_ Bcim. pelveta.zacalar: t‘51
The access token used to make authenticated AP calls to

BEARER_TOKEN i I ——— gl .

Select a deprovision method (Disable or Delete).
Deprovisioning is triggered when a user has been disabled,
deleted, or removed from the provisioning group in the
data store.

REMOVE_ACTION Disable v

NEXT: Attribute Mapping Cancel Back Continue to Next Step

Figure 31. PingOne SCIM configuration
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PingOne Provisioning Attribute Mapping

For Self-Provisioning and SCIM to function properly, you must map the Ping attributes to match the expected ZPA
attributes. Set the following attributes:

—_

SAML_SUBJECT (sso): SAML_SUBJECT
First Name (sso): First Name

Last Name (sso): Last Name

Email Address (sso): Email

Group (sso): memberOf

userName (provisioning): Email
displayName (provisioning): userName

externallD (provisioning): externalID

© ©® N o ;A wN

firstName (provisioning): First Name

10. lastName (provisioning): Last Name

ity Bracigs Attributs of et
e

Denartment [s50)

ap Enproprate suste TmzLe
ey

T cost o 1o the user.

Figure 32. Assigning the ZPA application

E SCIM only pushes, deletes, or disables the user. SCIM doesn't push the security groups. The security groups are
pulled over from auto-provisioning for use with ZPA policies.
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PingOne Portal Settings

The next step is to customize how the application is going to look on the PingOne portal. Make any changes specific to
your installation, and then click Continue to Next Step.

o Zscaler Private Access 2.0 SAML with Provisioning (AFT)

6. FingOne App Customization - Zscaler Private Access 2.0

lcon @

'_‘ e =y

Sebect image

Name @ | Zgzaler Private Aocess 2.0

Description © .
~escnp Zscaler Prvane Access loverages the

worc's largest securty choud 1o
provide secure remote access to an
omanzation's intemal appications

Category @ | Intarmation Technology v

NEXT: Group Access Cancel Back Continue 8o Next Step

Figure 33. PingOne portal settings
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Enable ZPA Users on PingOne

The last step is to select the security groups that can use ZPA. Add any or all groups specific to your installation, and then
click Continue to Next Step.

e
|

Zscaler Private Access 20 SAML with Provisioning (AP

7. Group Access

Seloct all user groups that should have access to This application. Users that ase members of the added grouns will be able %0 S50 fo this applcation and

wil see this applcation on ther personal doci

Search

Domain Adminstrators@drectory Acd
Group ! @drectory Agd
—
Group2@dnectony Agd
Groupd@drectory Acd
Groups &dnecton Asd
GroupS@dreciory Agd
Users@dreciony Aod

MNEXT Mevaw Setup | Continue %o Next Stap |

Figure 34. PingOne provisioning
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Finalize the PingOne Configuration
Select Enable API Integration, which displays the APl parameters:

1. Enter the SCIM Service Provider Endpoint URL and the Bearer Token.

2. Click Test API Credentials. If the credentials are valid and PingOne can communicate with the Zscaler cloud, the
response is highlighted in red. If you receive an error, you need to re-copy the URL and token and possibly generate

a new Bearer Token.

3. After you have verified your credentials, click Finish.

Figure 35. SCIM integration API setup
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Test the ZPA Authentication Configuration from the ZPA Admin Portal
Import the SAML variables from PingOne. In the ZPA Admin Portal:

1. Select Authentication > User Authentication > IdP Configuration.
2. Click the Expand icon next to your IdP. This shows the PingOne configuration.

3. Click Import under Import SAML Attributes. After this is selected, ZPA authenticates to PingOne using your existing
user if you are authenticated, or the PingOne login window is displayed. The SAML variables and the SAML assertion

are displayed in the window on the next page.

(.‘Pl IdP Configuration ~ SAML Attributes  Settings

Zscaler Private Access

Menu Name Status
Dashboard o
Analytics

ZPA (SP) SAML Reguest HTTP-Redirect
Authentication © signed @ Enabled

User Authentication >
Login Hint
Device authentication > o
© Enabled
Resource Management »

o SAML Attributes for Policy
Policy »

© Enabled
Configuration & Control »

Authentication Domains
72057629471408128.zpa-customer.com

Client Connector [

Account >

Import SAML Attributes
o .

SERV

Service Provider Metadata
& Download Metadata

Service Provider URL
https:/fsamisp.zpapreview.net/auth/720576829471408153/sso0 (D
TR

Common Name
dev-37446704

Created On
Friday, October 29 2021 4:08:57 am (IST)

SCIM Configuration

SCIM Sync

Figure 36. SAML variable import

Single Sign-0n Actions
http:/fwww.okta.com/exk2gpysm7wEkptMy5d7 User ra x
Single Sign-0n URL Force Authentication
https:/idev-37446704.0kta.com/fapp/dev- © Disabled

37446704 _zpasp_lexk2gpysm7wEkptMyS
d7/sso/saml

SAML Attributes
Show Attributes >

Service Provider Certificate
&L Download Certificate

Service Provider Entity ID
https://samlsp.zpapreview.net/auth/metadata/72057629471408153 (D

Serial Number
1635460797748

Expires On
Wednesday, October 29 2031 4:09:57 am (IST)

SCIM Attributes for Policy
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4. Review your mappings and click Save to save the Attribute variables.

Import SAML Attributes

Name SAML Attribute Name
. m Group
Group_PingOna
PingOne_idpid_PingOne PingOne.idpid
PingOne_AuthenticatingAutherity_PingOne PingOne.AuthenticatingAuthority
Email Address_PingOne Email Address
m C:d.l g -I
Import SAML JSON

{
‘nameid*: “toddh@househarcourt.com”,
‘orgld™: *144121552143646720",
*idpEntitylD": *https://pingone.com/fidp/cd-823148978.zscaler”,
‘idpld®: *144121552143647351",
*saml_attributes”; {
*Group*:
*Group3@directory®,
*Users@directory”,
*Group2@directory”,
*Group1 @directory”,
"Groupd@directory”®
8
‘PingOne.idpid®: "2d2051e8-6564-44da-b154-9aldeTd1cbe”’,
‘PingOne. AuthenticatingAuthority®: “hittps.//pingona.com/idp/cd-B23148978 zscaler’,
‘Email Address”: *toddh@househarcourt.com”

A

Figure 37. SAML Assertion and SAML Attributes
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Test the ZPA Authentication Configuration Using the ZPA Test URL

You can test the configuration using the following URL. Replace <domain> with your domain in the URL, and your SAML
Assertion is returned if you are an already authenticated user. Otherwise, you are prompted to authenticate.

After you are authenticated, your SAML assertion is displayed.

Test URL:

https://samlsp.private.zscaler.com/auth/v2/login?domain=<domain>&ssotype=test

SAML Assertion

{"nameid":"toddh@househarcourt.com", "orgId":null, "idpEntityID":null,"idpId":null, "saml
attributes": {"Group": ["Group3@directory", "Users@directory", "Group2@directory", "Groupld
directory", "Group4@directory"],"PingOne.idpid":"2d2051e8-6564-44da-b154-

9fa8dc7dlcec", "PingOne.AuthenticatingAuthority":"https://pingone.com/idp/cd-823148978.
zscaler","Email Address":"toddh@househarcourt.com"}, "samlassertion":null}
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Using PingOne for ZIA Admin Access

The following sections describe how to configure PingOne and ZIA access.

Add the PingOne SAML Application

To use PingOne SAML authentication for the ZIA Admin Portal, install the SAML Service Provider Application.
From the PingOne portal:

1. Go to Applications > My Applications.
2. Click Add Application.

P1 PingOne - My Apgiications

& admin.pingone.com

PingOne’

My Applications Application Catalog PinglD SDK Applications OQAuth Settings

My Applications

SAML
g

Applications you've added to your account are listed here. You can search by application name, description or entityld
» Active applications are enabled for single sign-on (SSO).
« Details displays the application details.

Application Name Type Status Enabled

Use the button below to add your first application.

Add Application ~ Pause All SSO @

Figure 38. Adding the PingOne SAML application for ZIA admin authentication
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PingOne SAML ZIA Admin Console Application

To add the application:

1. Search for zscaler.
2. Select Zscaler Two Admin Console Application.

3. Select the arrow on the right to display a description of the application.

DASHBOARD  APPLICATIONS USERS SETUP  ACCOUNT @ Todd Harcourt

My Applications Application Catalog PinglD SDK Applications OAuth Settings

Application Catalog A / Applcations / Appicat
Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Request Form.
zscaled Search

Application Name + Type

{p Zscaler SAML with Provisioning (API) Installed
oo Zscaler Private Access 2.0 SAML with Provisioning (AP} Installed
W zsc Zscaler Private Access Administrator 2.0 SAML }
[ ~) Zscaler Two SAML >
[ &) Zscaler Two Admin Console SAML >
f; Zscaler-Beta SAML ’

Figure 39. The PingOne SAML for ZIA administrators

Add the Application

Verify the application description and click Setup.

o Zscaler Two Admin Console SAML

Icon @

LA~

Name @ Zscaler Two Admin Console

Description @ Zscaler Two Web Security leverages the world’s
largest global security cloud to deliver the industry’s
most comprehensive protection against advanced
and emerging threats. And, because it relies on our
patented, multi-tenant 100% cloud architecture, it
delivers all the benefits of proactive, Real-time
security without the need to deploy and manage
appliances, software or agents.

Category @ Information Technology

Figure 40. General settings
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Configure the ZIA Administrator Application

To display the initial configuration window:

1. Click Download to download the signing certificate.

2. Copy the IdP ID and the URL of the SAML Portal. The IdP ID is appended to the Example URL to create the SAML
Portal URL that is used in the Zscaler IdP setup process.

3. Click Continue to Next Step.

o Zacaser Twe Admin Conscle saneL

EXT: Cernection Cosfiguration RN Contirue o Next Step

Figure 41. Configuration settings
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Configuring the ZIA Admin Portal for SAML-Based Authentication
In the ZIA Admin Portal:

1. Go to Administration > Administrator Management.
Select Enable SAML Authentication.

Verify the certificate file type is .pem.

Upload the IdP certificate.

Download and save the XML Metadata.

Add the Issuer URL by clicking Add Items.

Click Save.

N oo AW

Administrator Management

Administrators Auditors I Administrator Management I

RESTRICTED ACCESS

Enable Restricted Access to Admin Portal

PASSWORD MANAGEMENT

Password Expiration

SAML AUTHENTICATION FOR ADMINISTRATORS

Administration

@ Enable SAML Authentication

Activation
.

IdP SAML Certificate

onelegin.pem  Upload

Download XML Metadata

Download
Issuer
Add ltems
Ihtws:u‘p'\gune.ccn‘;\dpQ:d7823148978.25caler I o
1-10f1 < 1 /12 Remove v

ADVANCED CONFIGURATION
Admin Account Action When SCIM Deletes Linked User Account

Do Nothing ~

Figure 42. Configure SAML-based authentication for administrators
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Adding Administrators for SAML-Based Authentication

Each administrator must be added as a ZIA administrator to use SAML-Based Authentication.

1. Go to Administration > Administrators.

2. Click Add Administrators to add the administrators.

Administrator Management

Administrators Auditors Administrator Management

° Add Administrator o Add Partner Admin.. ° Add Executive Insi... Search Q
DEELLLETG]
| No. Login ID & Name Role Scope Login T... Comnm... Passw... Status Type 5
1 123@akushwaha.z. 1234 navjot Organizati... SAML, Pa.. 123 false Enabled Standard .. @
. 2 45@akushwaha.z... 45 name Organizati... SAML, Pa.. 45t false Enabled Standard ... rd
Policy
3 989@akushwaha.z 99 name Organizati SAML, Pa.. 9 false Enabled Standard g
°ﬂ 4 aashima@akushw...  aashima Executive ... Organizati SAML --- false Enabled Executive ... ©
Administration
5 ads@akushwaha.z asd Executive Organizati SAML --- false Enabled Executive ... @
Ac““ﬁm 6 alok@akushwaha... Alok Kushwaha Executive ... Organizati.. SAML --- false Enabled Executive ... @
7 annie981@akushw... annie Executive ... Organizati.. SAML mimk false Enabled Executive ... @
8 apiwrite@akushw... apiwrite Partner Full Organizati.. SAML, Pa.. - false Enabled Partner A... @

Figure 43. Verify administrators
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Finish Configuring the ZIA Administrator Application

In the PingOne configuration, upload the Zscaler metadata file and click Continue to Next Step.

[ ~) Zscaler Two Admin Console SaML

2. Connection Configuration

Assign the attribute values for single sign-on (S50) to the application.

Upload Metadata @ Uploaded filecadmin-sami-metadata xmi

Select File

ACS URL  hitps://admin. rsc
Entity ID  admin. zscloud.net
Target Resource ¢
Single Logout Endpoint @
Single Logout Response Endpoint ¢

Primary Verification Certificate @ or File | No file chosen

Secondary Verification Certificate « No file chosen

Force Re-authentication @
Encrypt Assertion «

Signinge g Sign Asserbon _ Sign Response

Signing Algorithm ¢ RSA_SHA2SE -

PingOne dock URL
Default PingOne dock URL

Use Custom URL @

NEXT: Attribute Mapping Cancel Back Continue to Next Step

Figure 44. PingOne configuration
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Attribute Mapping

Leave the attribute mapping as default, and click Continue to Next Step.

(‘;- Zscaler Two Admin Console SAML

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application o Identity Bridge Attribute or Literal
Descripti
Attribute sl Value

SAML_SUBJECT
Map this to the username in Zscaler

1 SAML_SUBJECT
= Two Admin Console

(Cas Literal

Advanced

2 department Map to the attribute that will L
epartmen ;
i contain the user's department. =l

Advanced
Map to the attribute that wil Dbzt

3 displayName : _ O |
P contain the user's display name. s Literal

Advanced
Map to the attribute that will Nam
4 memberOf contain a list of the user's group [Cas Litaral
membership.

Advanced

Add new attribute

* Indicates a required attribute.

MNEXT: PingOne App Customization - Zscaler Two Admin Console Gancel Back Continue to Next Step

Figure 45. Attribute mapping
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Changing the Portal Icon

Leave the Icon and Description as default, and click Continue to Next Step.

"'p Zscaler Two Admin Console SAML

4. PingOne App Customization - Zscaler Two Admin Console

lcon @

A~

Select image

Name @ Zscaler Two Admin Console

Description @ | z5caler Two Web Security leverages

the world's largest global security
cloud to deliver the industry’s most
comprehensive protection against
advanced and emerging threats. And,
because it relies on our patented,

Category @ = Information Technology v

MEXT: Group Access Cancel Back Continue to Next Step

Figure 46. Portal icon and description

E You can customize the look and change the description as desired by your organization.
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Adding the Administrator Group

Add the groups included in the Administrators so they are allowed to authenticate using SAML.

Add the appropriate groups, and click Continue to Next Step.

[ 2 Zscaler Two Admin Console SAML
-

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and
will see this application on their personal dock.

Search

Domain Administrators@directory Remove
Group1@directory Remove
Group2@directory Add
Group3@directory Add
Groupd@directory Add
Group5@directory Add
Users@directory Add
new-test@directory Add

NEXT: Review Setup Continue to Next Step

Figure 47. Add administrator groups
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Finalize the Configuration

Verify the PingOne settings, and click Finish to save your configuration.

-~ Zaciibed Tavts AT

8. Reverw Setup

=

Tail i CORMENON 15 the ADEICEIOR

Categony

Connection ID

You may need 1o configure these Connection parametens s well

s8a%i0

idipid

SIS

Sigming ¢

Signing Algor

Encnypt Assertion

ACS URL

SP gt

Initiate Singhe Skan-On (SS0) URL ¢

Single Sign-On (G504 Rolay State o

Single Logout Endpoint

Singla Logout Fus

Forco F

Sigring Certiticats

hertication @

SAML Motadaia

SAML Metadats URL

Applostion Attributs

1 SAiL_ SURIECT

2 deparimend
a sdrnplayhare
4 ]

® Indicates. & nequirsd atiribute

i BAML

Mg 10 The @rtabe Tl will contar e uaer s Siplny name

MASSH 10 Tha PIRSS T wall CONES & B30 of e LBSIS POUD
mETEE

Figure 48. Configuration review

SUBE
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Test the Admin SSO Access

You are now ready to launch the ZIA Admin Portal from the PingOne portal and the SAML application. Authenticate to
PingOne using SAML and log in to the ZIA Admin Portal.

= C {) @& desktop.pingone.com/cd-82 ler/Selection?cmd=selection

o - [&

Zscaler Zscaler Private Zscaler Two
Access 2.0 Admin Consocle

Figure 49. PingOne desktop
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Using PingOne for ZPA Admin Access

The following sections describe using PingOne with ZPA.

Add the PingOne Application for ZPA SAML Administrator Access
To use PingOne SAML authentication for ZPA admin users, you must install the SAML Service Provider Application.

1. From the PingOne portal, go to the Applications > Add Application.

P1 PingOne - My Applications xN +

& admin.pingone.com/web-portal/cas/connectionss, - ‘m” b e -

PingOne' DASHBOARD APPLICATIONS USERS SETUP ACCOUNT Todd Harcourt | Sign Off

My Applications Application Catalog PinglD SDK Applications OAuth Settings

My Applications

SAML
—_—

Applications you've added to your account are listed here. You can search by application name, description or entityld

« Active applications are enabled for single sign-on (SSO).
« Details displays the application details.

Application Name Type Status Enabled

Use the button below to add your first application.

Add Application = Pause All SSO @

Figure 50. Add the ZPA PingOne application
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2. Search for zscaler.

3. Select Zscaler Private Access Administrator 2.0 and click the arrow to display a description of the application.

DASHEOARD APPLICATIONS USERS SETUP ACCOUNT Todd Harcourt | Slgnf.)ﬁ|

My Applications Application Catalog PinglD SDK Applications OAuth Settings

Application Catalog #

Browse for the application you want te add or s2arch for it by name. Don't see the application you're looking for? Fill out our Application Fe

zscaler| Search

(b Zscaler SAML with Provisioning (AP Installed
e Zscaler Private Access 2.0 SAML with Provisioning (API) Installed
Gt Zscaler Private Access Administrator 2.0 SAML b
'b Zscaler Two SAML }
';p 2Zscaler Two Admin Console SaML Installed
(p Zscaler-Beta SAML ’

Figure 51. Select the ZPA application

A description of the application is displayed. Click Setup to begin the installation process.

Cim Zscaler Private Access Administrator 2.0 SAML
lcon @
Name @ Zscaler Private Access Administrator 2.0

Description @ Zscaler Private Access Administrator enables Single
Sign On into Zsc

porta

ler Private Access Administrator

Category @ Information Technology

Figure 52. General description
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Configuring PingOne for SAML Authentication for ZPA Administrators
To display the initial configuration window:
1. Download the Signing Certificate.

2. Copy the IdP ID and the Issuer URL. The IdP ID is appended to the URL Prefix to create the SAML Portal URL that is
used in the ZPA IdP setup process.

3. Click Continue to Next Step.

Zscaler Private Access Administrator 2.0 SAML

1. 850 Instructions.

Signing Certificate | PingOn

For ro
SaaSID S5bd

I P 1D

Figure 53. Application configuration
SAML Portal Base URL:
https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=(plus IdP ID).

In this configuration example, the SAML Portal URL is created by combining the Base SAML Portal URL and the IdP ID:

Base SAML Portal URL IdP ID
A A
- - N T ™

‘https://sso.connect. pingidentity.com/sso/idp/SSO.saml2?idpid=392fdd9e-0307-4177-b697-628b744aa9838
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Configure Zscaler ZPA for an Admin PingOne IdP
Log in to the ZPA Admin Portal.

In the ZPA Admin Portal, go to Authentication > User Authentication > IdP Configuration.

.("le Applications Users Health App Connectors Security

Zscaler Private Access

Discovered Applications © Access Po

Recent Applications Acces...

Dashboard O @ O

I Analytics
Authentication -

User Authentication > IdP Configuration
Accessed E3 Top Applica
Device authentication > Settings

Resource Management » SAML MANAGEMENT : e
pccess for this time interval

Policy > SAML Attributes

Configuration & Control » SCIM MANAGEMENT

Client Connector ' SCIM Attributes

Account » SCIM Users

Tools » SCIM Groups

SCIM Sync Logs

Figure 54. ZPA Admin Portal—Add the PingOne IdP
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Add the ZPA IdP for Admin SSO to ZPA

On the IdP configuration window, click Add IdP Configuration.

The IdP Configuration wizard appears, which walks you through the creation of the IdP.

E If the window is constrained, only the circle with the white plus sign is visible.

(F,‘ IdP Configuration ~ SAML Attributes  Settings

Zscaler Private Access
Q Search Men Name Status IdP Entity ID Single Sign-On Actions

@ Dashboard > preview-itasca-devel o http:/fwww.okta.com/exk2gpysm7wEkpthy5d7 User P4 x

I Analytics

& Authentication

Figure 55. ZPA Admin Portal—Add the PingOne IdP

Configuring the ZPA IdP Information

In the IdP Configuration wizard:

1. Give the IdP a unique name.
2. Select Admin under Single Sign-On.
3. Select the Domains from which the administrators sign in.

4. Click Next.
Add IdP Configuration X

o |dP Information e SP Metadata o Create IdP

MName

Ping-Admin

Single Sign-Or

Figure 56. Add IdP Configuration wizard
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Copy the ZPA SP URLs

On the SP Metadata tab, download and save the Service Provider Metadata and the Service Provider Certificate. Then
click Next.

Add IdP Configuration

o |dP Information e SP Metadata o Create IdP

Configure the Service Provider information in your |dP

SERVICE PROVIDER SAML METADATA FOR ADMIN SSO

Service Provider Metadata Service Provider Certificate

& Download Metadata X Download Certificate

Service Provider URL Service Provider Entity ID

https://adminsamlisp.private.zscaler.com/auth/144121552 https://adminsamlsp.pnvate.zscaler.com/auth/metadata’
13647372/ss0 [ 14121552143647372 [

Pause

Figure 57. Service Provider Metadata and Service Provider Certificate
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Finalize the PingOne IdP to ZPA
On the Create IdP tab:

1. Upload the PingOne Certificate file.

2. Enter the Single Sign-On URL.

3. Enter the Issuer URL as the IdP Entity ID.
4. Click Save.

Add IdP Configuration b4

€ 0P Information © SP Metadata © CreatelaP
Marmo
Bing-Admin B

Authentication Domains

SAML ATTRIBUTES

IdF Metadata File

Select File

IdP Certificate

- [oree |}

--=-BEGIN CERTIFICATE-----
MIDWICCAKKgAWIBAQIGAXRLF pdeMADGCSqGSIb3DOEBCWUAMGAXCZAJBNVEBAYTANTMOswCOY

D

VOOIEwJDTzEPMADGA 1UEBxMGRGVudmVy MRYwWFAYDVOOKE w1 QaWSn ERZW 50aXR5MSkw.wYDV
Qab

P S A PP PSPPI PP PR

Single Sign-On URL

hitpsyfsso.connect. pingidentity. com/sso/fidp/S50.saml2 Hidpid=3321dd%e-0307-41 77-bBIT-e28b T 4aad8

IdP Entity 1D

hitpsufpingone comidp/cd-B23148978. 2scaler

Status ZPA (5P) SAML Request
HTTP-Redirect
@ Disabled

Figure 58. ZPA IdP completed configuration
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Define the Administrators for SAML Access

Administrators using the SAML IdP for authentication must be defined as administrators.

1. To configure the authenticating administrators, in the ZPA Admin Portal, go to Administration > Administrators.
2. Click Add Administrator.

Administrators| Roles  Audit Logs  Acceptable Usa Palicy

> f F
BB

Admin 1D Rala Status Two Factor Authentication Two Factor Auth Type Actions
> admin@todd zacloud. net ZPA Administratar o [x] # x
» dashboard@itodd.zscloud.net  dashiwoard ] [x] g ®
» diagrostics@todd zacloud et Diags o (%] & ®
¥ mobile@itodd.zscloud net mabile ] [x] g ®
¥ thareout@todd zecioud.net ZPA Administratar o (] s %
3 toddh@heusaharcaurt.com ZPA, Administratar & o ;5 x
» wddh@todd zscloud nat ZRA Agministrator o (%] F x
> todd@todd.zacioud net ZPA Administratar (] (] s x
> zscaler-support@todd zscioud...  ZPA Administrator L] [x] ' ®

Figure 59. Creating an administrator

If the browser window is small, the Add Administrator configuration displays as only a blue circle with a white
plus sign in it.
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Create an Administrator for SAML Access

In the Add Administrator window:

1. Enter the Admin ID and the Password.
2. Select ZPA Administrator from the Role drop-down menu.

3. Enter an email address and a phone number.

4. Click Save.
Add Administrator X
Admin ID
toddh@househarcourt.com @

Password

ssenssnns ()
¥

Confirm Password

sssnsnsne .f:j

Role

ZPA Administrator

Status Two Factor Authentication Force Password Reset

Email
toddh@househarcourt.com

Phone

5551234567

Figure 60. Create an administrator
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Finish Configuring PingOne

To finish the PingOne configuration:

1. Upload the Zscaler metadata file and the Zscaler signing certificate, and click Continue to Next Step.

i Zscaler Private Access Administrator 2.0 SAML

2. Connection Configuration

Assign the attribute values for single sign-on (SS0) to the application,

Upload Metadata & |Uploaded filecsp_metadata (5).xm

Select File

ACSURAL | hitps://adminsamisp.private zscalerco |
Entity ID | https://adminsam|sp.private zscalerco |
Target Resource &

Single Logout Endpoint @

Single Logout Response Endpoint @ Velore: ar

Primary Verification Certificate @ [Choose File | 25caler_sp_cert (d).crt

Secondary Verification Certificale @  [grogge File | No file chosen

Force Re-authenticatione O

Encrypt Assertiong U

Signing® @ Sign Assertion O Sign Response

Signing Algorithm @ RSA_SHA256 b

PingOne dock URL

Dafault PingOne dock URL

O Use Custom URL @

HEXT; Attribute Mapping Cancel Back Continua to Mext Step

Figure 61. PingOne configuration
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2. Leave the Attributes as default.
3. Click Continue to Next Step.

oin Zscaler Private Access Administrator 2.0 SAML

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application Identity Bridge Attribute or Literal
p‘?‘ Description i
Attribute Value
: SAML_SUBJECT
s SAML_SUBJECT Map this to the username in Zscaler &
. Private Access Admin Console T
Agvarced
2 Derestment Map to the attribute that will contain =
Pt the user's department Zh Aol
Agvarced
3 d N Map to the attribute that will contain - .
I | 5
e the user's display name i
Agvarced
Map to the attribute that will contain vame or Litara
4 memberOf a list of the user's group Clas Literd
mam il
embership Avarced
5 First N Map to the attribute that contains -
irst Name Clas Laewal
the user's First Name -
& Last N Map to the attribute that contains =
=t Name Clas Lters
the user's Last Name Tt
Agvarced
Map to the attribute that contains
T Group the user's group membership for Clas Loterad
Zscaler ki
B Email Addrass Map to the user's emall attribute Clas Leeral
Agvarced
Add new attribute
* Indicates a required attribute.
NEXT: PingOne App Customization - Zscaler Private Access Administrator 2.0 Cance!

Figure 62. Attribute mapping
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Assign the Administrators or Groups to the Application

The next step is to customize how the application is going to look in the PingOne portal. Make any changes specific to
your installation, and then click Continue to Next Step.

O rm Zscaler Private Access Administrator 2.0 SAML

4. PingOne App Customization - Zscaler Private Access Administrator 2.0

lcon @
(_;l;::r.w'r

Select image

Name @ | Zscaler Private Access Administrator £

Description & Zscaler Private Access Administrator

enables Single Sign On into Zscaler
Private Access Administrator portal.

Category @ | Information Technology v

NEXT: Group Access Cancel Back Continue to Next Step |

Figure 63. PingOne portal settings
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Enable ZPA Admin Users on PingOne

The final step is to select the Security Groups that include the Administrators. Add any or all groups specific to your
installation, and then click Continue to Next Step.

Zscaler Private Access Administrator 2.0 SAML

(g
b

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to S50 to this application and
will sea this application on their personal dock.

Search
Domain Administrators@directory Remove
Group 1@directory Remove
Group2@directory Add
Group3@directory Add
Group4@directory Add
GroupS@diractory Add
Users@diractory Add
new-test@directory Add

NEXT: Review Setup Continue to Next Step

Figure 64. PingOne provisioning
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Finalize the PingOne ZPA Admin Configuration

Verify your configuration, and click Finish.
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Your PingOne instance is now configured for authenticating ZPA Administrators using PingOne SAML SSO.

e Zncamer Pruse Ascess Adriisyma 20

. Rawiow Sosu

Tast yaur cornection ta e splicaton

Sigring Mgoritim §  HESA_SHAZE

Encrypt Missartion § i

iitishe Bingle Sge-On (B30) URL @ 5

Single Sigs-On (30} Rolsy Stata
Singla Logout Envdpoint

Single Legaut Flas,

Application Attribute Dascription

sanL

COntain e wser s Do

a2 vl CENIAN e L 'S Diapday ramE

4 e o »

s hase s the

e L b M ta e A3 Es TR cortars tha ser s Lase hase

= - 0 12 e AT U COTNS Hhe USEr 5 900 MATDISiS 1o
. Tl e Map ta i weers prmad et

i repuinedd stk

Figure 65. PingOne configuration
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Test the ZPA Authentication Configuration

You can now see your applications from the PingOne portal for the Administrator. By clicking the application, the app
launches the ZPA Admin Portal, and authenticates the user transparently.

You can also log in from the ZPA Admin Sign-on window.

|1 E
-

ALL APPLICATIONS

o o || &

Zscaler Zscaler Private Zscaler Private Zscaler Two
Access 2.0 Access Admini... Admin Console

Figure 66. PingOne User apps

Administrator Sign-On Using SAML from the ZPA Admin Portal

To sign in from the ZPA Admin Portal, use the PingOne SAML IdP, select Single Sign-On Using IdP checkbox, and then
click Sign In.

This launches the PingOne Authentication window.

&> zscaler

Admin ID

toddh@househarcourt.com|

(/] Single Sign-On Using IdP

Figure 67. Administrator sign-on using SAML IdP
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Transparent SSO Using IWA with PingOne

For complete transparent authentication when using Zscaler with Ping Identity, Ping supports Integrated Windows

Authentication (IWA) with PingOne via the Ping AD Connect component. IWA is only supported when PingOne is
connected to the client's AD infrastructure using the AD Connect server.

Zscaler takes advantage of IWA if it is active and automates the login process without the user having to enter credentials.
However, it is important to note this is not a Zscaler configuration, and that Zscaler only uses it if it is configured and
working. IWA is configured between the Windows Client, the Ping AD Connect component, and the Windows AD server.

IWA is not applicable when using the PingOne User Database.

To learn more, refer to the Ping Identity documentation.
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PAC File and Zscaler Client Connector—Authentication Bypasses

When using ZIA, you must bypass the IdP provider login URLs for authentication to succeed, or you can enter the URLs in
Authentication Bypass in the ZIA Admin Portal. It is not a requirement for ZPA, and the destination URLs can flow through
ZIA. However, bypassing the URLs for ZIA is a requirement for both Browser PAC files and for Zscaler Client Connector.

The following entries must be added to your Browser PAC or the Zscaler Client Connector Custom PAC File for the
Application Profile. For more information, see Zscaler Resources.

PAC File Bypasses

// PingOne Authentication Bypass

if
dnsDomainIs (host, ".pingone.com") ||
dnsDomainIs (host, ".pingidentity.com"))

return "DIRECT";

Authentication Bypasses in the ZIA Admin Portal
In the ZIA Admin Portal, go to Administration > Advanced Settings > Authentication Exemptions > Exempted URLs.
Add .pingone.comand .pingidentity.com as exempted URLs.

AUTHENTICATION EXEMPTIONS

Exempted URL Categories

Auth-Bypass

Exempted URLs € Max: 25k Used: 26

=

Q

Jpingidentity.com

Jpingone.com

Remove *

Figure 68. Exempted URLs
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Capture the SAML Request for Troubleshooting

Troubleshooting SAML can be challenging. The following procedures help find and decode the SAML assertion to look
at the attributes returned by the IdP. These steps were written to capture the assertion by using the Chrome Browser
developer tools and then decoding the assertion using a Base64 decoder on the desktop. This was selected as the most
secure method.

You can use browser extensions and/or cloud-based Base64 decoders, but when clear text passwords are present in
the data, keeping things in house are always more secure. You can use any browser to capture the SAML assertion. The
procedures for the most common browsers are described in the following sections.

How to View a SAML Response in Your Browser for Troubleshooting

To troubleshoot SSO login issues, it can be helpful to retrieve the SAML response from your service provider in your
browser.

Google Chrome—To view a SAML Response in Chrome
1. Press F12 to start the developer console.
2. Select the Network tab, and then select Preserve log.
3. Reproduce the issue.
4

. Look for a SAML Post in the developer console pane. Select that row, and then select the Headers tab at the
bottom. Look for the SAMLResponse attribute that contains the encoded request.

The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded
response.

Mozilla Firefox—To view a SAML Response in Firefox
1. Press F12 to start the developer console.

2. In the upper-right of the developer tools window, click Options (the gear icon). Under Common Preferences, select
Enable persistent logs.

3. Select the Network tab.
4. Reproduce the issue.

5. Look for a POST SAML in the table. Select that row. In the Form Data window on the right, select the Params tab and
find the SAMLResponse element.

g The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded
response.
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Apple Safari—To view a SAML Response in Safari

1. Enable Web Inspector in Safari. Open the Preferences window, select the Advanced tab, and then select Show
Develop menu in the menu bar.

Open Web Inspector. Click Develop, then select Show Web Inspector.
Select the Resources tab.
Reproduce the issue.

Look for a POST method with a samlconsumer file in the table.

N

Scroll down to find Request Data with the name SAMLResponse.

E The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded
response.

Microsoft Edge—To view a SAML Response in Microsoft Edge

The best way to analyze network traffic in Microsoft Edge is through the use of a third-party tool. Refer to the Microsoft
documentation to download and install Fiddler and capture the data.

After you find the Base64-encoded SAML response element in your browser, copy it and use a Base64 decoding tool to
extract the XML-tagged response.

Because the SAML response data that you are viewing might contain sensitive security data, Zscaler recommends that
you do not use an online Base64 decoder. Instead use a tool installed on your local system.
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Configuring Your Browser to Capture the ZIA SAML Response

Open the proxy configuration window for the browser you are going to test, and enter the Proxy IP address. You must
also enter the PingOne domains as bypasses so the request makes it to PingOne and isn't blocked by ZIA. The two
PingOne domains to bypass are .PingOne.com and .PingOnecdn.com.

Click OK to save the changes. You are now ready to test.

<> Ethernet 2

TCPIP DNS WINS 802X Hardware

Select a protocol to configure: ‘Web Proxy Server
Auto Proxy Discovery | gateway.zscloud.net 80 |
Automatic Proxy Configuration 5
- — Proxy server requires password
I’V Web Proxy (HTTP) |
Secure Web Proxy (HTTPS)
FTP Proxy

SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy

Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:

Use Passive FTP Mode (PASY)

? Cancel

Figure 69. Configure proxy settings on your browser

©2024 Zscaler, Inc. All rights reserved. 86



ZSCALER AND PING IDENTITY DEPLOYMENT GUIDE |

Configure Zscaler as a proxy for your browser.

Configure the automatic FQDN that selects the fastest gateway response as the proxy. The FQDN is
gateway.zscalerthree.net, where zscalerthree replaces your cloud (i.e., gateway.zscloud.net, gateway.zscalertwo.net,
etc.).

3. Select the proxy from the list of Public Service Edges.

B

© N o u

Enter your cloud's information center (e.g., the URL is ips.zscalerthree.net/cenr). This lists all of the Public Service
Edges for the Zscalerthree cloud. The Dallas IP address is then used as the proxy address defined in the browser.

Enter any URL in the browser and ZIA prompts you for authentication credentials.
Start the developer tools by clicking the Meatball icon at the top right of the browser.
Select More Tools.

Select Developer Tools. This opens the developer window.

€« - C {t & gateway.zscalerthree.net/au
@ configure certifica... 0w ® w [P S B3 Zscaler B3 BD E3 Azuwre E3 Demo [E3 DLP EJENTSEETEN
New Window #N
New Incognito Window T ®N
History »
Downloads L
Bookmarks >
Zoom - 100% + i
Print.. ®p
Cast
Find... #F
Save Page As. ®S I More Tools L3
Create Shortcut... Edit Cut Copy Paste
Clear Browsing Data... i L) Settings 3,
Extensions Help v

Task Manager
9 B3 Managed by zscaler.com

[ peveloper Toois i |

& Sign In

User Name

==

A1

Figure 70. Selecting developer tools
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Your network trace shows you the connection and packet information as you authenticate into Zscaler and PingOne.
The initial authentication window is only looking for the user domain appended to the User ID, so Zscaler knows which

Zscaler instance to direct the request to.

& -5 C {d & gateway.zscalerthree.net/auD?origurl= om dt 44L.. 1 " d » o i

@ configure certifica... B 5 B3 Zscaler B BD B3 Azure B Demo B3 DLP BS testurds BS temp B3 Other Bookmarks

[w ¢—| Elements Console Sources - Performance Memory 3
® e v Q Preserve log | Disable cache  Online v + * o3
| 10 ms 20 ms 30 ms 4D ms 50 ms 60 ms Toms B0 ms 20 ms 100 ms 1101

Recording network activity...
Perform a request or hit 38 R to record the reload.

Learn mors

& Sign In

To keep you safe from internet threats,
please sign in to your company's security
service.

User Name
| Enter your User Name.. m |

Nead help? Contact your IT support.

o i Console What's New x
Figure 71. Select Network view

Zscaler redirects the authentication request to PingOne and opens the PingOne authentication window.
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Log in with a valid User ID in the PingOne database associated with the Zscaler instance.

&€ 5 C {Y & loginpingone.com/ 25ff-c urnurl=h
© configure certifica... v [ & B3 Zscaler BD [ Azure [E5 Demo [E5 DLP B3 testurls temp Docs
® Elements  Console ources  MNetwork  Performance  Memory »
[w S
[ Preserve log (| Disable cache = Online L4 + *
@ a 0 3
Pin | 5000 ms 10000 ms 15000 ms 20000 ms 25000 ms 20000 ms 35000 ms
Identity. -
Name Status Type Initiator Size
main.css freturnuri=https%3AY%. .. J.6kH
CSS
—J /idp/v/100.87/css 2 EDiashe Parser 13.7 kB
JUSERNAME -] ping-globaljs 200 script Treturnurl=https %3A%... 2.2kB
= /idp/v/100.87/scripts Parser 53 kB
toddh@househarcourt.com — jquery-3.2.1.min.js 200 i Treturnurl=https963A%... 30.4 KB
=l fidp/w/100.87/scripts i Parser B86.7 kB
PASSWORI -] jquery.cookie.js . Treturnuri=https%63A%... 990 B
200 script
=) /idp/vw/100.87/scripts a Parser 1.3kB
"""" | -] main_newDock.css Treturnurl=https%63A%... 11.6kB
ces 200 feshest —— —
== fidpivi00.87/css s Parser 73.6 kB
. e | ping-logoe-307x307.png Treturnurl=https%63A%... 6.8 KB
Remember Me 200 T e
s E fdp/w/100.87/images pea Parser 6.5 kB
| globe.png main_newDock.css 43.5KB
200
— fidp/w/100.87images £ Parser 43.2KB
m ProximaMova-Light.ot! 200 font main_newDock.css G3.4 KB
— fidp/fonts/proxima-nova Parser 63.0kB
ProximaNova-Regular.ot! 200 fonit main_newDock.css 63.3 kB
! fidp/fonts/proxima-nova Parser 629 kB
Forgot Password iconfont.ttf?-sa9xtz 200 font main_newDock css 19.4 KB
— fidp/fontsficons Parser 19.1 kB
nr-1177.min.js it i Preturnuri=hitps%63A%. .. 10.8 kB

Figure 72. Authenticate to the PingOne IdP

After authentication is complete, select the packet called sfc_sso that is destined to login.zscloud.net.
response from PingOne and contains the SAML assertion. The assertion is Base64-encoded, and you
to get the clear text information.
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Copy the SAML Response data, excluding the bolded SAMLResponse text (you want only the data).

[w ﬂ Elements Caonsole Sources Metwark Performance Memory Application Security Lighthouse €
® Q9 ¥V Q Preserve log () Disablecache Online v 4 *
| 10000 me 20000 m 30000 me: 40000 ms 50000 ms 60000 ms T0000 ms H0000 s B0000 ms 100000 ma 110000 ma 120000 ma 130000 ma 140000 ma 150000 ma
Narme ® Headers Preview Response Intiator  Timing  Cookies
= sfc_sso SAMLResponse: PHMhbkxw0 1 Lc3Bubrh LIER Lc3RpbmFoaWSuPS JodHRwczovL2xwZ2 Lulnpz Y2xvaW(ubavedj 00My 9z 2oNfc 3N T8I b 10 Lo 38vhbnl LVGEIT LExHDMWM j TaND 4:
=/ |oginzscloud.net br@YWSOPS TyMD Twl TAS LTEWWDEI0 U0 U1LjUSN10 i TELEPS JIMUFwd 2x SaHkAVHFLT 2 LKWXZI01BWER Xz cwS jk@YnanTHpF THAA THRGZGI3eG5RaHVRT i BWZX 1z aWSUPSTyL §
= | aul7origuri=hilp3%3A%2 Fin2Fabeda2ecom3a2ra_o.. . Bb2F zadMELNF T ZMEDCMBUBFNTO oYL JABCHIVIGT | b2wiP )z YWls0k 12 c3V1ciBADW U c2pz YW1sPS ) 1emdEh2F z aXMEbnF t ZXMEdEMEUBFNTDoyL | ABY XNz ZX J@and ul j SodHRw
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gptis
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clowdiront.net/'wat chdisnay-web/...

abc-comjs
d3eb19bhkguin

ad.clowdfront.netiwat chdisney

home. fs
d3ab19bhkgunad.cloudiront.net/wat chaignay-wab/...
pubads_impl_2020090301.js721067401
securepubads.g.doubleclick.net/gpt

abc@2x.png

assets.cdn

eyfe comideltalassets/abc

| search.png

— assets.cdn. 25813 S0MMOoN

watchdisneyle.comidelta'a:

j close.png
asse n.watchdisneyTe.com/delta’assets/comman
546 requests | 22.0 MB rransferred | 28.4 MB resources
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wzNFNrRTZIYB0xUUFt53 13d8SI TITIRGNTbGYVIVIFIaIVORINZ LzBOZkU3aUZIV] AK cz 12201 BbmhRZWE A THZUZUF MUQ rb 1K d3VzbT LqalpPHk g YmhS 5085 kZDNMNE g8 0K JHay 9H
UxaawpEQ1REM1BE0GIad IVWNKkxvS JFrUVBGS k4 1L 2ZTMVIWN TWUK3Y 19242 89 JwvZHME TWOk dWx L 2AKPGR2Z0KVACG U ZWSAPKFROUIBL2R20KVACGIUIWSAPgoBL2ZRZ0 LITQUL Levy
Pgo8L2Rz0kt el LuZmB+CjwvZHMEU2 InbmF@dX I 1P xzYW1s0INIYnp LY 30+FHNhbWwE TmF tZULEIEZvenl haD@ id X Julndhc2 LzOmShoWyz 0nRj 0 UNBTUwEMS4x0m5h bWV pZ{imb}

Figure 73. SAML response containing the Assertion

Using a Base64 decoder, paste the encoded text into the application and then copy the decoded SAML Assertion.
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The Base64Anywhere app used for this demonstration was downloaded for free from the Apple store. There are also free
decoders from the Microsoft store if you are a Windows user.

o0 0 BaseB4Anywhere

Base64 Encoded Text

A A ] A W T P R B ] 1 A [ e o A Y A T S Y S e b

htPSJodHRWOi8vd3d3LnczLm9yZyB yMDAXLZEWL3IhtbClleGMtYZEObiMiLz48ZHME6U2 lm.?r aXRobT0iaHROcDovL3d3dy53My5

vemevHjAWMSBWNC94bWxke 2 lnLwlvemU jenNhLXNOYTIINLIVP jxkcZpSIWE LemvuY 2UgVy 861506‘4 k3MzQ4OTESNZIONJYIN]YiPjxk
czpUcmFuc2ZvemlzPjxkeczpUcmFuc2ZvemlglwWxrnb3iJpdGhtPSJodHRWO1iBvd3diLnczLm' Ic]EWS2ZWKVCGVKLENpE2 5ShdHVYZ
SIVPjxkezpUcmFuc2Zvem0gowxnb3JpdGhtPSJodHRWO18vd3idiLnczLm9yEZySyMDAXLZEY Encoded 1¥zpJbmNsdXNpdmVOYW1llc3iBhy2

PC9kczpUcnFuc? Eveml+PC9kezp
NZAaGEYNTYiLz4 BZHMERGLNZIXNO

VzIFBYEZWIpeExpc3Q9InhzTiBdbWxuczplYz0iaHROcDovL3d3dy53MySvemevM jAWMS Bx)
UcmFuc2ZvemlzPjxkczpEaWwdlc3IRNZXRob2QgOWxnb3JpdGhtPSJodHRWOi8vdid3iLnczLy
VmFsdWU+0CtnRmF 33U jEVSkovYUQSNnpVejR2zc 1d6 SWIYSVBOREIKRINCT j VmUmt TZ22 0 BL2R SUMVmMZXI1bmNIPjwvZHMEUZ1nb
mVkSW5mbz4 8ZHMEUZ LnbmF 0dXJ1VMFsdWU+Q0dtUHh2T1JKS2Fib3FETDU4MOhzQWItKO9hT1JGClFreERVVIMVNAXhXeU100k4 2N2VYT3IFOYWduS2hBWCS 3ZE
pCAER3ITHIKNVPS5S3ovasStxeE4 IR1pnVEJgMKdCTGZCRFpkZF 1 XMTRERGIXNZ pgQUL1WD1BMONVEGUYanJxMXd4RZXGS09PS 204 NELtWUQWRZ1UZU9UbzN1AUL
EVIVSTVhWRLIKbDhVM3Eyd jV3ITURWOESY 10XNIMURZLOFEdEOra3vVOWGloaHNOSm1PRGLIVEAUY 1J0U01uMUod aGNnRmt aZnhTMNVSRW1OMk S ZTGYic1VVekiz
ZZXrNThhTGIZUKVVbE jREWnkwEThUZ TIDNO1URUS 1VmIRM JFma0vVsMCIVE 1d4TDONrapA2 TkVvT210MU1sT2w3V3divitudksxY 1NOCDB4K29pbG1Da0dKTOF6T
jFeUZ1lnPTOSL2ZRZOLNpZ25hdHVYZVZhbHVIPjxkezpLEX LIbmZ VP JXxkcZpYNTASRGF0Y T4 8ZEME6WDUWOUN LenRpZml JYXR1IPK1JSURWRENDQWISZ0F 35UJBZ0O

SAML Assertion

Copy

Decoded Data Or Text

BAOMBES rdGEXFDASBgNVBASMC LNTT 1Byb3 Zp2 GVYMRMWEQYDVQQDDAPKZXYtNJA2M ] CXMRWWGQYT
EoZIhvCcNAQKBFglpbmEvQGIrdGEUY 29tMIIBI jANBgkghkiGI9wW0BAQEFAACCAQBAMI IBCGKCRAQER
mbRLiIGLt23Vp+VvVvKeNDCXRAY LGWSF2UbWRIS Lm9PZniPOEXG4KNWUCO4TEULIFGia]locfmWkeg
n3LpLmVERMPe05ThClhfhvX4VtIvinFbJIcio/EqleCyTiztWeWKF5PsaZ VHMY X t6PkBAKECCcroi Basebt4
udlv/DvamakJozplUwStdjphReMXdy3d5DyxoppKkXzLanMONI6uYDOp/+TPVU3 jMEYKUFEs JbHA

PBAgE2350gX+Jaehjgmilé /J6sCLz259u/VVAN3bIE2PQzydBFNRXBKYCf40fae/1oikN21Zausy Decoded
PELVHFeOXHOqwBxhIbdV/WDyqQgzhMva/GFYNUQIDAQABMAOGCSGGS Ib3DQEBCWUARYS IBAQA+ADUP S AML Assertion
U+JWdnT/4bxSjCh1Q9F+gHGMgohwX 6 3XoBI0L jdrF0 jreoTypvCTmMUVebDGYMV jXexioCHEg/1IA
0zKUK jxGyyDhUcpcDsmiDKDBkleGVmd ltnYXUstF4uPBQHNgzWOCmp4 5Az IId7PpIs85ZMnWQlpr
1TBLA40JCCURWCDDTL/gvVENMBSa5b46UkcoRHzggzACIFHIMEG0ozheAr 3 9Y SWABP4BhuCXWhIDR
ThSULAtKIUNLS8VIRZHTsqt/MKJUB L 15+DPS6S6+6XI6XKVEqTIILGEICSUROLL /af6¥YnCkxuZ2u
TRIXXPc2kIYbz lvXPCNSegOv4nzDxiec</ds: X509Certificate></ds:¥509Data></ds:KeyInfor</ds:Signaturer<samlZp:Status
vminesoam]l Inm " nrnrAassissnaman s A ICAMT 17 Nemvatasal "sream]l InsCtarnerada Ualnas"nrnsaseissnamas st ms CAMT »

Copy
Get the code!

Figure 74. Decoding the Baseé4-Encoded Assertion
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You can see the clear text assertion with the NamelD of the user and the other attributes. In this example, you see that
the user is part of groups called Group1, Group2, Group3, Group4, and Users. You can see all groups and attributes
associated with the user.

<samlp:Response Destination="https://login.zscloud.net:443/sfc_sso” InResponseTo="_10302214039120527080" Issuelnstant="2020-09-
10T17:56:55.5972" ID="I1ApwlRhy7TgKO9JYVICPgXHg_70J94bogLzEMwxLzFdowxnQhuQ" Version="2.0"
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"><saml:Issuer
xmlns:saml="urn:ocasis:names:tc:SAML:2.0:assertion">https://pingone.com/idp/cd-823148978.2scaler</saml: Issuer><samlp:Status>
<samlp:StatusCode Value="urn:ocasis:names:tc:SAML:2.0:status:Success”/></samlp:Status><saml:Assertion Version="2.0" Issuelnstant="2020-
09-10T17:56:55.5982" ID="I11Bwd4Z_SnEmkBUsYgNF1lJLiKvdb-PvtlPmnE3IVOqevlEKtrhfkQ" xmins:saml="urn:oasis:names:tc:SAML:2.0:assertion">
<gaml:Issuer>https://pingone.com/idp/cd-823148978.2zscaler</saml:Issuer><ds:Signature xmlns:ds="http://www.w3.org/2000/09/xnldsig#">
<ds:SignedInfo>

<ds:CanonicalizationMethod Algorithm="http://www.w3.org/2001/10/xml-exc-cldn#"/>

<ds:SignatureMethod Algorithm="http://www.wl.org/2001/04/xmldsig-more#rasa-sha256"/>

<ds:Reference URI="#FI1BwdZ_SnEmkBUs¥gNF1JLiKvdb-PvtlPmnE3IVOgevl1EKtrhfkQ">

<ds:Transforms>

<ds:Transform Algorithm="http://www.wl. o:gfzoooms.-’xmlduqhnulowd-uqnature‘b

<ds:Transform Algorithm="http://www.wl.org/2001/10/xml-exc-cldn#"/:

</ds:Transforms>

<ds:DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256”/>

<ds:DigestValue>x424 ILVIHOVQIAZGWg2VEIciwrByxGPwnxqtK9z3rge=</ds:DigestValue>

</ds:Reference>

</ds:SignedInfo>

<ds:SignatureValue>

pqnKj/SZ2qOMbOnEUA2Uj4Fqf 3gIShRBOx /ge2y7SaglnKQpglocurALBpvzCqVtBeXUzeXt+IDu

3d7MgGfynhaB026 rbWr lmTn8G26 j TAEc+aboJ iGFIu79J/Gihg59rCyIBBVGEUEmhaiebTLOUTHE

Z5/ReLzhaq6QfGQrzXXIVvoVBquWX5jVVoJ7saiZat+2 jKDHEfEAHICBTBRFPID79JqviIYoCtz4
XMEqnMyK7+FR1fz4x2JGXtqlAg92fnvIém74niEQ7Cx9/ReHpzujifqgmI0j+qgpal ZmIJQgLxBnR

2Zbgg2U+RPBxU4HBeBQViJzCaRdorgX6kshaBVg==

</ds:SignatureValue>

<ds:KeyInfo>

<ds:X509Data>

<ds:X509Certificate>

MIIDWICCAkKgAWIBAGIGAXRLFpdeMAOGCSqGSIb3DQEBCWUAMGY xCZAIJBgNVBAYTA LVTMOSWCOYD
VQQIEwIDTzEPMAOGALUEBXMGRGVudmVyMRYWFAYDVQQKEW1QaWSnIELKEWS 0 aXRSMSkwIwYDVOQD

EyAXM2ZNKM{VmZmMOZ § EOZDE10DVRYmR jMzAxMzA0Z jcSMDAe Fw0yMDASMDEXOTEZM jVaFw0yMzAS

MDExOTEzM]jVaMG4 xCzAJBgNVBAYTALVTMQswCQYDVQQIEWIDTZEPMAOGA 1UEBXMGRGVUdnVyMRY W
FAYDVOOKEw1QaWSnIE1kZWS0aXR5MSkwIwYDVQQDEYAXM2NKMjVmEmMOZ JEOZDE1ODVmYmR jMzAx

MzA02 jc5MDCCAS IWDQYJIKoZ IhveNAQEBBOADggEPADCCAQOCggEBALN/QdpoTEJPED6IM+nL5knk
Bbycl89CeIiXUZ4xPhX3INBiZcdas9dbAfuUgdOKUB0dd2LBeT+NIEcS4HP/ePl/yunZsMRXPE jbg

EdoBkCIC1lqdChbipMugevdBk22 TFYSAXYxdlvXmOt7pLIzZA015IJRI1ez¥N+d1Nx259WxbXmdxt2R

Xp5SCI+EpBOsHDNUAJT issMDhzkeRgkpXgVgsJL jRrL/9DXx04hR1dLPb4SgI4UHPESTOIgCNQ/qF

yeLrJvY4iTtjo2 JES jXXdy+B+AKxpPzhZHbk 1 PIBwvHvY KD/ 2Mi2 EMwkw9 J0 fKGcFFOL6CAZEDEY

Tef5C1IUMCO2 / TMCAWEAATANBgkqhk iGIW0BAQSFANOCAQEAGIBIOlimGL4WNV JaeyoyO+Ewl TKP
c5WdSgbIxXY02zmeMIVaTImfOmlxr01He2s /uSGbkBNRx ) fELTkT+dgt £ 7dQLAIUBO 296 TuSO+gGT
mviekWSznuteTVidrDAJ29aUCYgAl86 IRACH LUchw+m+XTBOu6oIVCVDXLZ0cUUyIToTUnTqi9gH
gEs9r10JeDREFIGENOKhIXOLxg/IsaczRv+uZulkgeXVOowac6QNGScmBéNpggIMIxIozXr IUMIKD
+Vzo2tjlenWMIBEaKwDxe JGLBNLVWEa4 feTfeXcuboLsr+ceLKBySGF0320cT73Snelve/2d1lRdFr

FQpgpwTeUQ==

</ds:1X509Certificate>

</ds:X509Data>

<ds:KeyValue>

<ds :RSAKeyValue>

<ds :Modulus>
tb9B2mhNkk8Rvr0z6cvmSeQFvIyX2024iJdRnjE+Ffc0GI1lzhg2]18B+558rg4pT2R1IYSF5P4IcR
xLge/94/X/K6ZmwxFc9+NuoR2 jyQIgLWrgJuKky6B6/3yTbbsVikBd jFIWdebsJuks jNkCiXk1E]
WzNg353UIHPR1XFteZIGIZHGNR1ILI4SkE6wcM 1l QAMKywwOHORSGCS LoBWgwkuNGsv /ONEETLFHVO
s89vjmAnh LvTeAllD+oXJy 9317020 jbcRENdd IL4H4ArGk /OFkduSMEkHCBe9gpv /MyLZk
2CTD2PREOZWUUELOTLKQP2ZINS /KLURSYITh/aw==
</ds:Modulus>

<ds : Exponent>AQAB</ds: Exponent>
</ds:RSAKeyValue>

</dsi1KeyValue>

</dsiKeyInfo>
</dsi:Signature><saml:Subject><saml:NameID Fo! ="urn:oasis:names:tc:SAML:1.1:
format:emailAddress”> ><saml:SubjectConfi
<paml :SubjectConfirmationData InResponse' 0527080" NotOnOrAf
Recipient=" httpl:f}loqin.:sclnud.nutldi!!l!c B0 #><!slml:Subj.ctCon!x:nat'
10T18111155.5982" NotBefore="2020-09-10T17:51:55.5982"><saml :AudienceRest
</saml:AudienceRestriction></saml:Conditions><saml:AuthnStatement Authnl
SessionIndex="IlusuUKnjMxnAZ6émHaSELi2jHPQBCLNIRNU4NOOSr569UiBt2e02g " ><s
<paml:AuthnContextClassRef>urn:ocasis:names:tc:SAML:2.0:ac:classes:Pas
<pamliAuthenticatinghuthority>httpse://pingone.com/idp/cd-823148978. aler</saml:Authenticatinghuthority></saml:AuthnContext>
</saml:AuthnStatement><saml:AttributeStatement xmlns:xs="http:// w3 .org/2001/XMLSchema”><saml:Attribute
NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:basic” Name="Groups“><saml:AttributeValue xsi:type="xs:string”

Our UselD and the
Groups associated
with the User

inames :tc:SAML:2.0:cm:bearer”>
r="2020-09-10T18:11:55.5982"
></gaml:Subject><saml:Conditions NotOnOrAfter="2020-09-
ction><saml:Audience>zscloud.net</saml:Audience>
tant="2020-09-10T17:56:55.5982"

tAuthnContext>

rd</saml :AuthnContextClassRef>

xmlns:xsi="http://www.wl.org/2001/XMLSchema-instance "> directory</saml:AttributeValue><saml:AttributeValue xsi:type="xs:string
xmlnsixsi="http://www.wl.org/2001/XMLSchema-instance "2 irectory</saml:AttributeValue><saml:AttributeValue xsi:type="x tring
xmlnsixsi="http://www.wl.org/2001/XMLSchema-instance "> directory</saml:AttributeValue><saml:AttributeValue xsi:type="xs:string”
xmlnsixsi="http://www.wl.org/2001/XMLSchema-instance” directory</saml:AttributeValue><saml:AttributeValue xsi:type="xs:string”
xmlns:xsi="http://www.wl.org/2001/XMLSchema-instance "> directory</saml:AttributeValue></saml:Attribute><saml:Attribute

NameFormat="urn:ocasis:names:tc:SAML:2.0:attrname-format:basic” Name="PingOne.idpid“"><saml:AttributeValue xsi:type=" string”
xmlns:xsi="http://www.wl.org/2001/XMLSchema-instance">9%e4858a9-65¢cf-44cd-a77a-619308ca5c58</saml :AttributeValue></saml:Attribute>
<gpaml:Attribute NameFormat="urn:casis:names:tc:SAML:2.0:attrname-format:basic” Name="PingOne.AuthenticatingAuthority*>
<paml:AttributeValue xsi:type="xs:string” xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">https://pingone.com/idp/cd-
823148978.2scaler</saml:AttributeValue></saml:Attribute></saml:AttributeStatement></saml:Assertion></samlp:Response

Figure 75. SAML Attributes in the Decoded Assertion
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Appendix A: Requesting Zscaler Support

You might need Zscaler Support to provision certain services, or to help troubleshoot configuration and service issues.

Zscaler Support is available 24/7/365.

To contact Zscaler Support:

1. Go to Administration > Settings and click Company Profile.

# Settings

My Profile

Alerts
Print All Policies

& Authentication
Authentication Settings
User Management
Identity Proxy Settings
Lo
1
Administration

£ Resources

Locations

VPN Credentials
Hosted PAC Files

eZ Agent Configurations

SecureAgent Notifications

Figure 76. Collecting details to open support case with Zscaler TAC

2. Copy the Company ID.
Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

| zscalerthree.net-1008708

Name

kY & -Labs - Test Account

Q* Domains
g
Administration

Address Line 1

Nanolog Streaming Service
Advanced Settings

Virtual ZENS

ICAP Settings

Partner Integrations

v ON CONTR
Administrator Management
Role Management

Audit Logs

Backup & Restore

URL Categories
Bandwidth Classes
Time Intervals

End User Notifications

Address Line 2

Figure 77. Company ID
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3. With your company ID, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote #isistance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (&

ThreatLabz | Security Research (4

Proxy Test (4
URL Lookup

Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
W Other

Figure 78. Submit a ticket
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