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Terms and Acronyms
The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is 
included in the Definition column for your reference.

Acronym Definition

CA Central Authority (Zscaler)

CPU Central Processing Unit

CSV Comma-Separated Values

DLP Data Loss Prevention

DNS Domain Name Service

DPD Dead Peer Detection (RFC 3706)

EDR Endpoint Detection and Response

GRE Generic Routing Encapsulation (RFC2890)

ICMP Internet Control Message Protocol

IdP Identity Provider

IIS Internet Information Services

IKE Internet Key Exchange (RFC2409)

IPS Intrusion Prevention System

IPSec Internet Protocol Security (RFC2411)

ITP Identity Threat Protection

PFS Perfect Forward Secrecy

PSK Pre-Shared Key

SaaS Software as a Service

SSF Shared Signals Framework 

SSL Secure Socket Layer (RFC6101)

SSO Single Sign-On

TLS Transport Layer Security

VDI Virtual Desktop Infrastructure

XFF X-Forwarded-For (RFC7239)

ZDX Zscaler Digital Experience

ZIA Zscaler Internet Access (Zscaler)

ZPA Zscaler Private Access (Zscaler)
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Trademark Notice 
© 2025 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i) 
registered trademarks or service marks or (ii) trademarks or service marks of Zscaler, Inc. in the United States and/or other 
countries. Any other trademarks are the properties of their respective owners.
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About This Document
The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview
Zscaler (Nasdaq: ZS), enables the world’s leading organizations to securely transform their networks and applications for a 
mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast, 
secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 
100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances 
or hybrid solutions can’t match. Used in more than 185 countries, Zscaler operates a massive, global cloud security 
platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To learn more, 
see Zscaler’s website or follow Zscaler on Twitter @zscaler. 

Okta Overview
Okta, Inc (Nasdaq: OKTA) is a publicly traded identity and access management company based in San Francisco. It 
provides cloud software that helps companies manage and secure user authentication into modern applications, and for 
developers to build identity controls into applications, website web services, and devices. To learn more, refer to Okta’s 
website or follow them on Twitter @okta.

Audience
This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying, 
monitoring, and managing enterprise security systems. For additional product and company resources, refer to: 

•	 Zscaler Resources

•	 Okta Resources

•	 Appendix B: Requesting Zscaler Support

Software Revisions
This document was authored using ZIA v6.2 and Okta Production Release 2024.04.1 E.

https://www.nasdaq.com/market-activity/stocks/zs
http://www.zscaler.com
http://www.okta.com/
http://www.okta.com/
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Prerequisites
Make sure the following prerequisites are met for ZIdentity:

•	 ZIdentity:

•	 ZIdentity version 2.1.151-8d3b140-8808-UI-1694502295

•	 Administrator login credentials to ZIdentity

•	 ZIA:

•	 ZIA v6.2

•	 Administrator login credentials to ZIA

•	 Okta:

•	 Okta version 2024.04.1 E (Okta Identity Engine)

•	 SCIM support, which requires Lifecycle Management (LCM) SKU

•	 Administrator login credentials to Okta

Make sure the following prerequisites are met for Zscaler Deception:

•	 Deception:

•	 Deception v4.2 or later

•	 Essentials or Advanced license

•	 Administrator privileges to Deception

•	 Zscaler Client Connector:

•	 Endpoint deception capabilities require supported versions.

•	 Okta:

•	 Identity Threat Protection enabled

•	 Administrator privileges to Okta

Request for Comments
•	 For prospects and customers: We value reader opinions and experiences. Contact us at partner-doc-support@

zscaler.com to offer feedback or corrections for this guide. 

•	 For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the 
integrations in this document. 

https://help.zscaler.com/deception/deploying-endpoint-deception-zscaler-client-connector-windows
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Zscaler and Okta Introduction
Overviews of the Zscaler and Okta applications are described in this section.

ZIA Overview
ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods: 

•	 Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices). 

•	 Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees). 

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get 
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple 
security techniques (even within SSL). 

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS, 
Sandboxing, DLP, and Isolation, allowing you to start with the services you need now and activate others as your needs 
grow. 

ZPA Overview
ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or a data center 
using a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible 
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than 
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by 
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, Zscaler Client 
Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a secure microtunnel out 
to the Zscaler cloud when a user attempts to access an internal application. 

ZIdentity Overview
ZIdentity is a unified identity service for Zscaler that centralizes and simplifies identity management, user authentication, 
and entitlement assignment for users to Zscaler services, such as Zscaler Internet Access (ZIA), Zscaler Private Access 
(ZPA), Zscaler Digital Experience (ZDX), etc. The services are managed through individual Zscaler Admin Portals (e.g., ZIA 
Admin Portal). If you have subscribed to more than one Zscaler service or just one service for multiple organizations, you 
typically must access these portals using different login credentials. A single authentication into ZIdentity allows admins 
and users to seamlessly access Zscaler services in use by their organization, without worrying about remembering or 
managing multiple passwords.

Additionally, you can use the ZIdentity service to enroll users to your subscribed Zscaler services using the ZIdentity user 
database. This mitigates the effort of creating a separate user database in each service’s portal for provisioning users.

exclamation-triangle If you are using this guide to implement a solution at a government agency, some of the content might be 
different for your deployment. Efforts are made throughout the guide to note where government agencies might 
need different parameters or input. If you have questions, contact your Zscaler Account team.
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Deception Overview 
Zscaler Deception is a simple, faster, and more effective targeted threat detection solution built on the Zscaler Zero Trust 
architecture. Deception uses advanced lures and decoys to detect and disrupt sophisticated threats that consistently 
bypass traditional defenses, such as advanced persistent threats (APTs), exploits, reconnaissance, lateral movement, active 
directory, supply chain, human-operated ransomware, supervisory control and data acquisition (SCADA), and industrial 
control system (ICS) attacks.

As an integral part of the Zscaler Zero Trust Exchange (ZTE), Deception integrates with Zero Trust, tracking the full attack 
sequence and initiating automated response actions across the Zscaler platform.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

ZIdentity Help Portal Help articles for ZIdentity.

Zscaler Deception Help Portal Help articles for Zscaler Deception.

ZPA Authentication Test URL Online authentication test for ZPA.

Zscaler Enforcement Node Ranges A list of IP ranges to add to your access lists, firewalls, and application allowlists.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help Zscaler 
determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA. 

ZPA Help Portal Help articles for ZPA.

ZIdentity Help Portal Help Articles for ZIdentity.

Zscaler Deception Help Portal Help Articles for Zscaler Deception.

ZPA Authentication Test URL Online authentication test for ZPA.

Zscaler Enforcement Node Ranges A list of IP ranges to add to your access lists, firewalls, and application allowlists.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help Zscaler 
determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

https://help.zscaler.com/zia
https://help.zscaler.com/zpa
https://help.zscaler.com/zslogin
https://help.zscaler.com/deception
https://samlsp.private.zscaler.com/auth/v2/login?domain=yourdomain.com&ssotype=test
https://ips.zscalerthree.net/
http://help.zscaler.com/zia/tools
https://www.zscaler.com/resources/training-certification-overview
https://help.zscaler.com/submit-ticket
http://help.zscaler.us/zia
http://help.zscaler.us/zpa
https://help.zscaler.com/zslogin
https://help.zscaler.com/deception
https://samlsp.private.zscaler.com/auth/v2/login?domain=yourdomain.com&ssotype=test
https://ips.zscalerthree.net/
http://help.zscaler.us/zia/tools
https://www.zscaler.com/resources/training-certification-overview
https://help.zscaler.us/submit-ticket
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Okta Authentication and Provisioning
In the last decade, enterprises everywhere have embraced cloud apps like Salesforce.com and NetSuite; GoToMeeting 
and WebEx; and Workday and SuccessFactors. They’ve shrunk their IT infrastructure, lowered their total cost of 
ownership, and made it possible for employees to get work done anywhere, at any hour.

Controlling who has access to which applications becomes a real challenge when users can get access from any browser, 
from any place, at any time. This situation is exacerbated with the cloud as IT is often not involved in the purchasing 
process. Okta lets IT take back control, while simultaneously adding a critical layer of security and ease of use.

Identity Threat Protection Overview 
Identity Threat Protection (ITP) with Okta AI is a new Workforce Identity Cloud (WIC) product that provides continuous 
evaluation of user risk and authentication policies throughout active sessions to detect identity-based threats such as 
session hijacking attempts and compromised accounts. Powered by machine learning and broad signal ingestion from an 
organization’s best-in-breed security stack, it extends observability beyond initial authentication to any time after a user is 
logged in. This enables real-time detection, and inline response to attacks at the identity layer.

Okta Resources
The following table contains links to Okta support resources.

Name Definition

Okta Help Center Okta online help for IT administrators and developers.

Okta IWA Server Online help for installing and configuring the Okta IWA Web agent for Desktop 
Single Sign-On.

Okta Device Trust Online help for installing and configuring the Okta Device Trust for managed 
Windows computers.

ITP Help Portal Documentation on Okta’s Identity Threat Protection with Okta AI.

https://support.okta.com/help/s/?language=en_US
https://help.okta.com/en/prod/Content/Topics/Directory/Configuring_Desktop_SSO.htm
https://help.okta.com/en-us/Content/Topics/Mobile/Okta_Mobile_Device_Trust_Windows-desktop.htm
https://help.okta.com/oie/en-us/content/topics/itp/overview.htm
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Okta Authentication and Provisioning in Use with Zscaler Services
Identity, authentication, and provisioning are inherent parts of the Zscaler solution and provide granular user visibility, 
logging, and security down to the individual level. 

Overview for ZIdentity
Authentication verifies a user’s identity using credentials and (optionally) other additional identity factors. OpenID 
Connect (OIDC) is the preferred method for authentication with ZIdentity. This document shows how you can configure 
an Identity Provider (IdP) as an OpenID Provider (OP).  

OIDC is an authentication protocol based on the OAuth 2.0 framework that allows an IdP to authenticate a user and 
pass the authorization credentials to Zscaler services as a Relying Party (RP). An example is gaining access to both ZIA and 
ZPA by entering user credentials only once instead of having to enter it for both ZIA and ZPA. SSO enhances the user 
experience by providing a cohesive solution to a modern cloud and SaaS environment. 

Figure 1.  ZIdentity in an authentication environment

Provisioning with regards to authentication involves automating provisioning and deprovisioning users and security 
groups to Zscaler services. System for Cross-domain Identity Management (SCIM) is a standards-based protocol used for 
signaling and automating the changes in an environment. When a user is added to the user database, SCIM automatically 
provisions the user and the associated security groups in the Zscaler database. When deprovisioned, the user, associated 
groups, and credentials are deactivated (preventing access to resources). The primary use case is onboarding and 
offboarding users from an organization. 

When a user leaves an organization, they are deprovisioned from the user directory. SCIM makes the associated changes 
in the Zscaler databases, eliminating all ZIA and ZPA access. SCIM then deprovisions the user from all associated 
databases, preventing further access to company resources.

If you use ZIdentity, follow the steps in Okta OIDC App Configuration.
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Overview for ZIA and ZPA
Authentication verifies a user’s identity using credentials and (optionally) other additional identity factors. Security 
Assertion Markup Language (SAML) is the preferred method for authentication for both ZIA and ZPA. This section shows 
how you can configure Okta as the SAML IdP. 

SAML is an open protocol standard that allows Okta to authenticate a user and pass the authorization credentials to 
Zscaler services as a SAML service provider (SP). SAML also provides SSO to any SAML SP (though this is beyond the scope 
of this document). An example is gaining access to both ZIA and ZPA by entering user credentials only once instead of 
having to enter it for both ZIA and ZPA. SSO enhances the user experience by providing a cohesive solution to a modern 
cloud and SaaS environment. SAML and SSO are the catalysts to make a unified solution possible.

Figure 2.  ZIA and ZPA  in an Okta authentication environment

Provisioning with regards to authentication involves automating provisioning and deprovisioning users and security groups 
to Zscaler services. SCIM is a standards-based protocol used for signaling and automating the changes in an environment. 
When a user is added to the user database, SCIM automatically provisions the user and the associated security groups 
in the Zscaler database. When deprovisioned, the user, associated groups, and credentials are removed (preventing 
access to resources). The primary use case is onboarding and offboarding users from an organization. When a user 
leaves an organization, they are deprovisioned from the user directory. SCIM makes the associated changes in the Zscaler 
databases, eliminating all ZIA and ZPA access. SCIM then deprovisions the user from all associated databases, preventing 
further access to company resources.

For more information, see Zscaler Resources.

If you use ZIA or ZPA without ZIdentity, follow the steps in Configure Okta and ZIA: SAML and SCIM and Configure Okta 
and ZPA: SAML and SCIM.
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Okta OIDC App Configuration
This section provides information on how to use the Okta Integration Network (OIN) app to configure Okta as your 
OpenID Provider (OP) for ZIdentity for facilitating SSO to various Zscaler services for admin access management 
and user authentication. The OIN-based integration uses SCIM-based provisioning. To learn more, see OIDC-Based 
Authentication via OIN App Integration.

If your Okta subscription does not include SCIM provisioning, you can use a custom app integration for OIDC with Just-in-
Time (JIT) provisioning. To learn more, see OIDC-Based Authentication via Custom App Integration. To use SAML instead 
of OIDC, see SAML-Based Authentication. The SAML-based integration supports either SCIM or JIT.

Configure Okta OIN App for Use as OP in ZIdentity
Log in to the Okta Admin Console.

1. 	 Go to Applications > Applications and click Browse App Catalog.

Figure 3.  Browse App Catalog

2. 	 Search for Zscaler in the search bar, and select the Zscaler (SCIM, OIDC) app.

Figure 4.  Search for Zscaler OIN App

https://help.zscaler.com/zslogin/configuring-okta-external-idp#oidc-okta-oin
https://help.zscaler.com/zslogin/configuring-okta-external-idp#oidc-okta-oin
https://help.zscaler.com/zslogin/configuring-okta-external-idp#oidc-okta-custom-app
https://help.zscaler.com/zslogin/configuring-okta-external-idp#saml-okta-custom-app
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3. 	 In the app details page, click Add Integration.

Figure 5.  Add Integration

4. 	 Enter a name in the Application label field.

5. 	 Click Done.

Figure 6.  Application label
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6. 	 In the app configuration, go to the Sign On tab and copy the Client ID and Client secret values for use later.

Figure 7.  Copy Sign-on method credentials

7. 	 Scroll further down on the page and right-click the OpenID Provider Metadata link to copy the URL for use later. 

Figure 8.  Copy Metadata URL

The metadata URL has the following format:

https://<your_subdomain>.okta.com/oauth2/default/.well-known/openid-configuration
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Configure ZIdentity Identity Provider with Okta as OP
Log in to the ZIdentity Landing Page.

1. 	 Go to Integration > External Identities and click Add Primary IdP (or Add Secondary IdP).

Figure 9.  Add Identity Provider

2. 	 On the Basic tab of the Identity Provider configuration page:

a.	 Enter a Name.

b.	 Select Okta for Identity Vendor.

c.	 For Domain, select the authentication domain that is used to authenticate the users.

d.	 For Protocol, select OIDC. Selecting OIDC as the protocol displays an OIDC Configuration section.

e.	 Enable Status.

f.	 Enter the OpenID Provider Metadata link recorded previously in the Metadata URL field and click Fetch.

Figure 10.  Configure Identity Provider
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3. 	 Scroll down and copy the Redirect URI for use later. Paste the Client ID and Client Secret saved previously from 
Okta in their respective areas and enter the items email and profile in the Requested Scopes section. 

4. 	 Click Save.

Figure 11.  Copy OIDC Info

5. 	 Return to the Okta Admin Console. 

6. 	 On the OIN app’s configuration page, go to the Sign On tab and click Edit to enter the Advanced Sign-on Settings.

Figure 12.  Edit Settings on the Sign-On tab
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7. 	 Paste the Redirect URI saved earlier into the corresponding field on the form. For the Initiate Login URI field, 
you must construct the URI to match the following example (substituting your ZIdentity tenant’s FQDN and your 
authentication domain):

https://<your_ZIdentity_tenant_FQDN>/?login_hint=xyz@<your_auth_domain>

8. 	 Click Save.

Figure 13.  Sign-On Settings

Configure User Provisioning via SCIM to ZIdentity
Return to the ZIdentity Landing Page.

1. 	 Click Edit for your Primary (or Secondary) Identity Provider.

Figure 14.  OIDC Identity Provider
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2. 	 On the Provisioning tab, select Enable Just-in-time (JIT) Provisioning.

a.	 Enter your email in the Just-in-time Attribute field.

b.	 Select Login Name for the User Attribute from the drop-down menu.

Figure 15.  Enable JIT
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3. 	 In the SCIM Provisioning section, select Enable SCIM Provisioning.

a.	 Copy the SCIM Endpoint URL for use later.

b.	 Click Generate Token and copy the Bearer Token for use later.

c.	 (Optional) Map additional SCIM attributes under SCIM Attribute Mapping (e.g., the SCIM Attribute 
department to the User Attribute Department).

d.	 Click Update.

Figure 16.  Edit Primary Identifier Provider



ZSCALER AND OKTA DEPLOYMENT GUIDE

23©2025 Zscaler, Inc. All rights reserved.   

4. 	 Return to the Okta Admin Console. On the Zscaler OIN page, go to the Provisioning tab and click Configure API 
Integration.

Figure 17.  Provisioning tab

5. 	 Select Enable SCIM Integration.

a.	 Paste the SCIM Endpoint URL previously copied into the Base URL field.

b.	 Paste the Bearer Token previously copied into the API Token field.

c.	 Click Test API Credentials to validate connectivity.

Figure 18.  Configure SCIM integration



ZSCALER AND OKTA DEPLOYMENT GUIDE

24©2025 Zscaler, Inc. All rights reserved.   

6. 	 After you verify success, click Save to save the configuration.

Figure 19.  Verify SCIM integration

7. 	 Click Edit to configure Provisioning to App.

Figure 20.  Edit Provisioning to App
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8. 	 Enable Create Users, Update User Attributes, and Deactivate Users.

9. 	 Click Save.

Figure 21.  Select provisioning options

10. 	 You must assign either individual users to this app or all users in a group. To assign a user:

a.	 Change to the Assignments tab, click Assign, and select Assign to People from the drop-down menu.

Figure 22.  Assign users to OIN app
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b.	 To assign a specific user, click Assign to the right of their name.

Figure 23.  Select user to assign

c.	 Verify the user’s details and click Save and Go Back. Repeat for any additional users.

Figure 24.  Verify user to assign
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d.	 Click Done. The assigned users are automatically provisioned into ZIdentity.

Figure 25.  Finish assigning users

11. 	 Alternatively, to assign a group of users:

a.	 Click Assign and select Assign to Groups from the drop-down menu.

Figure 26.  Assign groups to OIN app
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b.	 To assign a specific group, click Assign to the right of the group name.

Figure 27.  Select Group to Assign

c.	 Verify the group’s attribute details and click Save and Go Back. Repeat for any additional groups.

Figure 28.  Verify attributes in Group to Assign



ZSCALER AND OKTA DEPLOYMENT GUIDE

29©2025 Zscaler, Inc. All rights reserved.   

d.	 Click Done when finished. You must still push the assigned groups into ZIdentity, as it does not happen 
automatically.

Figure 29.  Finish assigning groups

12. 	 Assign groups by either name or rule on the Push Groups tab. To assign a group by name:

a.	 Click Push Groups and select Find groups by name from the drop-down menu.

Figure 30.  Push groups by name
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b.	 Search for the group by name in the Enter a group to push field. A list of options is displayed as you type. The 
Push group memberships immediately option is selected by default, but you can disable it if you prefer.

Figure 31.  Choose group to push

c.	 Validate the group selection and click Save (or Save & Add Another).

Figure 32.  Validate group name
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d.	 Verify that the selected group is active.

Figure 33.  Verify named group is active

13. 	 Alternatively, to assign a group by rule:

a.	 Click Push Groups and select Find groups by rule from the drop-down menu.

Figure 34.  Push groups by rule
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b.	 Enter a rule name. You must enter match criteria for either (or both):

•	Group name: The name of the desired group starts with, ends with, or contains the string.

•	Group description: The group description starts with, ends with, or contains the string.

The Immediately push groups found by this rule option is selected by default, but you can disable it if you 
prefer. 

c.	 Click Create Rule when done.

Figure 35.  Define rule to match groups to push
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d.	 Validate that the rule is active.

Figure 36.  Verify rule is active

14. 	 To verify that users and groups have been provisioned, in the ZIdentity Landing Page, go to Directory > Users and 
review the users or search for them by name.

Figure 37.  Verify users provisioned
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15. 	 To verify that your groups are provisioned, go to Directory > User Groups and review or search for them by group 
name.

Figure 38.  Verify groups provisioned

Assigning ZIdentity Entitlements
To use Okta for authentication to Zscaler tenants (like ZIA, ZPA, etc.), you must assign entitlements in ZIdentity. To 
learn more about Administrative entitlement, see About Administrative Entitlements. To learn more about service 
entitlements, see About Service Entitlements.

1. 	 To entitle a user to log in as an admin to one of the Zscaler services, go to Administration > Entitlements > 
Administrative in the ZIdentity Landing Page and select the service.

Figure 39.  Select Service for Admin

2. 	 Select the Users tab, and click Assign Users (you can also assign based on user groups).

Figure 40.  Assign Users for Admin

https://help.zscaler.com/zslogin/about-administrative-entitlements
https://help.zscaler.com/zslogin/about-service-entitlements
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3. 	 Select an admin user (or users) and then click Next.

Figure 41.  Select Admin Users

4. 	 Verify assignment and then click Assign.

Figure 42.  Verify Admin Assignment
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5. 	 To entitle a user to log in as a user to one of the Zscaler services, go to Administration > Entitlements > 
Administrative in the ZIdentity Landing Page and select the service.

Figure 43.  Select Service for Users

6. 	 Select the Users tab and then click Assign Users (you can also assign based on user groups).

Figure 44.  Assign Users for Service

7. 	 Select a user (or users), the Role, and then click Next.

Figure 45.  Select Users
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8. 	 Verify assignment and then click Assign.

Figure 46.  Verify user assignment
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Configure Okta and ZIA: SAML and SCIM
This section describes how to configure SAML and SCIM for Okta and ZIA. 

Enable Okta
This document assumes that the user has a working Okta environment, and that only Zscaler applications must be 
installed and configured to get the Zscaler and Okta solution up and running. This document uses a no-cost Okta 
developer instance created via https://developer.okta.com/. Each step was validated for functionality in a live 
environment.

The following steps are based on procedures documented on the Okta website using an Okta Administrator account.

Figure 47.  Okta administrator console

https://developer.okta.com/


ZSCALER AND OKTA DEPLOYMENT GUIDE

39©2025 Zscaler, Inc. All rights reserved.   

Add the Zscaler ZIA Application
First, add the Zscaler Applications that Okta uses for authentication and provisioning to the Zscaler service. From the Okta 
administrator console:

1. 	 Open Applications.

2. 	 Select Applications.

3. 	 Select Browse App Catalog.

Figure 48.  Adding an application
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4. 	 To add the appropriate Zscaler application, search for zscaler.

5. 	 Select the Zscaler 2.0 application.

Figure 49.  Adding the Zscaler applications

6. 	 Select Add.

Figure 50.  Zscaler app
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When you add Zscaler 2.0, the initial configuration screen is displayed and needs your Zscaler domain. This is the ZIA 
cloud with which your organization’s tenant is associated.  

You can find this information in your ZIA Admin Portal under Administration > Company Profile > Company ID. 

In the following Company ID example, zscloud.net is the Zscaler cloud that is entered as the Zscaler domain for the Okta 
setup:

1. 	 Enter Your Zscaler Domain.

2. 	 Select both options for Application Visibility.

3. 	 Select Next.

Figure 51.  Adding Zscaler 2.0 for ZIA
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Configure Okta for ZIA
On the Sign-On Options window:

1. 	 Select SAML 2.0.

2. 	 From the memberOf drop-down menu, select Matches regex.

3. 	 Enter the match to *. (asterisk, period). 

4. 	 Select View Setup Instructions.

Figure 52.  Setting the memberOf match and getting the SAML portal URL
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5. 	 Select View Setup Instructions to launch a window where you find the SAML Portal URL and the download link to 
the Okta Public Certificate.

6. 	 Copy the SAML Portal URL.

7. 	 Download and save the Okta Public Certificate for the Zscaler setup as a PEM file (e.g., cert.pem).

8. 	 Select Done.

Figure 53.  The Zscaler SAML portal URL and public certificate

Configure Zscaler ZIA for an Okta IdP
To add Okta as an IdP, log in to your ZIA Admin Portal:

1. 	 Go to Administration > Authentication Settings. 

Figure 54.  Adding Okta and the ZIA IdP

2. 	 Select the Identity Providers tab.
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3. 	 Select Add IdP. 

Figure 55.  Adding Okta as an IdP

4. 	 If this is the second IdP to assign to an additional authentication domain, select Add another SAML IdP for a subnet 
of users or locations and click Next. This opens the Add IdP dialog.

Figure 56.  Add Another SAML IdP
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5. 	 Enter a Name for the IdP.

6. 	 Set the Status to Enabled.

7. 	 Paste in the SAML Portal URL.

8. 	 Enter NameID as the case-sensitive name for the Login Name Attribute.

9. 	 Upload the IdP SAML Certificate.

10. 	 Select Okta as the Vendor. Leave the Locations and Authentication Domains as None for the Default IdP (or select 
the authentication domain for this specific IdP). 

11. 	 Disable the Sign SAML Request setting.

Figure 57.  The Add Identity Provider dialog
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Enable SAML Auto Provisioning
To enable SAML auto-provisioning: 

1. 	 Enable SAML Auto-Provisioning.

2. 	 For the User Display Name Attribute, enter DisplayName (case sensitive).

3. 	 For the Group Name Attribute, enter memberOf (case sensitive).

4. 	 For the Department Name Attribute, enter Department (case sensitive).

5. 	 Click Save, then Activate the configuration.

Figure 58.  Enable SAML Auto-Provisioning

To enable SCIM, skip to Enable SCIM Provisioning.
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To enable the SAML configuration on the Authentication Settings page:

1. 	 Select the Authentication Profile tab.

2. 	 Select SAML as the Authentication Type.

3. 	 Click Save, then Activate the configuration.

Figure 59.  Activate SAML
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Enable SCIM Provisioning
To enable SCIM:

1. 	 Return to the IdP configuration after it has been saved and activated.

Figure 60.  Provisioning options

2. 	 On the Identity Providers tab, return to the configuration and select the Edit icon to edit the configuration.

Figure 61.  Identity Providers
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3. 	 In the Provisioning Options section, select Enable SCIM Provisioning.

4. 	 Copy and save the Base URL and the Bearer Token to finish the Okta configuration.

5. 	 Click Save, then Activate the configuration.

Figure 62.  Enable SCIM
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6. 	 To enable the SAML and SCIM configuration on the Authentication Settings page, select the Authentication Profile 
tab.

7. 	 Select SAML as the Authentication Type.

8. 	 Click Save, then Activate the configuration.

Figure 63.  Activate SAML
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9. 	 To enable SCIM Provisioning on Okta, select the Provisioning tab.

10. 	 Select Configure API Integration.

Figure 64.  Enable SCIM API
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11. 	 Enter the Base URL copied from the Zscaler SCIM Identity Provider field into the Zscaler ID field.

Although the Base URL looks like a traditional URL, enter only the numbers in the Zscaler ID field. For example, 
enter only 3173833/436704 if the Base URL is:

https://scim.zscalerthree.net/3173833/436704/scim

12. 	 Enter the Bearer Token value into the API Token field.

13. 	 Select Test API Credentials. If the credentials are valid and Okta can communicate with the ZIA cloud, you see the 
response highlighted in red. If you receive an error, re-copy the URL and token, generate a new Bearer Token, or 
save the ZIA configuration. 

14. 	 After you have verified your credentials, click Save.

Figure 65.  Okta SCIM provisioning

When the Enable API Integration is activated, new settings are visible to define the events that are synchronized by 
SCIM from Okta to Zscaler (e.g., the provisioning or deprovisioning of a new user). 
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15. 	 Select To App under Settings in the left-side navigation.

16. 	 Select Edit.

Figure 66.  Okta SCIM synchronization settings

17. 	 Enable Create Users, Update User Attributes, and Deactivate Users.

18. 	 Click Save.

Figure 67.  Okta SCIM synchronization settings
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Assign ZIA to Users or Groups
To assign the ZIA application to users authenticating into Okta from ZIA:

1. 	 Select Assignments. 

2. 	 Select People or Groups.

3. 	 Select Assign. In the example, the Everyone group is selected (all users in the company can authenticate).

Figure 68.  Assigning the ZIA application
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Configure Groups to Push to ZIA
Select the security groups that are pushed to Zscaler. This enables and immediately pushes the groups to ZIA. Any adds, 
moves, or changes to the Okta database are immediately pushed to Zscaler.

To select which security groups are pushed to Zscaler:

1. 	 Select the Push Groups tab.

2. 	 Select Push group memberships immediately.

3. 	 Search for the groups to add.

4. 	 Click Save & Add Another or Save if completed. The groups are immediately pushed, and any new user changes to 
those groups are immediately synchronized to Zscaler.  

Figure 69.  Enable security groups to sync
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Configure Okta and ZPA: SAML and SCIM 
Configure SAML and SCIM for Okta and ZPA integration.

Add the Zscaler ZPA Application to Okta
Add the Zscaler applications by Okta used for authentication and provisioning to ZPA. From the Okta administrator 
console:

1. 	 Open Applications.

2. 	 Select Applications.

3. 	 Click Browse App Catalog.

Figure 70.  Adding an application
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4. 	 Search for zscaler.

5. 	 Select Zscaler Private Access 2.0. 

Figure 71.  Adding the Zscaler ZPA application

6. 	 On the Overview page, click Add.

Figure 72.  ZPA application display settings
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7. 	 Enter an application name (or keep the default).

8. 	 Select Do not display application icon to users.

9. 	 Select Do not display application icon in the Okta Mobile App.

10. 	 Click Done.

Figure 73.  ZPA application display settings
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Configure Okta for ZPA: SAML and SCIM
1. 	 Select the Sign On tab.

2. 	 Select View SAML setup instructions on the bottom right.

Figure 74.  Okta SAML setup
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3. 	 Copy the Identity Provider metadata to an XML file. This file is used when setting up ZPA.

4. 	 Close the window and open the ZPA Admin Portal.

Figure 75.  Okta ZPA application metadata

Configure ZPA for Okta: SAML and SCIM
Log in to the ZPA Admin Portal with administrator credentials.

1. 	 Go to Authentication > User Authentication > IdP Configuration.

Figure 76.  Creating the Okta IdP on ZPA



ZSCALER AND OKTA DEPLOYMENT GUIDE

61©2025 Zscaler, Inc. All rights reserved.   

2. 	 On the IdP Configuration tab, select the Add icon to add the IdP configuration. 

Figure 77.   Add a new IdP

3. 	 In the Add IdP Configuration window, enter a Name for the IdP.

4. 	 Select the Domains for this IdP.

5. 	 Click Next.

Figure 78.  IdP information
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6. 	 Copy and save the Service Provider URL and the Service Provider Entity ID URL.

7. 	 Select Next.

Figure 79.  SP Metadata

8. 	 In the Add IdP Configuration window, click Select File to upload the IdP Metadata File, and select the Okta 
metadata file. This loads the certificate and the Okta URL information. 

Figure 80.  Add IdP configuration
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9. 	 Select Signed for the ZPA (SP) SAML Request.

10. 	 Select Enabled for the HTTP-Redirect.

11. 	 Leave the Single Sign-On setting at User. 

12. 	 Select Enabled for SCIM Sync.

13. 	 Select Enabled for SCIM Attributes for Policy.

14. 	 Click Generate New Token.

15. 	 Save the URLs of the SCIM Service Provider Endpoint and the Bearer Token for the Okta configuration. 

16. 	 Click Save. 

Figure 81.  IdP configuraiton options
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17. 	 Return to the Okta configuration, then select the Sign On tab.

18. 	 Select Edit.

Figure 82.  Editing the Okta sign-on configuration
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19. 	 In GroupName, select Matches regex and enter .* (period, asterisk) for the GroupName.

20. 	 Enter the Service Provider URL and the Service Provider Entity ID from the ZPA IdP setup.

21. 	 Click Save.

Figure 83.  Okta sign-on configuration detail
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Assign ZPA to Authenticating Users
1. 	 Select the Assignments tab. 

2. 	 Select People or Groups to assign ZPA as an application in the organization. 

3. 	 Click Assign. In the following example, the Everyone group is selected (all users in the company can authenticate).

Figure 84.  Assigning the ZPA application
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Configure Okta SCIM for ZPA
To configure SCIM provisioning:

1. 	 Select the Provisioning tab.

2. 	 Select Configure API Integration.

Figure 85.  Okta provisioning
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3. 	 Select Enable API Integration. 

4. 	 Enter the SCIM Service Provider Endpoint URL and the Bearer Token saved from ZPA.

5. 	 Select Test API Credentials to verify your credentials. If the credentials are valid and Okta can communicate with 
the ZPA cloud, you see the response highlighted in red. If you receive an error, re-copy the URL and token, possibly 
generate a new Bearer Token, or save the ZPA configuration. 

6. 	 After you have verified your credentials, click Save.

Figure 86.  SCIM integration API setup
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7. 	 Select To App.

8. 	 Select Edit.

Figure 87.  Selecting provisioning events
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9. 	 Select Enable for Create Users, Update User Attributes, and Deactivate Users.

10. 	 Click Save.

Figure 88.  Provisioning events enabled
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Configure Which Groups to Push Using SCIM
To select which groups SCIM pushes to ZPA automatically:

1. 	 Select the Push Groups tab.

2. 	 Search and add the desired groups.

3. 	 Click Save & Add Another or Save.

Figure 89.  Push groups



ZSCALER AND OKTA DEPLOYMENT GUIDE

72©2025 Zscaler, Inc. All rights reserved.   

Test the ZPA Authentication Configuration
To import the SAML variables from Okta. In the ZPA Admin Portal: 

1. 	 Select User Authentication.

2. 	 Select IdP Configuration.

3. 	 Select the Expand icon to the left of your IdP name.

4. 	 Select Import next to your domain under Import SAML Attributes. When selected, it authenticates to Okta using 
your existing user if you are authenticated. If you aren’t authenticated, it opens the Okta Login window. The SAML 
variables and the SAML assertion are displayed. You might need to use an incognito window to complete this task.

Figure 90.   SAML variable import
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5. 	 Review your mappings.

6. 	 Click Save.

Figure 91.  SAML Assertion and SAML Attributes

You can also test by using the Test URL. 

In the URL show, replace testmypacket.com with your domain. Your SAML Assertion is returned if you are already an 
authenticated user. Otherwise, you are prompted to authenticate. After you are authenticated, your SAML assertion is 
displayed. 

SAML Assertion:
{“nameid”:”toddh@househarcourt.com”,”orgId”:null,”idpEntityID”:null,”id-
pId”:null,”saml_attributes”:{“FirstName”:”Todd”,”LastName”:”Harcourt”,”Email”:”tod-
dh@househarcourt.com”,”DepartmentName”:null,”GroupName”:[“Group1”,”Every-
one”,”Group3”]},”samlassertion”:null}
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Using Okta for ZIA Admin Access
To use Okta SAML authentication for ZIA admin users, install the SAML Service Provider application.

Add the Okta SAML Application
From the Okta administrator console:

1. 	 Open Applications.

2. 	 Select Applications.

3. 	 Click Browse App Catalog.

Figure 92.  Adding the Okta SAML application for ZIA admin authentication
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Okta SAML Service Provider Application
1. 	 Search for saml. 

2. 	 Add the SAML Service Provider application.

Figure 93.  The Okta SAML Service Provider application
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Configure the Application
1. 	 Enter a name as the Application label.

2. 	 Click Next.

Figure 94.  General settings
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3. 	 Select View Setup Instructions.

Figure 95.  Sign-on options
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Save the Certificate
This displays a window to download the Identity Provider Certificate: 

1. 	 Save the link to a file and rename the file to okta.pem. This file is imported into the Zscaler setup.

2. 	 Close the window.

Figure 96.  Save the Okta Cert
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3. 	 Enter the Assertion Consumer Service URL and the Service Provider Entity Id.

The current Zscaler clouds include: zscaler.net, zscalerone.net, zscalertwo.net, zscalerthree.net, zscaler.beta.net, or 
zscloud.net. For example, if your cloud domain is zcloud.net:

•	 The Service URL is https://admin.zscloud.net/adminsso.do.

•	 The Entity Id is admin.zscloud.net.

4. 	 Click Done.

Figure 97.  Sign-on configuration
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Assign the App to the ZIA Administrators 
The final Okta step is to assign the application to the ZIA administrators.

1. 	 Select the Assignments tab, and under Filters, select People.

2. 	 Click Assign.

3. 	 Select the administrators you want to assign to the application. 

Figure 98.  Assigning administrators
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Configure ZIA for Admin SSO
1. 	 Log in to the ZIA Admin Portal. 

2. 	 Go to Administration > Administrator Management.

Figure 99.  Create the ZIA administrator
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Enable SAML for ZIA Admins

1. 	 Select the Administrator Management tab.

2. 	 Select Enable SAML Authentication. 

3. 	 Under IdP SAML Certificate, select Upload to upload the okta.pem file.

4. 	 Save the configuration.

Figure 100.  Enable SAML authentication
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Add ZIA Administrators
Add an administrator for every user who will use SAML and the Okta application: 

1. 	 Select the Administrators tab. 

2. 	 Select Add Administrator.

3. 	 Enter each Administrator.

Figure 101.  Adding administrators
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Test the Admin SSO Access
1. 	 Launch the ZIA Admin Portal from the Okta adminstrator console and the SAML application. 

2. 	 Select the SAML ZIA Admin tile to launch the ZIA Admin Portal with SSO.

Figure 102.  Launch SAML app from the Okta portal
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Using Okta for ZPA Admin Access
To configure admin access using SAML SSO, configure a second IdP specifically for ZPA admin SSO.

Add the Okta Application for ZPA SAML Administrator Access
Install a second instance of the Zscaler Private Access 2.0 application used for admin access. From your Okta 
administrator console:

1. 	 Open Applications.

2. 	 Select Applications.

3. 	 Select Browse App Catalog.

Figure 103.  Add the ZPA Okta application

4. 	 Search for zscaler in the search bar.

5. 	 Select Zscaler Private Access 2.0.

Figure 104.  Select the ZPA application
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6. 	 Select Add on the Overview page.

Figure 105.  Select Add on the overview page 

7. 	 Enter a unique name for the Application label.

8. 	 Click Done.

Figure 106.  General settings
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Configure the Okta IdP: Save the Metadata
Download and save the Okta application metadata. 

1. 	 Select the Sign On tab.

2. 	 Select View SAML setup instructions.

Figure 107.  Application metadata location
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3. 	 Copy the metadata and save to a file named metadata_admin.xml.

4. 	 Close the window.

Figure 108.  Okta metadata

Add the ZPA IdP for Admin SSO on the ZPA Admin Portal
In the ZPA Admin Portal, add the Okta IdP:

1. 	 Go to Administration > IdP Configuration. 

2. 	 Select the Add icon to add the IdP configuration.

Figure 109.  Add the Okta IdP in the ZPA Admin Portal
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Configure the ZPA IdP Information on the ZPA Admin Portal
Selecting Add IdP Configuration launches the Add IdP Configuration wizard. 

1. 	 Enter a unique Name for the IdP.

2. 	 Select Admin under Single Sign-On.

3. 	 Select the organization’s domain from which the administrators sign in.

4. 	 Click Next.

Figure 110.  Add IdP Configuration wizard
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Copy the ZPA SP URLs
The SP Metadata page is displayed:

1. 	 Copy and save the Service Provider URL and the Service Provider Entity ID URL. 

2. 	 Click Next.

Figure 111.  SP URLs for the Okta configuration
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Configure the Okta IdP on the ZPA Admin Portal
To configure the Okta IdP:

1. 	 Choose Select File for the IdP Certificate. 

2. 	 Click Save.

Figure 112.  Import the Okta metadata
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Define the Administrators for SAML Access
Administrators using the SAML IdP for authentication must be added as administrators. To configure the administrators:

1. 	 Go to Configuration & Control > Administration Control > Administrators.

Figure 113.  Creating an administrator
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2. 	 Select the Add icon to add an administrator. 

Figure 114.  Add Administrator

3. 	 In the Add Administrator window, enter an Admin ID.

4. 	 Enter an Email address.

5. 	 Enter a Phone number (without formatting).

6. 	 Select ZPA Administration from the Role drop-down menu.

7. 	 Click Enabled for Status.

8. 	 Enter a Password.

9. 	 Enter the password again to Confirm Password.

10. 	 Click Save to complete the ZPA configuration. 

Figure 115.  Create an administrator
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Finish the Okta Configuration on the Okta Portal

1. 	 Select Sign On. 

2. 	 Select Edit.

Figure 116.  SAML sign-on methods
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3. 	 Enter the Service Provider URL and the Service Provider Entity ID copied from ZPA.

4. 	 Click Save.

Figure 117.  Okta sign-on configuration
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Assign the Administrators or Groups to the Application
Assign the ZPA administrators to the application using individual users, a security group, or both.

1. 	 Select the Assignments tab.

2. 	 Select People or Groups to define the type of assignment variable.

3. 	 From the Assign drop-down menu, select the User or Group for the Administrators. In the following example, user 
toddh h is selected.

Figure 118.  Assigning a user or group to the SAML app
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Test the ZPA Authentication Configuration
On the Okta administrator console, click the Zscaler tile. The app launches the ZPA Admin Portal and authenticates the 
user. You can also log in from the ZPA Admin Portal sign-on screen. 

Figure 119.  User Okta apps

Administrator Sign In Using SAML from the ZPA Admin Portal
To sign in from the ZPA Admin Portal using the Okta SAML IdP:

1. 	 Select Single Sign-On Using IdP.

2. 	 Click Sign In. 

Figure 120.  Administrator sign-on using your SAML IdP
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Okta Device Trust for Managed Devices
Zscaler has device control integrations with Okta that use Okta Device Trust for Windows, macOS, and iOS. This allows 
you to identify managed, unmanaged, and unknown devices connected to ZIA and ZPA. ZIA and ZPA then create 
additional security controls based on the state of the device. 

Okta’s Device Trust works in conjunction with endpoint security and, when installed along with the Okta Integrated 
Windows Authentication (IWA) server, returns a SAML variable that is included in the user authentication process. 
IWA also provides a transparent authentication process to Zscaler users and authenticates into ZIA and ZPA using the 
credentials of the Windows user authenticated into the device. 

Zscaler integrations utilizing Okta Device Trust include:  

•	 ZIA Identity Proxy that blocks unmanaged and unknown devices from accessing SaaS applications front-ended by 
Identity Proxy.

•	 ZIA Identity Proxy that redirects unmanaged and unknown devices to Isolation when accessing SaaS applications 
front-ended by Identity Proxy.

•	 ZPA Access and Reauthentication policies that secure against unmanaged devices.

Figure 121.  Okta Device Trust
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Installing Okta Device Trust
You must install the Okta IWA server and Okta Device Trust in the environment, and domain join the device, in order to 
use the Zscaler integration with Okta Device Trust. 

Follow the steps at: https://help.okta.com/en-us/Content/Topics/Mobile/Okta_Mobile_Device_Trust_Windows-
desktop.htm to install Okta Device Trust.

SAML Variable Returned in the User’s SAML Assertion
The following attributes and variables are included when you install Okta Device Trust. The SAML attribute Trust is defined 
as the data source and the variable used for the Zscaler integrations.

Figure 122.  Okta Device Trust attributes

https://help.okta.com/en-us/Content/Topics/Mobile/Okta_Mobile_Device_Trust_Windows-desktop.htm
https://help.okta.com/en-us/Content/Topics/Mobile/Okta_Mobile_Device_Trust_Windows-desktop.htm
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Configure ZIA to Use Okta Device Trust
To use Okta Device Trust for the Zscaler Identity Proxy, define the attribute and variable in the SAML Identity Provider:

1. 	 Go to Administration > Authentication Settings > Identity Providers.

2. 	 Select the IdP that uses Okta Device Trust.

3. 	 Enter Trust for the Device Trust Attribute (case sensitive).

4. 	 Enter TRUSTED for the Device Trust Attribute Value (case sensitive).

5. 	 Click Save.

Figure 123.  Okta Device Trust attributes
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Configure ZIA Identity Proxy to Use Okta Device Trust
To use Okta Device Trust for Zscaler Identity Proxy, first add the attribute to the Managed Device settings in each cloud 
application using Identity Proxy:

1. 	 Go to Administration > Identity Proxy Settings. 

2. 	 Select or add the cloud application that uses Okta Device Trust.

3. 	 Select Proxied via Zscaler with IdP Attribute.

4. 	 Select Browser Isolate or Block for traffic from Unmanaged Device Action. 

5. 	 Select the Isolation Profile if Browser Isolate is selected.

6. 	 Click Save.

Figure 124.  Identity Proxy
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The User Experience
Users receive a warning if they try logging into a SaaS app using Isolation and are not logged into Zscaler.

Figure 125.  Identity Proxy warning

Users receive a warning if they try logging into a SaaS app that is using Identity Proxy and are logged into Zscaler with an 
unmanaged device (and there is a block action defined for an unmanaged device).

Figure 126.  Unmanaged Block Action

Users receive a warning if they try logging into a SaaS app using Identity Proxy and are logged into Zscaler with an 
unmanaged device (and there is an Isolation action for an unmanaged device). 

Figure 127.  Unmanaged Browser Isolation Action
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Configure ZPA to Use Okta Device Trust
Using the Okta Device Trust variable in ZPA requires importing the variable, then defining access and reauthentication 
policies with the SAML variable. This variable is returned in the user’s SAML assertion during the authentication process.  

Import the trust attribute for policies from a device using Okta Device Trust. The device does not need to be trusted, but 
it must have the Okta Device Client installed with the IWA Server enabled and active. 

In the ZPA Admin Portal:

1. 	 Select Authentication > User Authentiation > IdP Configuration.

2. 	 Select the arrow next to the Okta IdP.

3. 	 Click Import.

4. 	 Save the new attributes. 

Figure 128.  SAML variable import
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5. 	 To confirm that the variable is available, select Authentication > User Authentication > SAML Attributes.

Figure 129.  SAML Trust attribute

6. 	 To enable the SAML Trust variable for polices, select Authentication > User Authentication > IdP Configuration.

7. 	 Select the Edit icon next to the Okta IdP.

8. 	 Select Enabled for the SAML Attributes for Policy.

9. 	 Click Save.

Figure 130.  ZPA IdP configuration
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In the ZPA Admin Portal:

1. 	 Select Policy > Access Policy.

2. 	 Edit the Access Policy to add Device Trust.

3. 	 Select Add Criteria and select SAML and SCIM Attributes from the drop-down menu. The SAML and SCIM 
Attributes area is added in the Criteria section.

4. 	 In the Criteria section, under SAML and SCIM Atrributes, select the Okta IdP from the Select IdP drop-down 
menu.

5. 	 Select SAML Attributes.

6. 	 Select the Trust_IdP attribute.

7. 	 Enter a value of TRUSTED (case sensitive). 

8. 	 Click Save.

Figure 131.  Using the Okta device trust attributes
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Deception and Identity Threat Protection Integration
This guide provides prerequisites and instructions on configuring a containment integration for Identity Threat Protection 
with Okta AI. Identity Threat Protection with Okta AI is a risk assessment and response solution from Okta that 
continuously analyzes the risk signals that are native to Okta, the risk signals from integrated security partner vendors, and 
your policy conditions to safeguard your organization against identity attacks.

With this integration, Deception pushes user risk scores to Okta for Zscaler Client Connector users based on the events 
generated when users interact with the decoys. Based on the risk score and Okta policies, Okta can end the user’s 
sessions, prompt a Multi-Factor Authentication (MFA) challenge, or invoke a workflow to restore your organization’s 
security posture. The risk score is pushed to Okta via SSF using the orchestration rules configured in the Zscaler Deception 
Admin Portal. For example, if a Zscaler Client Connector user interacts with a landmine decoy, an event is logged as an 
attack in the Deception dashboard. You can have orchestration rules configured for such events and transmit an updated 
risk score to Okta.

Overview
Zscaler’s Deception and Okta’s Identity Threat Detection solutions can detect identity-based attacks with a high degree 
of certainty. Zscaler has partnered with Okta to stream high-fidelity risk signals into Identity Threat Protection with Okta 
AI. This enables policy-based actions and workflow-driven responses in Okta for identity-related risk events in real time, 
empowering organizations to configure countermeasures that can mitigate further risk.

The following shows the Zscaler Deception and Okta environment.  

Figure 132.  Deception environment

An attacker on a compromised endpoint attempts to kill the EDR process to evade detection. Zscaler Deception is 
running a decoy EDR process as a compensating control to detect such evasion techniques. When the Kernel driver stops 
the decoy EDR process along with the real one, the identity’s risk level changes to High and the alert is pushed to Identity 
Threat Protection where an Entity Risk Policy for Universal Logout is enforced for supported applications with functionality 
enabled. This immediately revokes the user’s Okta and application sessions, containing the threat from potentially stolen 
tokens invisible to network security tools.
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Finding Your Okta Domain
To find your Okta domain:

1. 	 Log in to the Okta administrator console.

2. 	 Click your username in the upper right-side corner of the Okta administrator console. The domain appears in the 
drop-down menu. For domain examples, refer to the Okta documentation.

Figure 133.  Find your Okta domain

Create a Shared Signals Framework Receiver in Okta
To create an SSF receiver in Okta:

1. 	 Log in to the Okta administrator console.

2. 	 Go to Security > Device Integrations > Receive shared signals and click Create stream.

Figure 134.  Create stream

3. 	 Enter the following in the stream creation window:

a.	 A Name in the Integration name field.

b.	 For Set up integration with, select Well-known URL.

c.	 For Well-known URL, enter the following URL for Deception:

https://zscaler.ssf.transmitter.smokescreen.io/.well-known/sse-configuration

https://developer.okta.com/docs/guides/find-your-domain/main/
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4. 	 Click Create to create the Security Events Provider.

Figure 135.  Define stream

Configure the Containment Integration Between Deception and Okta
To configure the Containment Integration between Zscaler Deception and Okta:

1. 	 Log in to the Deception Admin Portal.

2. 	 Go to Orchestrate > Containment and click the Edit icon for the Okta (SSF) entry.

Figure 136.  Edit Okta (SSF)

3. 	 Enter the following in the Okta (SSF) window:

a.	 Select Enabled.

b.	 Enter the Okta tenant URL with your Okta domain in the Base URL field.
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4. 	 Click Save to save the containment configuration.

Figure 137.  Configure Okta (SSF)

Configure an Orchestration Rule
To configure the orchestration rule:

1. 	 Go to Orchestrate > Rules and click Add Rule.

Figure 138.  Add Orchestration Rule
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2. 	 Enter the following in the Rule Details window:

a.	 A name in the Name field.

b.	 Select Enabled.

c.	 Create a rule to automate the containment of attackers. (See Understanding and Building Queries to learn 
more about writing queries.)

Figure 139.  Rule Details

https://help.zscaler.com/deception/understanding-and-building-queries
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d.	 Scroll to the Okta (SSF) section and select Enabled.

e.	 Set User Risk Level to High.

f.	 Enter a reason in the Risk Change Reason field to describe why the risk score changed. This reason is reflected 
in the Okta logs.

g.	 Click Save to add the rule.

Figure 140.  Enable Okta (SSF)
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Configure an Entity Risk Policy Rule
You can also define what Okta should do when it receives a risk signal about a user.

1. 	 Return to the Okta administrator console.

2. 	 Go to Security > Entity Risk Policy and click Add rule.

Figure 141.  Entity Risk Policy rule
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3. 	 Enter the following in the Add Rule window:

a.	 A name in the Rule name field.

b.	 For AND Detection, select Include at least one of the following detections.

c.	 Select Security Events Provider Reported Risk from the Detections drop-down menu. This detection 
description is reflected in the Okta logs.

d.	 For Then Take this action, select Logout and revoke tokens.

4. 	 Click Save to create the Risk Policy Rule.

Figure 142.  Define rule
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The status of your Risk Policy rule is ENABLED.

Figure 143.  Risk Policy Enabled

Reviewing Events
To review an event sent from Deception to Identity Threat Protection:

1. 	 Return to the Deception Admin Portal.

2. 	 Go to Orchestrate > Containment and click the number in the Okta (SSF) row under Blocked Identities.

Figure 144.  Select Containment Block
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3. 	 Review details about the event such as the username and change in risk level.

Figure 145.  Review Containment Block

4. 	 Go to Investigate and click the user to review more details displayed on the right-side panel.

Figure 146.  Investigate incident

5. 	 (Optional) Review the Okta logs by returning to the Okta administrator console, and going to Reports > System Log.

6. 	 Enter the following in the Search field:

security.events.provider.receive_event
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7. 	 Click the Search icon to search the logs.

8. 	 Expand the log by clicking the arrow to the left of it.

Figure 147.  Search for event logs
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The detection description Security events provider reported risk is displayed in the Event > DisplayMessage detail.

Figure 148.  Log detail

Your Risk Change Reason from the Deception Orchestration rule is displayed in the System > DebugContext > 
DebugData > SecurityEventsProviderReportedRisk detail.

Figure 149.  Log System Debug detail
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Avalor Unified Vulnerability Management and Okta Integration
This guide provides prerequisites and instructions on configuring an integration between Okta and Avalor Unified 
Vulnerability Management (UVM). Avalor’s Data Fabric and UVM solution ingests, normalizes, and unifies data across 
enterprise security and business systems to deliver actionable insights, analytics, and operational efficiencies. The 
following steps demonstrate how Avalor UVM can leverage Okta logs, combined with data from other sources, to 
contextualize and calculate personalized risk assessments for the organization.

Overview
The Avalor UVM platform can ingest many Okta logs to aid in quantifying risk. For example, you can query the Apps API 
to retrieve which users are assigned specific applications. Should a vulnerability be identified within the organization, 
Avalor can adjust the associated potential risk based on which applications the user has access to. For instance, a Remote 
Code Exploit vulnerability might carry a lower risk if the affected asset is a test machine in an isolated network. However, 
the same vulnerability might have its risk rating dramatically increased if found on an asset that has a user logging into it 
with access to critical applications. By default, the solution pulls Okta System Logs. 

Finding Your Okta Domain
To find your Okta domain:

1. 	 Log in to the Okta administrator console.

2. 	 Click your username in the upper right-side corner of the Okta administrator console. The domain appears in the 
drop-down menu. For domain examples, refer to the Okta documentation.

Figure 150.  Find your Okta domain

https://uvm.zscaler.com/
https://uvm.zscaler.com/
https://developer.okta.com/docs/api/openapi/okta-management/management/tag/ApplicationUsers/
https://developer.okta.com/docs/reference/api/system-log/
https://developer.okta.com/docs/guides/find-your-domain/main/
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Create API Token
To configure the API Key for Avalor:

1. 	 Go to the Security tab of the Okta administrator console.

2. 	 Click API.

3. 	 Click the Tokens tab in the API window.

4. 	 Click Create Token.

5. 	 Enter a name and select Any IP from the drop-down menu.

6. 	 Click Create token.

Figure 151.  Create token

7. 	 Copy the Token Value that appears to a secure location, then click OK, got it.

Figure 152.  Token created
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Configure the Avalor Data Connector
To configure the integration between Avalor and Okta:

1. 	 Log in to the Avalor UVM Dashboard.

2. 	 Go to the Configure Data Sources window by clicking the Options icon (the gear) in the upper right.

Figure 153.  Configure Data Sources

3. 	 Click Create and search for Okta in the search filter.

Figure 154.  Connect New Data Source
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4. 	 Click the Okta tile.

a.	 Enter a Name for the connector and toggle the Active slider to enable the connector.

b.	 In the Okta domain field, enter your Okta domain.

c.	 In the Okta url field, enter your Okta URL.

d.	 In the API token field, enter your API token that you copied previously.

Figure 155.  Configure Data Connector

Review and Adjust Data Model Mapping
Avalor UVM automatically maps ingested data to the default Data Model, so analysis can begin immediately. However, 
many data sources also provide additional data points that might provide additional context to risk prioritization.

The following example shows how to map additional Okta data into the data model so that you can use it to provide 
additional context when evaluating risk. From the Avalor UVM Sources page:

1. 	 Select the Okta connector configured in the previous section.

2. 	 Click Map Data.

Figure 156.  Map Data
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3. 	 In the Map Okta connector window:

a.	 Review the ingested data fields in the left-side column.

b.	 Review the Entities in the right-side column.

c.	 (Optional) Click Add Entity to create a custom entity within the Data Model to map to.

d.	 Review the default mappings in the center column.

e.	 In preparation for the following example, map the actor.alternateId field from the Okta data source to the 
OrgEntity.Key field.

Figure 157.  Map Okta Connector

f.	 (Optional) Click Auto Map to allow the software to automatically map additional fields to the Data Model.

g.	 (Optional) Click Preview to review the updated Data Model mappings.

h.	 Click Save.

Figure 158.  Data Mapping
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4. 	 On the Sources page, select the Okta connector and click Process Now.

Figure 159.  Process Now

Review and Adjust Risk Scoring
After ingested data has been normalized and mapped to the Data Model, Avalor UVM evaluates the risk.

The following example shows how you can ingest a custom data source (AnySource) to identify which users have access 
to critical applications. Having this additional context allows the UVM application to apply user access context against 
vulnerability findings. You then create a Risk Factor that raises the assets vulnerability score if the owner of that asset has a 
value of True for access to critical applications. A value of False leaves the risk calculation unaffected.

From the Data Sources tab in the Avalor dashboard:

1. 	 Click Create and search for the AnySource connector.

2. 	 For this example, prepare a CSV file that identifies which users have access to critical applications (you can pull user 
application lists directly from the Okta API, should you want to automate this step). For example:

Email CriticalAppAccess

User1@customer.com True

User2@customer.com True

User3@customer.com True

3. 	 Enter a name for the connector and toggle the Active slider to enable the connector.

4. 	 For the Retrieval, select Upload File.

5. 	 Upload the CSV file created previously.
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Figure 160.  Upload CSV file
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6. 	 Click Next and review the imported data for accuracy.

7. 	 Click Map.

8. 	 In the mapping screen, map the Owner/E-mail field to the OrgEntity.Key field.

9. 	 In the OrgEntity Entity, click Add (+) to create a new field.

a.	 Enter Access to Critical Apps or similar as the Field Name.

b.	 Choose Boolean as the Field Type.

c.	 Click Add.

Figure 161.  Add OrgEntity

10. 	 Map the CriticalAppAccess field to the newly created OrgEntity Access to Critical Apps field.

Figure 162.  New mapping

11. 	 Click Save.

12. 	 Highlight the new AnySource connector and click Process Now.
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Next, you must ensure that the Asset owner information is ingested correctly and mapped to the user information being 
pulled from Okta so that you can leverage this data in risk scoring.

From the Data Sources tab in the Avalor dashboard:

1. 	 Locate the data source that provides asset Owner ID information such as ServiceNow, Microsoft Intune, etc.

2. 	 Select the data source and click Mapping.

3. 	 Ensure that the User ID field (for the user that owns the asset) from this data source is mapped to the Asset.
OwnerID field of the Data Model. In the following example, Microsoft Intune is shown with the necessary mapping:

Figure 163.  Map Microsoft Intune Assets connector



ZSCALER AND OKTA DEPLOYMENT GUIDE

127©2025 Zscaler, Inc. All rights reserved.   

Next, create a custom field in the Asset entity to adjust risk scoring based on ingested data. 

From the Data Sources page:

1. 	 Click the Data Model tab in the left-side navigation.

2. 	 Click Add (+) next to the Asset Entity.

a.	 For Field Name, enter a name such as Owner Access to Critical Apps.

b.	 For Field Type, choose Boolean.

c.	 Click Add.

Figure 164.  Data Model Management
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Finally, set a Risk Factor to manipulate risk based on the data collected and analyzed. From the Vulnerabilities tab in the 
Avalor dashboard (Remediation Hub):

1. 	 Click the Settings drop-down menu in the left-side navigation.

2. 	 Click Score.

3. 	 Click Add Factor.

a.	 Select Risk Factors as the Factor Type.

b.	 Enter a name, such as Owner Access to Critical Apps.

c.	 In the Field drop-down, select the Owner Access to Critical Apps field under the Asset Entity.

d.	 In the True field, enter the percentage to increase risk when the user evaluates to True.

e.	 Click Apply.

Figure 165.  Vulnerabilities tab
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4. 	 Go to the Assets tab in the left-side navigation.

5. 	 Click one of your assets (it might take some time for the UVM application to process findings and update scoring).

6. 	 Click the Findings tab to review the asset’s score. (In the following example, note how the score was elevated by 
10% due to the owner having access to critical apps.)

Figure 166.  Assets tab
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Transparent SSO Using IWA with Okta
Take advantage of IWA for transparent authentication when using Okta and Zscaler if it has been configured for the Okta 
environment. IWA works between Okta and the Windows Active Directory (AD) Server.

IWA is a Microsoft feature that allows a user to automatically authenticate using the users’ Windows Active Directory 
authentication credentials. IWA works in an Okta environment by using either the Okta Desktop or the Okta IWA Web 
App that runs on an IIS server in your domain. For a demonstration of using IWA in an Okta environment, see Mark Ryan’s 
IWA and Okta Demonstration. 

Figure 167.  Okta IWA Web Server authentication flow

https://www.youtube.com/watch?v=CtRIjdMDchc&list=PLLCE8u9uBMmugp00PC91GOpmz5kD_V1hn&index=60
https://www.youtube.com/watch?v=CtRIjdMDchc&list=PLLCE8u9uBMmugp00PC91GOpmz5kD_V1hn&index=60
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PAC File and Zscaler Client Connector: Authentication Bypasses
When using ZIA, successful authentication requires you to bypass the IdP provider login URLs. It isn’t required for ZPA. The 
destination URLs can flow through ZIA, but bypassing the URLs for ZIA is a requirement for both browser PAC files and for 
the Zscaler Client Connector. 

You must bypass the IdP provider login URLs in your browser PAC and the Zscaler Client Connector custom PAC file for 
the application profile:

PAC File Bypasses:

// Okta Authentication Bypass

if (

dnsDomainIs(host, “.okta.com”) ||

dnsDomainIs(host, “.oktacdn.com”) ||

dnsDomainIs(host, “.oktapreview.com”))

return “DIRECT”;
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Appendix A: Capture the SAML Request for Troubleshooting
Troubleshooting SAML can be challenging. The procedures find and decode the SAML assertion to look at the attributes 
returned by the IdP. These steps capture the assertion by using the Developer Tools for the browser, and then decoding 
it using a Base64 decoder on the desktop. This is the most secure method. You can use browser extensions, and/or 
cloud-based Base64 decoders. When clear text passwords are present in the data, it’s always more secure to keep things 
in-house. 

You can use any browser to capture the SAML assertion. The procedures for the most common browsers are in the next 
sections.

How to View a SAML Response in Your Browser for Troubleshooting
Retrieving your service provider SAML response in your browser can help you troubleshoot SSO login issues. 

Google Chrome: To View a SAML Response in Chrome
1. 	 Press F12 to start the developer console.

2. 	 Select the Network tab, and then select Preserve log.

3. 	 Reproduce the issue.

4. 	 Look for a POST SAML in the developer console pane. Select that row, and then view the Headers tab at the 
bottom. Look for the SAML Response attribute that contains the encoded request.

 
 

Mozilla Firefox: To View a SAML Response in Firefox
1. 	 Press F12 to start the developer console.

2. 	 In the upper-right of the developer tools window, click the Options icon (the gear).

3. 	 Under Common Preferences, select Enable persistent logs.

4. 	 Select the Network tab.

5. 	 Reproduce the issue.

6. 	 Look for a POST SAML in the table. Select that row. In the Form Data window on the right, select the Params tab 
and find the SAMLResponse element.

 

The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the 
decoded response.

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the 
decoded response.

Clipboard-list
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Apple Safari: To View a SAML Response in Safari
1. 	 Enable Web Inspector in Safari. Open the Preferences window, tap the Advanced tab, and then tap Show 

Develop in the menu bar.

2. 	 Open Web Inspector. Click Develop, then tap Show Web Inspector.

3. 	 Tap the Resources tab.

4. 	 Reproduce the issue.

5. 	 Look for a POST method with a samlconsumer file in the table.

6. 	 Scroll down to find Request Data with the name SAMLResponse.

 

 

Microsoft Windows: To View a SAML Response in Windows
The best way to analyze network traffic in Windows is through a third-party tool called Fiddler. To download and install 
Fiddler and capture the data, follow the steps at:

https://www.telerik.com/download/fiddler

What to do with the Base64-Encoded SAML Response

After you find the Base64-encoded SAML response element in your browser, copy it, and use your favorite Base64 
decoding tool to extract the XML tagged response.

Security Tip

The SAML response data might contain sensitive security data. Zscaler recommends that you do not use an online Base64 
decoder. Instead, use a tool installed on your local system.

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the 
decoded response.

https://www.telerik.com/download/fiddler
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Configure Your Browser to Capture the SAML Response
Configure Zscaler as a proxy for your Google Chrome browser. You can configure the automatic FQDN to select the 
fastest gateway response as the proxy. The FQDN is gateway.zscalerthree.net, where zscalerthree is replaced by your 
cloud (e.g., gateway.zscloud.net, gateway.zscalertwo.net, etc.). 

For this exercise, manually select the proxy from the list of Public Service Edges: 

1. 	 Enter your cloud’s information center. The URL is ips.zscalerthree.net/cenr, for example. This lists the Public 
Service Edges for the Zscalerthree cloud. The Dallas IP is used as the proxy address defined in the browser.

Figure 168.  Select a test proxy



ZSCALER AND OKTA DEPLOYMENT GUIDE

135©2025 Zscaler, Inc. All rights reserved.   

2. 	 Open the Proxy Configuration window for your test browser and enter the proxy IP address you just copied. You 
must also enter the Azure Active Directory domains as bypasses so the request makes it to Azure Active Directory 
and isn’t blocked by ZIA. The three Azure Active Directory domains to bypass are login.microsoftonline.com, 
config.microsoftonline-p.net, and *.autodiscover.testmypacket.com. Save the changes.  
You are now ready to test.

Figure 169.  Setting your browser proxy settings

3. 	 Enter any URL in the browser, and ZIA prompts you for authentication credentials.

4. 	 Start your developer tools.

5. 	 Select the Kebab icon (vertical ellipsis) at the top-right of the browser to open the command menu.

6. 	 Select More Tools.

7. 	 Select Developer Tools.

Figure 170.  Selecting developer tools
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The network trace shows you the connection and packet information as it authenticates into Zscaler and Azure 
Active Directory. The initial authentication window is only looking for the user domain appended to the User ID, so 
Zscaler knows which Zscaler instance to which to direct the request. In this case, it is testmypacket.com. Zscaler 
redirects the authentication request to Azure Active Directory. 

Figure 171.  Capturing the SAML request

8. 	 On the Azure Active Directory authentication window, log in with a valid user ID in the Azure Active Directory 
database associated with the Zscaler instance.

Figure 172.  Authenticate to the Azure Active Directory IdP
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9. 	 After authentication has completed, select the sfc_sso packet destined to login.zscalerthree.net. This is the SAML 
response from Azure Active Directory and contains the SAML assertion. The assertion is Base64-encoded and you 
must use a decoder to get the clear text information. Select the SAML response data. 

Figure 173.  SAML response containing the assertion
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10. 	 Using a Base64 decoder, paste the encoded text into the application and then copy the decoded SAML assertion. 
For this demonstration, the Base64Anywhere app was downloaded free from the App Store for Mac. There are 
also free decoders in the Windows store if you are a Microsoft user, and command line options. For example, for 
macOS, you can use a CLI command base64 -D data to decode the assertion.

Figure 174.  Decoding the Base64-encoded assertion
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11. 	 See the clear text assertion with the NameID of the user and other attributes. In this example, the user is part of a 
group called Everyone. All groups and attributes associated with the user are seen in this response.

Figure 175.  SAML attributes in the decoded assertion



ZSCALER AND OKTA DEPLOYMENT GUIDE

140©2025 Zscaler, Inc. All rights reserved.   

Appendix B: Requesting Zscaler Support
You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service issues. 
Zscaler Support is available 24/7 hours a day, year-round.

To contact Zscaler Support:

1. 	 Go to Administration > Settings > Company Profile.

Figure 176.  Collecting details to open support case with Zscaler TAC

2. 	 Copy your Company ID.

Figure 177.  Company ID
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3. 	 Now that you have your company ID, you can open a support ticket. Go to Dashboard > Support > Submit a 
Ticket.

Figure 178.  Submit a ticket
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