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The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym
CA
CPU
Csv
DLP
DNS
DPD
EDR
GRE
ICMP
IdP
IS
IKE
IPS
IPSec
ITP
PFS
PSK
SaaS
SSF
SSL
SSO
TLS
VDI
XFF
ZDX
ZIA
ZPA

Definition

Central Authority (Zscaler)

Central Processing Unit
Comma-Separated Values

Data Loss Prevention

Domain Name Service

Dead Peer Detection (RFC 3706)
Endpoint Detection and Response
Generic Routing Encapsulation (RFC2890)
Internet Control Message Protocol
Identity Provider

Internet Information Services
Internet Key Exchange (RFC2409)
Intrusion Prevention System
Internet Protocol Security (RFC2411)
|dentity Threat Protection

Perfect Forward Secrecy
Pre-Shared Key

Software as a Service

Shared Signals Framework

Secure Socket Layer (RFC6101)
Single Sign-On

Transport Layer Security

Virtual Desktop Infrastructure
X-Forwarded-For (RFC7239)
Zscaler Digital Experience

Zscaler Internet Access (Zscaler)
Zscaler Private Access (Zscaler)
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© 2025 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i)
registered trademarks or service marks or (i) trademarks or service marks of Zscaler, Inc. in the United States and/or other
countries. Any other trademarks are the properties of their respective owners.

©2025 Zscaler, Inc. All rights reserved. 7



ZSCALER AND OKTA DEPLOYMENT GUIDE |

About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (Nasdag: ZS), enables the world's leading organizations to securely transform their networks and applications for a
mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast,
secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its services
100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances
or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security
platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To learn more,
see Zscaler’s website or follow Zscaler on Twitter @zscaler.

Okta Overview

Okta, Inc (Nasdaqg: OKTA) is a publicly traded identity and access management company based in San Francisco. It
provides cloud software that helps companies manage and secure user authentication into modern applications, and for
developers to build identity controls into applications, website web services, and devices. To learn more, refer to Okta’s
website or follow them on Twitter @okta.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, refer to:

Zscaler Resources

Okta Resources

Appendix B: Requesting Zscaler Support

Software Revisions
This document was authored using ZIA v6.2 and Okta Production Release 2024.04.1 E.
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Prerequisites

Make sure the following prerequisites are met for Zldentity:

Zldentity:
Zldentity version 2.1151-8d3b140-8808-UI-1694502295
Administrator login credentials to Zldentity
ZIA:
ZIAv6.2
Administrator login credentials to ZIA
Okta:
Okta version 2024.04.1 E (Okta Identity Engine)
SCIM support, which requires Lifecycle Management (LCM) SKU
Administrator login credentials to Okta

Make sure the following prerequisites are met for Zscaler Deception:

Deception:

Deception v4.2 or later

Essentials or Advanced license

Administrator privileges to Deception
Zscaler Client Connector:

Endpoint deception capabilities require supported versions.
Okta:

Identity Threat Protection enabled

Administrator privileges to Okta

Request for Comments

For prospects and customers: We value reader opinions and experiences. Contact us at partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2025 Zscaler, Inc. All rights reserved. 9
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Zscaler and Okta Introduction

Overviews of the Zscaler and Okta applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA'is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Isolation, allowing you to start with the services you need now and activate others as your needs
grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or a data center
using a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, Zscaler Client
Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a secure microtunnel out
to the Zscaler cloud when a user attempts to access an internal application.

Zldentity Overview

Zldentity is a unified identity service for Zscaler that centralizes and simplifies identity management, user authentication,
and entitlement assignment for users to Zscaler services, such as Zscaler Internet Access (ZIA), Zscaler Private Access
(ZPA), Zscaler Digital Experience (ZDX), etc. The services are managed through individual Zscaler Admin Portals (e.g., ZIA
Admin Portal). If you have subscribed to more than one Zscaler service or just one service for multiple organizations, you
typically must access these portals using different login credentials. A single authentication into Zldentity allows admins
and users to seamlessly access Zscaler services in use by their organization, without worrying about remembering or
managing multiple passwords.

Additionally, you can use the Zldentity service to enroll users to your subscribed Zscaler services using the Zldentity user
database. This mitigates the effort of creating a separate user database in each service’s portal for provisioning users.

©2025 Zscaler, Inc. All rights reserved. 10
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Deception Overview

Zscaler Deception is a simple, faster, and more effective targeted threat detection solution built on the Zscaler Zero Trust
architecture. Deception uses advanced lures and decoys to detect and disrupt sophisticated threats that consistently
bypass traditional defenses, such as advanced persistent threats (APTs), exploits, reconnaissance, lateral movement, active
directory, supply chain, human-operated ransomware, supervisory control and data acquisition (SCADA), and industrial
control system (ICS) attacks.

As an integral part of the Zscaler Zero Trust Exchange (ZTE), Deception integrates with Zero Trust, tracking the full attack
sequence and initiating automated response actions across the Zscaler platform.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zldentity Help Portal Help articles for Zldentity.

Zscaler Deception Help Portal Help articles for Zscaler Deception.
ZPA Authentication Test URL Online authentication test for ZPA.

Zscaler Enforcement Node Ranges A list of IP ranges to add to your access lists, firewalls, and application allowlists.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help Zscaler
determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zldentity Help Portal Help Articles for Zldentity.

Zscaler Deception Help Portal Help Articles for Zscaler Deception.
ZPA Authentication Test URL Online authentication test for ZPA.

Zscaler Enforcement Node Ranges A list of IP ranges to add to your access lists, firewalls, and application allowlists.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help Zscaler
determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

©2025 Zscaler, Inc. All rights reserved. 11
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Okta Authentication and Provisioning

In the last decade, enterprises everywhere have embraced cloud apps like Salesforce.com and NetSuite; GoToMeeting
and WebEx; and Workday and SuccessFactors. They've shrunk their IT infrastructure, lowered their total cost of
ownership, and made it possible for employees to get work done anywhere, at any hour.

Controlling who has access to which applications becomes a real challenge when users can get access from any browser,
from any place, at any time. This situation is exacerbated with the cloud as IT is often not involved in the purchasing
process. Okta lets IT take back control, while simultaneously adding a critical layer of security and ease of use.

Identity Threat Protection Overview

Identity Threat Protection (ITP) with Okta Al is a new Workforce Identity Cloud (WIC) product that provides continuous
evaluation of user risk and authentication policies throughout active sessions to detect identity-based threats such as
session hijacking attempts and compromised accounts. Powered by machine learning and broad signal ingestion from an
organization’s best-in-breed security stack, it extends observability beyond initial authentication to any time after a user is
logged in. This enables real-time detection, and inline response to attacks at the identity layer.

Okta Resources

The following table contains links to Okta support resources.

Name Definition

Okta Help Center Okta online help for IT administrators and developers.

Okta IWA Server Online help for installing and configuring the Okta IWA Web agent for Desktop
Single Sign-On.

Okta Device Trust Online help for installing and configuring the Okta Device Trust for managed

Windows computers.
ITP Help Portal Documentation on Okta’s Identity Threat Protection with Okta Al.

©2025 Zscaler, Inc. All rights reserved. 12
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Okta Authentication and Provisioning in Use with Zscaler Services

Identity, authentication, and provisioning are inherent parts of the Zscaler solution and provide granular user visibility,
logging, and security down to the individual level.

Overview for Zldentity

Authentication verifies a user's identity using credentials and (optionally) other additional identity factors. OpenlID
Connect (OIDC) is the preferred method for authentication with Zldentity. This document shows how you can configure
an ldentity Provider (IdP) as an OpenlD Provider (OP).

OIDC is an authentication protocol based on the OAuth 2.0 framework that allows an IdP to authenticate a user and
pass the authorization credentials to Zscaler services as a Relying Party (RP). An example is gaining access to both ZIA and
ZPA by entering user credentials only once instead of having to enter it for both ZIA and ZPA. SSO enhances the user
experience by providing a cohesive solution to a modern cloud and SaaS environment.

T
[ [ ]
| | |
-
O Zscaler Internet Access
~_ user{@acme.com B
""""""" | '1 a
2% Aok | r N
i Zldentity .+ Zscaler Private Access
Microsoft E 8] ]
Entra 1D E ------ > @ r(;[}:) i ........ > .
| o | B =
okt a Q Zl " Zscaler Digital Experience

E

M Pingldentity’ I . E

L - ©, Zscaler Client Connector

4
Single marketplace app for all
Zscaler admin and end user SS0
o *le

Other Services

Figure 1. Zldentity in an authentication environment

Provisioning with regards to authentication involves automating provisioning and deprovisioning users and security
groups to Zscaler services. System for Cross-domain Identity Management (SCIM) is a standards-based protocol used for
signaling and automating the changes in an environment. When a user is added to the user database, SCIM automatically
provisions the user and the associated security groups in the Zscaler database. When deprovisioned, the user, associated
groups, and credentials are deactivated (preventing access to resources). The primary use case is onboarding and
offboarding users from an organization.

When a user leaves an organization, they are deprovisioned from the user directory. SCIM makes the associated changes
in the Zscaler databases, eliminating all ZIA and ZPA access. SCIM then deprovisions the user from all associated
databases, preventing further access to company resources.

If you use Zldentity, follow the steps in Okta OIDC App Configuration.

©2025 Zscaler, Inc. All rights reserved. 13
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Overview for ZIA and ZPA

Authentication verifies a user’s identity using credentials and (optionally) other additional identity factors. Security
Assertion Markup Language (SAML) is the preferred method for authentication for both ZIA and ZPA. This section shows
how you can configure Okta as the SAML IdP.

SAML is an open protocol standard that allows Okta to authenticate a user and pass the authorization credentials to
Zscaler services as a SAML service provider (SP). SAML also provides SSO to any SAML SP (though this is beyond the scope
of this document). An example is gaining access to both ZIA and ZPA by entering user credentials only once instead of
having to enter it for both ZIA and ZPA. SSO enhances the user experience by providing a cohesive solution to a modern
cloud and Saa$S environment. SAML and SSO are the catalysts to make a unified solution possible.

Zscaler Internet Access
(ZIA)

Secured Internet
Access
SCIM

O Provisioning
Y s w
O Authentication §u"‘
B — kt
‘—
3,.& okta
Q 0.
( ) SCIM DD
Provisioning
Secured Private
Application
Access

-

Zscaler Private Access
(ZPA)

Figure 2. ZIA and ZPA in an Okta authentication environment

Provisioning with regards to authentication involves automating provisioning and deprovisioning users and security groups
to Zscaler services. SCIM is a standards-based protocol used for signaling and automating the changes in an environment.
When a user is added to the user database, SCIM automatically provisions the user and the associated security groups

in the Zscaler database. When deprovisioned, the user, associated groups, and credentials are removed (preventing
access to resources). The primary use case is onboarding and offboarding users from an organization. When a user

leaves an organization, they are deprovisioned from the user directory. SCIM makes the associated changes in the Zscaler
databases, eliminating all ZIA and ZPA access. SCIM then deprovisions the user from all associated databases, preventing
further access to company resources.

For more information, see Zscaler Resources.

If you use ZIA or ZPA without Zldentity, follow the steps in Configure Okta and ZIA: SAML and SCIM and Configure Okta
and ZPA: SAML and SCIM.

©2025 Zscaler, Inc. All rights reserved. 14
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Okta OIDC App Configuration

This section provides information on how to use the Okta Integration Network (OIN) app to configure Okta as your
OpenlD Provider (OP) for Zldentity for facilitating SSO to various Zscaler services for admin access management
and user authentication. The OIN-based integration uses SCIM-based provisioning. To learn more, see OIDC-Based
Authentication via OIN App Integration.

If your Okta subscription does not include SCIM provisioning, you can use a custom app integration for OIDC with Just-in-
Time (JIT) provisioning. To learn more, see OIDC-Based Authentication via Custom App Integration. To use SAML instead
of OIDC, see SAML-Based Authentication. The SAML-based integration supports either SCIM or JIT.

Configure Okta OIN App for Use as OP in Zldentity

Log in to the Okta Admin Console.

1. Go to Applications > Applications and click Browse App Catalog.

?::I:E okta ‘ Q r ‘ ®
Dashboard v

Directory . Applications

Customizations v

Developer Edition provides a limited number of apps.

Applications ~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications . R
Create App Integration Browse App Catalog Assign Users to App More v
Self Service
API Service Integrations Search

Your OIN Integrations

STATUS @ Okta Admin Console
Security v

ACTIVE 1
Workflow v INACTIVE 0 @ Okta Browser Plugin
Reports v Okta Dashboard

Figure 3. Browse App Catalog

2. Search for Zscaler in the search bar, and select the Zscaler (SCIM, OIDC) app.

Dashboard e
Applications Catalog All Integrations
Directory v
Customizations v Browse App Integration Catalog Create New App
Applications “ Use Case
Rt AllIntegrations 7869 Zscalen X
Self Service Appsifor Goad 13 POPULAR SEARCHES Bookmark App  SCIM 2.0 Test App  Okta Org20rg  Template App
Automation 181
API Service Integrations " : Zscaler Zscaler Internet Access
Centralized Loggin: 45
99ing (; SCIM, OIDC (‘q SCIM, SWA, SAML
Your OIN Integrations Directory and HR Sync 74
e  Zscaler Private Access 2.0 Pz Zscaler Internet Access Administra...
Saciirty o Bot or Fraud Detection 7 e SCIM. SAML e .
Identity Proofing 1n A ’
Workflow v rens PISCEIR See All Results >
Identity Governance and 58 SAML
Administration (IGA) . I . . o
Reports v

Figure 4. Search for Zscaler OIN App
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3. Inthe app details page, click Add Integration.

S ashboard o Applications Catalog Single Sign-On Zscaler
Directory - Last updated: April 10, 2024
CinToiationg G © Add Integration
Applications ~
Applications
o Zscaler
Self Service
oIDC  SCIM
API Service Integrations
Your OIN Integrations
Security v
Okta Verified @ Overview
Workflow -4 . . .
The integration was either Enable users to access Zscalers cloud security platform
Reports v created by Oktaor by Okta ¢4 1jessly using their Okta credentials. Leveraging the
community users and then largest security cloud on the planet, Zscaler anticipates,
Settings ¥ tested and verified by Okta o0 res, and simplifies the experience of doing business for
the world’s most established companies.

Figure 5. Add Integration

4.  Enter a name in the Application label field.

Click Done.
Dashboard ~
Directory v =i Add Zscaler ';
Customizations ~
o General Settings

Applications ~

Applications General settings: Required

General settings
Self Service

Application label Zscaler OIN Al fields are required to add this

. . application unless marked optional.
API Service Integrations This label displays under the app on your home page

Your OIN Integrations - . . T
Y grat Application Visibility Do not display application icon to users

Security v

Workflow v Cancel

Figure 6. Application label
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6. Inthe app configuration, go to the Sign On tab and copy the Client ID and Client secret values for use later.

Dashboard « Back to Applications
ashboar ~
Directory ~ ( Zscaler OIN
Customizations v Active ¥ ] & View Logs Monitor Imports
Applications ~ . L . I L
General Sign On Provisioning Import Assignments Push Groups Okta API Scopes Application Rate Limits
Applications
About
Self Service Settings Edit OpenlID Connect allows users to sign-
on to applications using the OpenlD
API Service Integrations Connect protocol.
Sign on methods
Your OIN Integrations Application Username
The sign-on method determines how a user signs into and manages their credentials for an Choose a format to use as the default
Security v application. Some sign-on methods require additional configuration in the 37 party application. username value when assigning the
Application username is determined by the user profile mapping. Configure profile mapping application to users.
Workflow v
If you select None you will be
prompted to enter the username
Reports e OpenlD Connect manually when assigning an
application with password or profile
Settings ~ push provisioning features.
Client ID RO
all OAuth flows.
Client secret
teesecesttsectntsstcsnnisee g
Dot g R g el
Y g
autherization code for a token. This must be kept

Figure 7. Copy Sign-on method credentials

7. Scroll further down on the page and right-click the OpenlD Provider Metadata link to copy the URL for use later.

Dashboard v
OpenlD Connect
Directory v
Customizations N Client ID
Applications ~ Public identifier for the client that is required for
all OAuth flows.
Applications
Client secret
Self Service ssesssssssscssssssssnsscces g
Secret used by the client to exchange an
API Service Integrations authorization code for a token. This must be kept
confidential! Do not include it in apps which
Your OIN Integrations cannot keep it secret, such as those running on a
client.
Security v
Workflow 7
e OpenlID Connect is not configured until you complete the setup instructions.
Reports v
[ View Setup Instructions
Settings v
(OpenlD Provider Metadata} available if this application supports dynamic
configuration.

Figure 8. Copy Metadata URL
The metadata URL has the following format:

https://<your subdomain>.okta.com/oauth2/default/.well-known/openid-configuration

©2025 Zscaler, Inc. All rights reserved. 17
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Configure Zldentity Identity Provider with Okta as OP
Log in to the Zldentity Landing Page.

1. Go to Integration > External Identities and click Add Primary IdP (or Add Secondary IdP).

fb External Identities
Zldentity Primary Identity Provider
Q
Name Type Status
6} Dashboard
Primary Identity Provider is not adde

[ Directory >
% Integration -

External ldentities

Secondary ldentity Providers

API Clients
AP| Resources + Add Secondary IdP

Figure 9. Add Identity Provider

2. On the Basic tab of the Identity Provider configuration page:
a. Enter a Name.
b. Select Okta for Identity Vendor.
For Domain, select the authentication domain that is used to authenticate the users.

For Protocol, select OIDC. Selecting OIDC as the protocol displays an OIDC Configuration section.

a o0

e. Enable Status.
f. Enter the OpenlD Provider Metadata link recorded previously in the Metadata URL field and click Fetch.

Add Primary Identity Provider X

BASIC  ADVANCED  PROVISIONING

GENERAL

Name Identity Vendor

Okta-0OIDC Okta v
Domain Protocol

DRI v oibc -

Status

OIDC CONFIGURATION

Input Method

@ Metadata URL Enter Manually

Metadata URL

https:// okta.com/.well-known/openid-configuration FETCH

Figure 10. Configure Identity Provider
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3. Scroll down and copy the Redirect URI for use later. Paste the Client ID and Client Secret saved previously from
Okta in their respective areas and enter the items email and profile in the Requested Scopes section.

4.  Click Save.
Add Primary Identity Provider X
Redirect URI
(https:,’lm.zsloginbeta.netlauthn/loginloauthZlcode/default LI_J)

Token Endpoint Authentication Method

@ Client Secret Basic Client Secret Post

Client ID Client Secret

(m ) (............................. _ )

Requested Scopes

Search...
openid
email (>}
profile [ <]
1-30f 3 1 /1 Remove ¥

Default Requested Authentication Context (Optional)

Enter Text...

Save Cancel

Figure 11. Copy OIDC Info

5. Return to the Okta Admin Console.
6.  Onthe OIN app's configuration page, go to the Sign On tab and click Edit to enter the Advanced Sign-on Settings.

Dashboard ~ & Back to Applications
Director: ~
rectory Zscaler OIN
Customizations ~ ; ‘ Active v 8 View Logs Monitor Imports
Applications ~
General Sign On Provisioning Import Assignments Push Groups Okta API Scopes Application Rate Limits
Applications
About
Self Service .
Senlngs OpenlD Connect allows users to sign-
API Service Integrations on to applications using the OpeniD
Connect protocol.

Figure 12. Edit Settings on the Sign-On tab
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7. Paste the Redirect URI saved earlier into the corresponding field on the form. For the Initiate Login URI field,
you must construct the URI to match the following example (substituting your Zldentity tenant's FQDN and your
authentication domain):

https://<your ZIdentity tenant FQDN>/?login hint=xyz@<your auth domain>

8.  Click Save.
Dashboard v View Setup Instructions
Directory v OpenlD Provider Metadata is available if this application supports dynamic
configuration.
Customizations v
Advanced Sign-on Settings
Applications ~
These fields may be required for a Zscaler proprietary sign-on option or general setting.
Applications
Self Service Redirect URI https://2e8eemetd. zsloginbeta.net/authn/login/oauth2/
Enter your Redirect URI. Refer to the Setup Instructions to
API Service Integrations o
obtain this value.
Your OIN Integrations nlt . ,
nitiate Login UR https://msiaaetiess. zsloginbeta.net/?login_hint=xyz@z
Securit v . .
¥ Enter your Initiate Login URI. Refer to the Setup
i in thi lue.
Workflow v Instructions to obtain this value
Reports v Credentials Details
Settings v
Application username format Okta username v
Update application username on Create and update v
Password reveal Allow users to securely see their password
(Recommended)

Figure 13. Sign-On Settings

Configure User Provisioning via SCIM to Zldentity
Return to the Zldentity Landing Page.

1. Click Edit for your Primary (or Secondary) Identity Provider.

'9 External Identities
Zidentity
Primary Identity Provider
Q
@® Dashboard Name Type Status Actions
& Directory » Okta-0IDC SAML @ Enabled |
{lf  Integration -

External Identities . .
Serandarv ldentitv Providers

Figure 14. OIDC Identity Provider
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2. On the Provisioning tab, select Enable Just-in-time (JIT) Provisioning.
a. Enter your email in the Just-in-time Attribute field.

b. Select Login Name for the User Attribute from the drop-down menu.

Edit Primary Identity Provider X

BASIC  ADVANCED  PROVISIONING

STATUS

SCIM Provisioning Status
Disabled

JUST-IN-TIME (JIT) PROVISIONING

Enable Just-in-time (JIT) Provisioning

JUST-IN-TIME ATTRIBUTE MAPPING

Just-in-time User Group Attribute

Enter Text...
Just-in-time Attribute User Attribute

+ Add More

Figure 15. Enable JIT
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3. Inthe SCIM Provisioning section, select Enable SCIM Provisioning.
a. Copy the SCIM Endpoint URL for use later.
b. Click Generate Token and copy the Bearer Token for use later.

c. (Optional) Map additional SCIM attributes under SCIM Attribute Mapping (e.g., the SCIM Attribute
department to the User Attribute Department).

d. Click Update.

Edit Primary Identity Provider X

Just-in-time Attribute User Attribute

email Login Name ~ U

+ Add More

SCIM PROVISIONING

Enable SCIM Provisioning SCIM Endeoint URL
—

https://estsssten zsloginbeta.net/scim/h1ho8magp (@

Authentication Method

Bearer Token v

Bearer Token

l eeecsccssecsscssssscsssessnns f(n] Generate Token

SCIM ATTRIBUTE MAPPING

SCIM Attribute User Attribute

Enter Text... Select v

+ Add More

Figure 16. Edit Primary Identifier Provider

©2025 Zscaler, Inc. All rights reserved. 22
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Integration.
Dashboard v « Back to Applications
Directory Y Zscaler OIN
Customizations v | Active o View Logs Monitor Imports
Applications ~
General Sign On Provisioning Import Assignments Push Groups Okta APl Scopes Application Rate Limits
Applications
Self Service Settings
Integration

AP| Service Integrations

Your OIN Integrations

Security ~
Workflow v
Reports v
Settings ~

Zscaler: Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Zscaler

Contact partner support: https://help.zscaler.com

Provisioning is not enabled

Enable provisioning to automnate Zscaler user account creation,
deactivation, and updates.

Configure API Integration

Figure 17. Provisioning tab

5. Select Enable SCIM Integration.

a. Paste the SCIM Endpoint URL previously copied into the Base URL field.

b. Paste the Bearer Token prev

iously copied into the API Token field.

c. Click Test API Credentials to validate connectivity.

Dashboard v
Directory v
Customizations v
Applications ~
Applications
Self Service

API Service Integrations

Your OIN Integrations

Security v
Workflow hd
Reports v
Settings v

Zscaler OIN

<

A View Logs Monitor Imports
General Sign On Provisioning Import Assignments Push Groups Okta API Scopes
Settings
Integration

Zscaler: Configuration Guide
Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Zscaler

Contact partner support: https://help.zscaler.com

Enable APl integration

Enter your Zscaler credentials to enable user import and provisicning features.

Application Rate Limits

Cancel

Base URL

[ https://Besessese. zsloginbeta.net/scim/ RGN ]

API Token

Test API Credentials

Figure 18. Configure SCIM integration
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After you verify success, click Save to save the configuration.

Dashboard v
Directory ~
Customizations A
Applications ~
Applications
Self Service

API Service Integrations

Your OIN Integrations

Security v
Workflow v
Reports hd
Settings v

General Sign On Provisioning Import Assignments Push Groups Okta API Scopes

Settings

Integration
Zscaler: Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Zscaler

Contact partner support: https://help.zscaler.com

Zscaler was verified successfully!

Enable API integration

Enter your Zscaler credentials to enable user import and provisioning features

Base URL

APl Token

Test API Credentials

Application Rate Limits

Cancel

https:// M. zsloginbeta.net/scim/NEARINARIS

Figure 19. Verify SCIM integration

Click Edit to configure Provisioning to App.

Dashboard v
Directory A
Customizations v
Applications ~
Applications
Self Service

API Service Integrations

Your OIN Integrations

Security v
Workflow hd
Reports ~
Settings ~

< Back to Applications
Zscaler OIN

Active v 8

<

View Logs Monitor Imports

General Sign On Provisioning Import Assignments Push Groups Okta APl Scopes
Settings

o okta %
To Okta

Integration

Provisioning to App

Create Users

Creates or links a user in Zscaler when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Application Rate Limits

Enable

Figure 20. Edit Provisioning to App
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Enable Create Users, Update User Attributes, and Deactivate Users.
Q. Click Save.

Dashboard e General Sign On Provisioning Import Assignments Push Groups Okta API Scopes Application Rate Limits
Directory ~
Settings
Customizations ~
o okta * &
Applications ~ To Okta
Applications Integration o
e Provisioning to App Cancel
Self Service

Create Users

API Service Integrations

Creates or links a user in Zscaler when assigning the app to a user in Okta.
Your OIN Integrations
The default username used to create accounts is set to Okta username.

Security ~
Set password when creating new users Enable
Workflow v
Reports ~ Update User Attributes
Settings v Okta updates a user's attributes in Zscaler when the app is assigned. Future attribute changes made to the Okta

user profile will automatically overwrite the corresponding attribute value in Zscaler.

Deactivate Users

Deactivates a user's Zscaler account when it is unassigned in Okta or their Okta account is deactivated.
Accounts can be reactivated if the app is reassigned to a user in Okta.

Figure 21. Select provisioning options

10.  You must assign either individual users to this app or all users in a group. To assign a user:

a. Change to the Assignments tab, click Assign, and select Assign to People from the drop-down menu.

Dashboard v < Back to Applications
Diisctory v Zscaler OIN
Customizations ad 9 Active v 8. 1 2, | ViewLogs Monitor Imports
Applications A
General Sign On Provisioning Import Assignments Push Groups Okta API Scopes Application Rate Limits
Applications -

Self Service > )
Convert assignments v

API Service Integrations

Search. People v REPORTS

Current Assignments

Fil Type
. Assign to Groups £ Recent Unassignments
Your OIN Integrations py =9 P! £

Groups PO

Figure 22. Assign users to OIN app
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b. To assign a specific user, click Assign to the right of their name.

. X
Assign Zscaler OIN to People
Search...
[
Assign
R
User 2
Assign
user2@uiami.com
userl@Nim.com
Admin 1 .
X Assign
admin1@yell.com
Admin 2 .
X Assign
admin2@B.com

Figure 23. Select user to assign

c. Verify the user’s details and click Save and Go Back. Repeat for any additional users.

. X
Assign Zscaler OIN to People
Username [ Liser1@mmm.com U ]
Given name User
Family name [ 1 }
Email userl@W.com
Display name User 1
Department

Save and Go Back Cancel

Figure 24. Verify user to assign
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d. Click Done. The assigned users are automatically provisioned into Zldentity.

X

Assign Zscaler OIN to People
Search...

User 2
user2@uml.com

Assign

Assign

User 1
userl@Ml.com

Admin 1

X Assign
admin1@Wl.com

Admin 2

. Assign
admin2@#.com

Figure 25. Finish assigning users

1. Alternatively, to assign a group of users:

a. Click Assign and select Assign to Groups from the drop-down menu.

Dashboard v < Back to Applications
PIpEEn v . Zscaler OIN
Customizations . 9 ‘ Active ¥ 8 p 2. | ViewLogs Monitor Imports
Applications ~
General Sign On Provisioning Import Assignments Push Groups Okta APl Scopes Application Rate Limits
Applications —
Self Service
m Convert assignments v Search... People v REPORTS
API Service Integrations _ Assign to People 5 Current Assignments
Fil Type
X Assign to Groups 5 Recent Unassignments
Your OIN Integrations P¢ N oser1 Individual " o
Groups userl@zs-bd.com

Figure 26. Assign groups to OIN app
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b. To assign a specific group, click Assign to the right of the group name.

Assign Zscaler OIN to Groups &
Search...
> AP| Admins Assign
> Dynamic Group Administrators Assign
. Dynamic Group Guest Domains Assign
> Dynamic Group Registered Domains Assign
* Everyone‘ o Asslan
All users in your organization
P Local Admins Assign
> Test Users Assign
* ZS Admins Assign
* ZS Users Assign
o Zscaler Emergency Access Assign
> Zscaler Global Administrators Assign
(]

Figure 27. Select Group to Assign

c. Verify the group’s attribute details and click Save and Go Back. Repeat for any additional groups.

*

Assign Zscaler OIN to Groups

Attributes set below will apply to all users in this group. Personal
attributes are set by mappings.Go to mappings

Department user.department

# Qverride

Save and Go Back Cancel and Go Back

Figure 28. Verify attributes in Group to Assign
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d. Click Done when finished. You must still push the assigned groups into Zldentity, as it does not happen
automatically.

Assign Zscaler OIN to Groups x
Search...
> API Admins Assign
o Dynamic Group Administrators Assign
> Dynamic Group Guest Domains Assign
> Dynamic Group Registered Domains Assign
# Everyone- o Assign
All users in your organization

> Local Admins Assign
. Test Users Assign
* ZS Admins Assign
* ZS Users

> Zscaler Emergency Access Assign
> Zscaler Global Administrators Assign

Figure 29. Finish assigning groups

12. Assign groups by either name or rule on the Push Groups tab. To assign a group by name:

a. Click Push Groups and select Find groups by name from the drop-down menu.

Dashboard ¥, < Back to Applications

Directory ¥ Zscaler OIN

<

Customizations M { Active v } 8 1, X l View Logs Monitor Imports
Applications ~
General Sign On Provisioning Import Assignments Push Groups Okta APl Scopes Application Rate Limits
Applications ——
Self Service Push Groups to Zscaler

API Service Integrations

© Push Groups v #. Refresh App Groups [e] Search...
_J

Your OIN Integrations
@[ Find groups by name

E = Group in Zscaler Last Push Push Status
Security ~ Search for specific groups to push.

4 © Find groups by rule
Workflow ¥ Create a search rule that pushes any

E  groups that match the rule.
Reports b

By name

Figure 30. Push groups by name
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b. Search for the group by name in the Enter a group to push field. A list of options is displayed as you type. The
Push group memberships immediately option is selected by default, but you can disable it if you prefer.

Zscaler OIN

Active v 8 e J. | View Logs Monitor Imports
General Sign On Provisioning Import Assignments Push Groups Okta AP| Scopes Application Rate Limits

Push Groups to Zscaler

‘ Close
Pushed Groups Push groups by n
All To sync group memberships from Okta to Zscaler, choose a group in Okta and a group in the app.
Errors
nter a group to push...
By name [ Er grodp fo pu }
By rule

® Push group memberships immediately

This integration was last upgraded on Apr 10, 2024, 8:32:00 AM

Figure 31. Choose group to push

c. Validate the group selection and click Save (or Save & Add Another).

Dashboard v Push Groups to Zscaler
Directory v N
Close
Customizations v
Applications ~ Pushed Groups Push groups by name
Applications Al To sync group memberships from Okta to Zscaler, choose a group in Okta and a group in the app.
Errors
Self Service 7S Users
By name
API Service Integrations By rul
y rule @ Push group memberships immediately
Your OIN Integrations
9 Group Match result & push action
Security v No match found
o ZS Users
Workflow “ © Create Group v
Reports v
Settings v

- Save & Add Another

Figure 32. Validate group name
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d. Verify that the selected group is active.

Zscaler OIN

‘ Active v °" 4 ¥ 2. | View Logs Monitor Imports

General Sign On Provisioning Import Assignments Push Groups Okta APl Scopes Application Rate Limits

Push Groups to Zscaler

© Push Groups v #5 Refresh App Groups / Bulk Edit o] Search...
L ]\ J L J

Pushed Groups Group in Okta Group in Zscaler Last Push Push Status
o ZS Users ZS Users May 13, 2024
All :
No description No description at 3:02:17 PM Active » [i ]
Errors coT
By name
By rule

Figure 33. Verify named group is active

13.  Alternatively, to assign a group by rule:

a. Click Push Groups and select Find groups by rule from the drop-down menu.

Dashboard i € Back to Applications

Directory » Zscaler OIN

<

Customizations ~ LAntive v J 8 BN 2 ] View Logs Monitor Imports
Applications ~
General Sign On Provisioning Import Assignments Push Groups Okta API Scopes Application Rate Limits
Applications —
Self Service Push Groups to Zscaler

API Service Integrations

© Push Groups v £ Refresh App Groups & Search...
_

Your OIN Integrations
© Find groups by name

E N Group in Zscaler Last Push Push Status
Security ~ Search for specific groups to push.

2 ©[Find groups by rule
Workflow ¥ Create a search rule that pushes any

E groups that match the rule.
Reports v

By name

Figure 34. Push groups by rule
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b. Enter a rule name. You must enter match criteria for either (or both):
- Group name: The name of the desired group starts with, ends with, or contains the string.
- Group description: The group description starts with, ends with, or contains the string.
The Immediately push groups found by this rule option is selected by default, but you can disable it if you

prefer.

c. Click Create Rule when done.

: Zscaler OIN
Active v 8, 4, View Logs Monitor Imports
General Sign On Provisioning Import Assignments Push Groups Okta API Scopes Application Rate Limits

Push Groups to Zscaler

Pughad Groups Push groups by rule

Al Create a search rule that pushes any matching groups to Zscaler automatically.
Errors
Rule name .
Admin group rule
By name group
By rule
Y Group name contains v Admins
Admin group rule
Group description starts with v Enter string to match...

@ mmediately push groups found by this rule

Figure 35. Define rule to match groups to push
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d. Validate that the rule is active.

Zscaler OIN

Active v 8- R 2, | ViewLogs Monitor Imports

<

General Sign On Provisioning Import Assignments Push Groups Okta API Scopes Application Rate Limits

Push Groups to Zscaler

p N - S
© Push Groups v Z% Refresh App Groups # Bulk Edit J [ o

Search...
Pushed Groups Group in Okta Group in Zscaler Last Push Push Status
Rule name Admin group rule i
All Criteria Group name contains ‘Admins' 4, Active v
Errors o ZS Admins ZS Admins May 13, 2024
No description No description at 3:24:59 PM Active v i ]
By name
coT
By rule

Admin group rule

Figure 36. Verify rule is active

14.  To verify that users and groups have been provisioned, in the Zldentity Landing Page, go to Directory > Users and
review the users or search for them by name.

<

Users
Zldentity
Q + Add User B Import CSV fe] Name
@ Dashboard
No. Name C  LoginID O Status Actions
[ Directory -
C] 1 Aaron Moore aaron@zslog3.in © Active & 0
Users
User Groups E] 2 Aaron Moore aaron.moore@pm.zslogin.net @ Active & 0
Attributes
C] 3 Admin-Harneet admin-harneet@pm.zslogin.net © Active & 0

Figure 37. Verify users provisioned
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15.  To verify that your groups are provisioned, go to Directory > User Groups and review or search for them by group

name.
A~ User Groups
Zldentity
Q + Add User Group B Import CSV ] Group Name »
@ Dashboard
Mo. Name { Description L Actions
B Directory -
1 Dynamic Group Administrators All Administrators @
Users
User Groups 2 Dynamic Group Guest Domains Dynamic group of all users from guest domains @
Attributes
3 Dynamic Group Registered Domains Dynamic group of all users from registered domains @
Departments
[m 4 Everyone & 0

al& -———aa

Figure 38. Verify groups provisioned

Assigning Zldentity Entitlements

To use Okta for authentication to Zscaler tenants (like ZIA, ZPA, etc.), you must assign entitlements in Zldentity. To
learn more about Administrative entitlement, see About Administrative Entitlements. To learn more about service
entitlements, see About Service Entitlements.

1. To entitle a user to log in as an admin to one of the Zscaler services, go to Administration > Entitlements >
Administrative in the Zldentity Landing Page and select the service.

'9 Administrative Entitlements
Zldentity
Q Name C  Cloud Name
® Dashboard Zldentity Administration
[ Directory »
E Zscaler Client Connector zscalerthree.net
i  Integration »
] Zscaler Digital Experience zscalerthree.net
& PFolicy » =
# Administration - I :& Zscaler Internet Access I zscalerthreg.net
Authentication > .
3 Zscaler Private Access prod.zpath.net
Entitlements >

Showing 5 of 5

Figure 39. Select Service for Admin

2. Select the Users tab, and click Assign Users (you can also assign based on user groups).

.9 & Zscaler Internet Access - Administrative
Zidentity Cloud Name: ZSCALERTHREE | Organization Name: ZSLOGIN PM
User Groups (5) Users (8)
Q _
@ Dashboard
B Directory 4 Name 2 UserlD 2 Role
t%  Integration 3

m Alimm VRl AR D malsin st Mas mmmsbnr cain

Figure 40. Assign Users for Admin
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3. Select an admin user (or users) and then click Next.

«)
|

<

Zldentity

Dashboard
Directory
Integration
Policy
Administration
Authentication
Entitlements
Environment
System

My Profile
Remote Assistance

Logout

& Assign Users

Select Users & Roles

Select Users & Roles R . B o
Zscaler Internet Access - Administrative | Cloud Name: ZSCALERTHREE | Organization Name: ZSLOGIN PM

Summary
Set same role for all selected users

MName T User D Role
aaron@ n Super Admin -
E] aaron.moore@| .net Select -
E] Admin-Harneet admin-harneet@ Select -
D 1 alice@pm. Select -

Showing 27 of 27

Figure 41. Select Admin Users

4. Verify assignment and then click Assign.

+)

<

Zldentity

Dashboard
Directory
Integration
Policy
Administration
Authentication
Entitlements
Environment
System

My Profile
Remote Assistance

Logout

>

€& Assign Users

Select Summary
Users & . . - - " . a1 AGIN PA
Roles Zscaler Internet Access - Administrative | Cloud Name: ZSCALERTHREE | Organization Name: ZSLOGIN PM
Summar
Name O UserlD C  Role
aaron@: in Super Admin

Showing 1 of 1

Figure 42. Verify Admin Assighment
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5. To entitle a user to log in as a user to one of the Zscaler services, go to Administration > Entitlements >
Administrative in the Zldentity Landing Page and select the service.

<

Administrative Entitlements

Zldentity
Q Name {  Cloud Name
@ Dpashioard Zldentity Administration
B Directory >
E Zscaler Client Connector zscalerthree.net
'm Integration ]
] Zscaler Digital Experience zscalerthree.net
& Policy > "
L Administration ] :@ Zscaler Internet Access zscalerthree.net
2 My Profile &
CJ Zscaler Private Access orod.zoath.net

Figure 43. Select Service for Users

6. Select the Users tab and then click Assign Users (you can also assign based on user groups).

<

& 7Zscaler Internet Access - Administrative

Zldentity Cloud Mame: ZSCALERTHREE | Crganization Name: ZSLOGIN PM
a User Groups (5)  Users (6)
+ Assign Users
@ Dashboard
B Directory » Name & UserlD £ Role °

Figure 44. Assign Users for Service

7. Select a user (or users), the Role, and then click Next.

fé € Assign Users

L

Zldentity
Select Users & Roles
Q, Select Users & Roles - ~ . - P~ lele
Zscaler Internet Access - Administrative | Cloud Mame: ZSCALERTHREE | Organization Mame: ZSLOGIN PM
@ Dashboard Summary
Set same role for all selected users
[ Directory >
i Integration >
Policy »
’ Name C  UseriD C  Role
@& Administration »
aaron@ One more role -
2 My Profile
G aaron.moore@ Select -
@ Remote Assistance
) Logout D Admin-Harneet admin-harneet@ Select -

Showing 27 of 27

Figure 45. Select Users
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8.  Verify assignment and then click Assign.

<

& Assign Users

Zldentity
Select Summary
Q Users & ) . ~ y 221 OGIN P
Roles Zscaler Intemet Access - Administrative | Cloud Name: ZSCALERTHREE | Qrganization Name: ZSLOGIN PM
@® Dashboard Summar
Name $  UserlD T Role
B3 Directory >
aaron@ One more rc
fif integration »
Policy 3
X Administration 3
2 My Profile

@ Remote Assistance
4] Logout

Showing 10f 1

Figure 46. Verify user assignment
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Configure Okta and ZIA: SAML and SCIM

This section describes how to configure SAML and SCIM for Okta and ZIA.

Enable Okta

This document assumes that the user has a working Okta environment, and that only Zscaler applications must be
installed and configured to get the Zscaler and Okta solution up and running. This document uses a no-cost Okta
developer instance created via https://developer.okta.com/. Each step was validated for functionality in a live
environment.

The following steps are based on procedures documented on the Okta website using an Okta Administrator account.

. 00 tharcourt@zscaler....
Search,.,
°kta Q search @ 88 zscaler-dev-606271
Dashboard hd
Overview Status
Directory A
Users @ Groups SS0 Apps Okta service Agents
‘Customizations b 10% 10% . O i
jperational Mo agents added
? lnst 7 days 7 lnst 7 days 5
Applications V Updated at 25 Apr, 08:28
Security hd
Tasks =
Workflow v
Type & Items £ Description
Reports hd
Infar 1 Applications can be updated to use provisioning
Settings w
Error 2 Application assignments encountered errors
Org changes View all Security Monitoring
Mo org changes in last 7 days
Rate Limit Monitoring Last Hour v View 29%
4 of 14 tasks completed
View Healthinsight
& You have no rate limit events!
Enable Threatinsight to leverage data from the Okta customer
network to identify and block malicious activity
Give your users the option to report unrecognized activity by adding
Suspicious Activity Reporting

Figure 47. Okta administrator console
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Add the Zscaler ZIA Application

First, add the Zscaler Applications that Okta uses for authentication and provisioning to the Zscaler service. From the Okta
administrator console:

1. Open Applications.

2. Select Applications.

3. Select Browse App Catalog.

0O tharcourt@zscaler....
earch..
°ktq Q seare ® 00 zscaler-dev-606271
Dashboard ~
— . .
H-H Hal
Directory . i Applications © Help
Customizations v wgn . P
Developer Edition provides a limited number of apps.
Applications I ~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications
Create App Integration Erowse App Catalog Assign Users to App More *
Salf Service
Security o Search
Workflow hd
STATUS @ Okta Admin Console
Reports ~ ACTIVE 2
INACTIVE ° @ Okta Browser Plugin
Settings v

Okta Dashboard

O zscaler Zscaler 2.0 &

o zscaler Zscaler Private Access 2.0 o -

Figure 48. Adding an application
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4.  To add the appropriate Zscaler application, search for zscaler.

5. Select the Zscaler 2.0 application.

Canar 00 tharcourt@zscaler..
okta Q Search... @ DD zscaler-dev-606271
Dashboard hat + Back to Applications
Directo v - .

&4 #: Browse App Integration Catalog DU
Customizations ~
Use Case
Applications -~ All Integrations 7369 X |
Applications Apps for Good 19
Autormation 12 INTEGRATIONS
Self Service
Centralized Logging 0
Security ¥ Directory and HR Sync 12
Zscaler Private Access 2.0
Workflow w Bot or Fraud Detection 2
dentity Preofing 5 ZScaler Admin Login
Reports V
Lifecycle Management 497 Atscale
Settings M Multi-factor Authentication 20 Tailscale
(MFA)
Risk Signal Sharing 4 ZScaler (Deprecated)
Social Login " Zscaler Private Access 1.0
Single Sign-Cn 6858
See All Results
Zero Trust 39
Private Apps 2 Microsoft Office 365 Workday
Lise Olkcta idantity o sacurel Len intn Warkday and aytnmate anhoaeding

Figure 49. Adding the Zscaler applications

6. Select Add.
Sar 00 tharcourt@zscaler....
okta Q search... @ 00 zscaler-dev-606271
Dashboard + Back to Add Application
Directory

Customizations

Applications

Applications

Salf Service

Security

Workflow

Reports

Settings

> zscaler

Use Case
Single Sign-On
Lifecycle Management

Zero Trust

Functionality
SAML

SWA

5CIM

Zscaler 2.0

Overview Capabilities

Overview

Zscaler provides its customers the capability to authenticate to its "Zscaler Internet Access” service using SAML and
provisioning and deprovisioning capabilities through SCIM AP calls.

Figure 50. Zscaler app
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When you add Zscaler 2.0, the initial configuration screen is displayed and needs your Zscaler domain. This is the ZIA
cloud with which your organization’s tenant is associated.

You can find this information in your ZIA Admin Portal under Administration > Company Profile > Company ID.

In the following Company ID example, zscloud.net is the Zscaler cloud that is entered as the Zscaler domain for the Okta
setup:

1. Enter Your Zscaler Domain.

2. Select both options for Application Visibility.

3. Select Next.

00 tharcourt@zscaler....
Search...
Okta Q sear ® 00 zscaler-dev-606271
Dashboard hd
€S> zscaler
Directory . ¥ Add Zscaler 2.0
Customizations hd
o General Settings Sign-On Options
Applications ~
Applzationa General settings- Required
General settings
Self Service Application label
pplication label Zscaler 2.0 All fields are required to add this
N application unless marked optional.
Security o This labe App ON your homae page
Warkflow e Your Zscaler Domain
Reports A Enter your Zscaler Domain. For example, if you log into
https://admin.zscaler.net/, enter:
Settings -
zscaler . net
Application Visibility Do not display application icon to users
Do net display application icon in the Okta Mobile App
Browsar plugin auto-submit Automatically log in when user lands on login page
=

Figure 51. Adding Zscaler 2.0 for ZIA
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Configure Okta for ZIA
On the Sign-On Options window:

—

Select SAML 2.0.
From the memberOf drop-down menu, select Matches regex.

Enter the match to *. (asterisk, period).

AW

Select View Setup Instructions.

. 00 tharcourt@zscaler..
sarch
OktCl Q Sear OO0 zecalor-dev-606271

Dashboard v

@ zscaler
3 Add Zscaler 2.0

Directory - -+
Customizations e . ) .
Genaeral Settings o Sign-On Options
Applications *
Applications Sign-On Options- Required
Abput
Self Service
Sign on methods SAML 2.0 streamlines the end user
Securit experience by not requiring the user to
curity e & b
The sign-on mathod determines how a user signs into and manages their credentials for an know their credentials. Users cannot
Workflow » application. Some sign-on methods require additional configuration in the 3™ party application. edit their credentials when SAML 2.0 is
"
configured for this application.
Application username is determined by the user profile mapping. Configure profile mapping » .
Reports » Agditional configuration in the Srd
party application may be required to
Settings v Secure Web Authentication complate the integration with Okta,
Application Username
@ samML20
Choose a format to use as the default
usarnama value when assigning the
Default Relay State application to usars.

All IDP-initiated requests will include this RelayState If you select None you will be prompted
to enter the username manually when
assigning an application with password

Disable Force L ar profila push provisioning features,
Authentication Mevar prompt user to re-authenticate
memberOf Matc.. + %

SAML 2.0 is not configured wntil you complete the setup instructions,

dentity Provider metadata is available if this application supports dynamic

canfiguration.

Figure 52. Setting the memberOf match and getting the SAML portal URL
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5. Select View Setup Instructions to launch a window where you find the SAML Portal URL and the download link to

the Okta Public Certificate.
6. Copy the SAML Portal URL.

7. Download and save the Okta Public Certificate for the Zscaler setup as a PEM file (e.g., cert.pem).

8. Select Done.

e In the Identity Provider {(IDP) Options section of the SAML Configuration screen, enter the following:

» SAML Portal URL: Copy and paste the following:

https://dev-606271.oktapreview.com/app,/zscalerbyz/exkl 7 9uodwiS5TX8apihs/sso/saml

» Login Name Attribute: Enter NamelD.

» Public SSL Certificate: First click here to download the certificate for upload:

https://

USELC T

Figure 53. The Zscaler SAML portal URL and pubilic certificate

Configure Zscaler ZIA for an Okta IdP
To add Okta as an IdP, log in to your ZIA Admin Portal:

1. Go to Administration > Authentication Settings.

% Settings
UNT N IT 1
My Profile Nanolog Streaming Service

Company Profile Advanced Settings

Dashboard . .
Alerts DLP Incident Receiver

E Print All Policies Partner Integrations

Analytics N
Saa$ Application Tenants

Policy & Authentication

2

Administration

Activation

Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs

Cloud Service APl Key Management Backup & Restore

Figure 54. Adding Okta and the ZIA IdP

2. Select the Identity Providers tab.
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3.

Select Add IdP.
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Authentication Settings

Authentication Profile | Identity Providers

o Add IdP 0 Add Zscaler Client Connector Portal as IdP

No. D

Authentication Bridges

Dashboard

Name Status Location IdP SAML C...

[

Analytics

1 9653 Default (] Any August 18, 2021

Administration

Authenticat... Default IdP

Any . ra

Figure 55. Adding Okta as an IdP

If this is the second IdP to assign to an additional authentication domain, select Add another SAML IdP for a subnet

of users or locations and click Next. This opens the Add IdP dialog.

What do you want to do?

© Add another SAML IdP for a subset of users or locations

(O Migrate to a new SAML IdP

Figure 56. Add Another SAML IdP
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Enter a Name for the IdP.

Set the Status to Enabled.

Paste in the SAML Portal URL.

Enter Name ID as the case-sensitive name for the Login Name Attribute.
Upload the IdP SAML Certificate.

0 ® N o oW

10. Select Okta as the Vendor. Leave the Locations and Authentication Domains as None for the Default IdP (or select
the authentication domain for this specific IdP).

1. Disable the Sigh SAML Request setting.

Add IdP >

GEMERAL INFO
Name Status
Okta @ Enabled Disabled
SAML Portal URL Login Name Attribute
https://dev-606271.cktapreview.com/app/zs... MNamelD
Entity ID Org-Specific Entity ID
zscloud.net Enabled @ Disabled
IdP SAML Certificate IdP SAML Certificate Expiration Date
cert.pem | Upload April 25, 2032
Vendor Default IdP
Okta o € Enabled
CRITERIA
Locations Authentication Domains
None v None v
SERVICE PROVIDER (SP) OPTIONS
Sign SAML Request
SP Metadata
& Download Metadata

Figure 57. The Add Identity Provider dialog
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Enable SAML Auto Provisioning

To enable SAML auto-provisioning:

1. Enable SAML Auto-Provisioning.
For the User Display Name Attribute, enter Di splayName (case sensitive).
For the Group Name Attribute, enter memberOf (case sensitive).

For the Department Name Attribute, enter Department (case sensitive).

UoA W

Click Save, then Activate the configuration.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning

User Display Name Attribute Group Name Attribute

DisplayMame memberQf

Department Name Attribute

Department

Enable SCIM Provisioning

Figure 58. Enable SAML Auto-Provisioning

To enable SCIM, skip to Enable SCIM Provisioning.
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To enable the SAML configuration on the Authentication Settings page:

1. Select the Authentication Profile tab.
2. Select SAML as the Authentication Type.

3. Click Save, then Activate the configuration.

ZSCALER AND OKTA DEPLOYMENT GUIDE |

Authentication Settings

-

S Authentication Profile Identity Providers Mew Authentication Bridges

Dashboard

AUTHENTICATION PROFILE UPDATED
User Repository Type

& Hosted DB Active Directory OpenlDaP

Authentication Frequency

Only Once w

Authentication Typa

Form-Based | @ sAML [ Open Identity Providers
Temporary Authentication

@ Disabled One-Time Link

KERBEROS AUTHENTICATION
Enable Karberos

Domain Trust Password

#ressbessissenisseadenstanenies  Revag| Password Generate New Password

FORCE REAUTHEN

Last Reauthentication

Wednesday, Februsry 27, 2019 10:36:52 AM

Force Reauthentication

Reauthentication Status

Save Cancel

Figure 59. Activate SAML
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Enable SCIM Provisioning
To enable SCIM:

1. Return to the IdP configuration after it has been saved and activated.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning

DEVICE TRUST

Device Trust Attribute Device Trust Attribute Value

Figure 60. Provisioning options

2. Onthe Identity Providers tab, return to the configuration and select the Edit icon to edit the configuration.

Authentication Settings
Authentication Profile Identity Providers Authentication Bridges
© Add I1dP (4]
Dashboard
[ No. ] Mame Status Location IdP SAML Certificate... Authentication Domal... Default IdP H
e 1 436703 Okta S MNone April 25, 2032 heuseharcourt.com x

Figure 61. Identity Providers
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3. Inthe Provisioning Options section, select Enable SCIM Provisioning.
4.  Copy and save the Base URL and the Bearer Token to finish the Okta configuration.

5. Click Save, then Activate the configuration.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning
@ x)
Base URL

https://scim.zscloud.net/3173833/436703/scim

Bearer Token

AeC/bVUmMBmMHIN5eXW74iZrPJXAl+QLAgh+uXeLBvi9Sz+ii9A7sGnEK3yVRWTI7cA==

Generate Token

DEVICE TRUST

Device Trust Attribute Device Trust Attribute Value

Save Cancel

Figure 62. Enable SCIM
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6. To enable the SAML and SCIM configuration on the Authentication Settings page, select the Authentication Profile
tab.

7. Select SAML as the Authentication Type.

8.  Click Save, then Activate the configuration.

Authentication Settings

Authentication Profile Identity Providers wew Authentication Bridges

AUTHENTICATION PROFILE UPDATED
User Repository Type

O Hosted DB Active Directary DpenlDAP

Authentication Frequency

Only Ence -
Authertication Type
Form-Based | LEDETM [ Coen Identity Providers

Temparary Authentication

& Disabled Ome-Time Link

KERBEROS AUTHENTICATION
Enable Kerberos

Domain Trust Password
sarsnstssnstss  Rugeal Password Gepsrate New Passward
FORCE REALTHENTICATION FOR ALL USERS

Last Reauthentication
Wednesday, February 27, 2018 10:36:52 AM

Ferce Reauthanication

Reauthentication Status
& completed

BN - @

Figure 63. Activate SAML

©2025 Zscaler, Inc. All rights reserved. 50



ZSCALER AND OKTA DEPLOYMENT GUIDE |

Q. To enable SCIM Provisioning on Okta, select the Provisioning tab.

10. Select Configure API Integration.

.. Zscaler2.0-2ZIA

&> zsca.
‘ Activa « = ‘ View Logs Maonitor Imports
General Sign On Mabile Provisioning Import Assignments Push Groups
Settings
Integration

Zscaler: Configuration Guide
Provisioning Verification: Okta Verified
This provisioning integration is partner-built by Zscaler

Contact partner support: https://help.zscaler.com/zia/how-do-i-contact-zscal er-technical-assistance-

center-ztac

Provisioning is not enabled

Enable provisioning to automate Zscaler 2.0 user account creation,
deactivation, and updates.

Configure APl Integration

Figure 64. Enable SCIM API
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13.

14.
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Enter the Base URL copied from the Zscaler SCIM Identity Provider field into the Zscaler ID field.

Although the Base URL looks like a traditional URL, enter only the numbers in the Zscaler ID field. For example,
enter only 3173833/436704 if the Base URL is:
https://scim.zscalerthree.net/3173833/436704/scim

Enter the Bearer Token value into the APl Token field.

Select Test APl Credentials. If the credentials are valid and Okta can communicate with the ZIA cloud, you see the
response highlighted in red. If you receive an error, re-copy the URL and token, generate a new Bearer Token, or
save the ZIA configuration.

After you have verified your credentials, click Save.

Zscaler 2.0
€>zsca _
Active - | = | View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments Push Groups
Settings
Integration

Zscaler: Configuration Guide
Provisioning Verification: Okta Verified
This provisiening integration is partner-built by Zscaler

Contact partner support: https:// help.zscaler.com/zia/how-do-i-contact-zscaler-technical-assistance-

center-ztac

Cancel
Zscaler 2.0 was verified successfully!
| Enable API integration I
Enter your Zscaler 2.0 credentials to enable user import and provisioning features.
Zscaler ID | 3173833/436704 @ |

AP| Token I |

‘ Test APl Credentials

Figure 65. Okta SCIM provisioning

When the Enable API Integration is activated, new settings are visible to define the events that are synchronized by
SCIM from Okta to Zscaler (e.g., the provisioning or deprovisioning of a new user).
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15.  Select To App under Settings in the left-side navigation.
16.  Select Edit.

-:o Ol: okta -»> | &> zscaler

Integration

Provisioning to App

Create Users Enable

Creates or links a user in Zscaler 2.0 when assigning the app to a user in Okta.

Tha dafault username used to create accounts is set to Okta usarname.

Update User Attributes Enable

Okta updates a user's attributes in Zscaler 2.0 when the app is assigned. Future attribute changes made to the Okta user profile will
automatically overwrite the corresponding attribute value in Zscaler 2.0,

Deactivate Users Enable

Deactivates a user's Zscaler 2.0 account when it is unassigned in Okta or their Okta account is deactivated. Accounts can be

reactivated if the app is reassigned to a user in Okta,

Figure 66. Okta SCIM synchronization settings

17. Enable Create Users, Update User Attributes, and Deactivate Users.
18.  Click Save.

Settings
To App
okta > & zscaler
To Okta
Integration
Provisioning to App Cancel
Create Users Enable

Creates or links a user in Zscaler 2.0 when assigning the app to a user in Okta.
The default username used to create accounts is set to Okta username.
Update User Attributes Enable

Okta updates a user's attributes in Zscaler 2.0 when the app is assigned. Future attribute changes made to the Okta user profile will
autsmatically overwrite the corresponding attribute value in Zsealer 2.0.

Deactivate Users Enable

Deactivates a user's Zscaler 2.0 account when it is unassigned in Okta or their Okta account is deactivated. Accounts can be
raactivated If the app Is reassigned to a user In Okta.

Figure 67. Okta SCIM synchronization settings
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Assign ZIA to Users or Groups

To assign the ZIA application to users authenticating into Okta from ZIA:

1. Select Assighments.

2. Select People or Groups.

3. Select Assign. In the example, the Everyone group is selected (all users in the company can authenticate).

.. Zscaler2.0

@©>zscal..
View Logs Monitor Imports

General Sign On Mobile Provisioning Import Push Groups

[ Convert assignments ¥ Search... Groups ¥

Filters Priority  Assignment
People

1 Everyone 7 x
Frer All users in your organization

Figure 68. Assigning the ZIA application
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Configure Groups to Push to ZIA

Select the security groups that are pushed to Zscaler. This enables and immediately pushes the groups to ZIA. Any adds,
moves, or changes to the Okta database are immediately pushed to Zscaler.

To select which security groups are pushed to Zscaler:

1. Select the Push Groups tab.
Select Push group memberships immediately.

Search for the groups to add.

AW

Click Save & Add Another or Save if completed. The groups are immediately pushed, and any new user changes to
those groups are immediately synchronized to Zscaler.

General Sign On Mobile Provisioning Import Assignments Push Groups

Push Groups to Zscaler 2.0

Close

Pushed Groups

Push groups by name

Al To sync group memberships from Okta to Zscaler 2.0, choose a group in Okta and a group in the app.
Errors

By name ZPA-2|

By rule

Push group memberships immediately
Group Mateh result & push action

o ZPA-2

Mo Match found

© Create Group

Save & Add Ancther

Figure 69. Enable security groups to sync
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Configure Okta and ZPA: SAML and SCIM

Configure SAML and SCIM for Okta and ZPA integration.

Add the Zscaler ZPA Application to Okta

Add the Zscaler applications by Okta used for authentication and provisioning to ZPA. From the Okta administrator
console:

1. Open Applications.

2. Select Applications.

3. Click Browse App Catalog.

OI(ta Q, search..

Dashboard W

Directory “ == Applications
Customizations ~

Developer Edition provides a limited number of apps.

Applications -~ Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
(o] (7]
Self Service

Sacurtty Y Search
Workflow ~
STATUS @ Okta Admin Consale
Reports e
ACTIVE 1
Settings hd
INACTIVE A @ Okta Browser Plugin

Okta Dashbeard

o zscoler Zscaler 2.0

Figure 70. Adding an application
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4. Searchfor zscaler.

5. Select Zscaler Private Access 2.0.

E OQ  tharcourt@zscalercom .,
(o] (o} Q seareh.. OO0  zscalar-dev-606271
Dashboard v 4 Back to Applicat
Directos hd - I
" ii; Browse App Integration Catalog m
Customizations v
Use Case
Applications - Al Integrationa 7369 z_s_c_al__er| % |
Apglications Apps for Good 19
Automation 12
Self Service NTEGRATIONS
Centralized Logging 10
Sa. it hd
- Directory and HR Syne 12 Zscaler 2.0
Workflow v Eot or Fraud Detection 2 -
Zscaler Private Access 2.0
Ildentity Proofing &
Reports v
Lifecycle Management 497 ZScaler Admin Login
Settings ¥ Multi-factor Authantication (MFA) 20
Atscale
Risk Signal Sharing a
Social Login " Tailscale
Single Sign-On 6858
ZScaler (Deprecated)
Zoro Trust a9
Private Apps 2 2scaler Private Access 1.0
Functionality See All Results

Figure 71. Adding the Zscaler ZPA application

6.  Onthe Overview page, click Add.

Zscaler Private Access 2.0

Overview Capabilities

> zscaler

Overview

Zscaler Private Access delivers policy-based, secure access to private applications and assets without the cost,

“ hassle, or security risks of a2 VPM. Use Okta to enable user access to Zscaler Private Access (ZPA) and dynamic user

lifecycle management. Requires an existing Zscaler Private Access (ZPA) subscription.

Use Case
Single Sign-On
Lifecycle Management

Zero Trust

Functionality

SAML

SCIM

Figure 72. ZPA application display settings
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7. Enter an application name (or keep the default).

Select Do not display application icon to users.

Select Do not display application icon in the Okta Mobile App.
10. Click Done.

“ ler
&1 Add Zscaler Private Access 2.0 S

o General Settings

General settings- Required

General settings

Application label All fields are reguired to add this application

Zscaler Private Access 2.0
unless marked optional.

This label displays under tha app on your home page
Application Visibility Do not display application icon to users

Da not display application icon in the Okta Mobile App

cancel E

Figure 73. ZPA application display settings
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Configure Okta for ZPA: SAML and SCIM
1. Select the Sign On tab.
2. Select View SAML setup instructions on the bottom right.

..  Zscaler Private Access 2.0
€S> zscaler —
| Active = - View Logs Monitor Imports

General Mekbile Provisiening Impert Assignments Push Groups

About

Settings Edit SAML 2.0 streamlines the end user

experience by not requiring the user to
Sign on methods . .

know their credentials. Users cannot
edit their credentials when SAML 2.0 iz
The sign-on method determines how a user signs inte and manages their credentials for an

. configured for this application.

application. Some sign-on methods require additional configuration in the 3™ party application.

Additional configuration in the 3rd
Application username is determined by the user profile mapping. Configure profile mapping party application may be required to

complete the integration with Okta.

SAMLZ.0 Application Username
Cheose a format te use as the default
Default Relay State username value when assigning the
application to users,
If you select Mome you will be prompted
Disable Forca to enter the username manually when
Authentication assigning an application with password
or profile push provisioning features.
GroupName None

Advanced Sign-on Settings

These fizlds may be required for a Zscaler Private Access 2.0 proprietary sign-on option or general

setting.

Service Provider URL

Bervice Provider Entity 1D

Credentials Details

Application username format Okta username
Update application username an Create and update C Update Now
Password reveal Allow users to securely see their passvord

{Recommended)

SAML Signing Certificates

SAML Setup

Single 5ign On using SAML will not

Generate new certificate . 3
work until you configure the app to

trust Okta as an IdP.
Type Created Expires Status Actions

5 View SAML setup instructions I

SHA-2 Today Apr 2032 Active Actions =

Figure 74. Okta SAML setup
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3.
4.

Copy the Identity Provider metadata to an XML file. This file is used when setting up ZPA.
Close the window and open the ZPA Admin Portal.

Before you Begin

The Zscaler Private Access OIN application supports two configuration types:
» For Administrators
« For Users

In order to add administrator/user configurations, you need to add a separate Zscaler Private Access application instance in Okta and create a separate IDP
Configuration in Zscaler.

The Okta metadata file is differant for @ach application instance in Okta, so it will be different for both configurations. Save the following metadata file and add a
required prefix (admin or user), so the file name will be: metadata_admin.xml (for administrator configuration) or metadata_user.xml (for user configuration)

<?xml version="1.0" encoding="UTF-8"7>
<md:EntityDescriptor entityID="http://www.okta.com/exkl7ax4kklbAmloJ0h8"
xmlns :md="urn:oasis:names:tc:5AML:2.0::metadata”>
<md: IDPS50Descriptor WantAuthnRegquestsSigned="false”
protocolSupportEnumeration="urn:casis:names:tc:SAML:2.0:protocol”™>
<md:KeyDescriptor use="signing">
<ds:KeyInfo
smlns:ds="http://www.w3.org/2000/09/xmldsig#">
<ds:X509Data>

<ds:X509Certificate>MIIDpDCCAOYgAWIBAGIGAYBALUWKMAOGCSQGSIb3DQEBCWUAMIGSMOSWCQYDVOQGEWIVUZETMBEG
AlUECAWEQ2F saWZvemSpYTEWMBOGA 1UEBWWNUZFUIEZy¥W5jaXN jbzENMASGALUECGQWET2£0YTEU A

Figure 75. Okta ZPA application metadata

Configure ZPA for Okta: SAML and SCIM

Log in to the ZPA Admin Portal with administrator credentials.

1.

Go to Authentication > User Authentication > IdP Configuration.

Applications Users Health App Connectors Security Sourc

Zscaler Private Access

Recent Applications Accessed (O Discovered Applications @

Dashboard 0

2 0

Analytics
Authentication

IdP Configuration

Accessed
Device authentication Settings

Resource Management SAML MANAGEMENT . . .
Mo application access for this time interval

Policy SAML Attributes

Figure 76. Creating the Okta IdP on ZPA
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On the IdP Configuration tab, select the Add icon to add the IdP configuration.

(.‘ETI IdP Configuration | SAML Attributes  Settings

Zscaler Private Access

Q ch Menu Single Sign-
Name Status IdP Entity ID On

@® Dashboard
» preview-itasca-devel ° http:/fwww.okta.com/exk2gpysm7wEkpt...  User

I Analytics
& Authentication

User Authentication

Figure 77. Add a new IdP
In the Add IdP Configuration window, enter a Name for the IdP.

Select the Domains for this IdP.
Click Next.

Add IdP Configuration

Actions

ra X

© P Information © SP Metadata © CreateldP

Name

| Okta |

Single Sign-On
Admin [ AVELY

User SP Certificate Rotation

Domains

househarcourt.com

ZPA User SSO Service Provider Certificate - Jan 18 03:14:07 2038 GMT Qo -

Figure 78. IdP information
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7.

8.
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Copy and save the Service Provider URL and the Service Provider Entity ID URL.

Select Next.

Add IdP Configuration

o IdP Information

e SP Metadata

Configure the Service Provider information in your IdP

SERVICE PROVIDER SAML METADATA FOR USER SSO

Service Provider Metadata
2 Download Metadata

e Create IdP

Service Provider Certificate

X Download Certificate

Service Provider URL

https://samlisp.private.zscaler.com/auth/144121552143
647691/ss0

Service Provider Entity ID

https://samlsp.private.zscaler.com/auth/metadata/1441
21552143647691 @

Figure 79. SP Metadata

In the Add IdP Configuration window, click Select File to upload the IdP Metadata File, and select the Okta
metadata file. This loads the certificate and the Okta URL information.

Add IdP Configuration X

o 1dP Information e SP Metadata 0 Create IdP

Name

OKta

Authentication Domains

househarcourt.com

SAML CONFIGURATION

1dP Metadata File

IdP Certificate

Single Sign-0n URL

1dP Entity ID

Figure 80. Add IdP configuration

Select File
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10.

12.
13.
14.
15.
16.

Select Signed for the ZPA (SP) SAML Request.
Select Enabled for the HTTP-Redirect.

Leave the Single Sign-On setting at User.
Select Enabled for SCIM Sync.

Select Enabled for SCIM Attributes for Policy.

Click Generate New Token.

ZSCALER AND OKTA DEPLOYMENT GUIDE |

Save the URLs of the SCIM Service Provider Endpoint and the Bearer Token for the Okta configuration.

Click Save.

Add ldP Configuration

@ 1P Information © 5P Metadata © Creat=1dP

Hame

OKta

Authentication Damains

househarcourt.com -

SAML CONFIGURATION
1P Matadata File

.

P Cantificate

BEGIN CERTIFICATE
MIDpDCCACYQAWIBAGGAYBAL UWKMADGCSqGSIbIDOEBCW UAMIGSMOs wC OYDVQQGEWIVLIZET

MEBESG
AIECAWKDIFsaW Zeombpy TEWMBOGAIUE BwwNUZFUE Zy¥ WEaH bz ENMASGATIECowET Y
TEU #
Single Sign-0n URL
BOBZI 2ppizscaler_private_access/ek7axdkkbAmioding/ssalsaml

WP Entity 1D
bt Wkt cam/axk 1 Tax kK1 BAmia. Ohd
Status ZPA ISP} SAML Reauest

@ Enabled Disablad -I i
HTTP-Redirect single Si

©Enatied  WEEELTEE] Admmin Beth
User 57 Ceriificate Retation

P Usar 550 Service Provider Cortificate - Jan 18 03:14:07 2038 GMT o -

SAML Attributes for Policy

& Enabled Disabled

SCIM CONFIGURATION

SCIM Syno SCIM Attributes for Palicy
Digabled LIGEE I Disabled

SCIM Sarvice Prowides Endpoint

Baarer Token

This clignt secrat will nat display again. Sopy it to your clipboard before cxiting.

m Fause

Figure 81. IdP configuraiton options

©2025 Zscaler, Inc. All rights reserved. 63



ZSCALER AND OKTA DEPLOYMENT GUIDE |

17. Return to the Okta configuration, then select the Sign On tab.
18. Select Edit.

Zscaler Private Access 2.0

€S> zscaler

‘ Active ¥ ‘ = View Logs Monitor Imports

General Mobile Provisioning Import Assignments Push Groups

Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.

Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Disable Force

Authentication

GroupName None

Figure 82. Editing the Okta sign-on configuration
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In GroupName, select Matches regex and enter . * (period, asterisk) for the GroupName.

20. Enter the Service Provider URL and the Service Provider Entity ID from the ZPA IdP setup.

21.

Click Save.

Zscaler Private Access 2.0

> zscaler
Active = | = 2 X View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments Push Groups
Settings Cancel

Sign on methods

The sign-on method determines how a user 3igns into and manages their credentials for an

application, Seme sign-on metheds require additional configuration in the 3™ party application,
Application username is determinad by the user profile mapping. Configure profile mapping
u SAML 2.0 is the only sign-on option currently supported for this application,

® samLz0

Default Relay State
All IDP-initiated requests will include this RelayState,

Disable Force =

Authentication Mever prompt user to re-authenticate.

| Matc.. I I.‘

GroupName

Advanced Sign-on Settings

These fields may be reguired for a Zscaler Private Access 2.0 proprietary sign-on option or general
setting.

Service Provider URL

I https:fsamisp.private.zscaler.com /auth (1441215521426 I

Please enter your Service Provider URL, Refer to the Setup
Instructions above o obtain this value.

Service Provider Entity ID

I https:/: private.

ler.com /auth/metadata /1441 I

Please enter your Service Provider Entity |D. Refer to the

Satup Instructions abhouve to obtain this value.

Credentials Details

Application username format Olkcta usernams "

Update application username on Create and update ~

Password reveal Allow users to securely see their password

[Recommended)

Password reveal is disabled, since this app is
uzing SAML with no password.

About

SAML 2.0 streamilines the end user
experience by not requiring the user to
know their credentials, Users cannot
edit their credentials when SAML 2.0 is
configured for this application.
Additional configuration in the 3rd
party application may be required to
complete the imtegration with Okta.

Application Username

Choose a format to use as the default
username value when assigning the

application to users.

If you select None you will be prompted
1o enter the username manually when
assigning an application with password

or profile push provisioning features.

Figure 83. Okta sign-on configuration detail
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Assign ZPA to Authenticating Users
1. Select the Assignments tab.
2. Select People or Groups to assign ZPA as an application in the organization.

3. Click Assign. In the following example, the Everyone group is selected (all users in the company can authenticate).

.. Zscaler Private Access 2.0
5> zscoler :

‘ Active - ‘ = View Logs Monitor Imports

General Sign On Mobile Provisioning Import Assignments Push Groups

Convert assignments ~ ‘ Search... Groups ¥ ‘

Filters Priority  Assignment
People
Everyone
1 O | o /X
Groups All users in your organization

Figure 84. Assigning the ZPA application
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Configure Okta SCIM for ZPA

To configure SCIM provisioning:

1. Select the Provisioning tab.

2. Select Configure API Integration.

.. Zscaler Private Access 2.0
5> zscaka —_— —

‘ Active - = ‘ View Logs Monitor Imports

General Sign On Mobile Import Assignments Push Groups

Settings

Integration
Zscaler Private Access 2.0: Configuration Guide

Provisioning Certification: Okta Verified
This provisiening integration is partner-built by Zscaler

Contact partner support: zscaler-auth-apps@zscaler.cam

Provisioning is not enabled

Enable provisioning to automate Zscaler Private Access 2.0 user
account creation, deactivation, and updates.

Configure APl Integration

Figure 85. Okta provisioning

©2025 Zscaler, Inc. All rights reserved. 67



ZSCALER AND OKTA DEPLOYMENT GUIDE |

3. Select Enable API Integration.
4. Enter the SCIM Service Provider Endpoint URL and the Bearer Token saved from ZPA.

Select Test API Credentials to verify your credentials. If the credentials are valid and Okta can communicate with
the ZPA cloud, you see the response highlighted in red. If you receive an error, re-copy the URL and token, possibly
generate a new Bearer Token, or save the ZPA configuration.

6. After you have verified your credentials, click Save.

.. Zscaler Private Access 2.0

5> zscaler
‘ Active « ‘ ‘ = View Logs Monitor Imports
General Sign On Mobile Import Assignments Push Groups
Settings
Integration

Zscaler Private Access 2.0: Configuration Guide

Provisioning Certification: Okta Verified
This provisioning integration is partner-built by Zscaler

Contact partner support: zscaler-auth-apps@zscaler.com

Cancel
Enable AP integration
Enter your Zscaler Private Access 2.0 credentials to enable user import and provisioning features.
Base URL https:/fscim1.private.zscaler.com/scim/1/144121552143647692/v
API Token . .

Test API Credentials

Figure 86. SCIM integration API setup
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7. Select To App.
8.  Select Edit.

.. Zscaler Private Access 2.0

€ zsCakn
Active ‘ = ‘ View Logs Monitor Imports

General Sign On Mobile Provisioning Import Assignments Push Groups

Settings

To App

okta - @ zscater

To Okta

Integration
Provisioning to App
Create Users Enable

Creates or links a user in Zscaler Private Access 2.0 when assigning the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes Enable
Okta updates a user's attributes in Zscaler Private Access 2.0 when the app is assigned. Future attribute changes

made to the Okta user profile will automatically overwrite the corresponding attribute value in Zscaler Private Access
2.0.

Deactivate Users Enable

Deactivates a user's Zscaler Private Access 2.0 account when it is unassigned in Okta or their Okta account is

deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

Figure 87. Selecting provisioning events
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Q. Select Enable for Create Users, Update User Attributes, and Deactivate Users.

10. Click Save.
.. Zscaler Private Access 2.0
> zsCaler
Active - ‘ View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments Push Groups
Settings
To App
okta > =
To Okta
Integration
Provisioning to App Cancel
Create Users Enable

Creates or links a user in Zscaler Private Access 2.0 when assighing the app to a user in Okta.

The default username used to create accounts is set to Okta username.

Update User Attributes Enable
Okta updates a user's attributes in Zscaler Private Access 2.0 when the app is assigned. Future attribute changes

made to the Okta user profile will automatically overwrite the corresponding attribute value in Zscaler Private Access
2.0.

Deactivate Users Enable

Deactivates a user’s Zscaler Private Access 2.0 account when it is unassigned in Okta or their Okta account is
deactivated. Accounts can be reactivated if the app is reassigned to a user in Okta.

Figure 88. Provisioning events enabled
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Configure Which Groups to Push Using SCIM

To select which groups SCIM pushes to ZPA automatically:

Select the Push Groups tab.
Search and add the desired groups.
Click Save & Add Another or Save.

1.
2.

Zscaler Private Access 2.0

(;ZSC&.“UI . o W a—
Active - o 1 View Logs Monitor Imports

Maobile Provisioning Impart Assignments Push Groups

Push Groups to Zscaler Private Access 2.0

B

General Sign On

I Close ‘
Pushed Groups Push groups by name
All , ) . )

To sync group memberships from Okta to Zscaler Private Access 2.0, choose a group in Okta and a group in the app.
Errors
Ex
By rule L .

Push group memberships immediately
Group Match result & push action
Ne Mateh found
Q a2
@ Create Group ~

m Save & Add Another

Figure 89. Push groups
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Test the ZPA Authentication Configuration
To import the SAML variables from Okta. In the ZPA Admin Portal:

—

Select User Authentication.
Select IdP Configuration.

Select the Expand icon to the left of your IdP name.

AW

Select Import next to your domain under Import SAML Attributes. When selected, it authenticates to Okta using

your existing user if you are authenticated. If you aren't authenticated, it opens the Okta Login window. The SAML
variables and the SAML assertion are displayed. You might need to use an incognito window to complete this task.

IdP Configuration ~SAML Attributes  Settings 4]
Zscaler Private Access Name Status  IdP Entity ID Single Sign-On Actions
EO'J\'.J G http/fwww.okta com/exkrBeod 3cY 3y Smpalh? User f' x

Dashboard ZPA (SP) SAML Request HTTP-Redirect

Insights D Unsigned @ Enabled

Analytics SAML Attributes for Policy
& Enabled

Authentication Domains
househarcowrt.com

Import SAML Attributes

househarcourt.com

Service Provider Metadata
& Download Metadata

Service Provider URL
hitps:f/samisp private zscaler.com/auth/ 14412155214 3647692/s50 D

Single Sign-On URL
https:/fdev-606271.oktapraview com/app/zscaler_private_access/ w1 7axdkk1bAmic OhS/ sso/saml

SAML Attributes

Show Attributes >

Service Provider Certificate

& Download Certificate

Service Provider Entity ID
Bttps:/fsamisp private. zscaler.com/auth/metadata144121552143647692 ©

Figure 90. SAML variable import
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5. Review your mappings.
6.  Click Save.

(.f:l

Zscaler Private Access

Name SAML Attribute Name
Dashboard

FirstMamea_Okta Firsthame
Insights

LastMame
- Lasthame_Okta

Analytics
Authentication Email_Okta Emai
User ntication DepartmentName_Okta DepartmentMame
Device authentication

GroupMame_Okta GroupMame

Resource Management

Policy

Configuration & Control Import SAML JSOM

; {
Client Connector “nameid": "tharcourt@zscaler.com",

“orgld": "14412155214 36467 20",

Account “idpEntityID": "http:www.okta.comfexkl 7 b2wixvdxySkJOh8",
“idpld": 14412155214 3647 707",
Tools “sam|_attributes": {

“FirstMame™ "Todd",
“LastMame": "Harcourt”,

“Email": "tharcourt@zscaler com”,
“DepartmentMams" ™,

Figure 91. SAML Assertion and SAML Attributes
You can also test by using the Test URL.

In the URL show, replace testmypacket .com with your domain. Your SAML Assertion is returned if you are already an
authenticated user. Otherwise, you are prompted to authenticate. After you are authenticated, your SAML assertion is
displayed.

SAML Assertion:

{“nameid”:”toddh@househarcourt.com”, ”orgId”:null, ”idpEntityID” :null,”id-
pId”:null,”saml attributes”:{“FirstName”:”Todd”,”LastName”:”Harcourt”,”Email”:”tod-
dh@househarcourt.com”, “DepartmentName” :null, “GroupName” : [“"Groupl”, "Every-
one”,”Group3”]},”samlassertion”:null}
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Using Okta for ZIA Admin Access

To use Okta SAML authentication for ZIA admin users, install the SAML Service Provider application.

Add the Okta SAML Application

From the Okta administrator console:

1. Open Applications.
2. Select Applications.
3. Click Browse App Catalog.

i 00 tharcourt@zscaler....
°kta Q seareh.. ® 00 zscaler-dev-606271
Dashboard e
Directory . i Applications @ Heip
Customizations ~

Developer Edition provides a limited number of apps.

A Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your organization.
Applications )
Create App Integration Browse App Catalog Assign Users to App More *
Self Service
Security w Search
Workflow b ]
STATUS @ Okta Admin Console
Reports i ACTIVE 2
INACTIVE o @ Okta Browser Plugin
Settings ~

Okta Dashboard

o zscaler Zscaler 2.0 v

o zscaler Zscaler Private Access 2.0 & -

Figure 92. Adding the Okta SAML application for ZIA admin authentication
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Okta SAML Service Provider Application

1. Search for saml.

2. Add the SAML Service Provider application.

i Browse App Integration Catalog
Use Case
AllIntegrations 7370 saml| X
Apps for Good 19
Automation 12 INTEGRATIONS
Centralized Logging 10 SAML 2.0 IdP
Directory and HR Sync 12 i .
SAML Service Provider
Bot or Fraud Detection 2
ldentity Proofing 5 KiSSFLOW SAML
Lifecycle Management 497 Nexonia SAML
Multi-factor Authentication 20 . .
Klipfolio SAML
(MFA)
Risk Signal Sharing 4 See All Results
Social Login 14

Figure 93. The Okta SAML Service Provider application
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Configure the Application
1. Enter a name as the Application label.
2. Click Next.

2 Add SAML Service Provider

o General Settings Sign-On Options

General settings- Required

Application label ZIA Admin

This label displays under the app on your home page

Application Visibility Do not display application icon to users

Do not display application icon in the Okta Mobile App

Cancel Next

Figure 94. General settings
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3. Select View Setup Instructions.

=1 Add SAML Service Provider

General Settings o Sign-On Options

Sign-On Options* Required

Sign on methods
The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3™ party application.
Application username is determined by the user profile mapping. Configure profile mapping

O Bookmark-only

© sAML2.0

Default Relay State

All IDP-initiated requests will include this RelayState.

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata is available if this application supports dynamic

configuration.

Figure 95. Sign-on options
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Save the Certificate

This displays a window to download the Identity Provider Certificate:

1. Save thelink to a file and rename the file to okta.pemn. This file is imported into the Zscaler setup.

2. Close the window.
— kt ® 00 tharcourt@zscaler....
i o a 0o zscaler-dev-606271

Q_ search...

Configuring SAML 2.0 in your service provider

Note: These setup instructions include certificate information for this app's most recently
created SAML signing certificate. For users to get access to the app using these

instructions, that certificate must be active.
Sign in to your service provider
Sign in to your service provider as a user with Administrative rights.
Find the single sign on configuration section for your service provider, and enter the following information:

1. The Identity Provider Issuer isexk17brwipgX0XtOhOh8. This might also be referred to as the
Identity Provider Entity Id

2. The Identity Provider HTTP POST URL ishttps://dev-606271 .oktapreview.com/app/generic-
saml/exk1Tbrwipgi@XtOh@h8/saml2. Okta currently supports the HTTP POST binding for SAML

authentication.

3. You can download the Identity Provider Certificate byICLICKING HERE.IYou will need to import

this into your service provider through their configuration Ul.

Figure 96. Save the Okta Cert
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3. Enter the Assertion Consumer Service URL and the Service Provider Entity Id.
The current Zscaler clouds include: zscaler.net, zscalerone.net, zscalertwo.net, zscalerthree.net, zscaler.beta.net, or
zscloud.net. For example, if your cloud domain is zcloud.net:
The Service URLis https://admin.zscloud.net/adminsso.do.
The Entity Id is admin.zscloud.net.
4.  Click Done.

@ samML2o

Dafault Relay State

All IDP-initiated requests will include this RelayState.

SAML 2.0 is not configurad until you complete the setup instructions.
View Setup Instructions

dentity Provider metadata is available if this application supports dynamic
conliguration.

Advanced Sign-on Settings

These fields may be required for a SAML Service Provider proprietary sign-on oplion or general setting,

Assertion C 1 ice URL . N
ssertion Consumer Service | https:ffadminescloud netfadmingso.de |

Thie URL on which the sarvica provider receives assartions

Service Providar Entity Id | adminzscloud.nst |

The entity id of the service provider

Credentials Details

Application username fermat

Okta username ~
Update application usarnams on Create and updats -
Password raveal Allow users to securaly see thair pazsword
(Recommended)

Pazsword reveal is disabled, since this app s

using SAML with no password.

Previous Cancel m

Figure 97. Sign-on configuration
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Assign the App to the ZIA Administrators

The final Okta step is to assign the application to the ZIA administrators.

1. Select the Assignments tab, and under Filters, select People.
2. Click Assign.

3. Select the administrators you want to assign to the application.

.. ZIAAdmin
SAML —
I Active ~ ‘ = ‘ View Logs Monitor Imports
General Sign On Mobile Import Assignments

| Convert assignments = Search... People = ‘ SELF SERVICE

You need to enable self
Filters Person Type service for org managed apps
before you can use self

People toddh h P service for this app.
. X ) .
Individual : Go to self service settings
Groups toddh@househarcourt.com
Requests Disabled
Approval
Edit

Figure 98. Assigning administrators
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Configure ZIA for Admin SSO
1. Login to the ZIA Admin Portal.

2. Go to Administration > Administrator Management.

& Settings

My Profile Nanolog Streaming Service

Company Profile Advanced Settings

Dashboard
Alerts DLP Incident Receiver

E Print All Policies Partner Integrations

Analytics S
SaaS Application Tenants

Policy & Authentication

L

Administration

Activation

Q

Figure 99. Create the ZIA administrator

Authentication Settings
User Management Role Management
Identity Proxy Settings Audit Logs

Cloud Service APl Key Management Backup & Restore
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Enable SAML for ZIA Admins

Select the Administrator Management tab.

—_

Select Enable SAML Authentication.
Under IdP SAML Certificate, select Upload to upload the okta.pem file.

AW

Save the configuration.

Administrator Management

Administrators Auditors | Administrator Management |

Dashboard PASSWORD MANAGEMENT

Password Expiration
2
Analytics m

. SAML AUTHENTICATION FOR ADMINISTRATORS
Policy

Enable SAML Authentication

s

Administration

IdP SAML Certificate

okta.pem

Activation
Download XML Metadata

Q Download

Issuer

Add Items

Figure 100. Enable SAML authentication
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Add ZIA Administrators

Add an administrator for every user who will use SAML and the Okta application:

1. Select the Administrators tab.
2.  Select Add Administrator.

3.  Enter each Administrator.

Administrator Management

Dashboard
E No. Login ID & Name
Analytics .
1 admin@3173833.zscloud....  DEFAULT ADMIN
2 admin@todd.zscloud.net DEFAULT ADMIN (Deprec...
3 api_tester@todd.zscloud.... api_tester
4 toddh@househarcourt.com  toddh H

Administratlon

| Administrators | Auditors Administrator Management

Role

Super Admin

Super Admin

apitester

Super Admin

© Add Administrator © Add Partner Administrator © Add Executive Insights App Administrator

Scope

Organization
Organization
Organization

Organization

Login Type

SAML, Password

SAML, Passwaord

SAML, Password

SAML, Password

Figure 101. Adding administrators
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Test the Admin SSO Access

1. Launch the ZIA Admin Portal from the Okta adminstrator console and the SAML application.
2. Select the SAML ZIA Admin tile to launch the ZIA Admin Portal with SSO.

toddh
okta Q Search your apps zscaler-dev-606271
A MyApps —
My Apps Sort ¥
Work ‘
®) Work
Add section @
‘ Notifications SFIML
[ 1]
Add apps
e PP ZIA Admin

Figure 102. Launch SAML app from the Okta portal
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Using Okta for ZPA Admin Access

To configure admin access using SAML SSO, configure a second IdP specifically for ZPA admin SSO.

Add the Okta Application for ZPA SAML Administrator Access

Install a second instance of the Zscaler Private Access 2.0 application used for admin access. From your Okta
administrator console:

1. Open Applications.

2. Select Applications.

3. Select Browse App Catalog.

okta Q suwreh. @ B miEes v
Dashtioard .
Dirsctony . 2 Applications P—
Customizations -

Developer Edition provides a limited number of apps.

Applications -~ Deactivate unused apps or chack out cur plans page. Contact us to find a plan that is right for your organization.
Crente App Intagration [ Browse App Catalog IRl L B R

Salf Sarvice
Security -
Workfl: ~
" STATUS. @ Oicta Admin Console
Reports v ACTIVE 3
INACTIVE o @ Okkta Browsar Pgin
Settings v
Okt Dashboard
SAML  ZIA Admin o -
L2 Zscaler 20 o -
Comcakr  Zscaler Private Access 2.0 o -

Figure 103. Add the ZPA Okta application

4. Search for zscaler in the search bar.

5. Select Zscaler Private Access 2.0.

Ty H
i; Browse App Integration Catalog
Use Case
A1l Integrations 7370 zscalel x
Apps for Good 19
Automation 1z NTEGRATIONS
Centralized Logging 0 Zscaler 2.0
Drirectory and HR Sync 12 .,
Zscaler Private Access 2.0
Bot or Fraud Detection 2
ldentity Proofing 5 ZScaler Admin Login
Lifecycle Management 497 Atscale
Multi-factor Authentication 20 Tailscale
[MFA)
Risk Signal Sharing 4 ZScaler (Deprecated)
Social Logi i )
clal Logln Zscaler Private Access 1.0
Single Sign-On GES8
See All Results
Zero Trust 32

Figure 104. Select the ZPA application
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6.  Select Add on the Overview page.

Zscaler Private Access 2.0

Overview Capabilities
> zscaler
Overview
Zscaler Private Access delivers policy-based, secure access to private applications and assets without the cost,
“ hassle, or security risks of a VPM. Use Okta to enable user access to Zscaler Private Access (ZPA) and dynamic user
lifecycle management. Requires an existing Zscaler Private Access (ZPA) subscription.
Use Case
Single Sign-On

Lifecycle Management

Zero Trust

Functionality
SAML

SCIM

Figure 105. Select Add on the overview page

7. Enter a unique name for the Application label.

8.  Click Done.
. > zscaler
#; Add Zscaler Private Access 2.0
o General Settings
General settings- Required
General settings
Application label Zscaler Private Access Admin Access All fields are required to add this

application unless marked optional.
This label displays under the app on your home page

Application Visibility Do not display application icon to users

Do not display application icon in the Okta Mobile App

Cancel m

Figure 106. General settings
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Configure the Okta IdP: Save the Metadata

Download and save the Okta application metadata.

1. Select the Sign On tab.

2. Select View SAML setup instructions.

Suarch OO tharcourt@escaer...
okta Q, Swarch, @ 00 zzcaler-dev-E06271
Dashboard w + Back 1o Alions
Directory - - | Zscaler Private Access Admin Access

o zscaly — —
Custamizations - | Ativa v | @ | Wiaw Logs  Monitar Imports
Applications ~ . i -
Generad Motile Pravisioning Impart Assignments Push Groups
Applications
Abput
Salt Barvi i
lf B Settings Edit SAML 2.0 streamlings tha Anc usar
ARG Dy AB P thia sz b
Security w iy i e
kv Uheir cridentiole, Users canmal

Sign on mathods

i L their creden lials when SAML 2.0s

Workflow - X __
i corfigured for this apolication.
Thea sign-an mathod deteemings haw A L 3lEs ate and managas thair cradantials for an - S
o ) ) - ) o . Additioral configuration in the 3rd
Ruports b aaplication, Sams sign-on mathods requirs additicnal canfiguration i the 3™ party sppication,
party apalication may be required to
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vk ur il g configurs e apo Lo
trust Okta as an 6P
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Figure 107. Application metadata location
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3. Copy the metadata and save to a file named metadata admin.xml.

4.  Close the window.

Before you Begin

The Zscaler Private Access OIN application supports two configuration types:
« For Administrators

« For Users

In order to add administrator/user configurations, you need to add a separate Zscaler Private Access application instance in Okta and create a separate IDP
Configuration in Zscaler.

The Okta metadata file is different for each application instance in Okta, so it will be different for both configurations. Save the following metadata file and add a
required prefix (admin or user), so the file name will be: metadata_admin.xml (for administrator configuration) or metadata_user.xmil (for user configuration):

<md:EntityRescriptor entityID="http://www.okta.com/exklTbuTyi75rz¥dpOhs”
smlpgimd="urpioasis:inamesitciSAML:2.0:metadata”>
<md:IDPSSODescriptor WantAuthnReguestsSigned="false”
protocolSupportEnumeration="urn:casigsinanes:teiSANL 2. 0:pEotogol ">
<md:KeyDescriptor use="signing”>
<ds:KeyInfo
xmlngida="http://www.wl.org/2000/09/xmldsig# ">
<ds:X509Data>

<?xml version="1.0" encoding="UTF-8"7> |

<dg:X509Certif icate>M11DpDCCACY AW IBAGIGAYBr pKBKMAOGCSGGS b3 DOEBCWUAMIGSMOsWCQYDVORGEWIVUZETMBEG
A1UECAWKQ2 FsaWZvcmSpY TEWMBQGA 1UEEWWNU2 FUlEZYYWS  aXNjbzENMASGAL UECGWET2t0YTEU y:

Figure 108. Okta metadata

Add the ZPA IdP for Admin SSO on the ZPA Admin Portal
In the ZPA Admin Portal, add the Okta IdP:

1. Go to Administration > IdP Configuration.

2. Select the Add icon to add the IdP configuration.

IdP Configuration | SAML Attributes ~ Settings |E|

Hama Status IdP Entity ID Single Sign-0n Actions

> Okia (] g e w.okta . comexk 1 5g sy ISEPTXMAGhS User ' ®

Figure 109. Add the Okta IdP in the ZPA Admin Portal

©2025 Zscaler, Inc. All rights reserved. 88



ZSCALER AND OKTA DEPLOYMENT GUIDE |

Configure the ZPA IdP Information on the ZPA Admin Portal
Selecting Add IdP Configuration launches the Add IdP Configuration wizard.

1. Enter a unique Name for the IdP.

2. Select Admin under Single Sign-On.

3. Select the organization's domain from which the administrators sign in.
4

Click Next.

Add IdP Configuration X

@ !dP Information @ SP Metadata © CreateldP

Name

Okta Admin

Single Sign-0On

Admin SP Certificate Rotation

ZPA Admin SSO SP cert Service Provider Certificate - Jan 18 03:14:07 2038 GMT Q -~
Domains
househarcourt.com b

Cancel

Figure 110. Add IdP Configuration wizard
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Copy the ZPA SP URLs
The SP Metadata page is displayed:

1. Copy and save the Service Provider URL and the Service Provider Entity ID URL.
2. Click Next.

Add IdP Configuration

0 IdP Information o SP Metadata e Create |dP

Configure the Service Provider information in your IdP

SERVICE PROVIDER SAML METADATA FOR ADMIN S50

Service Provider Metadata Service Provider Certificate

X Download Metadata & Download Certificate

Service Provider URL Service Provider Entity ID
https:/fadminsamlsp.private.zscaler.com/auth/1441215 https://fadminsamlsp.private.zscaler.com/auth/metadat
52143647722/ss0 @ al144121552143647722 @

Figure 111. SP URLs for the Okta configuration
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Configure the Okta IdP on the ZPA Admin Portal
To configure the Okta IdP:

1. Choose Select File for the IdP Certificate.
2. Click Save.

Add IdP Configuration

o IdP Information e SP Metadata e Create IdP

MName

Okta Admin [#]

Authentication Domains

househarcourt.com -

SAML CONFIGURATION

IdP Metadata File

Change Remove

IdP Certificate

Ipload the Certificate File... Select File

----- BEGIN CERTIFICATE----- '
MIIDpDCCAoygAwIBAGIGAY BrpKBKMAOGCSqGSIb3DQEBCWUAMIG SMQswCQYDVQQGEWJIVUZET
MBEG

ATUECAWKQZFsaWZvemSpY TEWMBQGATUEBWWNUZFUIEZyYWSjaxXNjbzENMAsSGATUECGWET 2t0Y

TEU P

Single Sign-0n URL

https://dev-606271.oktapreview.com/app/zscaler_private_access/exk17bu7yi7orzYdpOhd/ssofsaml

IdP Entity ID

http:/fwww.okta.com/exk17bu?yi7SrzYdpOhg

Status ZPA (SP) SAML Request
© Enabled Disablad RSLLELVI  Unsigned
HTTP-Redirect Single Sign-0On

Enabled @ Disabled User Both

Admin SP Certificate Rotation

ZPA Admin S5O 5P cert Service Provider Certificate - Jan 18 03:14:07 2038 GMT o -

Figure 112. Import the Okta metadata
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Define the Administrators for SAML Access

Administrators using the SAML IdP for authentication must be added as administrators. To configure the administrators:

1. Go to Configuration & Control > Administration Control > Administrators.

('{_?l Applications Users Health App Connectors Se

Zscaler Private Access

Recent Applications Accessed @) Discovered Applit

ch Menu

Dashboard 0 'N' 0

Analytics

Authentication »

Resource Management »

Tl Recent Applications Accessed

Policy 3

Configuration & Control = . ) .
Mo application access for this time interval

Administration Control » Administrators

Public API > Roles

Private Infrastructure > Audit Logs

Certificate Management» Company

Security > Client Sessions

Figure 113. Creating an administrator
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2. Select the Add icon to add an administrator.

Administrators  Roles  Audit Logs  Acceptable Use Policy  Client Sessions E»

=

Zscaler Private Access

> HNo filters have been applied

@ Dashboard

I Analyti Two Factor Two Factor Auth
LS Admin ID Role Status Authentication Type Actions
& Authentication
Y zpaadmin@7205. ZPA Administrator (] [~} ry x

& Resource Management »

Figure 114. Add Administrator

In the Add Administrator window, enter an Admin ID.

Enter an Email address.

Enter a Phone number (without formatting).

Select ZPA Administration from the Role drop-down menu.
Click Enabled for Status.

Enter a Password.

© ® N O UA W

Enter the password again to Confirm Password.

10. Click Save to complete the ZPA configuration.

Add Administrator X

Admin ID

toddhiE@househarcowrt.com E

Email

toddh@househarcourt.com

Fhong
132984968

Role

ZPA Ad o

Status Two Faclor Authentication
@Enabled  EEELER] on

Force Password Reset Pin Session

Password

Confirm Password

Figure 115. Create an administrator

10}
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Finish the Okta Configuration on the Okta Portal

1. Select Sign On.

2. Select Edit.
Zscaler Private Access Admin Access
> zscale: -
‘ Active ¥ ‘ ‘ = ‘ View Logs Monitor Imports
General Sign On Mobile Provisioning Import Assignments Push Groups
Settings Edit

Sign on methods

The sign-on method determines how a user signs into and manages their credentials for an
application. Some sign-on methods require additional configuration in the 3rd party application.
Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State

Disable Force

Authentication

GroupMame None

Figure 116. SAML sign-on methods
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3. Enter the Service Provider URL and the Service Provider Entity ID copied from ZPA.
4.  Click Save.

okta Q, Search...

Dashboard -  Back to &

Directory v .. Zscaler Private Access Admin Access
oo zscaler

Customizations - | Active = | - View Logs  Monitar Imports

Applications A .
General Maobile Provisioning Impart Assignments Push Groups
Applications
Self Sarvica Settings Cancel
Security ~
Sign on methods
Workflow w
The sign-on methed determines how a user signs into and manages their credentials for an
Reports b application. Some sign-on methods require additional configuration in the 3™ party application,
sett Application username |s determined by the user profile mapping. Configure profile mapping
ngs A

= SAML 2.0 Ia the only slgn-on optlon currently supported for this application.
© sAML20

Dafault Ralay State

All IDP-initiated requasts will include this RelayState,

Disable Farce L

Authentication

ar Lo re-authentic

GroupMarme None .

Advanced Sign-on Settings

Thes

s mavy be required for a Zscaler Private Access 2.0 proprietary sign-on eption or general

setting.

Provi e .
Service Provider URL I https:/fadminsamisp.privatezscalercom/auth/14412155

Fleasa entar your Service Provider URL. Refer to the Setup
Instrustions above to shtain this value,

i P i i I -
Service Provider Entity ID |Htpszr.rmmmsamlsp.nnuatc.rsr.alcr.cums’nu-.h.fmﬂadnt: |

Please entar your Servica Provider Entity ID. Refar to the

Setup Instructio

above to obtain this value,

Credentials Details

Application userrame format

Ckta usarname W
Update application username on Create and update -
Password reveal Allow users to securely see their password
(Racommanded)

Password reveal is disabled, since this app is
wsing SAML with no password,

Figure 117. Okta sign-on configuration
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Assign the Administrators or Groups to the Application

Assign the ZPA administrators to the application using individual users, a security group, or both.

1. Select the Assignments tab.
2. Select People or Groups to define the type of assignment variable.

3. From the Assign drop-down menu, select the User or Group for the Administrators. In the following example, user
toddh h is selected.

Zscaler Private Access Admin Access

5> zscaler —
‘ Active ¥ ‘ ‘ = ‘ View Logs Monitor Imports

General Sign On Mobile Provisioning Import Assignments Push Groups

‘ Convert assignments v Search... People ~
Filters Person Type
People

toddh h
Individual /X

Groups toddh@househarcourt.com

Figure 118. Assigning a user or group to the SAML app
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Test the ZPA Authentication Configuration

On the Okta administrator console, click the Zscaler tile. The app launches the ZPA Admin Portal and authenticates the
user. You can also log in from the ZPA Admin Portal sign-on screen.

toddh
okta Q Search your apps zscaler-dev-606271
A MyApps P,
My Apps Sort v
Work — )
@ Work
Add section @
A Notifications 1 sSAML fpzscaler
[ [ ] :
om Addapps 21 Admin Zscaler Private Access
Admin Access

Figure 119. User Okta apps

Administrator Sign In Using SAML from the ZPA Admin Portal
To sign in from the ZPA Admin Portal using the Okta SAML IdP:

1. Select Single Sign-On Using IdP.
2. Click Sign In.

o> zscaler

Admin ID

toddh@househarcourt.com

(+) single Sign-On Using IdP

Figure 120. Administrator sign-on using your SAML IdP
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Okta Device Trust for Managed Devices

Zscaler has device control integrations with Okta that use Okta Device Trust for Windows, macQOS, and iOS. This allows
you to identify managed, unmanaged, and unknown devices connected to ZIA and ZPA. ZIA and ZPA then create
additional security controls based on the state of the device.

Okta's Device Trust works in conjunction with endpoint security and, when installed along with the Okta Integrated
Windows Authentication (IWA) server, returns a SAML variable that is included in the user authentication process.
IWA also provides a transparent authentication process to Zscaler users and authenticates into ZIA and ZPA using the
credentials of the Windows user authenticated into the device.

Zscaler integrations utilizing Okta Device Trust include:
ZIA Identity Proxy that blocks unmanaged and unknown devices from accessing SaaS applications front-ended by

|dentity Proxy.

ZIA Identity Proxy that redirects unmanaged and unknown devices to Isolation when accessing SaaS applications
front-ended by Identity Proxy.

ZPA Access and Reauthentication policies that secure against unmanaged devices.

0

Download the Device Trust *.msi
or *.exe installer from Okta

SCCM IWA Web Server
1 43
Use a management tool The client communicates with IWA web app provides
to distribute the Okta IWA to confirm that the device is access token to the
Device Trust installer to Active Directory domain joined Windows device
Windows devices and authenticates users with a
Kerberos ticket
Windows devices
2 |
. ] | —
[ —] [ —]
The client uses the access 4 @ @ é Access to cloud apps is
token to authenticate the granted by leveraging
device+user pair with the certificates (as defined in the
Okta CA T app's sign on policy) during
SAML/WS-FED flow
E".%B Corporate Firewall
The Okta CA grants a
certificate to the
Windows device
5
P
—b E

s

okta «—

!

' ! \
K f Y
& o

Figure 121. Okta Device Trust
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Installing Okta Device Trust
You must install the Okta IWA server and Okta Device Trust in the environment, and domain join the device, in order to

use the Zscaler integration with Okta Device Trust.

Follow the steps at: https://help.okta.com/en-us/Content/Topics/Mobile/Okta_Mobile_Device Trust Windows-
desktop.htm to install Okta Device Trust.

SAML Variable Returned in the User’s SAML Assertion

The following attributes and variables are included when you install Okta Device Trust. The SAML attribute Trust is defined
as the data source and the variable used for the Zscaler integrations.

SAML Trust Attribute and Variable for a Trusted Device:

<saml2:Attribute Name="Trust" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><saml2:Attribute Value xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http:/www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">TRUSTED</saml2:AttributeValue>

SAML Trust Attribute and Variable for an Untrusted Device:

Name="Trust" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><saml2:Attribute Value xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http:/www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">NOT_TRUSTED</saml2:AttributeValue>

SAML Trust Attribute and Variable for an Unknown Device:

Name="Trust" NameFormat="urn:oasis:names:tc:SAML:2.0:attrname-
format:basic"><saml2:Attribute Value xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:xsi="http:/www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string">UNKNOWN</sam|2:AttributeValue>

Figure 122. Okta Device Trust attributes
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Configure ZIA to Use Okta Device Trust

To use Okta Device Trust for the Zscaler Identity Proxy, define the attribute and variable in the SAML Identity Provider:

1. Go to Administration > Authentication Settings > Identity Providers.
Select the IdP that uses Okta Device Trust.

Enter Trust for the Device Trust Attribute (case sensitive).

Enter TRUSTED for the Device Trust Attribute Value (case sensitive).
Click Save.

UoA W

CRITERIA
Locations Authentication Domains
Any ~ Any v

SERVICE PROVIDER (SF) OPTIONS

Sign SAML Request

SP Metadata
& Download Metadata

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning
Base URL
hitps://scim.zscloud.net/3173833/scim (Deprecated)

hitps:f{scim.zscloud.net/3173833/410283/scim
Bearer Token

AT3TrBQeEFOhBRIxvErILPILB2GT 218V19LJsNkqrRPItRX3PwsTIGOJIOV 2g01UPA

Generate Token

DEVICE TRUST

Device Trust Attribute Device Trust Attribute Value

Save Cancel

Figure 123. Okta Device Trust attributes
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Configure ZIA Identity Proxy to Use Okta Device Trust
To use Okta Device Trust for Zscaler Identity Proxy, first add the attribute to the Managed Device settings in each cloud
application using Identity Proxy:
1. Go to Administration > Identity Proxy Settings.
Select or add the cloud application that uses Okta Device Trust.
Select Proxied via Zscaler with IdP Attribute.

Select Browser Isolate or Block for traffic from Unmanaged Device Action.

Select the Isolation Profile if Browser Isolate is selected.
Click Save.

oA W

Edit Cloud Application x

CLOUD AFPLICATION

Namae Status
Okta @ Enable Disable
Cloud Application ACS URL
ServiceNow hittps:f{zscalerbdteam service-now.comnay...
Entity ID
hittps://zscalerbdteam. service-now.com

IDENTITY PROXY SETTINGS
Response Signing SAML Certificate SAML Certificate Expiration Date

November 18, 2022
sami_2022 v

IDENTITY TRANSFORMATION RULES

Identity Transformation

@ Pass-through Zscaler Identity Change Domain to Remove Domain Name

GROUP

Pass-on Group Details Group ldentifier Name

Enable @ Disable

MANAGE DEVICE SETTING

Managed Device

Proxied via Zscaler a Zscaler with IdP Attribute
Device Trust Attribute Device Trust Attribute Value

UNMANAGED DEVICE ACTION

Isolation Profile

Block Okta-Untrusted-Device w

Save Cancel Delete

Figure 124. Identity Proxy

©2025 Zscaler, Inc. All rights reserved. 101



ZSCALER AND OKTA DEPLOYMENT GUIDE |

The User Experience

Users receive a warning if they try logging into a SaaS app using Isolation and are not logged into Zscaler.

O We've run into an Error

Please login via Zscaler

Need help? Contact our support team at 7132994968 tharcourt@zscaler.com 0x13d3

.

Figure 125. Identity Proxy warning

Users receive a warning if they try logging into a SaaS app that is using Identity Proxy and are logged into Zscaler with an
unmanaged device (and there is a block action defined for an unmanaged device).

O® We've run into an Error

Please login via Zscaler with a trusted device

Meed help? Contact our support team at 7132994968 @ tharcourt@zscaler.com 0x13d3
L 7

Figure 126. Unmanaged Block Action

Users receive a warning if they try logging into a SaaS app using Identity Proxy and are logged into Zscaler with an
unmanaged device (and there is an Isolation action for an unmanaged device).

Heads up, you've been redirected to Browser Isolation!

'bZSCB’Ef The website you were irying to acce now rendered in a fully isolated

environment to protect you from malicious content.

Make your life easier, create a dashboard!

Did you know you can create a dashboard version of this homepage? Dashboards are like homepages, but easier to use.
Dashboards have a drag-and-drop canvas that lets you easily add, move, and resize widgets. You can also add multiple tabs.
Flexible sharing lets any user view and collaborate on dashboards with you!

ST

Add content Change Layout

PA Activity Usage

Figure 127. Unmanaged Browser Isolation Action

©2025 Zscaler, Inc. All rights reserved. 102



ZSCALER AND OKTA DEPLOYMENT GUIDE |

Configure ZPA to Use Okta Device Trust

Using the Okta Device Trust variable in ZPA requires importing the variable, then defining access and reauthentication
policies with the SAML variable. This variable is returned in the user's SAML assertion during the authentication process.

Import the trust attribute for policies from a device using Okta Device Trust. The device does not need to be trusted, but
it must have the Okta Device Client installed with the IWA Server enabled and active.

In the ZPA Admin Portal:

1. Select Authentication > User Authentiation > IdP Configuration.
2. Select the arrow next to the Okta IdP.
3. Click Import.
4. Save the new attributes.
"ﬁ IdP Configuration ~ SAML Attributes  Settings [+]
Zscaler Pﬁva;; Access
Q 1dp 5 Name Status IdP Entity ID Single Sign-On Actions
Dashboard E;rev'en-—itasna—ueve (-] http:ffwww.okta.comfexk2gpysm7wEkptMy5d7 User ra x
Analytics
ZPA (SP) SAML Request HTTP-Redirect Single Sign-On URL Force Authentication
Authentication @ signed @ Enabled https://dev-37446704.0kta.com/app/dev- @ Disabled
37446704 _zpasp_l/exk2gpysm7wEkptMy
User Authentication > 5d7/ssofsaml
Device authentication > Login Hint
© Enabled

& Resource Management »

SAML Attributes for Policy

& Polic »
Y © Enabled
g Configuration & Control »

Authentication Domains
72057629471408128.zpa-customer.com

[=l Client Connector 2

a A t » o
- \ccoun Impert SAML Attributes SAML Attributes

Figure 128. SAML variable import
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5. To confirm that the variable is available, select Authentication > User Authentication > SAML Attributes.

IdP Configuration | SAML Attributes | Settings IdP Configuration Al =
Zscaler Private Access
Q, Search Menu Name SAML Attribute IdP Name Ac
@® Dashboard GroupMName_okta-606271 GroupName okta-606271
l~  Analytics
GroupMName_Okta-tpo GroupName Okta-tpo
& Authentication
L. DepartmentName_Okta-ipo DepartmentName Okta-tpo
User Authentication
Device authentication Trust_Okta-tpo Trust Okta-tpo

#h Resource Management »

Figure 129. SAML Trust attribute

To enable the SAML Trust variable for polices, select Authentication > User Authentication > IdP Configuration.
Select the Edit icon next to the Okta IdP.

Select Enabled for the SAML Attributes for Policy.

Click Save.

© © N O

Edit IdP Configuration

User 5P Certificate Rotation

ZPA User S50 Service Provider Certificate - Jan 18 03:14:07 2038 GMT

SAML attributes for Policy
® Enabled Disabled

SCIM CONFIGURATION

SCIM Syne SCIM Attributes for Palicy
& Enabled Disabled & Enabled Disabled

SCIM Service Provider Endpoint

https:!{scimil.private. zscaler comiscim/114412155214 364 7586/ W2 m

Bearer Token

A token already exists lor SCIM syneing.

Figure 130. ZPA IdP configuration
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In the ZPA Admin Portal:

1. Select Policy > Access Policy.
2. Edit the Access Policy to add Device Trust.

3. Select Add Criteria and select SAML and SCIM Attributes from the drop-down menu. The SAML and SCIM
Attributes area is added in the Criteria section.

4. Inthe Criteria section, under SAML and SCIM Atrributes, select the Okta IdP from the Select IdP drop-down
menu.

Select SAML Attributes.

Select the Trust_IdP attribute.

Enter a value of TRUSTED (case sensitive).
Click Save.

© N o w

Edit Access Palicy x
NV Qe 10 US
CRITERIA
© Add Criteria
— Application Segments @
paul.househarcourt.com -
OR
Segment Groups
Select one or more segment groups v
AND
SAML and SCIM Attributes © © Select IdP
— |DP: Okta-tpo rﬂ Select SAML and SCIM Criteria
* SAML Attributes
Trust_Okta-tpo © = = TRUSTED
© Add Mare

Figure 131. Using the Okta device trust attributes
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Deception and Identity Threat Protection Integration

This guide provides prerequisites and instructions on configuring a containment integration for Identity Threat Protection
with Okta Al. Identity Threat Protection with Okta Al is a risk assessment and response solution from Okta that
continuously analyzes the risk signals that are native to Okta, the risk signals from integrated security partner vendors, and

your policy conditions to safeguard your organization against identity attacks.

With this integration, Deception pushes user risk scores to Okta for Zscaler Client Connector users based on the events
generated when users interact with the decoys. Based on the risk score and Okta policies, Okta can end the user’s
sessions, prompt a Multi-Factor Authentication (MFA) challenge, or invoke a workflow to restore your organization's
security posture. The risk score is pushed to Okta via SSF using the orchestration rules configured in the Zscaler Deception
Admin Portal. For example, if a Zscaler Client Connector user interacts with a landmine decoy, an event is logged as an
attack in the Deception dashboard. You can have orchestration rules configured for such events and transmit an updated

risk score to Okta.

Overview

Zscaler's Deception and Okta's Identity Threat Detection solutions can detect identity-based attacks with a high degree
of certainty. Zscaler has partnered with Okta to stream high-fidelity risk signals into Identity Threat Protection with Okta
Al This enables policy-based actions and workflow-driven responses in Okta for identity-related risk events in real time,
empowering organizations to configure countermeasures that can mitigate further risk.

The following shows the Zscaler Deception and Okta environment.

Zscaler detects
identity-based attacks
on the endpoint and in

the network

High-Fidelity
Threat Detection

DCSync

DCShadow
Kerberoasting
Zerologon

Session enumeration
AD enumeration
LDAP activity
Zerologon

MITM detection
Defense evasion
Bruteforce detection

Zscaler ITDR / Deception

Block / Contain [ Isolate [ Deceive

Mitigate risk with dynamic access policy

Built into Zscaler Zero Trust

Client Connector

I

Exchange

¢ — 2

——
Users / Identities

$ & okta

Identity Threat Protection

Universal App Logout, enforce MFA,
trigger workflows

Zscaler's Zero Trust
Exchange enforces
policy-based actions for
blocking / isolating /
deceiving the
compromised identity

Identity Threat Protection
with Okta Al ingests risk
signals for correlation and
enables automated
responses to risk events

Figure 132. Deception environment

An attacker on a compromised endpoint attempts to kill the EDR process to evade detection. Zscaler Deception is
running a decoy EDR process as a compensating control to detect such evasion techniques. When the Kernel driver stops
the decoy EDR process along with the real one, the identity’s risk level changes to High and the alert is pushed to Identity
Threat Protection where an Entity Risk Policy for Universal Logout is enforced for supported applications with functionality
enabled. This immediately revokes the user’'s Okta and application sessions, containing the threat from potentially stolen
tokens invisible to network security tools.
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Finding Your Okta Domain
To find your Okta domain:

1. Login to the Okta administrator console.

2. Click your username in the upper right-side corner of the Okta administrator console. The domain appears in the
drop-down menu. For domain examples, refer to the Okta documentation.

A DO
£} okta O
Dashbaard - i
Overview Upasted st Jun 11, 2004, 5:15:34 P Status
Dawhboard
Usars @ Groups @ 550 Apps WL i
Tiwrkicw . i - - ST - My pallings
OF cntews Damtem L3
Agants Sagn out
hostificatans Tasks

Getting SEarted

Figure 133. Find your Okta domain

Create a Shared Signals Framework Receiver in Okta

To create an SSF receiver in Okta:

1. Login to the Okta administrator console.

2. Go to Security > Device Integrations > Receive shared signals and click Create stream.

Device Integrations EB Documentation

Endpoint managemant Certificate authority Endpoint security Receive shared signals Naotification services

Receive security signals from partner applications to Okta using the Shared Signals Framework (S5F) protocel. Sharing signals creates a network

between your apps and continugusly shares security information with Okta to prevent and mitigate security events.

Streanms Status

“ Active Actions =

Figure 134. Create stream

3. Enter the following in the stream creation window:
a. A Name in the Integration name field.
b. For Set up integration with, select Well-known URL.
c. For Well-known URL, enter the following URL for Deception:

https://zscaler.ssf.transmitter.smokescreen.io/.well-known/sse-configuration
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4.  Click Create to create the Security Events Provider.

Create a stream to receive a signal

Receive signals from a partner app to Okta. Your organization can use these signals in
authentication policies or entity risk policies.

For instructions, see the S5F documentation,

Integration name Zscaler Deception

Set up integration with O Well-known LURL
Issuer URL & JWHKS URL

Well-known URL imitter.smokescreen.iol.well-known/sse-configuration |

Figure 135. Define stream

Configure the Containment Integration Between Deception and Okta

To configure the Containment Integration between Zscaler Deception and Okta:

1. Login to the Deception Admin Portal.
2. Go to Orchestrate > Containment and click the Edit icon for the Okta (SSF) entry.

€ Containment

Integrations with third party security tools for automated containment.

Investigate Enabled Settings Blocked Identities Actions

EEO Zscaler Internet Access 0 Z

Orchestrate

&

Miragemaker

&

Dacaive

Zscaler Private Access

Okta (S5F)

CrowdStrike

Figure 136. Edit Okta (SSF)

3. Enter the following in the Okta (SSF) window:
a. Select Enabled.
b. Enter the Okta tenant URL with your Okta domain in the Base URL field.
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4.  Click Save to save the containment configuration.

Okta (SSF)

v . Enabled

Base URL

https://NEGNGNGGE . oktapreview.com

Figure 137. Configure Okta (SSF)

Configure an Orchestration Rule

To configure the orchestration rule:

1. Go to Orchestrate > Rules and click Add Rule.

(; Rules

Rules to automate workflow, notifications, and containment in response to detections.

@
+ AddRule

Investigate

G Priority Condition Tasks Type Actions

Orchestrate

1

® R : :
Internal

Miragemakar

Figure 138. Add Orchestration Rule
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2. Enter the following in the Rule Details window:
a. A name in the Name field.

b. Select Enabled.

c. Create a rule to automate the containment of attackers. (See Understanding and Building Queries to learn
more about writing queries.)

Rule Details

GEMERAL

Mame

Push User Risk Change event to Okta for Ins
v . Enabled
. X Don't process further rules

. X Only ThreatParse Events

Leave the condition empty if you want to take action on all the
events
Click here to test rule

Time Zone

The timezone in which to compare fields of type datetime.

Figure 139. Rule Details
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d. Scroll to the Okta (SSF) section and select Enabled.
e. Set User Risk Level to High.

f. Enter a reason in the Risk Change Reason field to describe why the risk score changed. This reason is reflected
in the Okta logs.

g. Click Save to add the rule.

v B cEnevied

User Risk Level

Risk Change Reascn O

Zscaler detected a potential threat originating from this user.

Figure 140. Enable Okta (SSF)
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Configure an Entity Risk Policy Rule

You can also define what Okta should do when it receives a risk signal about a user.

1. Return to the Okta administrator console.

2. Go to Security > Entity Risk Policy and click Add rule.

Entlty Risk Pﬂllcy [l pocumentation
Configurs autormated responsas to entity risk changss related to identity-based threats, like brute-force attacks, sign-im svents from m
high-threat IP addresses, and residual session risk from session hijacking, etc.
Priority  Rule Status Actions
1 Catch-all Rule EMABLED
IF  Group: Any THEN Mo further action

Detection: Any

Entity risk level: Any

Figure 141. Entity Risk Policy rule
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3. Enter the following in the Add Rule window:
a. A name in the Rule name field.
b. For AND Detection, select Include at least one of the following detections.

c. Select Security Events Provider Reported Risk from the Detections drop-down menu. This detection
description is reflected in the Okta logs.

d. For Then Take this action, select Logout and revoke tokens.

4. Click Save to create the Risk Policy Rule.

Add Rule

If all conditions are true, the entity risk settings will apply. Otherwise, Okta will evaluate the next rule, A maximum of 100 rules can be
configured.

Rule name Zscaler Reported User Risk Change

IF

IF User's group membership includes Any group

AND  Detection Include at least one of the following detections:

Security Events Provider Reported Risk =

Go to Detections [

AND  Entity risk level Any
THEN

THEMN Take this action Mo further action

O Logout and revoke tokens
Run a Warkflow

Figure 142. Define rule
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The status of your Risk Policy rule is ENABLED.

El-ltityr RiSk pﬂli:y H Documentation

Configure automated responses to entity risk changes related to identity-based threats, like brute-force attacks, sign-in events from m

high-threat IP addresses, and residual session risk from session hijacking, etc

Priority  Rule Status Actions

1 Zscaler Reported User Risk Change EMABLED Actions -

IF  Group: Any THEM Logout and revoke tokens

Datection includes:
Security Events Provider Reported Risk

Entity risk lewvel: High

2 Catch-all Rule EMABLED

IF  Group: Any THEN  No further action
Datection: Any

Entity risk level: Any

Figure 143. Risk Policy Enabled

Reviewing Events

To review an event sent from Deception to Identity Threat Protection:

1. Return to the Deception Admin Portal.
2. Go to Orchestrate > Containment and click the number in the Okta (SSF) row under Blocked Identities.

f;) Containment

Integrations with third party security tools for automated containment.

@

Investigate Enabled Settings Blocked Identities Actions

EEC‘ Zscaler Internet Access

Orchestrate

@

Miragemaker

Zscaler Private Access

Okta (SSF)

Figure 144. Select Containment Block
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3. Review details about the event such as the username and change in risk level.

Cikta |S5F]

Ittty Pravisiud Rk Lineel Curfanl Righ Level Lasn Event Sent Tirmadl

Figure 145. Review Containment Block

4. Go to Investigate and click the user to review more details displayed on the right-side panel.

f; Investigate

Figure 146. Investigate incident

(Optional) Review the Okta logs by returning to the Okta administrator console, and going to Reports > System Log.
6.  Enter the following in the Search field:

security.events.provider.receive event
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7.
8.

Click the Search icon to search the logs.

Expand the log by clicking the arrow to the left of it.
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System Log

From To
062672024 (o000 00 07 /03/2024 23:59059
Search
l security.events.provider.receive_event I
Count of events over time
Show evant trands by category
Events: 1 E v
Time Actor
L+] Jul 03 0F:13:38 hittps:/fzscaler.ssliransmitter. smokescraen.io (Se...

+ Back to Reports

{GMT-5) Central Time - America/Chicago

Advanced Filters / Resat Filtars

4 Download CSV

Event Info Targets

Security events provider reported nisk Jordan Poole [User)

SUCCESS

Figure 147. Search for event logs
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The detection description Security events provider reported risk is displayed in the Event > DisplayMessage detail.

Events: 1 E 9 | 4 Download CSV
Tirre Austor Event Info Targets
] Jul 03 0F:13:38 https:ffzscaler.ssf tramsmitter.smokescreen jo (Se.. Security events provider reported risk Jordan Poole [User)
SUCCESS
* Actor hitps:ffzscaler.ssf.transmitter.smokeascrean.iolid: https:ff Expand All | &
zscaler.ssi.transmitter. smakescreen.io) p—
* Client
¥ Event
» AuthenticationContext
DisplayMessage I Securty evenls provider reported risk I
EventType security.events.provider.receive_gvent
» Outcome
Published 2024-07-03T12:13:38.5812
» SecurityContext
Severity INFO
» System Transaction(id: faal77e08d09713e18b853101e457420)
* Request
¥ Targat Jordan Poole (id: 00uabkkfdnK090ikQ1d7 U ser

Figure 148. Log detail

Your Risk Change Reason from the Deception Orchestration rule is displayed in the System > DebugContext >
DebugData > SecurityEventsProviderReportedRisk detail.

* System
* DebugContext
~ DebugData

DtHash

4538034159190173a1e69dc3b7d0dd 30764 Bc315bfTcBeaadd 041045003049
Requestid faal? Te00d00M 3e18bB53101e4 57420
RequestUri Isecurity/api/vifsecurity-events
SecurityEventsProviderReportedRisk { “issuer” : “hitps://zscaler.ssftransmitter.smokescreen.io®,

“hitps:/fschemas.okta.com/secevent/okta/event-typeluser-risk-change® : { "subject® : { “user™ : { "format” :

“emall’, "emall” : "jordan.pocde@andromeda. devengers.tech” } }, "event_timestamp” : 1720008817,
“reascn_admin® : { "en” : "Zscaler detected a potential threat originating from this user.” }, “previous_level :
“nome’, "current_level® : “high" } }

Traceld Occdcs-7ale-4614-2410-18c47cB90d24
Url [security/apiivifsecurity-events?
LegacyEventType
* Transaction
uuiD adececb0-3935-1ef-9701-fd>0fadccld 79
Version o

Figure 149. Log System Debug detail
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Avalor Unified Vulnerability Management and Okta Integration

This guide provides prerequisites and instructions on configuring an integration between Okta and Avalor Unified
Vulnerability Management (UVM). Avalor's Data Fabric and UVM solution ingests, normalizes, and unifies data across
enterprise security and business systems to deliver actionable insights, analytics, and operational efficiencies. The
following steps demonstrate how Avalor UVM can leverage Okta logs, combined with data from other sources, to
contextualize and calculate personalized risk assessments for the organization.

Overview

The Avalor UVM platform can ingest many Okta logs to aid in quantifying risk. For example, you can query the Apps API
to retrieve which users are assigned specific applications. Should a vulnerability be identified within the organization,
Avalor can adjust the associated potential risk based on which applications the user has access to. For instance, a Remote
Code Exploit vulnerability might carry a lower risk if the affected asset is a test machine in an isolated network. However,
the same vulnerability might have its risk rating dramatically increased if found on an asset that has a user logging into it
with access to critical applications. By default, the solution pulls Okta System Logs.

Finding Your Okta Domain
To find your Okta domain:

1. Login to the Okta administrator console.

2. Click your username in the upper right-side corner of the Okta administrator console. The domain appears in the
drop-down menu. For domain examples, refer to the Okta documentation.

e PO Ly B
{}¥ okta QD 5 onem—
Dashboard a ) ek
Overview Upasted st Jun T, 2004, 5:15:34 P Status
P R,
Carnboged [T e
Usars & Groups @ S50 Apps la [
Tirsicn . . i 5 My sgilingh
i T — i
OF7 untom D umten 23
Agantg Sagn out
hetificatang 1'5“‘
Getting SEarted
"

Figure 150. Find your Okta domain
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Create APl Token

To configure the API Key for Avalor:

1. Go to the Security tab of the Okta administrator console.
Click API.

Click the Tokens tab in the APl window.

Click Create Token.

Enter a name and select Any IP from the drop-down menu.

o U A wN

Click Create token.

Create token

What do you want your token to be named?

The token name is used for tracking API calls.

API calls made with this token must originate from

Any IP

Create token Cancel

Figure 151. Create token

7. Copy the Token Value that appears to a secure location, then click OK, got it.

= 0Q  customer@xyz.com
* okta Q 00 okta-dev-12345678
— -
— ~ Authorization Servers  Tokens Trusted Origins
General
Healthinsight A Create token Find token Searchby | Lastused: Most recent v
Authenticators Status Name Role Status Actions
Authentication Policies Al 1 Avalor Super Admin + ACTIVE -
actve Token ID: 1234567890987654231 2 Customer XYZ  Last used or updated an hour ago
Global Session Policy Ol AR
Type
Profile Enroliment
Al 1
Identity Providers - "
Delegated Authentication
Networks
Behavior Detection
Device Assurance
Policies
Device Integrations
Adninisirsiots ©2024 0kta, Inc. ~ Privacy Statussite  OK12Cell(US)  Version 2024.091 E Download Okta Plugin Feedback

AP

Figure 152. Token created
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Configure the Avalor Data Connector

To configure the integration between Avalor and Okta:

1. Login to the Avalor UVM Dashboard.

2. Go to the Configure Data Sources window by clicking the Options icon (the gear) in the upper right.

% Avalor i Vunerabiitos £ e @ m@ o

Sources

*C Data Model Name 1 LastIngress Run Status Last Unification Run Status Last Successful Run

Original Data Source Source Name Last Data Received

Figure 153. Configure Data Sources
3.  Click Create and search for Okta in the search filter.

== Avalor H Vulnerabilities

Connect New Data Source

%% Sources

|._ Q. oktg X

% Outegrations

= Data Model Application

o Okta

Figure 154. Connect New Data Source

©2025 Zscaler, Inc. All rights reserved. 120



ZSCALER AND OKTA DEPLOYMENT GUIDE |

4. Click the Okta tile.
a. Enter a Name for the connector and toggle the Active slider to enable the connector.
b. In the Okta domain field, enter your Okta domain.
c. Inthe Okta url field, enter your Okta URL.
d. In the API token field, enter your API token that you copied previously.

== Avalor HH Vulnerabilities £ Explore e » O @

O Create Okta connector
i3 sources

% Outegrations Details

Okta connector @ Active

Okta

Retrieval
00u-12345678

https:/fdev-12345678.0kta.com

Scheduling
i

L

Figure 155. Configure Data Connector

Review and Adjust Data Model Mapping

Avalor UVM automatically maps ingested data to the default Data Model, so analysis can begin immediately. However,
many data sources also provide additional data points that might provide additional context to risk prioritization.

The following example shows how to map additional Okta data into the data model so that you can use it to provide
additional context when evaluating risk. From the Avalor UVM Sources page:

1. Select the Okta connector configured in the previous section.

2. Click Map Data.

S Avalor i Vuinerabilties Aopoe @ B B (<]
Sources
22 Sources
% Outegrations
+2 Data Model © Name Original Data Source Source Name Last Data Received LastIngress Run Status Last Unification Run Status Last Successful Run
Okta connector O Okta O Okta 10/8/2024, 9:00:03 AM @ Success © Success 10/8/2024, 9:31:20 AM

Figure 156. Map Data
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3.

In the Map Okta connector window:

Review the ingested data fields in the left-side column.

a
b. Review the Entities in the right-side column.

8]

o

Review the default mappings in the center column.
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(Optional) Click Add Entity to create a custom entity within the Data Model to map to.

e. In preparation for the following example, map the actor.alternateld field from the Okta data source to the

OrgEntity.Key field.

=z Avalor Vulnerabilities

O Map Okta connector

22 Sources
Ingested Data D Preview
% Outegrations
Mapped  Unmapped

* Data Model Q sea

debugContext

legacyEventType

transaction v

Figure 157. Map Okta Connector

published

Create New Connection

JxEditor

AutoMap +

Mapped Connections (2)

Cancel

£ Explore @ O (]

D Preview

Entities + Add Entity

Mapped  Unmapped

Last Update

Source

Tags

Last Update

f. (Optional) Click Auto Map to allow the software to automatically map additional fields to the Data Model.

g. (Optional) Click Preview to review the updated Data Model mappings.

h. Click Save.

== Avalor

Vulnerabilities

O Map Okta connector

22 sources

Ingested Data [ Preview

% Outegrations -

Mapped  Unmapped

*2 Data Model @ Search

actor
client

device
authenticationContext
displayMessage
eventType

outcome

published
securityContext
severity
debugContext
legacyEventType
transaction

uuid

version

request

Figure 158. Data Mapping

client ipAddress

actor.displayName

published

eventType

client userAgent rawUserAgent

severity

Create New Connection

JxEditor

Mapped Connections (6)

source_ip

actor_user

Timestamp

event_type

user_agent

Original Severity

Cancel

AutoMap +!

4 Explore O -] [+=]

@ Preview m §

Entities + Add Entity

Mapped  Unmapped

Q search

First Seen

Last Seen

Tags

Last Update

Source

Timestamp

First Seen

Last Seen

Tags

Last Update

Key

Type

Title

Description

Oriainal Severity
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4. On the Sources page, select the Okta connector and click Process Now.

== Avalor i Vulnerabilities 4 Explore e P O (e
Sources
32 Sources
C ProcessNow o Map Data Runs ® Deactivate © Delete £ Edit

% Outegrations

= Data Model & Name T Original Data Source Source Name Last Data Received Last Ingress Run Status Last Unification Run Status Last Successful Run

Okta connector O Okta O Okta 10/8/2024, 10:00:00 AM @ Success © Pending 10/8/2024, 10:00:15 AN

.

Figure 159. Process Now

Review and Adjust Risk Scoring

After ingested data has been normalized and mapped to the Data Model, Avalor UVM evaluates the risk.

The following example shows how you can ingest a custom data source (AnySource) to identify which users have access
to critical applications. Having this additional context allows the UVM application to apply user access context against
vulnerability findings. You then create a Risk Factor that raises the assets vulnerability score if the owner of that asset has a
value of True for access to critical applications. A value of False leaves the risk calculation unaffected.

From the Data Sources tab in the Avalor dashboard:

1. Click Create and search for the AnySource connector.

2. For this example, prepare a CSV file that identifies which users have access to critical applications (you can pull user
application lists directly from the Okta API, should you want to automate this step). For example:

Email CriticalAppAccess
Userl@customer.com True
User2@customer.com True
User3@customer.com True

Enter a name for the connector and toggle the Active slider to enable the connector.
4.  For the Retrieval, select Upload File.
Upload the CSV file created previously.
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% Sources

% Outegrations

*C Data Model

S

Figure 160. Upload CSV file

Details

:#: Create AnySource Source

Critical App Access
AnySource

Retrieval
Upload File
v Uploaded applist.csv

Browse

@ connect

@ Active

Auto
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4" Explore

concel
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Click Next and review the imported data for accuracy.
Click Map.
In the mapping screen, map the Owner/E-mail field to the OrgEntity.Key field.

0 © N O

In the OrgEntity Entity, click Add (+) to create a new field.

a. Enter Access to Critical Apps orsimilar as the Field Name.
b. Choose Boolean as the Field Type.

c. Click Add.

v ORGENTITY (15) ik

T Nama
Figure 161. Add OrgEntity

10. Map the CriticalAppAccess field to the newly created OrgEntity Access to Critical Apps field.

# Map Critical App Boolean

Ingeste: dapata B Previem Entities

Figure 162. New mapping

1. Click Save.

12. Highlight the new AnySource connector and click Process Now.
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Next, you must ensure that the Asset owner information is ingested correctly and mapped to the user information being
pulled from Okta so that you can leverage this data in risk scoring.

From the Data Sources tab in the Avalor dashboard:

1. Locate the data source that provides asset Owner ID information such as ServiceNow, Microsoft Intune, etc.
2. Select the data source and click Mapping.

3. Ensure that the User ID field (for the user that owns the asset) from this data source is mapped to the Asset.
OwnerlD field of the Data Model. In the following example, Microsoft Intune is shown with the necessary mapping:

~= Avalor & Vulnerabilities £ Explore o O @
= Map Microsoft Intune Assets connector D Preview
&% Sources iy
Ingested Data Entities + Add Entity
Create New Connection
% Outegrations s
Mapped  Unmapped = Mapped  Unmapped
»5 Data Model Q Jx Editor & X
deviceName Cancel
manufacturer
deviceCategoryDispla Q search Auto Map +
Tags
azureADDeviceld Mapped Connections (13)
Lost Update
lastSyncDateTime
p— from datetime import datetime Timestamp
enrolledDateTime
userid Name
id ¢ ow: dict) -+ float RAM Size (MB)
st See
isEncrypted
t Seer
operatingSystem device yDisplayName
Tags
azureADDs AD SID
Last Update
lastSyncDateTime Last Seen
Key
Yoo
Owner ID
Owner 1D
d Key F
[ isFnervnted il IsFnervnted

Figure 163. Map Microsoft Intune Assets connector
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Next, create a custom field in the Asset entity to adjust risk scoring based on ingested data.
From the Data Sources page:

1. Click the Data Model tab in the left-side navigation.

2. Click Add (+) next to the Asset Entity.
a. For Field Name, enter a name such as Owner Access to Critical Apps.
b. For Field Type, choose Boolean.

c. Click Add.

== Avalor HH Vulnerabilities

Data Model Management

22 Sources

Q Search

& Outegrations

£ Data Model Entity/Field Entity Type System
> Finding S+ Finding uber_fir
> Asset S+ Asset uber_as

0 Field Name *
> Ticket S its
Owner Access to Critical Apps X

> Vulnerability Sa gl
> Org Entity Sa Boolean Y or
> Component Sa m Eec
> Component Instance gA + Componentinstance uber_cc

Figure 164. Data Model Management
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Finally, set a Risk Factor to manipulate risk based on the data collected and analyzed. From the Vulnerabilities tab in the
Avalor dashboard (Remediation Hub):
1. Click the Settings drop-down menu in the left-side navigation.
2. Click Score.
3. Click Add Factor.
a. Select Risk Factors as the Factor Type.
b. Enter a name, such as Owner Access to Critical Apps.
c. Inthe Field drop-down, select the Owner Access to Critical Apps field under the Asset Entity.
d. In the True field, enter the percentage to increase risk when the user evaluates to True.

e. Click Apply.

== Avalor ] Vulnerabilities 4 Explore e ® O @
& Owner Access to Critical Apps " X
Score Settings PP
& Tickets . Risk Factars
sets Base Score (3) 5e% . Owner Access to Caitical Appd
4 Findings s . Asset Owner Access to Critical Apps
= Seut
e cvss -
Grouping Rules When Owner Access to Critical Apps Equals
Scom £pss True raise score by a0 %
Original Severity Score False reducescorsby v 0 %
Else reducescoreby | v 0 %

Risk & Mitigating Factors  80% »  45%

7 Over
# Remediation History OALEAE)
& Risk Factor Name Entity

Is PCI Finding
= MyRe Known Exploited GlobalVul
&1 My Dashboards
Public Facing Asset Asset
Crown Jewel Asset
© Delete Cancel Apply
.

Figure 165. Vulnerabilities tab
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4. Go to the Assets tab in the left-side navigation.
Click one of your assets (it might take some time for the UVM application to process findings and update scoring).

6.  Click the Findings tab to review the asset’s score. (In the following example, note how the score was elevated by
10% due to the owner having access to critical apps.)

Asset MacBook-Pro.local D/1& " X
First Seen: Jun 23 2024, 7:00 PM (4 months ago)

A 10.0 CRITICAL
Details Findings $ Update L @
Asset Merging Severity score v Original Severity Score v State v + More Clear Filters
Findings (591) 591 found
Tickets (1) SEVERITY | ORIGINAL SEVERITY SCORE STATUS 1 SOURCE FIRST SEEN LAST
v 4 10.0 Critical 4 10.0 Critical Active L 5/16/2024, 6:12:36 PM 8/5/2024
DESCRIPTION

An access issue was addressed with additional sandbox restrictions. This issue is fixed in macOS Sonoma 14. A sandboxed process may be able to
restrictions.

Update Apple Mac OS 12 to version 14.0 or newer

Base Score Value Score Share % Score Change
Original Severity Score 10.0 +90% +9.0
Score Adjustments Value Score Share % Score Change
Access to Critical Apps True +10% +1.0
Final Score A& 10.0 Critical
Showing 1-20 of 591 1 2 3 4 5 w 30 >

Figure 166. Assets tab
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Transparent SSO Using IWA with Okta

Take advantage of IWA for transparent authentication when using Okta and Zscaler if it has been configured for the Okta
environment. IWA works between Okta and the Windows Active Directory (AD) Server.

IWA is a Microsoft feature that allows a user to automatically authenticate using the users’ Windows Active Directory
authentication credentials. IWA works in an Okta environment by using either the Okta Desktop or the Okta IWA Web

App that runs on an IIS server in your domain. For a demonstration of using IWA in an Okta environment, see Mark Ryan'’s
IWA and Okta Demonstration.

6. Okta IWA Web

4. Okta IWA Web App App validates
challenges browser for NTLM/Kerberos

authentication credential and
5. Browser sends NTLM/ 5 WWW-Authenticate) fetch_es the user
Kerberos credential for < 4 profile from AD

logged-on desktop user O

back to Okta IWA Web App () :II 3b £

S PN =

@

7
Desktop user 8 8. Browser returns IWA Web Server AD Server
. the token to Okta via 7. Okta IWA Web A
1. User tries to access |1 0 App
an Okta-protected HTML form POST generates and digitally

signs an SSO token and

cloud app sends it to the browser

E,{SB Corporate Firewall

3a. Okta redirects the user
to the (3b) on-premises Okta
IWA Web App via the
browser

2. App redirects the user
to Okta for authentication 3a

- $% okta

9. Okta completes the
app sign-in request and
returns the user to the
app with SSO token
(e.g., SAML)

App Ser\rer

Figure 167. Okta IWA Web Server authentication flow
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PAC File and Zscaler Client Connector: Authentication Bypasses

When using ZIA, successful authentication requires you to bypass the IdP provider login URLs. It isn't required for ZPA. The
destination URLs can flow through ZIA, but bypassing the URLs for ZIA is a requirement for both browser PAC files and for

the Zscaler Client Connector.

You must bypass the IdP provider login URLs in your browser PAC and the Zscaler Client Connector custom PAC file for
the application profile:

PAC File Bypasses:

// Okta Authentication Bypass

if (

dnsDomainIs (host, “.okta.com”) ||
dnsDomainIs (host, “.oktacdn.com”) ||
dnsDomainIs (host, “.oktapreview.com”))

return “DIRECT”;
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Appendix A: Capture the SAML Request for Troubleshooting

Troubleshooting SAML can be challenging. The procedures find and decode the SAML assertion to look at the attributes
returned by the IdP. These steps capture the assertion by using the Developer Tools for the browser, and then decoding
it using a Base64 decoder on the desktop. This is the most secure method. You can use browser extensions, and/or
cloud-based Baseb64 decoders. When clear text passwords are present in the data, it's always more secure to keep things
in-house.

You can use any browser to capture the SAML assertion. The procedures for the most common browsers are in the next
sections.

How to View a SAML Response in Your Browser for Troubleshooting

Retrieving your service provider SAML response in your browser can help you troubleshoot SSO login issues.

Google Chrome: To View a SAML Response in Chrome
1. Press F12 to start the developer console.
2. Select the Network tab, and then select Preserve log.
3. Reproduce the issue.
4

Look for a POST SAML in the developer console pane. Select that row, and then view the Headers tab at the
bottom. Look for the SAML Response attribute that contains the encoded request.

E The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the
decoded response.

Mozilla Firefox: To View a SAML Response in Firefox

1. Press F12 to start the developer console.

2. Inthe upper-right of the developer tools window, click the Options icon (the gear).
3. Under Common Preferences, select Enable persistent logs.
4.  Select the Network tab.
5. Reproduce the issue.
6. Look for a POST SAML in the table. Select that row. In the Form Data window on the right, select the Params tab
and find the SAMLResponse element.
E The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the

decoded response.
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Apple Safari: To View a SAML Response in Safari

1.

oA woN

Enable Web Inspector in Safari. Open the Preferences window, tap the Advanced tab, and then tap Show
Develop in the menu bar.

Open Web Inspector. Click Develop, then tap Show Web Inspector.
Tap the Resources tab.

Reproduce the issue.

Look for a POST method with a samlconsumer file in the table.

Scroll down to find Request Data with the name SAMLResponse.

The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the
decoded response.

Microsoft Windows: To View a SAML Response in Windows

The best way to analyze network traffic in Windows is through a third-party tool called Fiddler. To download and install
Fiddler and capture the data, follow the steps at:

https://www.telerik.com/download/fiddler

What to do with the Base64-Encoded SAML Response

After you find the Base64-encoded SAML response element in your browser, copy it, and use your favorite Base64
decoding tool to extract the XML tagged response.

Security Tip

The SAML response data might contain sensitive security data. Zscaler recommends that you do not use an online Base64
decoder. Instead, use a tool installed on your local system.
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Configure Your Browser to Capture the SAML Response

Configure Zscaler as a proxy for your Google Chrome browser. You can configure the automatic FQDN to select the
fastest gateway response as the proxy. The FQDN is gateway.zscalerthree.net, where zscalerthree is replaced by your

cloud (e.g., gateway.zscloud.net, gateway.zscalertwo.net, etc.).
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For this exercise, manually select the proxy from the list of Public Service Edges:

1. Enter your cloud’s information center. The URLis ips.zscalerthree.net/cenr, for example. This lists the Public

Service Edges for the Zscalerthree cloud. The Dallas IP is used as the proxy address defined in the browser.

Cloud Enforcement Node Ranc X +

C 0

& https:/fips.zscalerthree.net/cenr

Chicago

Chicago

Chicago

Chicago
Chicago

Dallas |
Denver |
Los Angeles

Mexico City |

Miami 11l

Iontroall

165.225.0.0/23

165.225.56.0/22

165.225.60.0/22

137.83.154.0/24
165.225.2.0/24

165.225.34.0/23

165.225.216.0/23

165.225.10.0/23

104.129.198.0/23

136.226.0.0/23

165.225.222.0/23

1oE 298 2192 0423

chil.sme.zscalerthree.net

chil-2.sme.zscalerthree.net

dfwl.sme.zscalerthree.net
dfwl-
2.sme.zscalerthree.net

den3.sme.zscalerthree.net

glal.sme.zscalerthree.net

mia3.sme.zscalerthree.net

165.225.0.159

165.225.56.0

165.225.60.20 165.225.60.29

137.83.154.0

165.225.2.0

165.225.34.42

165.225.216.32

165.225.10,32 165.225.10.56

104.129.198.174

136.226.0.0

165.225.222.32 165.225.222.58

1o 208 2312 0

chil-
vpn.zscalerthree.net

chil-2-
vpn.zscalerthree.net

dfwi-
vpn.zscalerthree.net

dfwl-2-
vpn.zscalerthree.net

den3-
vpn.zscalerthree.net
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mia3-
vpn.zscalerthree.net

Figure 168. Select a test proxy
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Open the Proxy Configuration window for your test browser and enter the proxy IP address you just copied. You
must also enter the Azure Active Directory domains as bypasses so the request makes it to Azure Active Directory
and isn't blocked by ZIA. The three Azure Active Directory domains to bypass are login.microsoftonline.com,
config.microsoftonline-p.net,and *.autodiscover.testmypacket.com. Save the changes.

You are now ready to test.

= Wi-Fi
Wi-Fi  TCP/IP DNS WINS 802.1X Proxies Hardware
Select a protocol to configure: Web Proxy Server
Auto Proxy Discovery | 165.225.216.32 |: |80 |
Automatic Proxy Configuration .
| Web Proxy (HTTF) I Proxy server requires password

Secure Web Proxy (HTTPS)
FTP Proxy
SOCKS Proxy
Streaming Proxy (RTSP)
Gopher Proxy
Exclude simple hostnames
Bypass proxy settings for these Hosts & Domains:

login.microsoftonline.com client config.microsoftonline-p.net *.autodiscover.testmypacket.com

Use Passive FTP Mode (PASV)

? Cancel

Figure 169. Setting your browser proxy settings

Enter any URL in the browser, and ZIA prompts you for authentication credentials.

Start your developer tools.

Select the Kebab icon (vertical ellipsis) at the top-right of the browser to open the command menu.

Select More Tools.

Select Developer Tools.

+

2 Sattings

&“ O @& @ Chrome chrome:/settings

- MNew Tab
Sattings Q,  [esech sanings
Hew Window AN
N . B Vour trowssr s maragedby sscalers NEW Ineognits Window aAN
Yau and Google Histery 3
[=
Downlcads WKL
@ safetycheck Todd Harcourt Boakmarks 5
@ 5yoeng o thaourn@zscalercam
@ Privacy and secusity EZoom - 0%+ W
Syne and Google services Print... ®e
@ Appeannce
Cast._.
Manage your Gaogle Account
Q. seach engine Fird... xF
Edit Cut Copy Paste
(U] On starbap W
MRS lear Brawsing Data... ona Sattings s,
Advanced = Extensions Halp »
Autafill Task Manage:
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Extanalang [E4} Developer Toals h=
o Fal
About Chrome

Figure 170. Selecting develop=er Eools
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The network trace shows you the connection and packet information as it authenticates into Zscaler and Azure
Active Directory. The initial authentication window is only looking for the user domain appended to the User ID, so
Zscaler knows which Zscaler instance to which to direct the request. In this case, itis testmypacket . com. Zscaler
redirects the authentication request to Azure Active Directory.

@ Welcome To Zscaler Directory X+

cC 0 & https://gateway.zscalerthree.net/auD?orig

[w @] Eements Console Sources Peformance  Memory  Application
® © % Q [JPreservelog [ Disablecache | Online v + +

Filter _| Hide data URLs 1] XHR JS CS5S Img Media Font Doc WS N
| Has blocked cookies || Blocked Requests

1000 ms. 2000 ms H000 ms 4000 ms 5000 ms 000 ms 7000 ms B000 ms 8000

Name Status Type Initiator Size T.

_ dip-test.tep-udp.net o7 docurme... Other 371B 5.

- . auD7origur=httpY3A%2FY%2Fdip%2dt... 200 document dip-testicp-ud..  223kB 4.
& dataiimage/png;base... 200 png fauDTorguri=ht... (memor... 0.

& Slgn In favicon.ico text/htmi  Other 136KB 6...

To keep ol c . dataimaga/png;base... png auDPoriguri=htt... [memor... O...
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co B dataimage’png;base... png auD?origuri=htt... {memor... 0...

User Name
I toddh@tesuﬂypacket.conil -] |

Mead help? Contact your IT support.

Figure 171. Capturing the SAML request

8. Onthe Azure Active Directory authentication window, log in with a valid user ID in the Azure Active Directory
database associated with the Zscaler instance.
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Figure 172. Authenticate to the Azure Active Directory IdP
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Q. After authentication has completed, select the sfc_sso packet destined to login.zscalerthree.net. This is the SAML
response from Azure Active Directory and contains the SAML assertion. The assertion is Base64-encoded and you
must use a decoder to get the clear text information. Select the SAML response data.
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Figure 173. SAML response containing the assertion
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10. Using a Base64 decoder, paste the encoded text into the application and then copy the decoded SAML assertion.
For this demonstration, the Base64Anywhere app was downloaded free from the App Store for Mac. There are
also free decoders in the Windows store if you are a Microsoft user, and command line options. For example, for
macOS, you can use a CLI command base64 -D data to decode the assertion.

000 BaseB4Anywhere

Base64 Encoded Text

A i A ] ] o A WA T A Y A R ] T A b o e S A T e

htPSJodHRWOiBvd3d3Lnczlm9yZySyMDAXLZEWL3htbClleGMtYzEObiMiLz48ZEMEU2Z lm.?r

WM

‘aXRobT0iaHROcDoOVL3d3dy53My5S

vemevMi AWMSSWHC94bWxke 2 1nLW 1 vemU JenNhLXNOYTT 1 N1 IvP jxke ZpSIWZ1emvuY2ugvy Base64 = TX3MZQ40TESNZI0NYY 3N YAP Xk
czpUcmFuc2zveml 2P jxkezpUemFuc2 Zvem0 goWxnb3JpdGht PSJodHRWOL8vd3d3ILnezLm ¢ 1ZW52ZWRVCGVKLANDE 25 hdHVYZ
SIVPixkczpUcmFuc2 Zvem0gQWxnb3JpdGht PSJodHRWO18vd3d3Lnc zLmIyZy8yMDAXL ZEY Encoded 1¥2pJbmisdXNpdmVOYW11c3BhY2

VzIFBYZWZIpeExpc3Q9InhzIiB4bWxuczplYz0iaHR0cDovL3Id3dy53MySvemevM jAWMS BxH
UcmFuc2ZvemlzPixkezpEaWdle3RNZKRob20g0Wxnb3JpdGhtPSJodHRWOi8vd3diLne Ly
VmFsdWU+0CtnRmMF 3U JZVSKovYUQSNnpVejR2c Ld6SWIYSVBORE LKRINCT jVmUmt T2 20 8L2| MEUMVMZXI1bmN 1P jwvZEMEUZ1nk
mVkSWSmbz4BZHM6UZ LnbmF0dXJ1VmMF sdWU+Q0dtUHh2T 1 JkS2F ib3FETDUAMOhzQWItK09hT1IGe LFreERVVIVE XeUl00k4 2NZVYTIFOYWduS ZhBWCs3ZE
PCAERITHIKNVPSS3ovastxeE41R1pnVEJgMkdCTGZCRFpRZF1XMTRERGIXNZ pgQUL1WD1BMONVEGUY anJXMXd4R2XGS09PS 204 NELLWUQWRZ LUZU9UbZNL1dU1
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Z2ZXrNThhTG9ZUKVVD JREWnkwZThUZTIDNO1URUS LVRJRM JFma0VsMCO9VvZ1d4TDNraDAZTKVVT2 LOMU1sT2w3V3diUitUdksxY1NOcDB4K29pbG1lDa0dKTOF6T
jF6UzZ1nPTOBL2ZRZOINpZ25hdHVYZVENbHVIPxkezpLEX1TbmEVP jxkeZpYNTASRGFOYT48ZEM6WDUWOUNLenRpZml JYXR1 Pk1JSURWRENDQWISZ0F3SUJBE0O

PCI9kczpUcmFuc2 Zvem0+PCo9kezp

SAML AsSertion  |oyzaceynryiLzsszamsRoLnzyn

Copy

Decoded Data Or Text

BAOMBE9 rdGEXFDASBGNVBASMC INTT 1 Byb3 2 pZGVYMRMWEQY DVQODDAPKZX Yt A2ZM cXMRWWG YT
KoZIhvcNAQKBFg1pbmZvQGIrdGEUY2 9tMITBI jANBgkqhkiGIwOBAQEFAROCADBAMIIBCGKCAQEA
mbRLiIGLt23Vp+vvKCNDCXRAy 1GWSF 2UbWnISLmY9Pzni POEXGA KNWUCO4TZUL 1FGja]j LocfmWkeg
n3LpLmVERMPe05SThC lhfhvX4VtIvinFbiIcio/EqleCyTfztWeWxF5PsaZVEMXXt6 PkBAKECerol B ase 64 -
udlv/DVamakJozplUwStd]jphRcMXdy 3d5DyxoppKkXzLanMONI6uYDOp/+TEVU3 jMEYKUFZs jbHA
PBAGE2350gX+Jaehigmil6 /J6sCLzz59u/VVANIbIE2ZPQzyd8FNRXBKYCf40fae /10ikN215au6Y Decoded
PfVHFeOXHOqwBxhIbdV/WDygQqzhMVa/GF¥NuQIDAQABMAOGCSgGST b3 DOEBCWUAALT BAQA+dDUR
U+JwdnT/4bxSJCb1QIF+gHGmgohwx6 3X0810LjdrF0jrsoTypvCTmUVebDGYMV i XexioCHEG/ 1IA
0zKUKjxGyyDhUcpcDsmiDKDBEk1cGVmM4ltnYXUstF4uPBQHNGZWOCMp45AzIIdTPpIs85ZMnWQlpr
1TELA40JCCUhWCDDTL/ a5b46UkcoKHzggzACIFHIMKG0ozheAr 39 Y 8WADP4BhuCXWhIDR
Tbh5UlAtkIUNLS8vIREHTsgt/mKJuBf1S+DPs6s6+6XT6xKVEgTIILGETcSuRO1i /af6¥nCkxui2u
TRIXXPCc2kIYbzlvXPCNsegOV4nzDxiec</ds:X509Certificate></ds:X509Data></ds:KeyInfo></ds:Signature><samlZp:Status

wmline s eaml Tnm urn sased s snaman s ket SAMT 22 Armrabanal Taeeaml Tns Sk atnerada e lnam T nrne ased e naman o SAMT

SAML Assertion

Copy
Get the code!

Figure 174. Decoding the Base64-encoded assertion
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1. See the clear text assertion with the NamelD of the user and other attributes. In this example, the user is part of a
group called Everyone. All groups and attributes associated with the user are seen in this response.

=?xml version="1.8" encoding="UTF-8"?><saml2p:Response ID="1d121708133819734891972466766"
InResponseTo="_6409506983574799128" Issuelnstant="2020-08-13T19:27:17.996Z" Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.@:protocol" xmlns:xs="http://www.w3.0rg/2001/
XMLSchema"><saml2:Issuer Format="urn:oasis:names:tc:iSAML:2.0:nameid-format:entity"
xmlns:saml2="urn:oasis:names:tc:SAML:2.@:assertion">exksledkiBoMrgEVy@h7</saml2:Issuer><ds:Signature
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"><ds:SignedInfo><ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc—cl4n#"/><ds:SignatureMethod Algorithm="http://
www.w3.0rg/2001/04/xmldsig-more#rsa-sha256"/><ds:Reference
URI="#1d121708133819734891972466766"><ds:Transforms=<ds:Transform Algorithm="http://www.w3.0rg/
2000/09/xmldsig#enveloped-signature"” /><ds:Transform Algorithm="http://www.w3.0rg/2001/18/xml-exc-
cld4n#"><ec:InclusiveNamespaces PrefixList="xs" xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cldn®" /></
ds:Transform=</ds:Transforms=><ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/
><ds:DigestValue>8+gFawR6UJ]/aD96zUr4sswWzIbXIPhDMIFSBNSfRkSg=</ds:DigestValue></ds:Reference></
ds:SignedInfo><ds:SignatureValue>CGmPxvORdKabogDL583HsAbm+0a0RFrQkpHUVeMuxwWyMtBNE7eX0gNagnKhAX+7dIBtD
wLrd5ZyKz/
i+qxN5GZgTBj2GBLfBDZddYW14DDoq7jjAleX9A3Code2]j rqlwxGLFKOOK) 84KmYDRGITeOTo3euMDWuRMXVFRI 18U3g2v5wMHVEB0
u9sH1Ds/

ADtM+kuNXihhstJiODiwPGTcRtSMn1J8hcgFkZ fxS52uyEmN2ZNYLobsUUzCsglk58aLoYREUndmZy0eBTe2C7ITEOuVbQ21fkELD/
ogWxL3kh@ENEoOINIMLOL7WwbR+TvK1cStpBx+0ilmCkGI0AzN12z59g==</
ds:SignatureValue><ds:KeyInfo»<ds: X509Data><ds: X509Certificate>MIIDpDCCAoygAwWIBAgQIGAVZz10]jBCcMABGCSgGSI
b3DQEBCWUAMIGSMQswCQYDVQQGEWIVUZETMBEG
ALUECAWKQ2FsaWZvcmSpYTEWMBQGALUEBwWNU2FUIEZyYWSjaXNjbzENMASGALUECQWET2t@YTEU
MBIGALUECwWwLUINPUHIvdmlkZXIxEzARBgNVBAMMCmR1di02MDYyNzExHDAaBgkghkiGIwABCQEW
DWluZm9Ab2t@YS5ib2@wHhcNMTcwNj ISMjAIMzI2WhcNMj cwNj ISMjAINDI1W] CBkjELMAKGALUE
BhMCVVMxEzARBgNVBAGMCKNhbG lmb3 JuaWExF j AUBGNVBACMDVNhbiBGcmFuY21zY2BxDTALBgNV

BAOMBEO rdGExFDASBgNVBASMCINTT1Byb3ZpZGVyMRMWEQYDVQQDDAPKZXY tNjA2Mj cxMRwwGgY]
KoZIhvcNAQkBFglpbmZvQGOrdGEUY29tMIIBIjANBgkghkiGOwABAQEFAAOCAQBAMITIBCgKCAQEA
mbRLiIGLt23Vp+vvKcNDCxRdy1GwS5F2UbWnIBLmOPzniPOEXGAKNWUCO4TZUL1FGjaj locfmWkeg
n3LpLmVBRmPe0SThC1hfhvX4VtIvinFblIcio/EqleCyTfztWeWxF5PsaZVHMXXt6PKBAKECCcrol
u9lv/DVamaKJozplUw5td]jphRcMXdy3d5DyxoppKkXzLanMONI6uYDO i j bHA
pBAgE235@0gX+Jaehjomilé/16sCLzz59u/VVAN3IbIE2PQzydBFnRX
PfvHFe0XHBgw8xhIbdV/WDyqQgqzhMVa/GFYNuQIDAQABMABGCSgGS
U+JIWdnT/4bxSjCb1Q9F+gHGmgohwx63XoB8IBLjdrF@jrsoTypvCTm
0zKUKj xGyyDhUcpcDsmiDKDBk1cGVm4 1tnYXUs tF4uPBQHNgzwWOCm
1TBLA4RICCUhwWCDDTL/qvENmMBSa5b46UkcoKHzgqzAC1FHIMKGRoZ
ThSULAtkIUnLSBvTRZH7sqt/mKJuB8f1S+DPs6s6+6X16xkVEeq79IL
TRIxxPc2kIYbz1lvXPCNsegOV4nzDxiec</ds: X509Certificate>< nfo=</
ds:Signature><saml2p:Status xmlns:saml2p="urn:ocasis:names:tc:SAML:2\0:protoc"><saml2p:StatusCode

mapped to
NamelD

xmlns:saml2="urn:casis:names:tc:SAML:2.@:assertion"><saml2:Issuer Forf@t="urn:pasis hames:tc:SAML:
2.0:nameid-format:entity">exksledkiBoMrgEVy@h7</saml2:Issuer><saml2:50%ject><saml2:NameID
Format="urn:oasis:names:tc:SAML:2.0:nameid-format:transient">toddh@househarcourt.com<
saml2:NameID><saml2:SubjectConfi i rn:oasis:names:tc:SAML:
2.0:cm:bearer"><saml2:Subject ponseTo="_6409506983574795128"

NotOnOrAfter="2020-08-13T19:3 (EYOLJDS '‘zscloud.net"/></saml2:SubjectConfirmation></
saml2:Subject><saml2:Conditio 13T719:22:17.9962"
NotOnOrAfter="2020-08-13T19:3 mapped to ienceRestriction><saml2:Audience>zscloud.net</

saml2:Audience></saml2:Audien Conditions><saml2:AuthnStatement
AuthnInstant="2020-08-13T19:2 memberOf

SessionIndex="_640950698357479 ext=<saml2:AuthnContextClassRef=urn:casis:names:t
C:SAML:2.@:ac:classes:PasswordProtectedTrinsport</sam2:AuthnContextClassRef></saml2: AuthnContext></
saml2:AuthnStatement><saml2:AttributeStatément><saml2: A€ tribute Name="DisplayName"
NameFormat="urn:oasis:names:tc:SAML:2.0@:aftrname-format: pecified"=><saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchemd" xmlns:xsi="httpW /www.w3.0rg/2001/XMLSchema-instance"
xsi:type="xs:string"=toddh toddh</saml2:AtitributeValue=</saml ttribute=<saml2:Attribute
Name="Department" NameFormat="urn:oasis:napes:tc:5AML:2.0:attrn -
format:unspecified"><saml2:AttributeValue Ins:xs="http://www.w3.rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:swing"/></
saml2:Attributes><saml2:Attribute Name="memberOf" NameFormat="urn:oasis™games:tc:5AML:2.0:attrname-
format:unspecified"><saml2:AttributeValue xmlns:xs="http://www.w3.0rg/20@/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" xsi:type="xs:string">Everyone</
saml2:AttributeValue></saml2:Attribute></saml2:AttributeStatement></saml2:Assertion></
saml2p:Response>

Figure 175. SAML attributes in the decoded assertion
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Appendix B: Requesting Zscaler Support

You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service issues.
Zscaler Support is available 24/7 hours a day, year-round.

To contact Zscaler Support:

1. Go to Administration > Settings > Company Profile.
% Settings

My.}i..'ofile Nanolog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

Dashboard

& Authentication
Authentication Settings Administrator Management

User Management Role Management

Identity Proxy Settings Audit Logs

Backup & Restore

Resources

Figure 176. Collecting details to open support case with Zscaler TAC
2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

| zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Administration

Figure 177. Company ID
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Now that you have your company ID, you can open a support ticket. Go to Dashboard > Support > Submit a

Ticket.

Zscaler Help Portal

Remote 'ﬁ%sisiance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (5

ThreatLabz | Security Research (4

Proxy Test (4"
URL Lookup
Blacklisted IP Check

Zscaler Analyzer (4

Figure 178. Submit a ticket

Sales & Ma
B Other

©2025 Zscaler, Inc. All rights reserved. 141



	Terms and Acronyms
	About This Document
	Zscaler Overview
	Okta Overview
	Audience
	Software Revisions
	Prerequisites
	Request for Comments

	Zscaler and Okta Introduction
	ZPA Overview
	ZIdentity Overview
	Deception Overview 
	Okta Authentication and Provisioning
	Identity Threat Protection Overview 
	Okta Resources

	Okta Authentication and Provisioning in Use with Zscaler Services
	Overview for ZIdentity
	Overview for ZIA and ZPA

	Okta OIDC App Configuration
	Configure Okta OIN App for Use as OP in ZIdentity
	Configure ZIdentity Identity Provider with Okta as OP
	Configure User Provisioning via SCIM to ZIdentity
	Assigning ZIdentity Entitlements

	Configure Okta and ZIA: SAML and SCIM
	Enable Okta
	Add the Zscaler ZIA Application
	Configure Okta for ZIA
	Configure Zscaler ZIA for an Okta IdP
	Enable SAML Auto Provisioning
	Enable SCIM Provisioning
	Assign ZIA to Users or Groups
	Configure Groups to Push to ZIA

	Configure Okta and ZPA: SAML and SCIM 
	Add the Zscaler ZPA Application to Okta
	Configure Okta for ZPA: SAML and SCIM
	Configure ZPA for Okta: SAML and SCIM
	Assign ZPA to Authenticating Users
	Configure Okta SCIM for ZPA
	Configure Which Groups to Push Using SCIM
	Test the ZPA Authentication Configuration
	SAML Assertion:


	Using Okta for ZIA Admin Access
	Add the Okta SAML Application
	Okta SAML Service Provider Application
	Configure the Application
	Save the Certificate
	Assign the App to the ZIA Administrators 
	Configure ZIA for Admin SSO
	Enable SAML for ZIA Admins
	Add ZIA Administrators
	Test the Admin SSO Access

	Using Okta for ZPA Admin Access
	Add the Okta Application for ZPA SAML Administrator Access
	Configure the Okta IdP: Save the Metadata
	Add the ZPA IdP for Admin SSO on the ZPA Admin Portal
	Configure the ZPA IdP Information on the ZPA Admin Portal
	Copy the ZPA SP URLs
	Configure the Okta IdP on the ZPA Admin Portal
	Define the Administrators for SAML Access
	Finish the Okta Configuration on the Okta Portal
	Assign the Administrators or Groups to the Application
	Test the ZPA Authentication Configuration
	Administrator Sign In Using SAML from the ZPA Admin Portal

	Okta Device Trust for Managed Devices
	Installing Okta Device Trust
	SAML Variable Returned in the User’s SAML Assertion
	Configure ZIA to Use Okta Device Trust
	Configure ZIA Identity Proxy to Use Okta Device Trust
	The User Experience
	Configure ZPA to Use Okta Device Trust

	Deception and Identity Threat Protection Integration
	Overview
	Finding Your Okta Domain
	Create a Shared Signals Framework Receiver in Okta
	Configure the Containment Integration Between Deception and Okta
	Configure an Orchestration Rule
	Configure an Entity Risk Policy Rule
	Reviewing Events

	Avalor Unified Vulnerability Management and Okta Integration
	Overview
	Finding Your Okta Domain
	Create API Token
	Configure the Avalor Data Connector
	Review and Adjust Data Model Mapping
	Review and Adjust Risk Scoring

	Transparent SSO Using IWA with Okta
	PAC File and Zscaler Client Connector: Authentication Bypasses
	Appendix A: Capture the SAML Request for Troubleshooting
	How to View a SAML Response in Your Browser for Troubleshooting
	Google Chrome: To View a SAML Response in Chrome
	Mozilla Firefox: To View a SAML Response in Firefox
	Apple Safari: To View a SAML Response in Safari
	Microsoft Windows: To View a SAML Response in Windows
	Configure Your Browser to Capture the SAML Response


	Appendix B: Requesting Zscaler Support

