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Terms and Acronyms

The following terms and acronyms are used in this document.

Acronym
CA
Csv
DPD
GRE
IKE
IPSec
PFS
PSK
SSL
XFF
ZIA
ZPA

Definition

Central Authority (Zscaler)
Comma-Separated Values

Dead Peer Detection (RFC 3706)
Generic Routing Encapsulation (RFC2890)
Internet Key Exchange (RFC2409)
Internet Protocol Security (RFC2411)
Perfect Forward Secrecy

Pre-Share Key

Secure Socket Layer (RFC6101)
X-Forwarded-For (RFC7239)
Zscaler Internet Access

Zscaler Private Access

©2022 Zscaler, Inc. All rights reserved.
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About This Document

This section describes the organizations and requirements for the integration covered in this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast, secure
connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 100%
in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances or
hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security platform
that protects thousands of enterprises and government agencies from cyberattacks and data loss. For more information,
go to Zscaler’s website or follow Zscaler on Twitter @zscaler.

CyberArk Overview

CyberArk (NASDAQ: CYBR) is the global leader in Identity Security. Centered on privileged access management,
CyberArk provides comprehensive security offerings for any identity — human or machine — across business applications,
distributed workforces, hybrid cloud workloads and throughout the DevOps lifecycle. The world's leading organizations
trust CyberArk to help secure their most critical assets. To learn more go to CyberArk’s website, read the CyberArk blogs.
or follow on Twitter via @CyberArk, LinkedIn, or Facebook.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, refer to:

- Zscaler Resources

- CyberArk Resources

- Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using the latest version of the Zscaler software.

Request for Comments

- For prospects and customers: we value reader opinions and experiences. Contact us at partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

- For Zscaler employees: contact z-bd-sa@zscaler.com to reach the team that validated and authored the integrations
in this document.
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Zscaler and CyberArk Introduction

Below are overviews of the Zscaler and CyberArk applications described in this deployment guide.

ZIA Overview

ZIA'is a secure Internet and web gateway delivered as a service from the cloud. Think of it as a secure Internet onramp—
all you do is make Zscaler your next hop to the Internet via one of the following methods:

- Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
- Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the Internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and Internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, CASB, and Browser Isolation, allowing you start with the services you need now and activate others as
your needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on cloud or data center using
a zero trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible to
unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, a piece of
software called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and
extends a secure micro-tunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler support portal for submitting requests and issues.

©2022 Zscaler, Inc. All rights reserved. 6
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CyberArk Access Management Overview

CyberArk provides full protection from advanced and insider threats to mitigate your risks and meet high stakes
compliance requirements. CyberArk supports any device, any data center, for on-premises, hybrid, and cloud
environments, as well as throughout the DevOps pipeline. CyberArk is with a native solution that provides full protection,
monitoring, detection and reporting of all privileged access.

CyberArk Resources
The following table contains links to CyberArk support resources.
Name Definition
CyberArk Online Help Online help articles for CyberArk solutions.

©2022 Zscaler, Inc. All rights reserved. 7
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Zscaler SAML Single Sign-On (SSO)

The following is an overview of the steps required to configure ZIA or ZPA for single sign-on (SSO) via SAML. Zscaler offers
both IdP-initiated SAML SSO (for SSO access through the user portal or CyberArk mobile applications) and SP-initiated
SAML SSO (for SSO access directly through ZIA). You can configure Zscaler for either or both types of SSO. Enabling both
methods ensures that users can log in to Zscaler in different situations such as clicking through a notification email.

SP-initiated SSO for Zscaler is automatically enabled when the SAML feature is activated.

1. Prepare Zscaler for single sign-on (see Zscaler requirements for SSO).
2. Configure ZIA or ZPA for single sign-on.
3. In the Admin Portal, add the application and configure application settings.

After the application settings are configured, complete the user account mapping and assign the application to one
or more roles.

After you have finished configuring the application settings in the ZIA or ZPA Admin Portal, users are ready to launch
the application from the CyberArk Identity User Portal.

4. Configure the end-user web browser proxy.

Zscaler Requirements for SSO
Before you configure the ZIA or ZPA for SSO, you need the following:

- An active Zscaler account with administrator rights for your organization.

- A signed certificate. You can either download one from the Admin Portal or use your organization’s trusted certificate.

Zscaler SAML Properties

Each SAML application is different. The following table lists features and functionality specific to Zscaler.

Capability Supported? Support Details

Web browser client Yes

SAML 2.0 Yes

SP-initiated SSO Yes

Force user login via SSO only Yes

Separate administrator login after SSO is enabled Yes

Automatic user provisioning Yes

Multiple User Types Yes Only administrators can log in.
Access restriction using a corporate IP range Yes

E The examples in this deployment guide use ZIA screens, but the steps apply to ZPA as well.

©2022 Zscaler, Inc. All rights reserved. 8
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Configure Zscaler in the CyberArk Admin Portal (Part 1)
To add and configure ZIA or ZPA in the CyberArk Admin Portal:

1. In the CyberArk Admin Portal, click Apps & Widgets > Web Apps > Add Web Apps. The Add Web Apps screen

CYBERARK [CTE i
Q search all web Applications Add Web Apps
CyberArk Identity E
; Name e D.. Provisionin Gateway  Status
@ Admin Portal L 3| PO Sets s
& CyberArk Remote Actess..  Web - SAML R Deploy:
¥ AllWeb Applications
€ CyberArkSecureWebSes..  Web - SAML c. Deploy BookmarkWeb
(&) Dashboards
& userpomal Web - Portal T. Deploy OpeniD Connect Web
& Core Services ~ Rkl
SAMLWeb
Users
$50 Web
Roles
User Password Web
Policles
Ws.Fed Web
Reports
Requests

Organizations

% Apps & Widgets ~

Web Apps

Widgets

Endpoints

Downloads

& [« &

Settings ~

Customization

@ oniine help

Figure 1. CyberArk Web Apps

2. On the Search tab, enter Zscaler in the Search field and click Search.
3. Next to the application, click Add.
4. In the Add Web App screen, click Yes to confirm.
5. Admin Portal adds the application.
Search Custom mport

Search catalog by app name

Zscaler fi N
< I _
Q Zscaler SAML
Categories
- User Password

All Apps
Featured
Analytics
Collaboration
Communication
CRM
Customer Service
DevOps
Education
ERP
Finance

Close

Figure 2. Add Web Apps

6. Click Close.
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Selecting Add Zscaler opens the initial configuration screen and asks for your Zscaler cloud name. This is the Zscaler
cloud your organization's tenant is associated with. The Zscaler Cloud domain is one of the following cloud domains (but
continues to expand): zscaler.net, zscalerone.net, zscalertwo.net, zscalerthree.net, or zscloud.net. This information can be
found in your Zscaler Admin Portal under Administration > Company Profile > Company ID.

In the following Company ID example, (zscloud.net-3173833) “zscloud.net” is the Zscaler cloud that is the Zscaler
Domain.

1. Enter your Zscaler cloud name.

2. Enter your Company ID under Org ID.

3. Click Save.

Beginning with CyberArk Identity 22.6 release, we will change the signing certificate for our downloadable artifacts. Please see Updated Knowledge Article for additional x
updates as they become available

&5 CYBERARK

€ Back to Web Apps @ cloudadmin
CyberArk Identity ses
b
@ Ao Bl i# @& Zscaler
Type: Web - SAML + Provisioning Status: Not Configured Application Configuration Help
C?_) Dashboards ‘ SEttinES
Settings Learn more
& Core Services ~ Trust
Your Zscaler Cloud Name * @
SAML Response
Permissions

Roles *
Your Zscaler OrgID * (@

- Policy
Policies 2173833

Account Mapping

Reports
Requests Linked Applications Description
Organizations Provisioning Customize Name and Description for each language @
Workflow Name *
88 Apps & Widgets - Changelog Zscaler
Wb Apps Secure Web Description
Widgets Zscaler securely enables mobility, cloud applications and social
media, without having to deploy any hardware or software.
Endpoints
i, Downloads Category *
Security
{6} Settings S
I nen

Online help

Powered by YBERARK

Figure 3. CyberArk Zscaler Settings
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4. Select the Trust tab.
Select Manual Configuration.

6. Copy the SAML Portal URL and save it in a location that allows you to paste it into another browser tab when
configuring Zscaler.

7. Click Download Signing Certificate.

8. Rename the certificate filename extension for the signing certificate to .pem.

€ Back to Web Apps

CYBERARK

4
@ 7scaler

CyberArk Identity

@) cloudadmin

Thumbprint: DSBA709FE44F17662E707E07453FEAB3A9A2D 22E
Subject: CN=AAN4467 Application Signing Certificate

Web Apps Algorithm: sha256RSA
Widgets Expires: 12/31/2038 6:00:00 PM
@ Endpeints
\i‘, Downloads SAML Portal URL (D
https://aand467.my.idaptive.app/applogin/appKey/2abcdas53-0d8:
{§} S Single Logout URL
Ibbrnc: 12 2mAAET rows il anbivia amrfamninn it Fannbou/daheA 252008
@ Online help a2 3
L 4
Powered by [s RARK

Figure 4. CyberArk Zscaler Trust

Configure Zscaler on the Zscaler Portal
To configure CyberArk as an IdP log into your ZIA or ZPA Admin Portal:

Admin Portal Type: Web - SAML + Provisioning Status: Not Configured Application Configuration Help
Trust
Settings Learn more
Identity Provider Configuration
SAML Response
& Core Services. -~ ) Configure your IdP Entity 1D / 0P Issuer and Signing Certificate, if needed. Your SAML Service Provider will require you to send IdP Configuration values in a certain
Permissions method. Choase the method, then follow the instructions.
Users Polic
¥ Metadata Manual Configuration
Roles Account Mapping *®) Manual Configuration
If your SAML Service Provider provides a SAML SSO configuration screen, copy the applicable IdP Configuration values from below, and pas
Policies Linked Applications If SAML Service Provider requires you to send IdP Configuration values, copy them fram below and send them to SP.
Reports Provisioning > 1dP Entity ID / 1dP Issuer (D
Requests Workflow v Signing Certificate (D)
CTERIEED Changelog AAN4467 SHA256 Application Signing Certificate (default)
X Secure Web
88 Apps & Widgets -~ Sessions

1. Go to Administration > Authentication > Authentication Settings > Identity Providers > Add IdP.

| Authentication Settings |

Authentication Profile Identity Providers New Authentication Bridges

2B | © 00100 | @ asa zscaer tenecomnector Pt s 2
Dashboard

E No. D Name Status Location 1dP SAML Certificate Expir... Authentication Domains Default |dP
Anstytion 1 439624 18M Verify e None May 20, 2032 testtheproxy.com
. 2 438679 Test (] DeVaca July 12, 2031 tcp-udp.net
Policy
3 436704 Okta ] None April 25, 2032 todd.zscloud.net
d
2y 4 410283 Okta Demo (] Any July 20, 2031 Any .
Administration
5 9287 Z-App Mobile Idp [x] None - MNone
6 9099 PingOne (%] None September 01, 2023 None
Activation
7 9034 Azure ] None March 18, 2023 testmypacket.com
8 8950 Idaptive (<] None December 31, 2038 None

Figure 5. ZIA Add Idp
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2. Give the IdP a Name.

3. Set the Status to Enabled.

4. Paste in the SAML Portal URL copied from CyberArk.

5. Enter NameID as case-sensitive name for the Login Name Attribute.
6. Upload the CyberArk Public Certificate.

7. Select Others as the Vendor.

8

Leave the Locations and Authentication Domains as none for Default IdP, or select the authentication domain for
this specific IdP.

Q. Enable the Sign SAML Request setting.
10. Select the latest Signing SAML Certificate.
11. Download the SP Metadata to be uploaded on the CyberArk configuration.

12. If enabling SCIM, Save the configuration. It must be saved before SCIM can be enabled, or proceed to the next
section to enable SAML auto-provisioning.

GENERAL INFO

Name Status
| CyberArk I © Enabled Disabled
SAML Portal URL Login Name Attribute
I https://aan4174.my.idaptive.app/applogin/a... I I NamelD I
Entity ID Org-Specific Entity ID
zscloud.net Enabled @ Disabled
IdP SAML Certificate IdP SAML Certificate Expiration Date
AAN4174 SHA256 Application Signing December 31, 2038
Certificatel.pem Upload
Vendor Default IdP
| Others v| O Disabled
CRITERIA
Locations Authentication Domains
None v I tedd.zscloud.net v

SERVICE PROVIDER (SP) OPTIONS

Sign SAML Request

Signature Algorithm

@ SHA-1 (160-bit) SHA-2 (256-bit) l

Request Signing SAML Certificate SP SAML Certificate Expiration Date
I saml_2022 - | November 16, 2022
SP Metadata SP SAML Certificate

& Download Metadata X Download Certificate

Figure 6. Edit Idp
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Enable SAML Auto Provisioning

To enable SAML auto-provisioning:

E If enabling SCIM, save and activate the configuration and skip to the Enable SAML section.

—_

Enable SAML Auto-Provisioning.
For the User Display Name Attribute enter displayName (case-sensitive).
For the Group Name Attribute enter memberOf (case-sensitive).

For the Department Name Attribute enter department (case-sensitive).

oA W

Save and Activate the configuration.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning

User Display Name Attribute Group Name Attribute

displayName memberOf

Department Name Attribute

department]

Enable SCIM Provisioning

® x

Figure 7. Provisioning Options
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Enable SAML

Enable the SAML configuration once an IdP has been configured, It cannot be enabled until an IdP is configured.
To enable the SAML configuration on the Authentication Settings page:

1. Go to Administration > Authentication > Authentication Profile.
2. Select SAML as the authentication type.

3. Save and Activate the configuration.

Authentication Settings

Authentication Profile Identity Providers New Authentication Bridges

AUTHENTICATION PROFILE UPDATED
Dashboard

User Repository Type

Iﬂ @ Hosted DB Active Directory OpenLDAP 1

Analytics

Authentication Frequency

Only Once v

Authentication Type

o 54
o /
Administration \w [ Open Identity Providers

Temporary Authentication
Activation - Disabled One-Time Link l

Q KERBEROS AUTHENTICATION
Search

Enable Kerberos

Domain Trust Password

Reveal Password Generate New Password

Figure 8. Authentication Profile
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Provision Accounts with SCIM

This topic describes how to provision users to SAML applications using SCIM (System for Cross-domain Identity
Management). SCIM support varies by service provider. Always consult your service provider's documentation for details
regarding their SCIM implementation.

SCIM is an open standard for automating the exchange of user identity information between identity domains, or IT
systems. It can be used to automatically provision and deprovision accounts for users in external systems such as SAML
apps. For more information about SCIM, see www.simplecloud.info.

Enable SCIM Provisioning for Your App in the Admin Portal

To enable SCIM, go back into the IdP configuration after it has been saved and activated. The feature is grayed out until
saved.

1. On the Identity Providers page go back into the configuration.

2. Select the blue pencil to edit the configuration.

Authentication Settings

Authentication Profile Identity Providers nNew Authentication Bridges

@ Add IdP © Add Zscaler Client Connector Portal as IdP
Dashboard
Iﬂ No. ID Name Status Location IdP SAML Certifi... Authentication D... Default IdP E
CRES 1 444870 CyberArk ] None December 31, 2038 todd.zscloud.net x
‘ 2 439624 IBM Verify (] None May 20, 2032 testtheproxy.com rd x
Policy
3 438679 Test (] DeVaca July 12, 2031 tcp-udp.net Fa x
o ‘
3 4 436704 Okta (/] None April 25, 2032 toddharcourt.com ra X
Administration
5 410283 Okta Demo (] Any July 20, 2031 Any O ra
@ 6 9287 Z-App Mobile Idp (] None == None 4 x
Activation
7 9099 PingOne (] None September 01, 2023 None rd x
Search 8 9034 Azure (] None March 18, 2023 testmypacket.com £ x
9 8950 Idaptive [x] None December 31, 2038 None rFd x

Figure 9. Identity Providers
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3. In the Provisioning Options section:
a. Select Enable SCIM Provisioning.
b. Copy and save the Base URL and the Bearer Token to finish the CyberArk Configuration.

c. Click Save and Activate the configuration.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning

User Display Name Attribute Group Name Attribute

displayName memberOf

Department Name Attribute

department]

Enable SCIM Provisioning

@ x

Figure 10. Provisioning Options
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4. To enable SCIM provisioning on CyberArk:
a. Select the Provisioning tab in ZIA or ZPA.
b. Enter the SCIM Service URL copied from the Zscaler SCIM Identity Provider field.

Enter the Bearer Token value into the Bearer Token field.

a o

. Select Verify to test the API credentials.

E You must save the Zscaler configuration and enable SAML for Verify to pass.

e. Select Delete user under User Deprovisioning Options.
f. Select Add under Role Mappings and select the Groups/Roles to synchronize.
g. Click Save.

PROVISIONING OPTIONS

Enable SAML Auto-Provisioning Enable SCIM Provisioning
@ x
Base URL

https://scim.zscloud.net/3173833/444870/scim

Bearer Token

AQypxoiD2v5fuAxayPAAbopM5dIdfxHDP4210AI3wG3UvWTvKryBN9P6nae7McXgWw==

Generate Token

DEVICE TRUST

Device Trust Attribute Device Trust Attribute Value

Save Cancel

Figure 11. ZIA Provisioning
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Verify Users to Synchronize

To verify which users get synchronized:

1. Select Core Services > Roles.

2. Select the Role selected in the SCIM configuration.

Roles @) cloudadmin
Q) search All Roles Add Role
@ CyberArk Identity coleT beserint R
ole Type escription anization
Admin Portal 3 i e
Static
CyberArk Remote Access Static The read-only administrative role that allows access to the CyberArk Remote Access Admin Portal. M...
@ Dashboards
CyberArk Remote Access ... Static The default role that allows employee users to remotely access critical internal systems managed by ...
& Core Services - Everybody Static All users are in this role by default, whether they have been added directly to the CyberArk Cloud Dir...
Users SWS Admin Static Secure Web Sessions administrative role
Roles
SWS Auditor Static Secure Web Sessions auditor role.
Policies
Reports System Administrator Static The primary administrative role for the Admin Portal. Users in this role can delegate specific administ...
Requests
Organizations

Figure 12. CyberArk User Roles

3. Select Members to verify the uses that get synchronized.

CY B E RA RK € Backto Roles < > 10of7 @ cloudadmin
CyberArk

B
ions -
Admin Portal
Members
Description Learn more
f&) Dashboards | Members |
Administrative Add
& Core Services ~ Rights
A d i S
Users A:ﬂﬁ:’;mm Login Name Member Organization
Rales 2 mel@todd.zscloud.net User
Policies &  toddh@todd.zscloud.net User
Reports
Requests
Organizations

B9 Apps & Widgets ~
Web Apps
Widgets

@ Endpoints

i_, Downloads

{_’é} Settings ~

Customization
Endpoints
Authentication

Network

® Online help

Cancel

ARK

Figure 13. CyberArk Member Roles
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4. Select Assigned Applications and add Zscaler Internet Access.
5. Click Save.

CYBERARK & Back to Roles < 2 10f7

® cloudadmin

Organizations

% Apps & Widgets -~
Web Apps
Widgets

I% Endpoints

‘i Downloads

{§} Settings ~

Customization
Endpoints
Authentication

Network

@ Online help c ‘
ave ance

https://aan4174.my.idaptive.app/admin#/RoleList

CyberArk
CyberArk Identity e :
ety
Assigned Applications
Description . . - .
Assign existing applications to this role.
@ Dashboards Members
A_dm\mstrat\ve
& core Services - Rights Add
Users | Q;:ﬁ?ac:ons | Name Type Description
Roles | #5  Zscaler Internet Access Web - SAML Zscaler securely enables mobility, cloud applications and social media, wit...
Policies
Reports
Requests

Figure 14. CyberArk Assigned Applications
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Enable SCIM Synchronization

To enable SCIM synchronization:

—_

Select Settings > Users > Outbound Provisioning.
Select Zscaler Internet Access.
Select Start Sync to start the initial SCIM sync.

Check the box for run synchronization for all enabled applications.

Select a time for the daily SCIM Sync.
Click Save.

o UA W N

Sources

Outbound Provisioning @ doudacrin
Directary Services Use these settings to configure application provisioning, where CyberArk Identity automatically adds and removes user accounts in web applications.
Social Login Learn more
i External Identity Providers
@ Cybe_rArk Identlty EEE Y Email address for report delivery

Admin Portal

Other
T Reporting options (note: a report is always sent if an error is encountered during sync)

00 Administrative Accounts ¥ Send repert on full sync
i ind ]
Users Inbound Provisioning Send repert on individual user sync
Include debug trace in the report
Roles Outbound Provisioning
ici N Synchronization
Policies Idle User Session Timeout
Select the provisioned application and click the Start Sync button to begin synchronization. A summary report is mailed to the report delivery address on job
Reports completion. Note: no account changes are committed for applications in preview mode.
Requests Provisioning Enabled Applications
QOrganizations I Zscaler Internet Access -| | Start Sync I
View Synchronization Job Status and Reports
93 Apps & Widgets ~
I ~ Run synchronization daily for all enabled applications |
Web Apps
P Sync Start Time (UTC / local time) * (D

Widgets

I 06:00 - 07:00 (01:00 - 02:00 CDT) vI

@ Endpoints

L, Downloads

—

oFw] -

Customization
Endpoints
Authentication

Network

Users

(@) onlinehelp m

RARK

Figuré. 15. ‘CyberArk Outbound Provisioning
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Provision Users with Custom Attributes with SCIM

After your application is configured for SCIM provisioning, SCIM provisioning can discover the target application’s schema
and populate the provisioning script with the attributes that it discovers. This includes any custom attributes that you
have added to the target application. Attributes discovered by SCIM are commented out; you only have to remove the
comment syntax and enter a source attribute to map your source attribute to the custom attribute in your application.

1. Configure your app to use SCIM, as described in previous steps.

2. Expand the Provisioning Script section and find the commented attributes discovered using SCIM that you want to

map to source directory attributes.

For example, the following image shows the custom attribute Last_4_Digits_of SSN_c__c discovered using SCIM.

Provisioning

Learn more

'y, // region : 3
/'streetAddress’
FPyalus®: *°
.externall
.locale
meta

d

M M M --
-~ L B wn

O O O

ctlon

created’
I/ //"'lastModified’
// f{'version': "'

~=

"

J J

// destination.nickNam
84 // destination.photos
/'display’: '’
86 y //'primary’
/"value’

me

3
fal

S

1]

>

tion.preferred

tion.profileur

tion.timezone

ation. tltle = M
‘urn:sal

!/ 'echosign_devl Ec
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Figure 16. Provisioning script

/* xsd:dateTime,
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e.g. Date.toISOString() */,
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k)

i
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3. Remove the comment syntax and enter the source attribute as needed.

Provisioning is done with the SCIM PUT operation. The payload includes only the attributes that are explicitly set.

For example, if you have a custom AD user attribute last4SSN, the provisioning script would look like the following:

01 'y,

-
4

'/ destination.timezone = -

] (]

// destination.title = -

destination['urn:salesforce:schemas:extension:00DEQRO000QddAVIMAL"] = {
‘echosign_devl EchoSign_Allow Delegated Sending c¢': false,
‘echosign_devl__EchoSign_Email Verified_c': false,
"Last_4 Digits_of_SSN_c__c': 'source.last4SSN’
1
J 2

(]

/ destination.userType = -

Figure 17. Provisioning script example

4. Save your changes, then start a provisioning job for your application

The value for the specified AD attribute is synced to the custom attribute in your application.

Refer to Synchronize user accounts with provisioned applications for more information.

©2022 Zscaler, Inc. All rights reserved. 22


https://tools.ietf.org/html/rfc7644#section-3.5.1
https://docs.cyberark.com/Product-Doc/OnlineHelp/Idaptive/Latest/en/Content/Applications/AppsOvw/SynchUserActs_ProvApps.htm

ZSCALER AND CYBERARK DEPLOYMENT GUIDE |

Appendix A: Requesting Zscaler Support

Gather Support Information

You might need Zscaler support for provisioning certain services, or to help troubleshoot configuration and service issues.
Zscaler support is available 24/7 hours a day, year-round. To contact Zscaler support, select Administration > Settings >

Company profile.

£+ Settings
My Profile

Alerts
Print All Policies

& Authentication

. Authentication Settings
Policy
User Management
Identity Proxy Settings
Lo
Lo
Administration

£ Resources

Locations

VPN Credentials

Hosted PAC Files

eZ Agent Configurations
SecureAgent Notifications

Figure 18. Collecting details to open support case with Zscaler TAC

Save Company ID
Copy your Company ID.

Company Profile

Dashboard

Company ID

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

| zscalerthree.net-1008708

Name

Domains

Address Line 1

-Labs - Test Account

Nanolog Streaming Service
Advanced Settings

Virtual ZENS

ICAP Settings

Partner Integrations

Administrator Management
Role Management

Audit Logs

Backup & Restore

URL Categories
Bandwidth Classes
Time Intervals

End User Notifications

Address Line 2

Figure 19. Company ID
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Enter Support Section

With your company ID information, you can open a support ticket. Navigate to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote ﬁﬁ%sistance

Submit a Ticket

Cloud Configuration Requirements >

Threat Library
Zuu (&

ThreatLabz | Security Research ('

Proxy Test ("
URL Lookup
Blacklisted IP Check

Zscaler Analyzer (7

Sales & Ma
Il Other

Figure 20. Submit a ticket
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