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Terms and Acronyms
This table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is included in 
the Definition column for your reference.

Acronym Definition

SAML Security Assertion Markup Language

SCIM System for Cross-domain Identity Management

SSO Single Sign On

Microsoft Entra ID Microsoft Active Directory

MFA Multi-factor Authentication

ZIA Zscaler Internet Access (Zscaler)

ZPA Zscaler Private Access (Zscaler)

IWA Integrated Windows Authentication
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About This Document
The following sections describe the organizations and requirements for the integration covered by this deployment guide.

Zscaler Overview
Zscaler (NASDAQ: ZS) enables the world’s leading organizations to securely transform their networks and applications 
for a mobile and cloud-first world. Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) create fast, secure 
connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 100% 
in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances or 
hybrid solutions can’t match. Used in more than 185 countries, Zscaler operates a massive, global cloud security platform 
that protects thousands of enterprises and government agencies from cyberattacks and data loss. For more information 
go to Zscaler’s website, or follow Zscaler on Twitter @zscaler. 

Microsoft Overview
Microsoft (Nasdaq: MSFT), Microsoft develops and licenses consumer and enterprise software. It is known for its 
Windows operating systems and Office productivity suite. The company is organized into three equally sized broad 
segments: productivity and business processes (legacy Microsoft Office, cloud-based Office 365, Exchange, SharePoint, 
Skype, LinkedIn, Dynamics), intelligence cloud (infrastructure- and platform-as-a-service offerings Azure, Windows Server 
OS, SQL Server), and more personal computing (Windows Client, Xbox, Bing search, display advertising, and Surface 
laptops, tablets, and desktops). To learn more, refer to Microsoft’s website.

Audience
This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying, 
monitoring, and managing enterprise security systems. For additional product and company resources, refer to the 
Zscaler Resources and Microsoft Entra ID Identity Resources.

Software Versions
This document was authored using Zscaler Internet Access (ZIA) v6.0 and Microsoft Entra ID Production Release 
December 2020.

Request for Comments
•	For Prospects and Customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide. 

•	For Zscaler Employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the integrations 
in this document. 

https://www.nasdaq.com/market-activity/stocks/zs
http://www.zscaler.com
http://microsoft.com
mailto:partner-doc-support%40zscaler.com?subject=
mailto:partner-doc-support%40zscaler.com?subject=
mailto:z-bd-sa%40zscaler.com?subject=
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Zscaler and Microsoft Introduction 
Overviews of the Zscaler and Microsoft applications are described in this section.

ZIA Overview
ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods: 

•	 Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices). 

•	 Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees). 

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get 
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple 
security techniques (even within SSL). 

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS, 
Sandboxing, DLP, and Browser Isolation, allowing you to start with the services you need now and activate others as your 
needs grow. 

ZPA Overview
ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or a data center 
using a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible 
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than 
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by 
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software 
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a 
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application. 

Zscaler Resources
The following table contains links to Zscaler resources based on general topic areas.

Name Definition
ZIA Help Portal Help articles for ZIA. 

ZPA Help Portal Help articles for ZPA

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help 
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

exclamation-triangle If you are using this guide to implement a solution at a government agency, some of the content might be 
different for your deployment. Efforts are made throughout the guide to note where government agencies might 
need different parameters or input. If you have questions, please contact your Zscaler Account Representative.

https://help.zscaler.com/zia
https://help.zscaler.com/zpa
https://help.zscaler.com/zia/tools
https://www.zscaler.com/resources/training-certification-overview
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Name Definition

Submit a Zscaler Support Ticket Zscaler support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition
ZIA Help Portal Help articles for ZIA. 

ZPA Help Portal Help articles for ZPA.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help 
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

Microsoft Entra ID Identity Overview
Microsoft Entra ID, part of Microsoft.com (NASDAQ: MSFT) is a cloud computing service created by Microsoft for building, 
testing, deploying, and managing applications and services through Microsoft-managed data centers. Microsoft Entra ID 
is Microsoft’s cloud-based identity and access management service. Microsoft Entra ID is an integral part of the Azure 
solution that provides:

•	Authentication

•	Conditional access

•	Device Management

•	Domain Services

•	Identity Governance

•	Identity Protection

•	Privileged Identity Management

For more information go to Azure’s website.

Microsoft Entra ID Identity Resources
The following table contains links to Microsoft Entra ID support resources.

Name Definition
Microsoft Entra ID Help Center Help articles on Microsoft Entra ID.

Microsoft Entra ID How to 
Configure SAML for Zscaler

Help article on configuring SAML for Microsoft Entra ID and Zscaler.

Microsoft Entra ID IWA Quick Start guide for Microsoft Entra ID Seamless Single Sign-On.

Enable IWA on Browsers Configure user browsers for Integrated Windows Authentication (IWA).

https://help.zscaler.com/submit-ticket
http://help.zscaler.us/zia
http://help.zscaler.us/zpa
https://help.zscaler.us/zia/tools
https://www.zscaler.us/resources/training-certification-overview
https://help.zscaler.us/submit-ticket
https://www.nasdaq.com/market-activity/stocks/msft
http://azure.microsoft.com
https://docs.microsoft.com/en-us/azure/active-directory
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/zscaler-two-tutorial
https://docs.microsoft.com/en-us/azure/active-directory/saas-apps/zscaler-two-tutorial
https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start
https://community.rsa.com/t5/securid-access-cloud/configure-user-browsers-for-integrated-windows-authentication/ta-p/623007
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Microsoft Entra ID for Authentication and Provisioning
Identity, authentication, and provisioning is an inherent part of the Zscaler solution and provides an organization with 
granular user visibility, logging, and security down to the individual user level. 

Authentication is the process of verifying a user’s identity through credentials and other optional identity factors. Security 
Assertion Markup Language (SAML) is the preferred authentication method for both ZIA and Zscaler Private Access (ZPA). 
The procedures in this document describe how Microsoft Entra ID uses SAML identity provider (IdP). 

SAML is an open protocol standard that Microsoft Entra ID uses to authenticate users and pass the authorization 
credentials to Zscaler Services. Although beyond the scope of this document, SAML also provides single sign-on (SSO) to 
any SAML service provider (SP). SSO enhances the user experience by providing a cohesive solution to modern cloud and 
SaaS environments. SAML and SSO are the catalyst to make a unified solution possible. 

Figure 1.  Zscaler Internet Access, Zscaler Private Access in an Microsoft Entra ID authentication environment

Authentication provisioning is the automation of provisioning and deprovisioning of users and security groups to Zscaler 
services. System for Cross-domain Identity Management (SCIM) is a standards-based protocol used for signaling and 
automating the changes in an environment. When a user is added to the user database, SCIM automatically provisions 
the user and the associated security groups in the Zscaler database. When a user is deprovisioned, the user, associated 
groups, and credentials are removed to prevent access to resources. The primary use case for authentication provisioning 
is onboarding and offboarding users from an organization. When a user leaves an organization, the user is deprovisioned 
from the user directory and SCIM makes the associated changes in the Zscaler databases by eliminating all ZIA and ZPA 
access. SCIM then deprovisions the user from all associated databases, preventing further access to company resources. 
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This guide covers seven Zscaler services or components in this document to build a complete Zscaler authentication 
infrastructure. Not all services need to be configured. A complete greenfield installation is typically configured in the 
manner this document flows. 

•	ZIA SAML Authentication

•	ZIA SCIM Provisioning or SAML Auto-Provisioning

•	ZIA Configuration for ZPA Entitlement

•	ZPA SAML Configuration

•	ZPA SCIM Provisioning or SAML Auto-Provisioning

Optionally, you can also set up:

•	ZIA SAML Authentication for ZIA Administrators

•	ZPA SAML Authentication for ZPA Administrators

A ZIA and ZPA best practice is to install SAML authentication, with SCIM provisioning of users and groups. You might need 
to configure SAML provisioning instead of, or alongside of, SCIM provisioning. There are caveats when both provisioning 
methods are used together, which are not covered in this document. Both methods can work together, if needed. 

Using SCIM provisioning requires scoping only the users and groups that use Zscaler or policies. Procedures for precisely 
controlling and selecting the appropriate users and groups are provided in the ZIA SCIM Provisioning section. The 
procedures apply to (and required for) both ZIA and ZPA SCIM installations. 

The procedure for Microsoft Entra ID Role to Microsoft Entra ID Security Group creation and mapping is included, even 
though the procedure is not a best practice. The procedure was a ZPA requirement until the December 2020 release of 
SCIM.

For administrators of Zscaler, this guide includes SAML provisioning procedures for accessing the Zscaler portal for 
Administrators Accounts by Zscaler admins. It is an optional feature and is placed after the information about the service 
configurations.

The document also covers an overview of Integrated Windows Authentication, which Zscaler leverages to automate the 
Zscaler authentication process. When configuring Zscaler in an Microsoft Entra ID hybrid installation using IWA, Zscaler 
provides a transparent user authentication experience and should be evaluated in every installation. 

Required authentication bypasses are also provided, and basic troubleshooting steps if you run into issues.

For more information, see the resources in Zscaler Resources.
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ZIA Authentication
The following sections cover configuring ZIA Authentication to Azure ID.

The Azure Portal Settings
This document assumes that the user has a working Microsoft Entra ID environment, and covers only the installation 
and configuration of Zscaler applications. However, as a reference, you can view a no cost Microsoft Entra ID developer 
instance that was created from the Microsoft Entra ID website and used to create this document. 

Figure 2.  Azure Portal settings

Each step was validated for functionality in a live environment. The portal settings shown in the preceding image make 
Microsoft Entra ID available from a sidebar. 

https://admin.Azure Active Directory.com/web-portal/register
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Add the Azure Zscaler Internet Access AAD Application
To add support for the Zscaler services, you must add the Microsoft Entra ID Enterprise application to your individual 
Zscaler service. The ZIA cloud that was used to create this document was named Zscaler Three. Zscaler added the Zscaler 
Three ZIA application to AAD to start the IdP installation. 

From the Azure Portal:

1.  Select Microsoft Entra ID. 

2.  Select Enterprise applications.

3.  Select New application. 

Figure 3.  Adding a New AAD enterprise application

Each ZIA cloud embeds specific cloud variables into a configuration by using its own AAD application, which simplifies 
the configuration. This document adds the Zscaler Three application, but you must match to the appropriate Zscaler ZIA 
cloud that your organization’s tenant is associated with. 

The Zscaler cloud continues to expand but currently is one of the following cloud domains: zscaler.net, zscalerone.net, 
zscalertwo.net, zscalerthree.net, or zscloud.net. Information about the cloud domain you are using for your application 
can be found in your ZIA Admin Portal under Administration > Company Profile > Company ID. In the following 
Company ID example (zscloud.net-3173833), “zscloud.net” is your Zscaler Cloud.
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To add the application:

1.  In AAD, search for Zscaler. All Zscaler services appear.

2.  Select the Appropriate Cloud Application.

3.  Click Create.

Figure 4.  Add the Zscaler ZIA Application
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Assign Users to the ZIA Application 
First, assign the users and groups that encompass the ZIA Users that use Microsoft Entra ID for authentication. If any user 
is not assigned to the app, you receive error from Microsoft Entra ID during the login process stating that. 

To assign users and groups, do one of the following:

1.  Select the Assign users and groups tile.

2.  Select Users and groups from the Manage section under the application.

Figure 5.  Assign users to the application
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Assign Users to the Azure ZIA IdP 

In this example, you see two ZIA security groups (ZIA-1 and ZIA-2) for policies, and a ZPA-Entitlement group that enables 
ZPA for set of ZPA users referred to later in this document. 

To add the groups:

1.  Select the Users and groups under the Add Assignment section.

2.  Search and select the desired users and groups.

3.  Click Select.

4.  Click Assign.

Figure 6.  Assign Users and Groups to the Zscaler application



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE

18©2021 Zscaler, Inc. All rights reserved.   

Configure SAML for the Azure IdP 
To configure the authentication method used for the client and the exchange between Azure and Zscaler, you need 
to configure SAML. Parameters and certificates are exchanged between the two different portals. It is easier to move 
information between the Azure and ZIA portals if you open a second browser or tab so that you can see both portals at 
the same time. 

To start the configuration process in Azure:

1.  Click Single sign-on.

2.  Select SAML, on the right side of the window.

Figure 7.  Configuring SAML for Single Sign-On
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Configure the Basic SAML Settings for the Azure IdP 

The configuration page, Step 1, facilitates installing My Apps Secure Sign-in browser extension. If you select to install the 
app, some of the processes are automatically configured. 

This document walks through the manual configuration steps, which don’t take that much longer and show the 
configuration details. 

To configure the SAML parameters, click Edit under the Basic SAML Configuration.

Figure 8.  Configuring the SAML parameters

The Basic SAML configuration page enables you to enter the Entity ID, the Reply URL, and the Sign on URL. These 
values should already be populated with the name of the application that was selected at the beginning of this process. 
However, you can change the values if they are not correct. 

The Entity ID is the ZIA cloud for your organization’s tenant. It should be one of the following cloud domains: zscaler.net, 
zscalerone.net, zscalertwo.net, zscalerthree.net, or zscloud.net. Your company’s domain information can be found in 
your ZIA Admin Portal under Administration > Company Profile > Company ID. In the following Company ID example 
(zscalerthree.net-3173833), “zscalerthree.net” is the Zscaler Cloud that would be entered as the Entity ID for the Microsoft 
Entra ID setup.

exclamation-triangle Replace zscalerthree.net with your ZIA cloud. 
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Configure the Basic SAML parameters:

1.  Enter zscalerthree.net as the Entity ID.

2.  Enter https://login.zscalerthree.net/sfc_sso for both the Reply URL and Sign on URL.

3.  Make sure the checkmarks are selected on the new entries.

4.  Click Save.

Figure 9.  Configure the SAML URLs

After you save the basic SAML parameters, the SAML Signing Certificate and the Configuration URLs are created and 
displayed.
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Download the Certificate and Prepare to Configure Access

Complete the following steps:

1.  Download the SAML signing certificate. 

2.  Copy the Microsoft Entra ID Login URL for the Zscaler configuration.

3.  Rename the certificate from a .cer file to a .pem file.

4.  Open a browser and log into the ZIA Admin Portal.

Figure 10.  Certificate and URL for the ZIA configuration

In this example, the URL to open the ZIA Admin Portal is https://admin.zscalerthree.net. Login with your admin 
credentials. The certificate file “zscalerthree.cer” was renamed to “zscalerthree.pem”.
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Configuring the Azure IdP on ZIA
Log into the ZIA Admin Portal using your admin credentials to start the Azure IdP configuration.

Figure 11.  ZIA Admin Portal
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Enable SAML Authentication on ZIA
To enable SAML Authentication in the ZIA Admin Portal:

1.  Go to Administration > Authentication Settings.

2.  Select SAML.

3.  Click Save.

Figure 12.  Enable SAML
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Adding the Azure IdP on ZIA

To enable Microsoft Entra ID Authentication, you must add Azure as a new IdP for ZIA. 

In the ZIA Admin Portal:

1.  Select the Identity Providers tab.

2.  Select Add Identity Provider.

Figure 13.  Adding an Identity Provider

This launches the Edit Identity Provider wizard. 

Detailed Settings for the Azure IdP on ZIA

In the Identity Provider wizard: 

1.  Provide a name for the IdP.

2.  Select Enabled.

3.  Paste the Login URL copied for Azure into the SAML Portal URL field. 

4.  Verify that the Login Name Attribute is set to NameID.

5.  Upload the zscalerthree.pem certificate file downloaded from the Azure Portal.

6.  Select Microsoft Microsoft Entra ID as the Vendor.

7.  Choose to either specify an IdP or select a specific authentication domain:

•	Specify an IdP:

i.   Set Default IdP to Enabled.

ii.  Select Authentication Domains > Any.
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•	Select a specific authentication domain: 

i.  Leave Default IdP as disabled.

ii.  Select the authentication domain that authenticates to Azure.

iii.  Select the saml_2022 Request Signing SAML Certificate.

8.  Click Save.

9.  Activate your changes.

Next you must configure provisioning to sync users and groups from the Azure IdP to Zscaler. Proceed to the next section 
to configure auto-provisioning or SCIM provisioning.

Figure 14.  Creating the Azure IdP in the Identity Provider wizard
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ZIA Provisioning
Provisioning is the way that the Zscaler user database gets populated with the users and groups configured in Microsoft 
Entra ID. You can provision by using either of two methods: SCIM or SAML auto-provisioning. 

SCIM provisioning is an open standard that allows for the automation of user provisioning. User data is more secure and 
the user experience is simplified when you automate the user identity lifecycle management process. All requests to add 
and delete users and groups happen in Microsoft Entra ID, and then Azure syncs those changes to Zscaler. Microsoft Entra 
ID currently updates changes automatically, every 40 minutes.

SAML auto-provisioning populates the Zscaler user database with users, groups, and departments when the SAML 
response is successful. The Zscaler user database is populated with the data from the users SAML Assertion. 

Removing users and groups from Zscaler is a manual process. So even if a user is removed in Microsoft Entra ID, the user 
must be kept in the Zscaler user database. No passwords are kept in Zscaler for either SCIM or SAML auto-provisioning, 
so a user cannot authenticate if removed from Microsoft Entra ID.

ZIA SAML Self-Provisioning
To enable SAML auto-provisioning, go back into the Azure IdP configuration. 

1.  Select Authentication > Identity Providers tab.

2.  Click the blue pencil to start the editor or advance to the SCIM section.

Figure 15.  Edit the IdP to enable Auto-Provisioning
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ZIA SAML Auto-Provisioning

To enable SAML auto-provisioning complete the following steps. All fields are prepopulated with the default attribute and 
the value is case-sensitive.

1.  Select SAML Auto-Provisioning. 

2.  Verify that the User Display Name Attribute is set to displayName. 

3.  Verify that the Group Name Attribute is set to memberOf. 

4.  Verify that the Department Name Attribute is set to department. 

5.  Click Save.

6.  Activate your changes.

Figure 16.  Enable SAML Auto-Provisioning

ZIA SCIM Provisioning
The System for Cross-Domain Identity Management (SCIM) specification is designed to make managing user identities 
in cloud-based applications and services easier and is used as best practice for user and group management between 
Zscaler and the Zscaler identity partners. 

To enable SCIM: 

1.  Select Authentication > Identity Providers tab. 

2.  Click the blue pencil to start the editor.

Figure 17.  Edit the IdP to enable SCIM
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Configure SCIM Detail on the ZIA Admin Portal

To enable SCIM on the Azure IdP in the ZIA Admin Portal:

1.  Toggle the Enable SCIM Provisioning switch from a red X to a green checkmark.

2.  Click Generate Token to display the Base URL and Bearer Token.

3.  Copy the Base URL and Bearer Token values for use later in the Azure configuration. 

4.  Click Save. 

5.  Activate your changes.

Figure 18.  Edit the IdP to enable SCIM

Return to the Azure Portal to finish the SCIM configuration.

Configure SCIM on the Azure UI

To start the configuring process on Azure, select the ZIA IdP application:

1.  Go to Microsoft Entra ID > Enterprise Applications > Zscaler Three.

2.  Select Provisioning.

3.  Click Get Started.

Figure 19.  Select provisioning in the ZIA enterprise application
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Configure Detailed SCIM Settings on the Azure UI

The SCIM Provisioning configuration builds out as you select the individual parameters: 

1.  Change the Provisioning Mode from Manual to Automatic.

2.  Paste the Base URL value copied from the ZIA Admin Portal into the Tenant URL.

3.  Paste the Bearer Token value into the Secret Token. 

4.  Click Test Connection.

5.  Click Save.

Figure 20.  Configure SCIM on Azure

Azure tries to connect to Zscaler. The credentials must pass before you can save the Azure SCIM configuration. If the 
credentials pass, proceed to the next step.

Clipboard-list If the credentials do not pass, make sure that you have saved and activated the SCIM configuration on the ZIA 
tenant. 
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Start Azure SCIM Sync and Set Basic Scoping
You can set detailed scoping filters for users and groups in the mapping section (shown in the following pages). To 
configure basic scoping and start the SCIM synchronization process:

1.  Select Settings.

2.  Select Sync only assigned users and groups.

3.  Toggle the Provisioning Status to On.

4.  Save the configuration.

Figure 21.  Starting SCIM in Azure

exclamation-triangle
Limit the number of users and groups to the Users and Groups used for policies. Don’t simply send everything. 
SCIM API calls are rate limited. APIs should only sync required users and groups to enhance the performance of 
your system.
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Verify SCIM on the Azure UI
The amount of time needed to complete an initial SCIM synchronization depends on the number of users and groups 
assigned to the ZIA application. If you sync thousands of users and groups, the delay in processing can slow next steps 
during installation or POV testing.

A best practice is to assign only the users and groups used in ZIA immediately, which is the ZPA Entitlement group (if ZPA 
is installed). Add the rest of the users after the initial sync. The SCIM interval for Azure is every 40 minutes, so changes can 
be delayed. If you need to sync an assigned user immediately, you can use the Provision on demand feature. This feature 
also tests SCIM and enables the POV or Installation to continue to move forward with ZIA or ZPA without delay.

To test and check the current SCIM Cycle Status on Azure, select the ZIA IdP application:

1.  Go to Microsoft Entra ID > Enterprise Applications > Zscaler Three.

2.  Select Provisioning.

3.  Select Provision on demand to sync your test users. 

Figure 22.  A successful SCIM sync



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE

32©2021 Zscaler, Inc. All rights reserved.   

Provisioning on Demand
To sync a user immediately via SCIM, use the Provision on demand feature. This enables the POV or Installation 
to continue to move forward with ZIA or ZPA without delays and tests the SCIM functionality. To provision a user 
immediately using Provision on demand:

1.  Go to Microsoft Entra ID > Enterprise Applications > Zscaler Three > Provisioning > Provision on Demand.

2.  Search for and select users to be push into Zscaler via SCIM.

3.  Click Provision. 

Figure 23.  Provisioning a User on Demand
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SCIM User Scoping Filters
For more precise scoping, that selects only certain users or groups, create a scoping filter. Let’s create a user scoping filter 
first: 

1.  Select Add scoping filter from the main provisioning page.

Figure 24.  Current cycle status for scoping filter

2.  Select Mappings to display the User and Group provisioning sections.

3.  Select Provision Microsoft Entra ID Users.

Figure 25.  Mapping
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4.  Select Source Object Scope.

Figure 26.  Source scope

5.  Select Add scoping filter.

Figure 27.  Add scoping filters
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SCIM User Scoping Filters Detail

The following explains SCIM scoping filter setting details:

1.  Verify that Target Attribute is set to userPrincipalName. The value is case-sensitive.

2.  Select INCLUDES as the Operator. 

3.  Enter the portion of a user name that you want to allow to be synced by SCIM. In the preceding example, the Value 
is user1. Any user name that contains user1 is synchronized via SCIM.

4.  Name the filter. 

5.  Click Add New Scoping Clause. 

6.  Click OK.

7.  Click OK in the next window that appears.

8.  Click Save. 

9.  Click Yes.

The INCLUDES operator can also be used with domains that are the Target Attribute.

Figure 28.  Add Scoping Filter Detail

In the preceding example, any Username that contains “user1” is synchronized via SCIM. The INCLUDES operator can also 
be used for domains.
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SCIM Group Scoping Filters
Next, create a Group filter: 

1.  Select Mappings to display the User and Group provisioning sections.

2.  Select Provision Microsoft Entra ID Groups.

Figure 29.  Mapping

3.  Select Source Object Scope.

Figure 30.   Source object scope 

4.  Select Add scoping filter.

Figure 31.  Add scoping filter
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SCIM Group Scoping Filter Detail

Set the SCIM group scoping filter:

1.  Verify that the Target Attribute is set to displayName. The value is case-sensitive.

2.  Select INCLUDES as the Operator.

3.  Enter a text string value to search for in the group. In the preceding example, the Value is ZIA. Any security group that 
contains the text string, ZIA, is allowed.

4.  Select Add New Scoping Clause.

5.  Click OK.

6.  Click OK again in the next window.

7.  Click Save. 

8.  Click Yes.

Figure 32.  Group scope detail

The preceding example allows any security group that contains the text “ZIA” as part the group.
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ZPA Entitlement
Along with ZIA, you can either enable ZPA for all ZIA users or you can enable a subset of ZIA users by configuring an 
Entitlement group that contains specific ZPA users. The Authentication flow for Zscaler Cloud Connector allows ZPA to be 
enabled for select users based on a group attribute that is applied after users authenticate into ZIA. The group attribute 
is traditionally tied to a Windows Security Group, which for a SAML IdP is provided as a memberOf user attribute and can 
be pushed as a SCIM Group dynamically. 

Figure 33.  ZPA entitlement group

The group is provided during the authentication process by the ZIA IdP or pushed to ZIA via SCIM. The group is then 
configured and used by the Zscaler Cloud Connector during enrollment. ZIA Admin Portal enables ZPA for users that are 
part of the Entitlement group and the users can view the ZPA application the Zscaler Client Connector. You can also apply 
unique APP profiles for this entitled group during Zscaler Cloud Connector enrollment, if required by ZPA.

Configure ZPA Entitlement on the ZIA Azure IdP
In the Azure ZIA IdP User Management screen, use the Group ZPA-Entitlement to entitle ZPA for the users in that Security 
Group. To add the Security Group in Azure. Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > User 
and groups > Add user 

Figure 34.  Add the ZPA entitlement group to the ZIA Azure IdP

Clipboard-list Your Cloud application might be one of the other Zscaler cloud names instead of Zscaler Three.
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Configure ZPA Entitlement on the Zscaler Client Connector
Login to your organization’s ZIA Admin Portal using admin credentials.

Figure 35.  ZIA Admin Portal

Bring up your organization’s Zscaler Client Connector to add the Entitlement group. 

Select Policy > Zscaler Client Connector.

Figure 36.   Entering the Zscaler Client Connector Portal

This brings up Zscaler Cloud Connector. 
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When Zscaler Cloud Connector displays: 

1.  Select Administration > Zscaler Service Entitlement > Zscaler Private Access (ZPA).

2.  Select the ZPA-Entitlement group.

3.  Click Save.

Figure 37.  Select the Entitlement Group

This creates a suffix for the ZIA Azure IdP name that is shown in the preceding example {IDP: Azure-AD}. The Zscaler 
Service Entitlement link is present only if ZPA is enabled and authentication is working on ZPA (confirmed by the Zscaler 
Support team). If ZPA is enabled and the link is not present, open a ticket with Zscaler Support.

Clipboard-list Do not select the group and toggle the ZPA Enabled by Default switch. The default enables ZPA on all ZIA users. 
Select either the Group Enabled setting or the default. 
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Manually Sync Zscaler Client Connector Groups
The group synchronization between ZIA and the Zscaler Cloud Connector occurs every six hours automatically. Therefore, 
you might experience a gap between the group creation and availability in the Zscaler Cloud Connector. If the group is 
not present, try syncing the ZIA Admin Portal to Zscaler Cloud Connector manually. 

To manually initiate a group synchronization, select Administration > Client Connector Support > Advanced 
Configuration > Sync Groups.

Figure 38.  Manually update the Mobile Portal groups
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ZPA Authentication
To configure SAML Authentication for Zscaler ZPA, you must install and configure the Zscaler Private Access (ZPA) 
enterprise application from the Microsoft Entra ID Gallery. 

To start the installation process, select Microsoft Entra ID > Enterprise applications > New application.

Figure 39.  Add the Azure IdP ZPA application in Microsoft Entra ID

This brings up the Microsoft Entra ID Gallery.

Install the Microsoft Entra ID Zscaler Private Access (ZPA) Application
To begin installation:

1.  Search for Zscaler Private Access.

2.  Select the Zscaler Private Access tile.

Figure 40.   ZPA Application in the Microsoft Entra ID Gallery 
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Configure Users for Azure ZPA IdP Assignment 
You must add the users using ZPA and authenticate to Microsoft Entra ID. These same Users and Groups get synchronized 
to ZPA via SCIM. To add ZPA users:

1.  Select Users and groups > Add user. This opens the Add Assignment window. 

Figure 41.  Assign users to the ZPA application (1 of 2)

2.  Select the Users and groups link.

3.  Select all users and groups authenticated to Azure.

4.  Click Select.

5.  Click Assign.

Figure 42.  Assign users to the ZPA application (2 of 2)

You can add more users and groups later, if needed. Selectively add only necessary users and groups, because the size of 
the list can affect SCIM sync times.
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Configure SAML SSO Azure ZPA IdP
To configure the SAML parameters for the IdP: 

1.  Select Single Sign-on. 

2.  Select the SAML tile. This opens the configuration procedures. 

Figure 43.  The SAML settings tile 

Configure Basic SAML Settings for Azure ZPA IdP

To configure basic SAML parameters, click Edit.

Figure 44.   Setting up single sign-on with SAML
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On the Basic SAML Configuration page, you configure URLs from the ZPA Admin Portal: 

1.  Open a new tab in your browser or open another browser window.

2.  Sign into the ZPA Admin Portal, with administrator credentials.

Figure 45.   A basic SAML configuration

Configure the Azure IdP on ZPA
To start the configuration on the ZPA Admin Portal:

1.  Enter your Admin ID and Password for your organization’s ZPA tenant.

2.  Click Sign In.

Figure 46.   ZPA Admin Portal

https://admin.private.zscaler.com/
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To add the Azure IdP: 

1.  Select Administration > IdP Configuration.

2.  Select Add IdP Configuration.

Figure 47.   Add a new IdP

Configure the IdP Information for the Azure IdP on ZPA
In the Add IdP Configuration window: 

1.  Give the IdP a Name.

2.  Select User under Single Sign-On. 

3.  Select the authentication under Domains (you can add more than one) authenticated by Azure.

4.  Click Next.

Figure 48.   Add the IdP configuration

Zscaler Support must add all authentication domains to be added to your tenant. 
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SP Details for Use on the Azure IdP

Copy the two URLs, shown in the preceding image, into the Azure configuration: 

1.  Copy the Service Provider URL. 

2.  Paste the URL into the Identifier (Entity ID) on Azure. 

3.  Copy the Service Provider Entity ID URL. 

4.  Paste the URL into both the Reply URL and the Sign on URL on Azure. 

5.  Click Next.

Figure 49.   Service provider URLs for the Azure IdP configuration

Go to the Azure configuration browser to gather the information that is needed to finish the ZPA configuration. 

Enter the SP Information to Finish the Azure IdP

Finish the Azure IdP configuration:

1.  Verify that the Identifier (Entity ID) is the Service Provider URL from ZPA. 

2.  Verify that both the Reply URL and the Sign on URL are the Service Provider Entity ID URL.

3.  Make sure the checkbox is selected to indicate the default value for the new URLs.

4.  Click Save.

Figure 50.   Finish the Azure IdP configuration

After Azure finishes saving, it creates the SAML Signing Certificates and Federation Metadata XML file. You must download 
the XML file to finish the configuration on ZPA. 
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Copy the IdP Metadata to Finish the ZPA Configuration

To finish the ZPA configuration:

1.  Click No, I’ll test later in the window.

2.  Download the Federation Metadata XML file. 

Figure 51.  The XML data

Go back to the ZPA configuration window to finish the ZPA configuration. 
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Upload the Metadata to Finish the ZPA SP Configuration

To finish the configuration: 

1.  Upload the Federation Metadata XML file into the Add IdP Configuration page of the installation wizard.

2.  Click Save.

Figure 52.   Upload the XML data

The XML file installs the signing certificate and the appropriate configuration information into ZPA.
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Testing the ZPA and Azure IdP
Test the SAML configuration from the ZPA Admin Portal. 

1.  Go to Administration > IdP Configuration.

2.  Click the blue arrow next to the Azure IdP.

3.  Select Import, located next to the Authentication domain.

Figure 53.  Test SAML Authentication to Azure

You are taken to Azure to authenticate. You then can see the test users SAML assertions.
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If you receive a SAML assertion for your login, you have successfully authenticated and tested from the service provider to 
our IdP and you can move onto other installation aspects.

Figure 54.   SAML assertion

Clipboard-list
You can also test the IdP authentication configuration. 

You can authenticate from a browser. This method of authentication is useful when working with clients who do 
not have access to the ZPA Admin Portal. 

https://samlsp.private.zscaler.com/auth/v2/login?domain=yourdomain.com&ssotype=test
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ZPA Provisioning
The SCIM specification is designed to make managing user and group identities in cloud-based applications and services 
easier. SCIM is used as best practice for user and group management with Zscaler Identity Partners. ZPA uses SCIM to sync 
user and group additions, removals, and changes. Managing groups with SCIM is a relatively new feature, but fully replaces 
SAML attributes for users and groups. The SCIM attributes are then used in the ZPA access and re-authentication policies.

To enable SCIM in Azure, select Microsoft Entra ID > Enterprise applications > Zscaler Private Access (ZPA).

Figure 55.  Configure SCIM provisioning on ZPA

Configure ZPA Provisioning
To configure ZPA provisioning:

1.  Select Provisioning.

2.  Click Get started.

Figure 56.  Provisioning
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Configure SCIM Provisioning on Azure
The Provisioning configuration builds out as you select parameters. The Admin Credential fields are pulled from ZPA as 
you configure SCIM on ZPA. 

1.  Change the Provisioning Mode to Automatic. 

2.  Open a new tab or a new web browser.

3.  Sign-in to the ZPA Admin Portal with admin credentials.

Figure 57.   Configure SCIM provisioning on ZPA

Configure SCIM Provisioning on ZPA
To configure SCIM provisioning:

1.  Enter the Admin ID and Password.

2.  Click Sign In. This opens the ZPA Admin Portal.

Figure 58.   ZPA Admin Portal

3.  In the ZPA Admin Portal:

a.  Select Administration > IdP Configuration.

b.  Select the blue pencil for the Azure IdP. This launches the Edit IdP Configuration wizard. 

https://admin.private.zscaler.com/
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Figure 59.   SCIM configuration

4.	 In the Edit IdP Configuration wizard:

a.  Disable SAML Attributes for Policy.

b.  Enable SCIM Attributes for Policy. 

c.  Change SCIM Sync to Enabled. 

d.  Click Generate New Token. 

e.  Copy the SCIM Service Provider Endpoint URL and the Bearer Token. You need this information to finalize the 
configuration.

f.  Click Save.
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Figure 60.   SCIM configuration

Go back to the Azure portal to finish your configuration.
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Finish Azure SCIM Provisioning
To finish the SCIM configuration in Azure, paste the URLs from Zscaler into the Tenant URL and the Secret Token on your 
ZPA Application provisioning page. The credentials must pass before you can save the configuration. 

1.  Paste the SCIM Service Provider Endpoint URL from ZPA into the Tenant URL. 

2.  Paste the Bearer Token from ZPA into the Secret Token field. 

3.  Click the Test Connection button. 

4.  Click Save. 

Figure 61.  Azure SCIM configuration (1 of 2)

Clipboard-list If you get a failure notice, verify that you saved the ZPA configuration.
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Start the Azure SCIM Cycle
After you save the configuration, you must start provisioning on Azure. Go back into provisioning to finish the 
configuration steps:

1.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access (ZPA) > Provisioning.

2.  Select On for Provisioning Status.

3.  Click Save.

Figure 62.   Azure SCIM configuration (2 of 2)

SCIM provisioning starts.

Configure ZPA SCIM Provisioning

The image shows the status as a completed SCIM interval. The SCIM cycle for Azure is every 40 minutes, but if you need 
to sync an assigned user immediately you can use Provision on demand. 

Figure 63.   Completed SCIM cycle
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Provisioning on Demand
To sync a user immediately via SCIM, use the Provision on demand feature. This enables you to move forward with the 
POV or Installation without delay and to test the SCIM functionality. 

To provision a user immediately using Provision on demand:

1.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access (ZPA) > Provisioning > Provisioning on 
demand.

2.  Search and select your test users.

3.  Click Provision to Initiate an immediate SCIM push of the selected users.

Figure 64.  Provisioning on demand

Clipboard-list The SCIM interval for Azure is every 40 minutes, so changes can be delayed. 
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ZPA SCIM Provisioned Users
To view users and groups that have been synced from Azure to ZPA, open the ZPA Admin Portal:

1.  Go to Administration > SCIM Users.

2.  Select the SCIM Groups tab to view the synced groups.

Figure 65.   SCIM users

ZPA SCIM Provisioned Groups
The list displays the groups synchronized via SCIM from Azure.

Figure 66.   SCIM groups
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Configure ZPA SCIM Scoping
The time to complete an initial SCIM synchronization depends on the number of users and groups assigned to the ZPA 
application. If you sync thousands of users and groups, the delay can slow the next steps during installation or POV 
testing. A best practice is to assign only users and groups that use ZPA. To scope users and groups, you can enable 
general scoping from the Provisioning page and either sync all Microsoft Entra ID users, or sync only assigned users and 
groups. You can also define fine scoping filters. See detailed procedures in SCIM User Scoping Filters on how to configure 
scoping filters. To enable basic scoping to sync only assigned users and groups:

1.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access (ZPA) > Provisioning > Settings.

2.  Select Sync only assigned users and groups.

3.  Click Save.

Figure 67.   SCIM scoping

Configure ZPA Microsoft Entra ID Groups Role Mapping for SAML Attribute Policies
Before the addition of SCIM, one of the Azure SAML ZPA limitations was Azure’s inability to provide security groups 
in human-readable form (except in certain circumstances). The 36-bit Azure numerical ID was sent in the SAML 
assertion instead of the Microsoft Entra ID Group name. This created an administration nightmare for managing groups. 
Implementing SCIM in ZPA for provisioning users and groups to and from Azure resolves this issue. However, at times you 
might not use SCIM and might need to use the original method of creating and mapping a role to an Microsoft Entra ID 
group so that you can pull the group into ZPA for use with policies. 

The Azure configuration is a straight forward way to get your groups from Azure to ZPA via the clients SAML Assertion 
using SAML authentication attributes. 

An example of role to group mapping is provided in case required and as a reference. The method is still prevalent in ZPA 
installations. 
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To start the process in the ZPA portal: 

1.  Select Administration > IdP Configuration.

2.  Select the Blue pencil to edit the Azure IdP.

Figure 68.   Edit the Azure IdP
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Configure ZPA SAML Attributes for Policies
ZPA policies use either SAML attributes or SCIM attributes and groups for policies. SCIM is the best practice for 
implementations. 

However, you can enable SAML attributes for policies:

1.  Enable SAML Attributes for Policy.

2.  Disable SCIM Attributes and Groups for Policy.

3.  Click Save.

Figure 69.   Select SAML attributes for policies
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Configure Microsoft Entra ID Groups Role Mapping for SAML in Azure
To configure Azure to send the Microsoft Entra ID Group in readable form, you create a user role and map the role to the 
Microsoft Entra ID group that you want to use for policies in ZPA. Azure then sends the role as a SAML attribute in the 
SAML assertion, and the attribute is used for the Microsoft Entra ID Group policies in ZPA. 

To start the Azure configuration, you must add the roles in the ZPA application App registrations:

1.  Select Microsoft Entra ID > App registrations > All Applications > Zscaler Private Access (ZPA).

Figure 70.   Select the ZPA IdP application
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2.  Select App roles | Preview. You are placed into ZPA application registration, in edit mode.

Figure 71.   Add app roles
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Adding the Zscaler Private Access App Role

Select Create app role.

Figure 72.   Create the app role

Add the New Roles to the ZPA App Registration

Create two roles called ZPA-1 and ZPA-2. These names match the Microsoft Entra ID Groups to which they are mapped. 
The Microsoft Entra ID Groups have already been created. For each role:

1.  Enter your Microsoft Entra ID Group name as the Display name. In this example, enter ZPA-1. The display name for 
the app role appears in the admin consent and app assignment views. This value can contain spaces.

2.  Select Users/Groups as the Allowed member types.

3.  Enter your Microsoft Entra ID Group name as the Value. In this example, enter ZPA-1. The value is what the 
application expects in the token. The value should exactly match the string referenced in the application’s code. The 
value cannot contain spaces.

4.  Enter your Microsoft Entra ID Group name as the Description.

5.  Click Apply. Repeat for ZPA-2 and all required Microsoft Entra ID security groups used for ZIA policies.

Figure 73.  App role configuration detail
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Deleting and App Roles in the ZPA App Registration

To delete app roles:

1.  Select the App role that you want to delete.

2.  Deselect the blue check mark under Do you want to enable this app role?

3.  Click Apply to implement the configuration change.

4.  Select the App role for deletion.

5.  Click Delete and confirm the change.

Figure 74.  Delete an app role

Clipboard-list Deleting an App role can be confusing. To delete an App Role, you must first disable the role, save the 
configuration, and then go back into the role to delete it. 
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New Roles Added to the ZPA App Registration

Let’s map the newly added roles to the ZPA-1 and ZPA-2 Microsoft Entra ID groups.

Figure 75.  Newly created app roles ready to be mapped to Microsoft Entra ID groups

Configure ZPA Role Mapping for Microsoft Entra ID Groups

To map the newly created roles to the Microsoft Entra ID groups:

1.  Navigate to Users and groups under your installed ZPA application. 

2.  Select Microsoft Entra ID > Enterprise applications > Zscaler Private Access (ZPA).

Figure 76.   Select the ZPA from enterprise applications
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3.  Select Users and groups. 

4.  Select Add User.

Figure 77.   Add User

5.  Select Users and groups. 

6.  Search and select the Microsoft Entra ID group that you want to map to the role, in this case ZAP-1.

7.  Click Select at the bottom of the page.

Figure 78.   Add assignment
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8.  Click Select a role to display the roles that you created. You can see the role that matches the name of our Microsoft 
Entra ID group, in this case ZPA-1.

9.  Click Select, located at the bottom of the page.

10.  Click Assign to finish the mapping.

11.  Repeat similar steps for ZPA-2.

Figure 79.  Select the role

Review the ZPA Role Mapping for Microsoft Entra ID Groups

The image shows that groups are mapped to a role, and a user that is a part of a group with usable group names is shown 
in the Users SAML response, and the role can be applied to ZPA policies. 

Next, clean up unreadable groups and add a department variable by updating the SAML attributes. 

Figure 80.   Review the mappings



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE

70©2021 Zscaler, Inc. All rights reserved.   

Mapping the Group SAML Attribute
Open the Attribute editor to edit the SAML variables that are returned in the SAML assertion.

1.  Select Microsoft Entra ID > Enterprise applications > Zscaler Private Access (ZPA).

2.  Select Single sign-on.

3.  Click Edit in the User Attributes & Claims area.

Figure 81.   SAML attribute mapping (1 of 5)

4.  The user.groups [SecurityGroup] is the attribute that returns unusable group names in the SAML assertion. Let’s 
delete it and add a new claim to be returned in the SAML assertion: 

a.  Select the three dots next to the user.groups [SecurityGroup] value and delete the claim.

b.  Select Add new claim to open the Manage claim window.

Figure 82.  SAML attribute mapping (2 of 5)
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5.  To create a new claim, you must map the source attribute to a variable name. The claim name is the attribute field, 
and the source is the variable that is populated by the user’s department: 

a.  Name the Claim department.

b.  Select Attribute as the Source.

c.  Select user.department as the Source attribute.

d.  Save your changes.

Figure 83.   SAML attribute mapping (3 of 5)

6.  You can see your completed SAML attribute changes. 

Figure 84.  SAML attribute mapping (4 of 5)

7.  Open the ZPA tenant and import the new attributes to be used in policies:

a.  Open the ZPA Admin Portal and enter the administrator credentials.
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8.  Rename the SAML Attribute name to be intuitive to the policy. Find the role Attribute and change the name to 
Microsoft Entra ID Groups.

a.  Select Administrator > IdP Configuration.

b.  Select the Azure IdP.

c.  Click the blue arrow to open the IdP detail.

d.  Click Import.

Figure 85.   SAML attribute mapping (5 of 5)
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ZPA Role Mapping SAML Assertion

You can see the SAML assertion that includes our ZPA groups and department.

Rename the SAML attributes to be intuitive to the policy. Find the role Attribute and change the name to Groups and 
find the department attribute and name it Department. 

1.  Rename the Attributes to be more intuitive.

2.  Save the configuration.

Figure 86.   SAML assertion with ZPA groups

Configure ZPA Role Mapping for Microsoft Entra ID Groups

The SAML attribute can be used to create policies in ZPA. 

Figure 87.   Policy with attribute selected
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ZIA SAML Admin Authentication
By adding access to SAML Authentication for Zscaler Administrator, you enable ZIA administrators to connect to the ZIA 
tenant using single sign-on from the My-Apps Azure portal. The ZIA admins, authenticate using Microsoft Entra ID.

To add the ZIA Administrator App: 

1.  Select Microsoft Entra ID > Enterprise applications > All applications.

2.  Select New applications.

Figure 88.   Adding the application for SAML admin access

This launches the Microsoft Entra ID Application Gallery.
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SAML Authentication for ZIA Admin Access
Search for “zscaler internet”, and select the Zscaler Internet Access Administrator application.

1.  Search for zscaler internet.

2.  Select the Zscaler Internet Access Administrator application.

Figure 89.   Administrator application

3.  First, assign administrators to the application accessing the ZIA tenant. 

4.  Select Users and group.

Figure 90.   Add ZIA administrators
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5.  Add the Administrators and Groups that contain your Zscaler Administrators, and click Select.

Figure 91.   Add ZIA Administrators

6.  Click Assign.

Figure 92.   Assign Administrators
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SAML Settings for ZIA Portal Admin Access 
Configure SAML: 

1.  Select Single sign-on in the Manage section of the application. 

2.  Select the SAML tile.

Figure 93.   Configure SAML

3.  Select No I’ll save later at the prompt.

Figure 94.   Configure SAML
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Configure Basic SAML Detail
To configure SAML details:

1.  Select Edit under Basic SAML Configuration.

Figure 95.   Configure Basic SAML

Under the Entity ID enter the ZIA administrator portal URL for the cloud that hosts your ZIA Tenant. The Zscaler 
cloud continues to expand, but currently it is one of the following cloud domains: zscaler.net, zscalerone.net, 
zscalertwo.net, zscalerthree.net, or zscloud.net. This information can be found in your ZIA Admin Portal under 
Administration > Company Profile > Company ID. In the following Company ID example (zscalerthree.net-3173833), 
zscalerthree.net is the Zscaler Cloud. 

2.  Enter https://admin.zscalerthree.net as the EntityID.

3.  Select https://login.zscalerthree.net/adminsso.do for the Reply URL.

4.  Make sure the check marks are selected on the new entries. 

5.  Select Save to save the configuration.

6.  Replace “zscalerthree.net” with your ZIA cloud if it is different. 
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Figure 96.   Configure basic SAML
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Download and Save the Azure Signing Certificate 

Saving the configuration creates the SAML Signing Certificate. It is unique to this portal. 

1.  Download the Base64 Certificate and save it for next steps. 

2.  Open the ZIA Admin Portal. https://admin.zscalerthree.net as an example of your cloud admin portal. 

Figure 97.   Azure SAML signing certificate

Configure Zscaler for SAML Admin Access
Log in to your ZIA Admin Portal with your administrator credentials.

Figure 98.   ZIA Admin Portal
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Configure Zscaler to use SAML for Admin Accounts

Select Administrator > Administrator Management.

Figure 99.   Administrator Management (1 of 2)

Configure Zscaler Details to Use SAML for Admin Accounts

To configure Zscaler SAML administrator details:

1.  Select the Administrator Management tab.

2.  Select Enable SAML Authentication.

3.  Upload the certificate that you downloaded in the previous step.

4.  Select Save. 

Figure 100.  Administrator Management (2 of 2)

In the final step you create the administrators on Zscaler using the portal and SAML authentication.
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Configure Admin Users for SAML Admin Access
To add administrators: 

1.  Select the Administrators tab.

2.  Select Add Administrator.

3.  Add the Login ID of the administrator.

4.  Select an administrator role.

5.  Select Save.

Figure 101.  Add administrators

6.  Activate the changes.

Figure 102.  Activate the Changes

Clipboard-list The administrator domain must use the domain that is supported by Microsoft Entra ID.
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SAML Admin Access from Microsoft My Apps
From My Apps select the Zscaler Internet Admin icon to launch and automatically sign in to the ZIA Admin Portal. You can 
also test your access by using your Portal URL with a SAML-only user. 

1.  Launch My Apps at myapplications.microsoft.com.

2.  Select the ZIA application.

In this exercise, you access ZIA Admin Portal for the Zscaler Three Cloud:

https://admin.zscalerthree.net

Figure 103.  Microsoft My-Apps
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ZPA SAML Admin Authentication
To enable SAML authentication for ZPA administrators when accessing the ZPA tenant, you must install and configure the 
ZPA Administrator application from the Microsoft Entra ID Application Gallery. 

To start the installation process, select Microsoft Entra ID > Enterprise applications.

Figure 104.  Add SAML admin application

Add the Zscaler Private Access Administrator Application
To add a ZPA admin application:

1.  Select New application.

Figure 105.  Add new application



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE

85©2021 Zscaler, Inc. All rights reserved.   

2.  Search for zscaler private access.

3.  Select the Zscaler Private Access Administrator tile. 

4.  Click Create.

Figure 106.  Zscaler Private Access Administrator app

Assign the Admin Accounts to the Application
First, assign your ZPA administrators to the application: 

1.  Select Users and groups. This launches the Add user page. 

Figure 107.  Assign users to the administrator app
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2.  Select Add user.

Figure 108.  Add users

3.  Select the Users and groups section.

4.  Search and select all ZPA administrators or groups.

Figure 109.  Selecting ZPA administrators

5.  Click Assign.

Figure 110.  Assign ZPA administrators to the application
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Configure SAML for the Application
The next step is to configure SAML for the single sign-on (SSO): 

1.  Select Single sign-on. 

2.  Select the SAML tile. 

Figure 111.  Configure SAML

3.  This brings up the SAML configuration wizard. Select Edit to open the Basic SAML Configuration page.

Figure 112.  Basic SAML configuration

Copy the required SAML parameters from the ZPA portal and paste them into the fields as shown in the preceding 
image. Open the ZPA portal in a separate browser tab or window and leave the Azure Setup momentarily so that 
you can copy the values to insert on this page.
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4.  Open the ZPA Admin Portal to get the required URLs.

Figure 113.  Required parameters

ZPA Configuration for SAML Admin Access
Sign-in to your organizations ZPA Admin Portal using administrator credentials. 

1.  Enter the credentials.

2.  Click Sign In.

Figure 114.  The ZPA Admin Portal

3.  To configure ZPA for administrator SAML authentication from the Add IdP Configuration wizard select 
Administration > IdP Configuration > Add IdP Configuration. 

4.  Name the IdP Profile.

5.  Select Admin for the Single Sign-On type.

6.  Select the domains the administrators authenticate against in Azure.



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE

89©2021 Zscaler, Inc. All rights reserved.   

7.  Click Next. This moves you to the SP Metadata setup. 

Figure 115.  Add the IdP configuration

8.  Two URLs need to be copied and pasted into the Azure configuration. 

a.  Copy the Service Provider URL.

b.  Copy the Service Provider Entity ID.

9.  Click Next.

10.  Open the Azure configuration window.

Figure 116.  SP Metadata to copy and paste into the Azure configuration

Leave this window open and go to the Azure window to finish the Azure configuration. 
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Finish the Azure Configuration for SAML Admin Access
To finish the Azure configuration:

1.  Paste the Service Provider URL into the Reply URL field. 

2.  Paste the Service Provider Entity ID into the ID (Entity ID).

3.  Select the URLs as Default.

4.  Click Save.

Figure 117.  Finish the Azure configuration

Saving the Azure configuration generates the Signing Certificates and the Metadata that uniquely identify the instance 
and provide an authenticated session when authenticating the administrators: 

1.  Download and save the Federation Metadata XML file. 

2.  Open the ZPA window to finish the ZPA configuration.

Figure 118.  Download the Federation Metadata to upload to ZPA
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Finish the ZPA Configuration for SAML Admin Access
The Federation Metadata XML file populates the required URLs and installs the signing certificate. 

In the ZPA IdP Configuration window:

•	Select and upload the Federation Metadata XML file from Azure. 

Figure 119.  Upload the Federation metadata to ZPA

•	Click Save.

Figure 120.  Completed ZPA Configuration

This completes the SAML configuration. Next, add administrators to ZPA.
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Add ZPA Admin Accounts to ZPA
All administrators for ZPA must be added to the ZPA portal as administrators. SAML to Azure authenticates the 
administrators, but the admins still must be configured in both ZPA and Azure. 

To add the administrator: 

1.  Select Administration > Administrators. 

2.  Select Add administrator or the Blue Plus sign.

Figure 121.  Adding ZPA administrators

Enforce SSO for all Administrators
Select Enforce SSO for all Administrators to force all administrators, except for the primary ZPA administrator, to use SAML 
for authentication.

1.  Select Administrator > IdP Configuration > Settings.

2.  Select Enabled for the Enforce SSO Login for Admins field.

3.  Click Save.

Figure 122.  Enforcing SSO for ZPA administrators
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Open the ZPA Portal from Azure My-Apps
After the configuration is complete, the admin can launch the ZPA portal from their My-Apps portal with SSO/SAML and 
without having to enter credentials: 

•	 Select the Zscaler Private Access Administrator application from the My Apps portal.

Figure 123.  Launch the ZPA Portal from the Admins My-App page

ZPA Administrator Portal Launched from My-Apps

The following image shows that the implementation was successful. You can access the ZPA Portal.

Figure 124.  The ZPA Portal launched from the My-Apps page
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The Processes Summarized
The following steps are a no-frills outline of what you need to configure for Zscaler authentication and provisioning for 
ZIA and ZPA. Use your Zscaler Cloud account information to complete application and URL fields. Zscalerthree is used 
in these summary steps as an example, but your cloud might be different. 

ZIA Authentication
1.  Add the Microsoft Entra ID ZIA application for your cloud.

a.  Select Microsoft Entra ID > Enterprise Applications > New application.

b.  Search and install the Zscaler Three Application from the Microsoft Entra ID gallery.

2.  Assign users to the Zscaler Three application. 

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Users and Groups.

b.  Add ZIA users and groups.

3.  Configure Authentication Azure UI SAML for ZIA Authentication.

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Sign-On > SAML.

b.  Edit the basic SAML configuration.

i.  Enter the Entity ID (zscalerthree.net). 

ii.  Enter the Sign-on URL (https://login.zscalerthree.net/sfc_sso). 

iii.  Enter the Reply URL (https://login.zscalerthree.net/sfc_sso). 

iv.  Save the configuration.

c.  Get the SAML Signing Certificate.

i.  Download the Base64 SAML signing certificate.

ii.  Rename the certificate for ZscalerThree.cer to ZscalerThree.pem.

d.  Set Up Zscaler Three and Configuration URLs.

iii.  Copy the Login URL.

4.  Configure Authentication Zscaler Three. 

a.  Select Administration > Authentication Settings > Authentication Profile.

i.  Set Authentication Type as Enable SAML.

ii.  Save the configuration.

iii.  Activate changes.

b.  Select Administration > Authentication Settings > Identity Providers > Add Identity Provider.

i.  Name the IdP.

ii.  Toggle the Status to Enable.

iii.  Paste the Azure Login URL into the SAML Portal URL field.

iv.  Enter NameID as the Login Name Attribute.

v.  Upload the ZscalerThree.cer file as the IdP SAML Certificate.

vi.  Select Microsoft Entra ID as the Vendor.

vii.  Select the Authentication Domain or Leave as Default.

viii.  Save the configuration. 
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ix.  Activate the changes.

ZIA Provisioning
1.  Configure Provisioning Zscaler Three. 

a.  Select Administration > Authentication Settings > Identity Providers > Edit the Azure IdP.

i.  If using SAML provisioning.

1.  Enable SAML Auto-Provisioning.

2.  Enter userName as the User Display Name Attribute.

3.  Enter memberOf for the Group Name Attribute.

4.  Enter department for the Department Name Attribute.

5.  Save the configuration.

6.  Activate the changes.

ii.  If using SCIM provisioning (recommended, must be E5, or P1 / P2 Azure).

1.  Enable SCIM Provisioning.

2.  Select Generate Token.

3.  Copy the Base URL to paste in Azure.

4.  Copy the Bearer Token to paste in Azure.

5.  Save the configuration.

6.  Activate the changes.

7.  Configure Provisioning Azure. 

b.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Provisioning. 

i.  Change Provisioning Mode to Automatic.

ii.  Under Admin Credentials.

1.  Enter the Zscaler Base URL into the Azure Tenant URL.

2.  Enter the Zscaler Bearer Token into the Azure Secret Token.

3.  Test the connection.

4.  Save the configuration.

iii.  Enable provisioning synchronization.

1.  Toggle Provisioning Status to On.

2.  Save the configuration.

iv.  (Optional) Push immediate users needed for test.

1.  Select Provisioning > Provision on Demand.

2.  Select User.

3.  Select Provision.

4.  Repeat.

v.  (Optional) Enable scoping filters.

1.  Create User or Group SCIM scoping filters.
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ZPA Entitlement
1.  Enable ZPA Entitlement.

a.  Azure: Microsoft Entra ID > Enterprise Applications > Zscaler Three > Users and Groups.

i.  Add the ZPA group that contains the ZPA users.

b.  Zscaler Three: Policy > Zscaler Client Connector Portal. 

i.  Select Administration.

ii.  Select Zscaler Service Entitlement.

iii.  Select the ZPA Entitlement Group for Groups Enabled.

1.  Do not select ZPA Enabled by Default.

iv.  Save the configuration.

c.  To manually sync group in Zscaler Three: Policy > Zscaler Client Connector Portal. 

i.  Select Administration.

ii.  Select Client Connector Support.

iii.  Select Advanced Configuration.

iv.  Select Sync Groups.

ZPA Authentication
1.  Add the Microsoft Entra ID ZPA Private Access (ZPA) application for your cloud.

a.  Select Microsoft Entra ID > Enterprise Applications > New application.

b.  Search and install the Zscaler Private Access (ZPA) application from the Microsoft Entra ID Gallery.

2.  Assign users to the Zscaler Private Access (ZPA) application. 

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Users and Groups.

b.  Add ZPA users and groups.

3.  Configure authentication Azure: SAML for ZPA authentication.

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Sign-On > SAML.

b.  Edit the basic SAML configuration (need URLs from ZPA to proceed).

4.  Configure authentication Zscaler Private Access.

a.  Select Administration > Authentication > IdP Configuration.

i.  Add IdP.

b.  Add IdP configuration.

i.  Name the IdP.

ii.  Select User for Single Sign-On.

iii.  Select authentication domains.

iv.  Select Next.

c.  Add SP metadata.

v.  Copy the Service Provider URL to paste in Azure Reply and Sign-On URL.

vi.  Copy Service Provider Entity ID to paste in Azure Entity ID. 

vii.  Select Next.
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5.  Configure authentication Azure: SAML for ZPA authentication.

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Sign-On > SAML.

i.  Paste the ZPA Service Provider URL to in the Azure Reply and Sign-On URL.

ii.  Paste the ZPA Service Provider Entity ID in the Azure Entity ID.

iii.  Save the configuration.

iv.  Download the Federation Metadata XML file.

6.  Configure authentication Zscaler Private Access. 

a.  Administration > Authentication > IdP Configuration.

i.  Select and upload the Federation Metadata XML file saved from the Azure Portal.

ii.  Save the configuration.

iii.  Test authentication.

ZPA Provisioning
1.  Configure SCIM provisioning Zscaler Private Access. 

a.  Select Administration > IdP Configuration > Edit the Azure IdP.

i.  Enable SCIM Sync.

ii.  Select Generate New Token.

iii.  Copy the SCIM Service Provider Endpoint URL for the Azure configuration.

iv.  Copy the Bearer Token for the Azure configuration.

v.  Disable SAML Attributes for Policy (Ignore the Error).

vi.  Enable SCIM Attributes for Policy.

vii.  Save the configuration.

2.  Configure SCIM provisioning Azure. 

a.  Select Microsoft Entra ID > Enterprise Applications > ZPA > Provisioning. 

i.  Change Provisioning Mode to Automatic.

ii.  Under Admin Credentials.

1.  Enter the Zscaler Base URL into the Azure Tenant URL.

2.  Enter the Zscaler Bearer Token into the Azure Secret Token.

3.  Test the connection.

4.  Save the configuration.

iii.  Enable provisioning synchronization.

1.  Toggle Provisioning Status to On.

2.  Save the configuration.

iv.  (Optional) Push immediate users needed for test.

1.  Select Provisioning > Provision on Demand.

2.  Select User.

3.  Select Provision.

4.  Repeat.
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v.  (Optional) Enable scoping filters.

1.  Create User or Group SCIM scoping filters.

3.  Configure SAML Provisioning Zscaler (optional).

a.  Select Administration > IdP Configuration > Edit the Azure IdP.

i.  Disable SCIM Sync.

ii.  Enable SAML Attributes for Policy. 

iii.  Disable SCIM Attributes for Policy.

iv.  Save the configuration.

4.  Configure Microsoft Entra ID Group Mapping Azure. 

a.  Select Microsoft Entra ID > Enterprise Applications > ZPA. 

i.  See the configuration details in the body of the document.

ZIA SAML Admin Authentication
1.  Add the Microsoft Entra ID Zscaler Internet Access Administrator application for your cloud.

a.  Select Microsoft Entra ID > Enterprise Applications > New application.

b.  Search and install the Zscaler Internet Access Administrator application from the Microsoft Entra ID gallery.

2.  Assign users to the Zscaler Three application. 

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Internet Access Administrator Application > 
Users and Groups.

b.  Add ZIA administrator users and groups.

3.  Configure Authentication Azure: SAML for ZIA Authentication.

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Sign-On > SAML.

b.  Edit the basic SAML configuration.

i.  Enter the Entity ID (https://admin.zscalerthree.net).

ii.  Enter the Reply URL (https://admin.zscalerthree.net/adminsso.do). 

iii.  Save the configuration.

c.  Get the SAML Signing Certificate.

i.  Download the Base64 SAML Signing Certificate.

4.  Configure Authentication Zscaler Three. 

a.  Select Administration > Administrator Management > Administrator Management.

i.  Enable SAML authentication.

ii.  Upload the Internet Access Administrator.cer certificate saved from Azure.

iii.  Save the configuration.

b.  Select Administration > Administrator Management > Administrators.

i.  Add administrators that use SAML authentication.

ii.  Save the configuration.

iii.  Activate changes.
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ZPA SAML Admin Authentication
1.  Add the Microsoft Entra ID Zscaler Private Access Administrator application for your cloud.

a.  Select Microsoft Entra ID > Enterprise Applications > New application.

b.  Search and install the Zscaler Private Access Administrator from the Microsoft Entra ID gallery.

2.  Assign users to the Zscaler Private Access Administrator application. 

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access Administrator > Users and 
Groups.

b.  Add ZPA users and groups.

3.  Configure Authentication Azure: SAML for ZPA Admin Authentication.

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access Administrator > Sign-On > SAML.

b.  Edit the basic SAML Configuration (you need URLs from ZPA to proceed).

4.  Configure Authentication Zscaler Private Access. 

a.  Select Administration > Authentication > IdP Configuration.

i.  Add IdP.

b.  Add IdP configuration.

i.  Name the IdP.

ii.  Select Admin for Single Sign-On.

iii.  Select Authentication Domains.

iv.  Click Next.

c.  SP metadata.

i.  Copy the Service Provider URL to paste in Azure Reply URL.

ii.  Copy Service Provider Entity ID to paste in Azure Entity ID. 

iii.  Click Next.

5.  Configure Authentication Azure: SAML for ZPA Admin Authentication.

a.  Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Sign-On > SAML.

i.  Paste the ZPA Service Provider URL in the Azure Reply URL.

ii.  Paste the ZPA Service Provider Entity ID in the Azure Entity ID.

iii.  Save the configuration.

iv.  Download the Federation Metadata XML file.

6.  Configure Authentication Zscaler Private Access.

a.  Select Administration > Authentication > IdP Configuration.

i.  Select and upload the Federation Metadata XML file.

ii.  Save the configuration.

iii.  Test the authentication.

b.  Select Administration > Administrator Management > Administrators.

i.  Add administrators that use SAML authentication.

ii.  Save the configuration.
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Transparent SSO Using IWA with Microsoft Entra ID
One of the advantages of using Microsoft Entra ID is that you can often use Integrated Windows Authentication (IWA) 
to provide SSO to your Zscaler installation. SSO provides a better user experience by automatically authenticating users 
with their Windows domain credentials. Zscaler can take advantage of IWA if IWA is configured for the Microsoft Entra 
ID environment. IWA is not a Zscaler feature or Zscaler configuration, and works between Microsoft Entra ID and the 
Windows Active Directory Server. However, Zscaler can take advantage of a working IWA environment. IWA is a Microsoft 
feature that allows you to automatically authenticate using your Windows Active Directory authentication credentials. 

IWA works in two Azure architectures:

•	An Microsoft Entra ID and On-Site Microsoft Entra ID hybrid environment.

•	An all-Microsoft Entra ID environment with Microsoft Entra ID Directory Services installed as an Azure service. 

IWA uses Kerberos ticketing, and the Windows device must authenticate to the FQDN of the authenticating service in 
Azure.

To enable IWA for Zscaler in either the Hybrid Microsoft Entra ID or AADDS environments, you install two URLs as trusted 
sites in your intranet zone on your browser and install the Zscaler Client Connector with the --userDomain and 
--cloudName command line installation parameters.

Microsoft Azure online documentation provides detailed configuration options, including GPO options to push the 
browser settings.

Why do you need to add the domains as trusted domains? By default, the browser automatically calculates the correct 
zone, either internet or intranet, from a specific URL. For example, https:/testmypacket/ maps to the intranet zone, 
whereas https://internet.testmypacket.com/ maps to the internet zone (because the URL contains a period). 

Browsers don’t send Kerberos tickets to a cloud endpoint, like the Microsoft Entra ID URL, unless you explicitly add the 
URL to the browser’s intranet zone.

•	Add *.yourlogindomain.com and autologon.microsoftazuread-sso.com to your browsers trusted 
intranet sites.

See Appendix A: Capture the SAML Request for Troubleshooting in the back of this guide. 

https://docs.microsoft.com/en-us/azure/active-directory/hybrid/how-to-connect-sso-quick-start
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PAC File and Zscaler Client Connector: Authentication Bypasses
When using ZIA, you must bypass the IdP login URLs for authentication to succeed. 

For ZPA, you are not required to bypass the IdP login URL. 

Destination URLs can flow through ZIA, but bypassing the URLs for ZIA is a requirement for both browser PAC files and for 
the Zscaler Client Connector. You can also apply these bypasses as authentication bypasses in Zscaler ZIA. 

The difference between the two methods is what IP Microsoft Entra ID sees. A ZIA authentication bypass shows the 
Zscaler IP range, while the PAC file / Zscaler Cloud Connector bypass shows the egress IP of the customer. Both methods 
work, but you might have requirements for which method works better.

You must add the following entries to your browser PAC or the Zscaler Client Connector custom PAC file for the 
application profile. 

For more information see Appendix A: Capture the SAML Request for Troubleshooting.

PAC File Bypasses:

// Microsoft Entra ID Authentication Bypass

if (

dnsDomainIs(host, “login.microsoftonline.com”) ||

dnsDomainIs(host, “clientconfig.microsoftonline-p.net”) ||

dnsDomainIs(host, “*.autodiscover.yourdomain.com”))

return “DIRECT”;
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Appendix A: Capture the SAML Request for Troubleshooting
Troubleshooting SAML can be challenging. The troubleshooting procedures find and decode the SAML assertion and look 
at the attributes returned by the IdP. The following steps capture the assertion by using the Chrome browser’s Developer 
Tools. You can then decode the assertion using a base 64 decoder on the desktop. Use of a decoder on the local 
computer is the most secure method. Alternatively, you can use browser extensions, or cloud based base64 decoders, 
but when clear text passwords are present in the data, keeping things in house- such as using a decoder on the desktop- 
is always more secure. You can use any browser to capture the SAML assertion. The procedures for the most common 
browsers are in the next sections. 

How to View a SAML Response in Your Browser for Troubleshooting
Retrieving your service provider SAML response in your browser can help you troubleshoot single sign-on (SSO) login 
issues.

Google Chrome: To View a SAML Response in Chrome

1.  Press F12 to start the developer console.

2.  Select the Network tab, and then select Preserve log.

3.  Reproduce the issue.

4.  Look for a SAML Post in the developer console pane. Select that row, and then view the Headers tab located at the 
bottom of the window. Look for the SAMLResponse attribute that contains the encoded request.

Mozilla Firefox: To View a SAML Response in Firefox

1.  Press F12 to start the developer console.

2.  In the upper right of the developer tools window, click the options icon (the small gear icon). Under Common 
Preferences, select Enable persistent logs.

3.  Select the Network tab.

4.  Reproduce the issue.

5.  Look for a POST SAML in the table. Select that row. In the Form Data window on the right, select the Params tab and 
find the SAMLResponse element

 

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded 
response.

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded 
response.
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Apple Safari: To View a SAML Response in Safari

1.  Enable Web Inspector in Safari. Open the Preferences window, select the Advanced tab, and then select Show 
Develop menu in the menu bar.

2.  Open Web Inspector. Click Develop, then select Show Web Inspector.

3.  Select the Resources tab.

4.  Reproduce the issue.

5.  Look for a POST method with a samlconsumer file in the table.

6.  Scroll down to find Request Data with the name SAMLResponse. 

 

Microsoft Internet Explorer: To View a SAML Response in Internet Explorer

The best way analyze network traffic in Internet Explorer is through a third-party tool.

Follow the steps at How to Use Fiddler Web Debugger to Analyze a WS-Federation Passive Sign-In to download and 
install Fiddler and capture the data.

What to do with the Base64-encoded SAML response

After you find the Base64-encoded SAML response element in your browser, copy the element and use your favorite 
Base-64 decoding tool to extract the XML tagged response.

Security Tip

Because the SAML response data might contain sensitive security data, Zscaler recommends that you do not use an 
online base64 decoder. Instead, use a tool that is installed on your local system.

Configuring Your Browser to Capture the SAML Response

First, configure Zscaler as a proxy for your browser. You can configure the automatic FQDN to select the fastest gateway 
response as the proxy. The FQDN is gateway.zscalerthree.net, where zscalerthree is replaced by your cloud (i.e., 
gateway.zscloud.net, gateway.zscalertwo.net, etc.). 

For this exercise, manually select the proxy from your list of enforcement nodes. Enter your cloud information center 
(in the preceding example, the URL is ips.zscalerthree.net/cenr). In the example, the URL lists the enforcement 
nodes for the Zscalerthree cloud. The Dallas IP is used as the proxy address defined in our example browser. 

Figure 125.  Select a test proxy

Clipboard-list The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded 
response.

https://social.technet.microsoft.com/wiki/contents/articles/3286.ad-fs-2-0-how-to-use-fiddler-web-debugger-to-analyze-a-ws-federation-passive-sign-in.aspx
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Open the proxy configuration screen for your test browser and enter in the proxy IP address. You must also enter in the 
Microsoft Entra ID domains as bypasses so that the request reaches Microsoft Entra ID and isn’t blocked by ZIA. 

The three Microsoft Entra ID domains to bypass are as follows:

•	login.microsoftonline.com

•	config.microsoftonline-p.net

•	*.autodiscover.testmypacket.com

Save the changes. You are now ready to test. 

Figure 126.  Setting your browser proxy settings

To validate the authorization, complete the following steps.

1.  Enter any URL in the browser, and ZIA prompts you for authentication credentials.

2.  Start your developer tools. 

3.  Select the three dots at the top right of the browser to open a drop-down menu, Select More Tools, and then 
Developer Tools. This starts the developer screen. 

Figure 127.  Selecting Developer Tools
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The network trace shows you the connection and packet information as both authenticate into Zscaler and Microsoft 
Entra ID. 

The initial authentication screen, shown in the preceding image, is looking for only the user domain that is appended 
to the User ID, so that Zscaler knows which Zscaler instance to direct the request to. In this case, the domain is 
testmypacket.com. 

Figure 128.  Capturing the SAML Request

Zscaler redirects the authentication request to Microsoft Entra ID, and you see the Microsoft Entra ID authentication 
screen. 

Log in with a valid user ID from the Microsoft Entra ID database associated with the Zscaler instance. 

Figure 129.  Authenticate to the Microsoft Entra ID IdP
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After authentication has completed:

1.  Select the packet called sfc_sso, that is destined to login.zscalerthree.net. This is the SAML response from Microsoft 
Entra ID and contains the SAML assertion. The assertion is base64 encoded and requires a decoder to get the clear 
text information. 

2.  Select the SAML response data excluding “SAMLResponse:” we want only the data.

Figure 130.  SAML response containing the assertion

Using a base64 decoder:

1.  Paste the encoded text into the application.

2.  Copy the decoded SAML assertion. 

(For this demonstration, we used the Base64Anywhere app downloaded free from the Mac App store. There are also 
free decoders in the Windows store if you are a Microsoft user, and command line options. For example, for macOS you 
can use a CLI command “base64 -D data” to decode the assertion.)

Figure 131.  Decoding the Base 64 Encoded assertion
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You can see the clear text assertion with the NameID of the user and the other attributes. In this example, you see 
that the user is part of a group called Everyone. All groups and attributes associated with the user can be seen in this 
response. 

Figure 132.  SAML Attributes in the Decoded Assertion
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Appendix B: Requesting Zscaler Support
You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service issues. 
Zscaler Support is available 24/7 hours a day, year-round. 

To contact Zscaler Support

1.  Go to Administration > Settings > Company profile.

Figure 133.  Collecting details to open support case with Zscaler TAC

2.  Copy your Company ID. 

Figure 134.  Company ID
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3.  With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Figure 135.  Submit a ticket
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