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Terms and Acronyms

This table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is included in
the Definition column for your reference.

Acronym Definition

SAML Security Assertion Markup Language

SCIM System for Cross-domain Identity Management
SSO Single Sign On

Microsoft Entra ID Microsoft Active Directory

MFA Multi-factor Authentication

ZIA Zscaler Internet Access (Zscaler)

ZPA Zscaler Private Access (Zscaler)

IWA Integrated Windows Authentication
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About This Document

The following sections describe the organizations and requirements for the integration covered by this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world’s leading organizations to securely transform their networks and applications
for a mobile and cloud-first world. Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) create fast, secure
connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 100%
in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances or
hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security platform
that protects thousands of enterprises and government agencies from cyberattacks and data loss. For more information
go to Zscaler’s website, or follow Zscaler on Twitter @zscaler.

Microsoft Overview

Microsoft (Nasdaqg: MSFT), Microsoft develops and licenses consumer and enterprise software. It is known for its
Windows operating systems and Office productivity suite. The company is organized into three equally sized broad
segments: productivity and business processes (legacy Microsoft Office, cloud-based Office 365, Exchange, SharePoint,
Skype, LinkedIn, Dynamics), intelligence cloud (infrastructure- and platform-as-a-service offerings Azure, Windows Server
OS, SQL Server), and more personal computing (Windows Client, Xbox, Bing search, display advertising, and Surface
laptops, tablets, and desktops). To learn more, refer to Microsoft’s website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, refer to the
Zscaler Resources and Microsoft Entra ID Identity Resources.

Software Versions

This document was authored using Zscaler Internet Access (ZIA) v6.0 and Microsoft Entra ID Production Release
December 2020.

Request for Comments

- For Prospects and Customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

- For Zscaler Employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the integrations
in this document.

©2021 Zscaler, Inc. All rights reserved. 8
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Zscaler and Microsoft Introduction

Overviews of the Zscaler and Microsoft applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, please contact your Zscaler Account Representative.

ZIA Overview

ZIA'is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Browser Isolation, allowing you to start with the services you need now and activate others as your
needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or a data center
using a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZI|A Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help

Zscaler determine your security needs.
Zscaler Training and Certification Training designed to help you maximize Zscaler products.

©2021 Zscaler, Inc. All rights reserved. 9
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Name Definition
Submit a Zscaler Support Ticket Zscaler support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

Microsoft Entra ID Identity Overview
Microsoft Entra ID, part of Microsoft.com (NASDAQ: MSFT) is a cloud computing service created by Microsoft for building,
testing, deploying, and managing applications and services through Microsoft-managed data centers. Microsoft Entra ID
is Microsoft's cloud-based identity and access management service. Microsoft Entra ID is an integral part of the Azure
solution that provides:

- Authentication

- Conditional access

- Device Management

- Domain Services

- Identity Governance

- Identity Protection

- Privileged Identity Management

For more information go to Azure’s website.

Microsoft Entra ID Identity Resources

The following table contains links to Microsoft Entra ID support resources.

Name Definition

Microsoft Entra ID Help Center Help articles on Microsoft Entra ID.

Microsoft Entra ID How to Help article on configuring SAML for Microsoft Entra ID and Zscaler.
Configure SAML for Zscaler

Microsoft Entra ID IWA Quick Start guide for Microsoft Entra ID Seamless Single Sign-On.
Enable IWA on Browsers Configure user browsers for Integrated Windows Authentication (IWA).
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Microsoft Entra ID for Authentication and Provisioning

Identity, authentication, and provisioning is an inherent part of the Zscaler solution and provides an organization with
granular user visibility, logging, and security down to the individual user level.

Authentication is the process of verifying a user’s identity through credentials and other optional identity factors. Security
Assertion Markup Language (SAML) is the preferred authentication method for both ZIA and Zscaler Private Access (ZPA).
The procedures in this document describe how Microsoft Entra ID uses SAML identity provider (IdP).

SAML is an open protocol standard that Microsoft Entra ID uses to authenticate users and pass the authorization
credentials to Zscaler Services. Although beyond the scope of this document, SAML also provides single sign-on (SSO) to
any SAML service provider (SP). SSO enhances the user experience by providing a cohesive solution to modern cloud and
SaaS environments. SAML and SSO are the catalyst to make a unified solution possible.

Zscaler (ZIA)
Internet Security

Secured Internet
Y Access

b sem \A
v Provisioning

SAML
Authentication

Azure
Active
Directory

A

SCIM
Provisioning

-
-

! 2 R

; - / Secured Private

Application Access

Zscaler (ZPA)
Private Access

Figure 1. Zscaler Internet Access, Zscaler Private Access in an Microsoft Entra ID authentication environment

Authentication provisioning is the automation of provisioning and deprovisioning of users and security groups to Zscaler
services. System for Cross-domain Identity Management (SCIM) is a standards-based protocol used for signaling and
automating the changes in an environment. When a user is added to the user database, SCIM automatically provisions
the user and the associated security groups in the Zscaler database. When a user is deprovisioned, the user, associated
groups, and credentials are removed to prevent access to resources. The primary use case for authentication provisioning
is onboarding and offboarding users from an organization. When a user leaves an organization, the user is deprovisioned
from the user directory and SCIM makes the associated changes in the Zscaler databases by eliminating all ZIA and ZPA
access. SCIM then deprovisions the user from all associated databases, preventing further access to company resources.
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This guide covers seven Zscaler services or components in this document to build a complete Zscaler authentication
infrastructure. Not all services need to be configured. A complete greenfield installation is typically configured in the
manner this document flows.

- ZIA SAML Authentication

- ZIA SCIM Provisioning or SAML Auto-Provisioning

- ZIA Configuration for ZPA Entitlement

- ZPA SAML Configuration

- ZPA SCIM Provisioning or SAML Auto-Provisioning

Optionally, you can also set up:

- ZIA SAML Authentication for ZIA Administrators
- ZPA SAML Authentication for ZPA Administrators

A ZIA and ZPA best practice is to install SAML authentication, with SCIM provisioning of users and groups. You might need
to configure SAML provisioning instead of, or alongside of, SCIM provisioning. There are caveats when both provisioning
methods are used together, which are not covered in this document. Both methods can work together, if needed.

Using SCIM provisioning requires scoping only the users and groups that use Zscaler or policies. Procedures for precisely
controlling and selecting the appropriate users and groups are provided in the ZIA SCIM Provisioning section. The
procedures apply to (and required for) both ZIA and ZPA SCIM installations.

The procedure for Microsoft Entra ID Role to Microsoft Entra ID Security Group creation and mapping is included, even
though the procedure is not a best practice. The procedure was a ZPA requirement until the December 2020 release of
SCIM.

For administrators of Zscaler, this guide includes SAML provisioning procedures for accessing the Zscaler portal for
Administrators Accounts by Zscaler admins. It is an optional feature and is placed after the information about the service
configurations.

The document also covers an overview of Integrated Windows Authentication, which Zscaler leverages to automate the
Zscaler authentication process. When configuring Zscaler in an Microsoft Entra ID hybrid installation using IWA, Zscaler
provides a transparent user authentication experience and should be evaluated in every installation.

Required authentication bypasses are also provided, and basic troubleshooting steps if you run into issues.

For more information, see the resources in Zscaler Resources.

©2021 Zscaler, Inc. All rights reserved. 12
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ZIA Authentication

The following sections cover configuring ZIA Authentication to Azure ID.

The Azure Portal Settings

This document assumes that the user has a working Microsoft Entra ID environment, and covers only the installation
and configuration of Zscaler applications. However, as a reference, you can view a no cost Microsoft Entra ID developer
instance that was created from the Microsoft Entra ID website and used to create this document.

Home - Microsoft Azure b +
& - C {y @& portal.azure.com/#home Q v FELC we iy » 0 :

Microsoft Azure £ Search resources, services, and docs (G+/) L o toddh@testmypacket.o

Portal settings

Create a resource Azure services

=
i Home _|_ } f/ t:g === Looking to switch directories or filter subscriptions?
BEE -
ER Dashboard Gk here
Create a Azure Active Azure Cosmos App Services All resources
All services resource Directory b8 General  Language & region

FAVORITES

fa— m Configure directory level timeout
-_— %

All resources Sign me out when inactive

. Storage SQL databases More services ‘ Never v
Resource groups accounts

Choose your default view (O

C tHome ] Dashboard

App Services

» Function
brp Recent resources

Choose your default mode for the portal menu ()
== SQL databases ¥ E
Name Type (C on | GEEETED
&% Azure Cosmos DB
B wvo-o Virtual machine Choose a theme
B8 7scaler-zPA-Connector Virtual machine E

High contrast theme (O

o JRTD Black

Enable pop-up notifications ()

Virtual machines

@ Load balancers

B2 Storage accounts

& Azure Active Directory Navigate
@ Monitor
@ Advisor Subscriptions [ 4] Resource groups

@ Security Center

Y Cost Management + Billing

4 ] Dashboard
& Help + support

Figure 2. Azure Portal settings

Each step was validated for functionality in a live environment. The portal settings shown in the preceding image make
Microsoft Entra ID available from a sidebar.
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Add the Azure Zscaler Internet Access AAD Application

To add support for the Zscaler services, you must add the Microsoft Entra ID Enterprise application to your individual
Zscaler service. The ZIA cloud that was used to create this document was named Zscaler Three. Zscaler added the Zscaler
Three ZIA application to AAD to start the |dP installation.

From the Azure Portal:

1. Select Microsoft Entra ID.
2. Select Enterprise applications.

3. Select New application.

Microsoft Azure L Search resources, services, and docs (G+/) s @

Home > testmypacket > Enterprise applications
Creat . . . . .
IONR 3 fosowos testmypacket ... x === Enterprise applications | All applications
3 Home Azure Active D\rbtory e testmypacket - Azure Active Directory
Dashboard % % -+ New application == Colum
All services @ Overdew iz o
= Try out the new Enterprise Apps s
* FAVORITES #  Getting started 0O overview
B Al resources & Preview hub X Diagnose and solve problems Application type
oy X Di Enterprise Applications '
@] Resource groups # Diagnose and solve problems Manage pi PP
88 App Services Manage B Al applications I
&> Function A g Users E  Application pro: (
i = PP proy First 50 shown, to search all of your i
% SQL databases &k Groups &3 User settings
Name
&* Azure Cosmos DB B0 External Identities BN Collections = = 2
[§9 Graph explorer (official site
# Virtual machines . Roles and administrators i
- “ int Security Office 365 Exchange Online

‘§‘ Load balancers

# Storage accounts

<7 Virtual networks

& Azure Active Directory
& Monitor

@ Advisor

@ Security Center

Y Cost Management + Billing

& Help + support

&  Administrative units

i8 Enterprise applications

Ol Devices

EE App registrations

(] Identity Governance
E!  Application proxy

@ Licenses

B Azure AD Connect

%= Custom domain names

® Conditional Access

@ Consent and permissions
Activity

D Sign-ins

fil Usage & insights (Preview)
W Auditlogs

Provisioning logs (Preview)

g

Access reviews

0 Office 365 Management Af
Office 365 SharePoint Onlir
Outlook Groups

Skype for Business Online

[ Windows Virtual Desktop 2

8 Windows Virtual Desktop C

- W

Figure 3. Adding a New AAD enterprise application

Each ZIA cloud embeds specific cloud variables into a configuration by using its own AAD application, which simplifies
the configuration. This document adds the Zscaler Three application, but you must match to the appropriate Zscaler ZIA
cloud that your organization’s tenant is associated with.

The Zscaler cloud continues to expand but currently is one of the following cloud domains: zscaler.net, zscalerone.net,
zscalertwo.net, zscalerthree.net, or zscloud.net. Information about the cloud domain you are using for your application
can be found in your ZIA Admin Portal under Administration > Company Profile > Company ID. In the following
Company ID example (zscloud.net-3173833), “zscloud.net” is your Zscaler Cloud.
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To add the application:

1. In AAD, search for Zscaler. All Zscaler services appear.
2. Select the Appropriate Cloud Application.
3. Click Create.

Microsoft Azure P Search resources, services, and docs (G+/)
Home > testmypacket > Enterprise applications Zscaler Three X
GOl Browse Azure AD Gallery (Preview)
& Home
Loge Name *

BN Dashboard t Create your own application (1) Request new gallery app <7 Got feedback? Zscaler Three

Al servi
@ Click here to switch back to the old app gallery experience. = Publisher Provisioning
*  FAVORITES Zscaler Inc Automatic provisioning supported
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L2 zscater | single Sign-on: ANl User Account Management : All Categories : All

. Singe Sign-On Mode URL
@) Resource g

| . https://www.zscaler.com
SAML-b d Si
5) Federatedsso (D Provisioning en

s

Showing 24 of 24 results

®B App Services

#; Function App

B SQU databases Read our step-by-step Zscaler Three integration tutorial

Use Azure AD to manage user access and enble single sign-on and
R A Cam through SCIM with Zscaler Cloud: 1
s PR 3 provisioning througl with Zscaler Clouds. Requires an existing

" Virtual maci ( Zecaler, In ( ( P Zscaler Clouds subscription.
& Load balancers 9 DD 9 D2 9 -
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&% Virtual networks

db Azure Active Directory

LI Zscaler B2B User Portal Zscaler Private Access 2
@ Advisor ( el b f; Adll:lrmsllatm f (

3 Zscal :
W Security Center E) .

"} Cost Management + Billing

& Help + support

Zscaler Three 2Zscaler Z5Cloud

[ A~ [ ~ 3%

Figure 4. Add the Zscaler ZIA Application ’
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Assign Users to the ZIA Application

First, assign the users and groups that encompass the ZIA Users that use Microsoft Entra ID for authentication. If any user
is not assigned to the app, you receive error from Microsoft Entra ID during the login process stating that.

To assign users and groups, do one of the following:

1. Select the Assign users and groups tile.

2. Select Users and groups from the Manage section under the application.

Microsoft Azure 0 Search resources, services, and docs (G+/) I

Create a resource

@ Home

Home

g1 Zscaler Three | Overview

Enterprise Application

W Dashboard &
Al services e Properties
* ravomrmss @ Deployment Plan Name
- @ o D
Al resounces Mansge ZicaierThros BN
Application ID
@) Resource groups 11} Properties s
156dcich-dabe-4bf7-93..
L Owners
p Services 2 Owners oneao

$) Function App

= saLd:

&, Roles and administrators (Preview)

28 Users and groups

[(c1a3e042-b3a1-444062.. ©

Getting Started

& Azure Cosmos DB D single sign-on
® Virtual machines 2 provisioning
@ Load balancers C Selfservice & 1. Assign users and groups 5) 2setupsinglesignon
users and groups access o nable usersto their appiicat

B Storage accounts .
Security

Virtual networks
® Conditional Access

@ Azure Actve Directory &
5 Permissons

Monitor
© © Token encryption

@ Advisor C 5.Self service

Activity
@ Security Center

D Signins

i Usage & insights (Preview)

B Audtogs
What's New
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7= Access reviews. - _' Sign in charts have moved!
F18] e new insights view shows sign in ino along with ather useful application data. View insights

Delete Application has moved to Properties
You can now delete your application from the Propertis page. View properties

g

Getting started has moved to Overview

Figure 5. Assign users to the appli;:ation
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Assign Users to the Azure ZIA IdP

In this example, you see two ZIA security groups (ZIA-1 and ZIA-2) for policies, and a ZPA-Entitlement group that enables

ZPA for set of ZPA users referred to later in this document.

To add the groups:

1. Select the Users and groups under the Add Assignment section.

2. Search and select the desired users and groups.

3. Click Select.
4. Click Assign.
Home > testmypacket > Enterprise applications > Browse Azure AD Gallery (Preview) > Zscaler Three Users and groups %
Add Assignment
- ZPA-2
ZP
Selected items
ﬂ ZA-1 Remove
. ZIA-2 Remove

Figure 6. Assign Users and Groups to the Zscaler application
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Configure SAML for the Azure IdP

To configure the authentication method used for the client and the exchange between Azure and Zscaler, you need

to configure SAML. Parameters and certificates are exchanged between the two different portals. It is easier to move
information between the Azure and ZIA portals if you open a second browser or tab so that you can see both portals at
the same time.

To start the configuration process in Azure:

1. Click Single sign-on.
2. Select SAML, on the right side of the window.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Zscaler Three

Create a resource 3 Zscaler Three | S|ng|e sign—on

% Home Enterprise Application

Bl Dashboard

) Select a single sign-on method  Help me decide
. i Overview
All services

v (0 Deployment Plan

Disabled SAML
Al resources Manage
Single sign-on is not enabled. The user Rich and secure authentication to

(@) Resource graups ll Proparties won't be able ta launch the app from My applications using the SAML (Security
N 2 Apps. Assertion Markup Language) protocol

#5 App Services & Owners

&> Function App i Roles and administrators (Preview)

= SQL databases £ Users and groups

&% Azure Cosmos DB 23 Single sign-on I

" virtual machines @ Provisioning
# Load balancers C  Self-service
B8 Storage accounts Security

# Virtual networks -
% Conditional Access

& Azure Active Directory o .
Permissions

© Monitor @ Token encryption
% Advisor

Activity
@ Security Center

D Sign-ins

Y Cost Management + Billing
4 Usage & insights (Preview)

A& Help + support

Figure 7. Configuring SAML for Single Sign-On
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Configure the Basic SAML Settings for the Azure IdP
The configuration page, Step 1, facilitates installing My Apps Secure Sign-in browser extension. If you select to install the
app, some of the processes are automatically configured.

This document walks through the manual configuration steps, which don't take that much longer and show the
configuration details.

To configure the SAML parameters, click Edit under the Basic SAML Configuration.
Home > testmypacket > Enterprise applications > Browse Azure AD Gallery (Preview) > Zscaler Three

Zscaldy Three | SAML-based Sign-on

Enterprise Application

T Upload metadata file ‘2 Change single sign-on mode est this applicat O Got feedback?
B overview
Depicyment Plan Set up Single Sign-On with SAML
Manage Read the configuration guide © for help integrating Zscaler Three.
I Properties o _ .
Highly recommended: Install the Azure AD browser extension

d& Owners

The My Apps Secure Sign-in browser extension is already installed. Please continue with configuration.
& Roles and administrators (Preview)

Users and groups

F-
2 single sign-on o Basic SAML Configuration

>

Provisioning Identifier (Entity ID)
C  self-service Reply URL (Assertion Consumer Service URL)
Sign on URL
Rel
Security elay State
Logout Url

% Conditional Access

.+ Permissions o
User Attributes & Claims 2 Edit
@ Token encryption &
givenname user.givenname
Activity surname usersurname
emailaddress user.mail
) Sign-ins name useruserprincipalname
Unigue User Identifier user.userprincipalname

il Usage & insights (Preview)
E Audit loas

Figure 8. Configuring the SAML parameters

The Basic SAML configuration page enables you to enter the Entity ID, the Reply URL, and the Sign on URL. These
values should already be populated with the name of the application that was selected at the beginning of this process.
However, you can change the values if they are not correct.

The Entity ID is the ZIA cloud for your organization’s tenant. It should be one of the following cloud domains: zscaler.net,
zscalerone.net, zscalertwo.net, zscalerthree.net, or zscloud.net. Your company’s domain information can be found in
your ZIA Admin Portal under Administration > Company Profile > Company ID. In the following Company ID example
(zscalerthree.net-3173833), “zscalerthree.net” is the Zscaler Cloud that would be entered as the Entity ID for the Microsoft
Entra ID setup.

A Replace zscalerthree.net with your ZIA cloud.

©2021 Zscaler, Inc. All rights reserved. 19



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE |

Configure the Basic SAML parameters:

1. Enter zscalerthree.net as the Entity ID.

2. Enterhttps://login.zscalerthree.net/sfc sso for both the Reply URL and Sign on URL.
3. Make sure the checkmarks are selected on the new entries.

4. Click Save.

toddh@testmypacketo.. &8

TESTMYPACKET G|

Basic SAML Configuration X

Identifier (Entity ID) *
The default identifier will be the audience of the SAML response for IDP-initiated S50

zscalerthree.net

Patterns: zscalerthree.net

Default

Reply URL (Assertion Consumer Service URL) *
The default reply URL will be the destination in the SAML response for IDP-initiated 550

Default

| https://login.zscalerthree.net/sfc_sso
=

R

Pemerns{hnps /flogin zscalerthree.net/sfc_sso I

Signon URL* O J

[ httpsiznioginascalerthree.net/sfc sso

Figure 9. Configure the SAML URLs

After you save the basic SAML parameters, the SAML Signing Certificate and the Configuration URLs are created and
displayed.
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Download the Certificate and Prepare to Configure Access

Complete the following steps:

1. Download the SAML signing certificate.
2. Copy the Microsoft Entra ID Login URL for the Zscaler configuration.
3. Rename the certificate from a .cer file to a .pem file.

4. Open a browser and log into the ZIA Admin Portal.

. £ Search resources, services, and docs (G;}{’j

Home > testmypacket Enterprise applications > Zscaler Three

Zscaler Three | SAML-based Sign-on

Enterprise Application

T Upload metadatafile “) Change single sign-on mode I= Test this application O Got feedback?
B Overview o
Deployment Plan SAML Signing Certificate 2 i
M. Status Active
lanage
Thumbprint 7668A45D4DDFDC252449E4E4C7 BEB49626CEEESD
il Pproperties Expiration 12/8/2023, 1:36:49 PM
) Notification Email toddh@testmypacket onmicrosoft com
& Owners App Federation Metadata Url https:/flogin.microsoftonline.com/045989¢5-04ad- . [y \
dl. Roles and administrators (Preview) Certificate {Base64)

Certificate (Raw)

Federation Metadata XML 0 ad K . Thls II nk WI[I download a

D single sign-on file named zscalerthree.cer.

2 Provisioning o lt Wl" I'Ieed tO be renamed
Set up Zscaler Three

C Self-service to zscalerthree.pem

You'll need te configure the application to link with Azure AD.

22 Users and groups

Security @ Fill out required fields in Step 1
& Conditional Access & Download the My Apps extension
1+ Permissions

© Token encryption

Activity

Login URL I https://login microsoftonline.com/045983¢5-0.. T
D sign-ins Azure AD Identifier https.//sts.windows.net/045989¢5-0dad-431b-.. 1)
fifl Usage & insights (Preview) Logout URL ‘ https://login.microsoftonline.com/common/w... [
E Audit logs
.‘. Provisioning logs (Preview) n

Figure 10. Certificate and URL for the ZIA configuration

In this example, the URL to open the ZIA Admin Portal is https://admin.zscalerthree.net. Login with your admin
credentials. The certificate file “zscalerthree.cer” was renamed to “zscalerthree.pem”.
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Configuring the Azure IdP on ZIA

Log into the ZIA Admin Portal using your admin credentials to start the Azure |dP configuration.

c 0 @ admin.zscalerthree.net/#ad

LOGIN ID PASSWORD

(:Zscaler toddh@testmypacket.com - | | ) I m

O Remember my Login ID @ English (US) ~

Empower employees to il
work safely and productively “*&

from anywhere

Zscaler SASE at a Glance

Figure 11. ZIA Admin Portal
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Enable SAML Authentication on ZIA

To enable SAML Authentication in the ZIA Admin Portal:
1. Go to Administration > Authentication Settings.
2. Select SAML.
3. Click Save.

cC O @& https://admin.zscalerthree.net/#administration/auth-settings

Authentication Settings

4-'4
@ AUTHENTICATIdQ«I PROFILE IDENTITY PROVIDERS [ NEW AUTHENTICATION BRIDGES
& Hosted DB Active Directory | OpenlLDAP

Authentication Frequency

Only Once b

. Authentication Type

Policy L Form-Based I:EI . ' Open |dentity Providers

Temporary Authentication

Administration © Disabled One-Time Link ]

(D KERBEROS AUTHENTICATION

-3

n Enable Kerberos

(@

FORCE REAUTHENTICATION FOR ALL USERS

Last Reauthentication
Tuesday, June 02, 2020 9:26:44 AM

Forra Reanthantication

%

Figure 12. Enable SAML
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Adding the Azure IdP on ZIA
To enable Microsoft Entra ID Authentication, you must add Azure as a new IdP for ZIA.
In the ZIA Admin Portal:

1. Select the Identity Providers tab.
2. Select Add Identity Provider.

Authentication Settings

AUTHENTICATION PROFILE IDENTITY PROVIDERS | NEW AUTHENTICATION BRIDGES
© Add Identity Provider © Add Zscaler Client Connector Portal
No. ID Name Status Location
1 3585 Default V] Any

Figure 13. Adding an Identity Provider

This launches the Edit Identity Provider wizard.

Detailed Settings for the Azure IdP on ZIA

In the Identity Provider wizard:

1. Provide a name for the IdP.
2. Select Enabled.
3. Paste the Login URL copied for Azure into the SAML Portal URL field.
4. Verify that the Login Name Attribute is set to Name ID.
5. Upload the zscalerthree.pem certificate file downloaded from the Azure Portal.
6. Select Microsoft Microsoft Entra ID as the Vendor.
7. Choose to either specify an IdP or select a specific authentication domain:

- Specify an IdP:

i. Set Default IdP to Enabled.

ii. Select Authentication Domains > Any.

©2021 Zscaler, Inc. All rights reserved.
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- Select a specific authentication domain:
i. Leave Default IdP as disabled.
ii. Select the authentication domain that authenticates to Azure.
iii. Select the samlI_2022 Request Signing SAML Certificate.
8. Click Save.
Q. Activate your changes.

Next you must configure provisioning to sync users and groups from the Azure IdP to Zscaler. Proceed to the next section
to configure auto-provisioning or SCIM provisioning.

Edit Identity Provider

GENERAL INFO

Name Status
@ Enabled Disabled
SAML Portal URL Login Name Attribute
| https://login.microsoftonline.com/045989c5-04a. I I NamelD I
r
Entity ID Org-Specific Entity ID
IdP SAML Certificate IdP SAML Certificate Expiration Date
Zscaler Three.pem  Upload December 01, 2023
' Vendor Default IdP
I Microsoft Azure Active Directory v I © Disabled
CRITERIA
Locations Authentication Domains
None v [ testmypacket.com v I

Figure 14. Creating the Azure IdP in the Identity Provider wizard
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ZIA Provisioning

Provisioning is the way that the Zscaler user database gets populated with the users and groups configured in Microsoft
Entra ID. You can provision by using either of two methods: SCIM or SAML auto-provisioning.

SCIM provisioning is an open standard that allows for the automation of user provisioning. User data is more secure and
the user experience is simplified when you automate the user identity lifecycle management process. All requests to add
and delete users and groups happen in Microsoft Entra ID, and then Azure syncs those changes to Zscaler. Microsoft Entra
ID currently updates changes automatically, every 40 minutes.

SAML auto-provisioning populates the Zscaler user database with users, groups, and departments when the SAML
response is successful. The Zscaler user database is populated with the data from the users SAML Assertion.

Removing users and groups from Zscaler is a manual process. So even if a user is removed in Microsoft Entra ID, the user
must be kept in the Zscaler user database. No passwords are kept in Zscaler for either SCIM or SAML auto-provisioning,
so a user cannot authenticate if removed from Microsoft Entra ID.

ZIA SAML Self-Provisioning

To enable SAML auto-provisioning, go back into the Azure IdP configuration.

1. Select Authentication > Identity Providers tab.

2. Click the blue pencil to start the editor or advance to the SCIM section.

Authentication Settings.

"o o Name Suts  Location 1P SAMLG...  Authenticat.. DotauttioP
' o5 s o Nana Docamber 07,2 testmpackotoom () %

2 585 Defautt ° Any August 13,2000 Any ® ’

Figure 15. Edit the IdP to enable Auto-Provisioning
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To enable SAML auto-provisioning complete the following steps. All fields are prepopulated with the default attribute and
the value is case-sensitive.

1. Select SAML Auto-Provisioning.

2. Verify that the User Display Name Attribute is set to displayName.
3. Verify that the Group Name Attribute is set to memberOf.

4. Verify that the Department Name Attribute is set to department.

5. Click Save.

6. Activate your changes.

Enable SAML Auto-Provisioning

User Display Name Attribute

Group Name Attribute

displayName

memberOf

Department Name Attribute

Enable SCIM-Based Provisioning

: ]
S
Somer)

Figure 16. Enable SAML Auto-Provisioning

ZIA SCIM Provisioning

The System for Cross-Domain Identity Management (SCIM) specification is designed to make managing user identities
in cloud-based applications and services easier and is used as best practice for user and group management between

Zscaler and the Zscaler identity partners.

To enable SCIM:

1. Select Authentication > Identity Providers tab.

2. Click the blue pencil to start the editor.

AUTHENTICATION PROFILE

0 acs P
No. 1]
1 4815
2 2585

Authentication Settings

IDENTITY PROVIDERS | NEW | AUTHENTICATION BRIDGES

Mamo. Status. Location WP SAML G
azure ] None December 07, 2...
Defauit L] Ary Aesgust 13, 2030

Figure 17. Edit the IdP to enable SCIM

Authantioat... Dafault IsP
testmypackstcom ()

Ay ®
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Configure SCIM Detail on the ZIA Admin Portal
To enable SCIM on the Azure IdP in the ZIA Admin Portal:

1. Toggle the Enable SCIM Provisioning switch from a red X to a green checkmark.

2. Click Generate Token to display the Base URL and Bearer Token.

3. Copy the Base URL and Bearer Token values for use later in the Azure configuration.

4. Click Save.

5. Activate your changes.

Enable SAML Auto-Provisioning Enable SCIM Provisioning
@ x
Base URL

Bearer Token

Figure 18. Edit the IdP to enable SCIM

Return to the Azure Portal to finish the SCIM configuration.

Configure SCIM on the Azure Ul
To start the configuring process on Azure, select the ZIA IdP application:
1. Go to Microsoft Entra ID > Enterprise Applications > Zscaler Three.

2. Select Provisioning.

3. Click Get Started.

Microact Azure Search o, v s (Go/)

», Zscaler Three | Provisioning

T

Automate identity lifecycle management with Azure Active Directory

Automatically create, pdate, and delete sccounts when users Join, leave, and move within your organization, Lear

Select bré\;isfoning in the ZIA enterprise application
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Configure Detailed SCIM Settings on the Azure Ul

The SCIM Provisioning configuration builds out as you select the individual parameters:

1. Change the Provisioning Mode from Manual to Automatic.

2. Paste the Base URL value copied from the ZIA Admin Portal into the Tenant URL.
3. Paste the Bearer Token value into the Secret Token.

4. Click Test Connection.

5. Click Save.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > testmypacket > Enterprise applications > Zscaler Three

Create a resource Provisioning

s Home
Bl pashboard ¥ Discard
All services

“ FAVORITES

£5° All resources Use Azure AD to manage the creation and synchronization of user accounts in Zscaler Three based on user and group

assignment.

®) Resource groups

o App Services
~ Admin Credentials
‘ Function App
Admin Credentials

= SQL databases
Azure AD needs the following information to connect to Zscaler Three's APl and synchronize user data.

&% Azure Cosmos DB

Tenant URL* ( I https://scim.zscalerthree.net/10656179/4644/scim I

: Virtual machines

Secret Token * (] ssesssssssnssssssesssnssssssssssssssssscssssssssarsnnnsannsassennses |

4 Load balancers

B storage accounts Test Connection

<7 Virtual networks

& Azure Active Directory ~ ‘Mappings

Figure 20. Configure SCIM on Azure

Azure tries to connect to Zscaler. The credentials must pass before you can save the Azure SCIM configuration. If the
credentials pass, proceed to the next step.

g If the credentials do not pass, make sure that you have saved and activated the SCIM configuration on the ZIA
tenant.
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Start Azure SCIM Sync and Set Basic Scoping
You can set detailed scoping filters for users and groups in the mapping section (shown in the following pages). To
configure basic scoping and start the SCIM synchronization process:

1. Select Settings.

2. Select Sync only assighed users and groups.

3. Toggle the Provisioning Status to On.

4. Save the configuration.

Microsoft Azure D Search resources. services, and dacs (G+/)

Provisioning

¢ Ducs

Use Azure AD to manage the creation and synchronization of user accounts in Zscaler Three based on user and group

A Admin Credentials

Admin Credentials

Agure AD needs th Zscaler Three's AP] and synchronize user data

Tenant URL *

TareAT s

A Mappings
Attribute Mapping
Scoping Filters
to limit Users and
groups further

Yes
Restore de PRing
T o when 3 falre occurs Sync all AD
[[Sine only assigned users ana greups ~] Users ar;dr Groups
Assigned users only
Satus
Start and stop provisioning 1o Zscales Thees, 8nd view provisioning status.

Prow

Figure 21. Starting SCIM in Azure

Limit the number of users and groups to the Users and Groups used for policies. Don't simply send everything.
SCIM API calls are rate limited. APIs should only sync required users and groups to enhance the performance of
your system.
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Verify SCIM on the Azure Ul

The amount of time needed to complete an initial SCIM synchronization depends on the number of users and groups
assigned to the ZIA application. If you sync thousands of users and groups, the delay in processing can slow next steps
during installation or POV testing.

A best practice is to assign only the users and groups used in ZIA immediately, which is the ZPA Entitlement group (if ZPA
is installed). Add the rest of the users after the initial sync. The SCIM interval for Azure is every 40 minutes, so changes can
be delayed. If you need to sync an assigned user immediately, you can use the Provision on demand feature. This feature
also tests SCIM and enables the POV or Installation to continue to move forward with ZIA or ZPA without delay.

To test and check the current SCIM Cycle Status on Azure, select the ZIA IdP application:

1. Go to Microsoft Entra ID > Enterprise Applications > Zscaler Three.
2. Select Provisioning.

3. Select Provision on demand to sync your test users.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Zscaler Three

Create a resource

2y Zscaler Three | Provisioning

W Home Enterprise Application

ER Dashboard t ] stop p g < Restart pro g ¢ Editprovisioning . Provision on ¢
All services B Owervew °

bt {0 Deployment Plan Got a second? We would love your feedback on user provisioning. —

55 All resources Manage

@) Resource groups Il Properties Current cycle status Statistics to date

& App Services 2 Owners Initial cycle completed

~ View provisioning details
100% complete
#> Function App &. Roles and administrators (Preview) .
~  View technical information

% SQL databases 22 Users and groups s o
4 Azure Cosmos DB 2 single sign-on 9 3

" virtual machines 2 Provisioning

# Load balancers C  Self-service View provisioning logs

B8 Storage accounts Security o
Manage provisioning

Update credentials

Edit attribute mappings

<3 Virtual networks . »
% Conditional Access

& Azure Active Directory

7, Permissions Add scoping filters

® M i Provision on demand
lonitor

@ Token encryption
@ Advisor

Activity
@ Security Center

D Sign-ins

) Cost Management + Billing
il Usage & insights (Preview)

Figure 22. A successful SCIM sync
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Provisioning on Demand
To sync a user immediately via SCIM, use the Provision on demand feature. This enables the POV or Installation
to continue to move forward with ZIA or ZPA without delays and tests the SCIM functionality. To provision a user
immediately using Provision on demand:
1. Go to Microsoft Entra ID > Enterprise Applications > Zscaler Three > Provisioning > Provision on Demand.
2. Search for and select users to be push into Zscaler via SCIM.

3. Click Provision.

IHome testmypacket > Enterprise applications > Zscaler Three 1]

Creat
Sl | Provision on demand |
s Home
E¥ Dashboard (D Learn More 7 Got feedback?
All services
Select a user to
K FAVORITES o
g ¢ Quickly create or update the user’s account in the target application based on your provisioning configuraf
All resources * Provision a user on demand
. @ « Validate provisioning with a subset of users befere rolling cut broadly in your organization
|®] Resource groups
#5 App Services | > toddh]
. Toddh
%> Function App toddh@testmypacket.com
- Todd Harcourt
QU daabases . toddh@testmypacket.onmicrosoft.com
¥ Azure Cosmos DB . todd .
toddh7437@testmypacket.onmicrosoft.com

® Virtual machines

Selected user
% Load balancers

. Toddh
B8 Storage accounts toddh@testmypacket.com

<7 Virtual networks

& Azure Active Directory

e Monitor

@ Advisor

@ Security Center

) Cost Management + Billing

& Help + support

Figure 23. Provisioning a User on Demand
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SCIM User Scoping Filters

For more precise scoping, that selects only certain users or groups, create a scoping filter. Let's create a user scoping filter
first:

1. Select Add scoping filter from the main provisioning page.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Zscaler Three

SIS Iveoues 2, Zscaler Three | Provisioning
Home Enterprise Application
Dashboard [] stop provisioning  C* Restart provisioning  # Edit provisio
Al services B Overview )
s {0} Deployment Plan O Gota second? We would love your feedback on user provisioning. —»
S5 Al resources Manage
CHp— Il Properies Current cycle status Statistics to date
App Services 2 Owmers Initial cycle completed « View provisioning details

X 100% complete
» Function App & Roles and administrators (Preview) j "
w  View technical information

= SQL databases & Users and groups i

thes
Azure Cosmos DB 2 single sign-on 9 3

" virtual machines 2 Provisioning

4 Load balancers C  Self-service View provisioning logs

8 Storage accounts S
b Manage provisioning

<% Virtual networks rede
e & Conditional Access Update creden

Edit at
4 Azure Active Directory i
- Permissions Add scopi

Monitar
© Moni @ Token encryption

% Advisor

Figure 24. Current cyclle. status for scoping filter

2. Select Mappings to display the User and Group provisioning sections.

3. Select Provision Microsoft Entra ID Users.

Microsoft Azure A2 Search resources, services, and docs (G+/) l

Home > Zscaler Three
Create a resource Provisioni ng

% Home

BN Dashboard
All services

*  FAVORITES

All resources Use Azure AD to manage the creation and synchronization of user accounts in Zscaler Three based on user and group
: assignment.

@) Resource groups

HE App Services

~  Admin Credentials
&£ Function App

- SQL databases

#  Mappings
& Azure Cosmos DB
™ Virtual machines Mappings

& Load balancers Mappings allow you to define how data should flow between Azure Active Directory and ZscalerThree.

e MName Enabled
B8 Storage accounts

jprovisior‘ Azure Active Directory Grou.p:l Yes
€% Virtual networks

|Provisian Azure Active Directory Users | Yes
4 Azure Active Directory
® Monitor [] Restare default mappings
@ Advisor
& Security Center

W Settings

Figur-e 25. Mappmg
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4. Select Source Object Scope.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Zscaler Three > Provisioning

Create a resource

Attribute Mapping

Home

Dashboard

] Save X Discard
All sen
FAVORITES

! All resources Enabled

) Resource groups - I

App Services

» Function App

* 5QL databases Source Object Scope N
’ Azure Cosmos DB All records
% Virtual machines
Load balancers
Storage accounts Target Object Actions
» Virtual networks =] create
Azure Active Direct [+] update
] Delete
Monitor
) UAthvicor Attribute Mappings
Attribute mappings define how attributes are synchronized between Azure Active Directory and ZscalerThree
Security Center
7 Azure Active Directory Attribute ZscalerThree
Cost Management + Billing
userPrincipalName userName

Help + support

Figure 26. Source scope

5. Select Add scoping filter.

Microsoft Azure O Search resources, services, and docs (G+/)

Home > Zscaler Three > Provisioning > Attribute Ma)

Source Object Scope

Create a resource
¢ Home

BN Dashboard Add scoping

ter
All services .
Define which users are in scope for provisioning. Only objects that meet the criteria below will be synchronized.
FAVORITES
Scoping Filter Group
£ All resources
All ZscalerThree user records are in scope for this mapping. To filter the records that are in scope for
) Resource groups provisioning, add a scoping filter.
App Services
@ 1 multiple scoping filters are present, they are evaluated using "OR" logic
 Function App
= SQL databases
Azure Cosmas DB
%" Virtual machines
% Load balancers
B storage accounts
< Virtual networks
b Azure Active Directory
Monitor
Advisor
Security Center
Cost Management + Billing

Help + support

Figure 27. Add scoping filters

©2021 Zscaler, Inc. All rights reserved. 34



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE |

SCIM User Scoping Filters Detail
The following explains SCIM scoping filter setting details:

1. Verify that Target Attribute is set to userPrincipalName. The value is case-sensitive.
2. Select INCLUDES as the Operator.

. Enter the portion of a user name that you want to allow to be synced by SCIM. In the preceding example, the Value
is userl. Any user name that contains userl is synchronized via SCIM.

w

. Name the filter.
. Click Add New Scoping Clause.
. Click OK.
Click OK in the next window that appears.
. Click Save.
9. Click Yes.
The INCLUDES operator can also be used with domains that are the Target Attribute.

o N o U A

[NISECE NN O Search resources, services, and docs (G+/)

Home > Zscaler Three > Provisioning > Attribute Mapping > Source Object Scope

Add Scoping Filter x

re in seape for provisioning, Only objects th

Target Anribute Operator value

No scoping filters found

e 2 | [ SE= ]

Add New Scoping Clause

Seoping Filter Title *

@ 11 multiple scoping clauses are prasant, thay are evalusted using "AND® logic

Figure 28. Add Scoping Filter Detail

In the preceding example, any Username that contains “user1” is synchronized via SCIM. The INCLUDES operator can also
be used for domains.
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SCIM Group Scoping Filters

Next, create a Group filter:

1. Select Mappings to display the User and Group provisioning sections.

2. Select Provision Microsoft Entra ID Groups.

toddh@tes

[VIECETPNINENN © Search resources, services, and docs (G+/)

Home > Zscaler Three

Provisioning x

Create a resource:

& Home

Use Azure AD 1o manage the creation and synchranization of user accounts in Zscaler Three based on user and group
assignment

~ Admin Credentials

~_Mappings

' Virtual machines Mappings

£ Function App
F 5QLdatabases

%’ Azure Cosmos DB

tappings allow you to define how data should flow between Azure Active Directory and ZscalerThree.
@ Load balancers Mappings allow you to define how data should flow between Azure Active Directory and ZscalerThr

Name Enabled
B storage accounts
Provision Azure Active Directory Groups] Yes
¥ Virtual networks.
Provision Azure Active Directory Users Yes

& Azure Actve Directory

[ Restore default mappings

) Cost Management + Biling v Setiings

& Help + suppart

Status

Figure 29. Mapping

3. Select Source Object Scope.

Attribute Mapping x

Figure 30. Sg[irce ggject scope

4. Select Add scoping filter.

[V - s esouces services, and docs G/

Home » Zscaler Three > Provisioning > Attribute Mapping

Source Object Scope *

Jy objects that meet the crtera below arized

mapping. To fiter th records that are i scope for

e sing "OR” g

[ o]
Figure 31. Add scoping filter
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SCIM Group Scoping Filter Detail
Set the SCIM group scoping filter:

1. Verify that the Target Attribute is set to displayName. The value is case-sensitive.
2. Select INCLUDES as the Operator.

. Enter a text string value to search for in the group. In the preceding example, the Value is ZIA. Any security group that
contains the text string, ZIA, is allowed.

w

. Select Add New Scoping Clause.
. Click OK.

. Click OK again in the next window.
Click Save.
. Click Yes.

o N o U A

Figure 32. Group scope detail

The preceding example allows any security group that contains the text “ZIA” as part the group.
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ZPA Entitlement

Along with ZIA, you can either enable ZPA for all ZIA users or you can enable a subset of ZIA users by configuring an
Entitlement group that contains specific ZPA users. The Authentication flow for Zscaler Cloud Connector allows ZPA to be
enabled for select users based on a group attribute that is applied after users authenticate into ZIA. The group attribute
is traditionally tied to a Windows Security Group, which for a SAML IdP is provided as a memberOf user attribute and can
be pushed as a SCIM Group dynamically.

ZIA Zscaler (ZIA)
Mobile Portal Internet Security
(~) ZPA-Entitlement
?@6 \ Group Secured Internet
- f; - Access
<
ZPAEntitement 4 EYE; 4 SCIM [ ] 1
Group? nable | . .
P v ZPA ) Provisioning .
ZPA-Entitlement
SAML Group
( Authentication
9 - .
y X A ) )
v B R
Secured Private
Application Access
Zscaler (ZPA)
Private Access

Figure 33. ZPA entitlement group

The group is provided during the authentication process by the ZIA IdP or pushed to ZIA via SCIM. The group is then
configured and used by the Zscaler Cloud Connector during enrollment. ZIA Admin Portal enables ZPA for users that are
part of the Entitlement group and the users can view the ZPA application the Zscaler Client Connector. You can also apply
unique APP profiles for this entitled group during Zscaler Cloud Connector enroliment, if required by ZPA.

Configure ZPA Entitlement on the ZIA Azure IdP

In the Azure ZIA IdP User Management screen, use the Group ZPA-Entitlement to entitle ZPA for the users in that Security
Group. To add the Security Group in Azure. Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > User
and groups > Add user

B overview

0 Oeployment Plan

Manage

1 Properties Object Type Role assigned

& Ouners Group User
Group User

Group User

+ Billng

Figure 34. Add the ZPA entitlement group to the ZIA Azure IdP

E Your Cloud application might be one of the other Zscaler cloud names instead of Zscaler Three.
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Configure ZPA Entitlement on the Zscaler Client Connector
Login to your organization's ZIA Admin Portal using admin credentials.

cC o @ admin.zscalerthree.net/#

i PASSWORD
(:zscaler toddh@testmypacket.com B I |~ L] |
O Remember my Login 1D @ English US)

Empower employees to .
work safely and productively“*®
from anywhere

Get Started

Figure 35. ZIA Admin Portal

Bring up your organization’s Zscaler Client Connector to add the Entitlement group.

Select Policy > Zscaler Client Connector.

24 Hours ~ 2 LA QO

TOP URL CATEGORIES Transactions TOP USERS Toansacticos

54 melmsvmypacket com
95 ioddhBtesimypacket com

STREAMING MEDIA APPLICATIONS ayws TOP ADVANGED THREATS Tranaactions

Figure 36. Entering the Zscaler Client Connector Portal

This brings up Zscaler Cloud Connector.
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When Zscaler Cloud Connector displays:

1. Select Administration > Zscaler Service Entitlement > Zscaler Private Access (ZPA).
2. Select the ZPA-Entitlement group.
3. Click Save.

(53 C (@ & mobile.zscalerthree.net/index.html

(9 Zscaler @ Dashboard  [J Enrolled Devices  gh App Profiles  ##} Administration
v 0 Settings

Client Connector App Store

ZSCALER PRIVATE ACCESS (ZPA) ZSCALER INTERNET ACCESS (ZIA)

Client Gonnector Notifications
ZSCALER PRIVATE ACCESS (ZPA)
Audit Logs

Forwarding Profile ZPA Enabled by Default

Trusted Networks m

Client Connector Support

User Agent | ZPA-Entitiement {IDP: Azure-AD} v

Client Connector |dP

Device Posture

Copyright €2007-2020 Zscaler Inc. All rights reserved. | Version 3.17.5 Weblog Time: Tuesday, Dec 15,2020 00:04:49 PM
Figure 37. Select the Entitlement Group

This creates a suffix for the ZIA Azure IdP name that is shown in the preceding example {IDP: Azure-AD}. The Zscaler
Service Entitlement link is present only if ZPA is enabled and authentication is working on ZPA (confirmed by the Zscaler
Support team). If ZPA is enabled and the link is not present, open a ticket with Zscaler Support.

Do not select the group and toggle the ZPA Enabled by Default switch. The default enables ZPA on all ZIA users.
Select either the Group Enabled setting or the default.
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Manually Sync Zscaler Client Connector Groups

The group synchronization between ZIA and the Zscaler Cloud Connector occurs every six hours automatically. Therefore,
you might experience a gap between the group creation and availability in the Zscaler Cloud Connector. If the group is
not present, try syncing the ZIA Admin Portal to Zscaler Cloud Connector manually.

To manually initiate a group synchronization, select Administration > Client Connector Support > Advanced
Configuration > Sync Groups.

= C (@ & mobile.zscalerthree.net, x.html

(:zsca’er @R Dashboard [J Enrolled Devices f:". App Profiles Q: Administration

e ﬁ Settings
APP SUPPORTABILITY NETWORK PERFORMANCE APP FAIL OPEN USER PRIVACY ENDPOINT INTEGRATION DEVICE CLEANUP ADVANCED CONFIGURATION

Client Connector App Store

Client Connector Notifications
DIRECTORY SYNC STATUS

Audit Logs

Forwarding Profile Next Directory Group Sync Time

Trusted Networks 2020 032 ¢ g
[ oueommeommn

Zscaler Service Entitlement Syne Directory Groups Manually

Client Connector IdP

Device Posture CUSTOM ROOT CERTIFICATE

Gustom Certificate @
Mot A

Upload

Copyright ©2007-2020 Zscaler Inc. Al ights ressrved. | Version 3.17.5 ‘Wablog Time: Tuesday, Dec 15,2020 00:04:49 PM

Figure 38. Manually update the Mobile Portal groups
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ZPA Authentication

To configure SAML Authentication for Zscaler ZPA, you must install and configure the Zscaler Private Access (ZPA)
enterprise application from the Microsoft Entra ID Gallery.

To start the installation process, select Microsoft Entra ID > Enterprise applications > New application.

Microsaft Azure D Search resources, senvices, and docs (G+/)

O Overview
. v o] (2o <) [ Gl s | e ]
. Fheoorm T
o - s e T s e s i g
[ ~] 0% 4155497 -T3c4-4211. 06c013752016 Patpe
o 6494004811 -4000-Be75- 64912 36BbE BO19(23- 174e-4290-9645-0 72805164808 g

b Azure AD Connect

= Access reviens

IdP ZPA application in Microsoft Entra ID

¥ Custom domain names

A Hi
Figure 39. Add the Azure

This brings up the Microsoft Entra ID Gallery.

Install the Microsoft Entra ID Zscaler Private Access (ZPA) Application

To begin installation:

1. Search for Zscaler Private Access.

2. Select the Zscaler Private Access tile.

services, and dos (G+/)

Single Sign-on - All User Acceunt Managermen : All Categories : All

D) redented S0 B Provisioning

Showing 13 of 13 results

Zscaler Private Access

&5

2

Zscaler Internet Access

f; a:.ml..mmu.-

Zscaler Private Access Zscaler

o= o
oo (K

2

Figure 40. ZPA Application in the Microsoft Entra ID Gallery

Zscaler Two.

<

Zscaler 28 User Portal

<

Zscaler Z5Cloud

<
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Configure Users for Azure ZPA IdP Assignment

You must add the users using ZPA and authenticate to Microsoft Entra ID. These same Users and Groups get synchronized
to ZPA via SCIM. To add ZPA users:

1. Select Users and groups > Add user. This opens the Add Assighment window.

Microsoft Azure

Create a resource
W Home
BN Dashboard
All services
H  FAVORITES
2 All resources
@) Resource groups
®& App Services
%’ Function App
= 5QL databases

&% Azure Cosmos DB

® Virtual machines

# Load balancers

B8 Storage accounts

& Virtual networks

& Azure Active Directory

© Monitor

& Advisor

@ Security Center

") Cost Management + Billing

& Help + support

2. Select the Users and groups link.

£ Search resources, services, and docs (G+/)

Home

I

Enterprise Application

B Overview

[0 Deployment Plan

Manage

! Properties

& Owners

&. Roles and administrators (Preview)
& Users and groups

3 single sign-on

Provisioning

o]

Self-service

Security
& Conditional Access
. Permissions

© Token encryption

Activity
2 Sign-ins

@l Usage & insights (Preview)
E Audit logs

m Provisioning logs (Preview)

Access reviews

e
Figure 41. Assign users to the ZPA application (1 of 2)

Zscaler Three | Overview

Properties

(9 Name O 5

Zscaler Three

Application ID

156dcfcb-dabe-4bf7-93.. [

Object ID
[ c1a3e042-b3a1-4440-02.. [

Getting Started

- 1. Assign users and groups
"
Provide specific users and groups access to
the applications

Assign users and groups

== 4. Conditional Access
Secure access to this application with a
customizable access policy.
What's New

- Sign in charts have moved!

2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Get started

5. Self service

Enable users to request access to the
application using their Azure AD credentials

»
18] e new insights view shows sign in info along with other useful application data. View insights

You can now delete your application from the Properties page. View properties

[E Delete Application has moved to Properties
o4

Getting started has moved to Overview

Tha Gottina Startad nane hac hasn

3. Select all users and groups authenticated to Azure.

4. Click Select.
5. Click Assign.

Micresaft Azure

ket > Enserprive sppica

Add Assignment

Users and groups

Selected items

)
Figure 42. Assign users to the ZPA application (2 of 2)

ronlacad hy th ctanc ahoe

You can add more users and groups later, if needed. Selectively add only necessary users and groups, because the size of
the list can affect SCIM sync times.
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Configure SAML SSO Azure ZPA IdP

To configure the SAML parameters for the IdP:

1. Select Single Sign-on.
2. Select the SAML tile. This opens the configuration procedures.

crosoft Azure > Seath ces, 4 docs (G+1)

3 Zscaler Private Access (ZPA) | Single sign-on x

Select a single sign-on method  iieip me decide

Figure 43. The SAML settings tile

Configure Basic SAML Settings for Azure ZPA IdP
To configure basic SAML parameters, click Edit.

Microsoft Azure 0 Saarch resources, services, and docs (G/) n

te Access (ZPA)

Home > testmypacket > Enterprise applications > Zx

Zscaler Private Access (ZPA) | SAML-based Sign-on

T Upload metadata file %7 Change single sign-on mode 2 Gt feedback?
B Overview
D epioyment Pan Set up Single Sign-On with SAML
Manage Read the canfigura e (7 for help integrating Zscaler Private Access (ZPA

1l Properies
QO s contiguration o
2 Owners _

identifier (Entity 15) Required
& Roles and agministrators (Preview)
Reply URL (Assertion Consumer Service URL)  Required
28 Users and grougs Sign on URL Required
Relay State
D Ssingle sign-on Logout Url
3 Provisioning
© Selt-senice O .. arvivutes 8 Claims

Security i

® Conditional Access

Pen name
Unique User |dentsfier
© Token encryption i
Activity
D sonims O cusgnngcenione

i Usage & insights (Preview)
No-centificates exist for this application. Add a cetificate

B Auwitiogs

& Provisioning logs (Preview)

L < I
Figure 44. Setting up single sign-on with SAML

+ail tha Amira AN herucar avtandinn
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On the Basic SAML Configuration page, you configure URLs from the ZPA Admin Portal:

1. Open a new tab in your browser or open another browser window.

2. Sign into the ZPA Admin Portal, with administrator credentials.

Micrasoft Azure £ Sewch respuries, services and 000 161)

fama: girypachad > Entapalet g ' ) Zacaler Prwata Access (ZPA] Basic SAML Configuration
Zscaler Private Access (ZPA) | SAML-based Sign-on

Cetat

Relay State

Logout Url

ir 45. A basic SAML configuration

Configure the Azure IdP on ZPA

To start the configuration on the ZPA Admin Portal:

1. Enter your Admin ID and Password for your organization's ZPA tenant.

2. Click Sign In.

» C @ @ httpsy/admin.private.zscaler.com

&> zscaler

Admin 1D

zpaadmin@tastmypackst.com|

Password

a

a1

() single Sign-On Using IdP

Remember Me Two Factor Authentication

Language

English v

[ Sign In l

Figure 46. ZPA Admin Portal
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To add the Azure IdP:

1. Select Administration > IdP Configuration.

2. Select Add IdP Configuration.
| —

Figure 47. Add a new IdP

Configure the IdP Information for the Azure IdP on ZPA
In the Add IdP Configuration window:

1. Give the IdP a Name.
2. Select User under Single Sign-On.

3. Select the authentication under Domains (you can add more than one) authenticated by Azure.
4. Click Next.

Add IdP Configuration x

o IdP Information o SP Metadata o Create |dP

Name

Single Sign-On
e o

Domains

X testmypacket.com | e

Figure 48. Add the IdP configuration

Zscaler Support must add all authentication domains to be added to your tenant.
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SP Details for Use on the Azure IdP

Copy the two URLs, shown in the preceding image, into the Azure configuration:

1. Copy the Service Provider URL.

2. Paste the URL into the Identifier (Entity ID) on Azure.

3. Copy the Service Provider Entity ID URL.

4. Paste the URL into both the Reply URL and the Sign on URL on Azure.
5. Click Next.

Add IdP Configuration b 4

@ 0P Information @ SP Metadata © CreateldP

Configure the Service Provider information in your IdP

SERVICE PROVIDER SAML METADATA FOR USER SSO
Service Provider Metadata Service Provider Certificate
& Download data & Download Certificate

Service Provider URL Service Provider Entity ID
https://samlsp.private.zscaler.com/auth/21619387577191 |

6435/ss0 [0

vate.zscaler.com/auth/metadata/216193

Figure 49. Service provider URLs for the Azure IdP configuration

Go to the Azure configuration browser to gather the information that is needed to finish the ZPA configuration.

Enter the SP Information to Finish the Azure IdP

Finish the Azure IdP configuration:

1. Verify that the Identifier (Entity ID) is the Service Provider URL from ZPA.

2. Verify that both the Reply URL and the Sign on URL are the Service Provider Entity ID URL.
3. Make sure the checkbox is selected to indicate the default value for the new URLs.

4. Click Save.

s, services, and docs (G+/) B ® = © toddh@testmypad

slications > Zscaler Private Access (ZPA) BaSiC SAML Configuration
ZPA) | SAML-based Sign-on

F Upload metadatafie ) Change single sign-
Identifier (Entity ID) * ©

The default identifier will be the audience of the SAML response for IDP-initiated SSO

Set up Single Sign-On with SAML

Default
Read the configuration guide c for help integrating
o httpsy/samisp.private zscaler.com/auth/metadata go o]
Basic SAML Configuration I - s TE]o @
dentifer (Enity ID) [
Reply URL (Assertion Consumer Service UR
Sign on URL Patterns: https//samisp private zscaler.comy/auth/metadata
Relay State
Logout Url
Reply URL (Assertion Consumer Service URL)* G
e The default reply URL will b the destination n the SAML response for IDP-initiated SSO
User Attributes & Claims
Default
grername | htps://samisp.private zscaler.com/auth/216193875771916435/s50 | m]o
sumame P Al - 2 )
emailaddress [
name
Unique User Identifier Patterns: hitps//EXAMPLE private zscaler com/auth/sso
Group
Sign on URL* ©
© | s sgning cenicate M lercom/auth/216193875771916435/550 | ]
Patterns: €

No certficates exist for this application. Ad

Figure 50. Finish the Azure IdP configuration

After Azure finishes saving, it creates the SAML Signing Certificates and Federation Metadata XML file. You must download
the XML file to finish the configuration on ZPA.
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Copy the IdP Metadata to Finish the ZPA Configuration
To finish the ZPA configuration:

1. Click No, I'll test later in the window.

2. Download the Federation Metadata XML file.

Microsoft Azure

Create a resource

£ Search resources, services, and docs (G+/)

Home > testmypacket > Enterprise applications > Zscaler Private Access (ZPA)

Zscaler Private Access (ZPA) | SAML-based Sign-on

Home prise Application
Dashboard T Upload metadata file ) Change single sign-on mode = Test this application
Al services ey i ) ) )
B (@ Deployment Plan Test single sign-on with Zscaler Private Access (ZPA)
To ensure that single sign-on works for your application, we recommend using the testing capability (in the last step) to test
% All resources Manage now?
[®) Resource groups 1l Properties Ne, I'll test later
# App Services £ Owners

» Function App

i SQL databases

Sign on URL https://samisp private zscaler.com/auth/216 19387577191
Azure Cosmos DB D Single sign-on 6435/ss0
Relay State
= Virtual machines Pravisioning Logout Urd

Load balancers

Storage accounts

Roles and administrators (Preview)

2

&

Users and groups

C  Self-service

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)

e User Attributes & Claims

https://samlsp.private zscaler.com/auth/metadata
https://samisp private zscaler.com/auth/21619387577191

6435/ss0

Security
£ Edit
Virtual networks
% Conditional Access givenname user.givenname
Azure Active Directory o permissions surname user.surname
emailaddress user.mail
Monitor
@ Token encryption name user.userprincipalname
b Advisor Unique User Identifier user.userprincipalname
Activity Group user.groups
rity Center
D Sign-ins
"} Cost Management + Billing e
fill Usage & insights (Preview) SAML Signing Certificate 5
£ Help + support £ Edit
& Auditlogs Status Active
& Provisioning logs (Preview) Thumbprint D51B94BC44795FABIABEADDEBIBDEBE0BEBSAT0B
Expiration 12/14/2023, 10:26:58 PM

Access reviews

Figure 51. The XML data

Notification Email
App Federation Metadata Url

toddh@testmypacket anmicrosoft com

https://login.microsoftonline.com/045989¢5-04a4..

Certificate (Base64) Download
Certificate (Raw) Download
[Federation Metadata XML Download |

Go back to the ZPA configuration window to finish the ZPA configuration.
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Upload the Metadata to Finish the ZPA SP Configuration
To finish the configuration:
1. Upload the Federation Metadata XML file into the Add IdP Configuration page of the installation wizard.

2. Click Save.

Add IdP Configuration X

o IdP Information e SP Metadata e Create IdP

Name

t

Azure

Authentication Domains

X testmypacket.com ~

SAML ATTRIBUTES

IdP Metadata File

Upload Metadata Select File

IdP Certificate

Certificate File... Select File

Single Sign-On URL

IdP Entity ID

Figure 52. Upload the XML data

The XML file installs the signing certificate and the appropriate configuration information into ZPA.
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Testing the ZPA and Azure IdP
Test the SAML configuration from the ZPA Admin Portal.

1. Go to Administration > IdP Configuration.
2. Click the blue arrow next to the Azure IdP.

3. Select Import, located next to the Authentication domain.

I IdP Configuration I SAML Attributes  Settings

Name Status IdP Entity ID
Dashboard

A
I— Single Sign-On URL
Diagnostics https://login.microsoftonline.com/045989c5-04a4-431b-8¢19-e3e9371823ad/saml2

Authentication Domains
'||| testmypacket.com

Live Logs Import SAML Attributes

testmypacket.com o |€) Import I

OVIDER SAML METADATA FOR U

o3

-]

Administration

Service Provider Metadata

& Download Metadata

Service Provider URL
https://samisp.private.zscaler.com/auth/216193875771916438/sso [0

Common Name
Microsoft Azure Federated SSO Certificate

Llient Connector

Created On
Tuesday , December 15 2020 9:09:25 am

SCIM Sync
€ Disabled

Figure 53. Test SAML Authentication to Azure

You are taken to Azure to authenticate. You then can see the test users SAML assertions.

(] https://sts.windows.net/045989c5-C
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If you receive a SAML assertion for your login, you have successfully authenticated and tested from the service provider to
our |[dP and you can move onto other installation aspects.

Import SAML Attributes

Name SAML Attribute Name
hitp___schemas_microsoft_com_identity_claims_tenantid_Azure @ hitp://schemas. microsoft. com/identity/claims/tenantid
2 microsoft
http__schemas_microsoft_com _identity_claims_objectidentifier_Azure P g #
hitp://schemas. microsoft
hitp__schemas_microsoft_com_identity_claims_displayname_Azure
Itp___schemas. microsolt_com_ws_2008. 08_dentity_ claims_ groups_Azure hitp:/schemas.microsoft com/ws/2008/08 identity/claims/groups
Administration
" h i 1
http___schemas_microsoft_com_identity_claims_identityprovider_Azure itp: mas. microsoft v
microsof
Search hitp__schemas_microsoft_com_claims_authnmethodsreferences_Azure "
hitp://schemas. xmisoap.org/ws/2005/0
hitp__schemas_xmisoap_org_ws_2005_05_identity_claims_name_Azure "
Save
Import SAML JSON

{
“nameid”: “toddh@testmypacket.com®,
“orgld": *216183875771916288",
“idpEntitylD*: “https:/sts.windows.net/045989c5-04a4-431b-8¢19-e3e9371823ad/",
“idpld": "216193875771916438"
“saml_attributes™: {
*hitp:  microsoft, tity/claims/tenantid"; *045889c5-04a4-431b-8c19-e369371823ad",
“hitp://schemas. microsoft.comvidentity/claims/objectidentifier”: *932131a7-282d-4ea1-8¢77-9832f45cb97",
*hitp://schemas. microsoft.comiidentity/claims/displayname*: “Toddh*
*hitp://sehemas.microsoft.com/ws/2008/08/identity/claims/groups™: [
“3eb3ed69-d715-4a5f-b6b3-428d7c055deb”,
*318053¢c4-6613-4c0b-0973-d 14801012830
“Bb7d2abd-a402-4afa-a803-Tbdec704a237",
*43813141-5b36-4315-2033-e483080cha5",
"0528ca2a-fébc-dede-8241-2b36839a95e2",
“666de6c2-2206-4916-9241-8b7 Tca0123e3”

“http://schemas. microsoft.comvidentity/claims/identityprovider*: "https://sts.windows.net/045889¢5-04a4-431b-8¢19-¢3e9371823ad/",

p://sc s.microsoft

microsoft com/ws/2008/06/dantity!
xmisoap, ‘

m

"hitp:/ 05/05/identit i a

Figure 54. SAML assertion

g You can also test the IdP authentication configuration.

You can authenticate from a browser. This method of authentication is useful when working with clients who do

not have access to the ZPA Admin Portal.
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ZPA Provisioning

The SCIM specification is designed to make managing user and group identities in cloud-based applications and services

easier. SCIM is used as best practice for user and group management with Zscaler Identity Partners. ZPA uses SCIM to sync
user and group additions, removals, and changes. Managing groups with SCIM is a relatively new feature, but fully replaces
SAML attributes for users and groups. The SCIM attributes are then used in the ZPA access and re-authentication policies.

To enable SCIM in Azure, select Microsoft Entra ID > Enterprise applications > Zscaler Private Access (ZPA).

[T YTl ' Scarch resaurces, services, and does (G /)

Home

W testmypacket | Overview X
B Dashboard @ Switchtenant [i] Delete tenant | Create atenant (' What's new

0 Overview

All services

* FAVORITES T Getting started
o @ Aaure Active Directory can help you enable remate work for your employees and partners. Leam more
I Preview hub

X Diagnose and solve problems

testmypacket

Manage
Search your tenant

& users

& Groups % Tenant information @ Azure AD Connect

E External Identities

Your role Status
& Roles and administrators Global administrator More info Enabled
Administrative units License

Last sync
Less than 1 hour aga

Azure AD Prermium P2
H Enterprise applications

Tenant ID

Devices. 045989¢5-0424-431b-3c19-e3¢5... [}

urity Center

£ App registrations
Identity Governance

™ Application proxy

Licenses

Primary domain

testmypacketonmicrosoft.com

Figure . Configu;e SCIM provisioningmg;; ZPA

Configure ZPA Provisioning
To configure ZPA provisioning:

1. Select Provisioning.

2. Click Get started.

Microsoft Azure (SRS 8 docs (G+/)

Enterprise applications > Zscaler Private Access (ZPA)

2, Zscaler Private Access (ZPA) | Provisioning %
0 Gota second? we would Iove your feedback cn user proisioning. =
ﬂﬂs N \
{Previen] .

Automate identity lifecycle management with Azure Active Directory

Automatically create, update, and delete accounts when users join, leave, and move within your organization. Learn
more

Fiure 56. 'rovisioning
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Configure SCIM Provisioning on Azure

The Provisioning configuration builds out as you select parameters. The Admin Credential fields are pulled from ZPA as
you configure SCIM on ZPA.

1. Change the Provisioning Mode to Automatic.

2. Open a new tab or a new web browser.

3. Sign-in to the ZPA Admin Portal with admin credentials.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > testmypacket » Enterprise applications > Zscaler Private Access (ZPA)

Create a resource PrOViSiOning

X Discard

=)

o This provisioning connector is in preview: Please dlick here to provide us feedback

Provisioning Mode | Automatic V]

Use Azure AD to manage the creation and synchronization of user accounts in Zscaler Private Access (ZPA) based on user
4. Function App and group assignment.

= 5QL databases

W e e OB ~ Admin Credentials
™ Virtual machines Admin Credentials
" Azure AD needs the following information to connect to Zscaler Private Access (ZPA)'s APL and synchronize user
data.
Tenant URL *

& Virtual networks

Secret Token *

4 Azure Active Directory

© Menitor Test Connection
& Advisor

, s ~ Mappings
@ security Center

Figure 57. Configure SCIM provisioning on ZPA

Configure SCIM Provisioning on ZPA

To configure SCIM provisioning:

1. Enter the Admin ID and Password.
2. Click Sign In. This opens the ZPA Admin Portal.

- C O & admin s

2> zscaler
Admin 1D
zpaadmindMestmypackat.com [
Password
B
Single Sxgn-Or
Remenmber M
Language
Engish v

Sign In

Figure 58. ZPA Admin Portal

3. In the ZPA Admin Portal:
a. Select Administration > IdP Configuration.

b. Select the blue pencil for the Azure IdP. This launches the Edit IdP Configuration wizard.
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Figure 59. SCIM configuration

4. In the Edit IdP Configuration wizard:
a. Disable SAML Attributes for Policy.
b. Enable SCIM Attributes for Policy.
c. Change SCIM Sync to Enabled.

o

. Click Generate New Token.

e. Copy the SCIM Service Provider Endpoint URL and the Bearer Token. You need this information to finalize the
configuration.

Click Save.

-
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Status ZPA (SP) SAML Request
& Enabled  [JRIEEE gned |
HTTP-Redirect Single Sign-On

PYEl Ciatiec | [ adein I

SAML Attributes for Palic) SCIM Attributes and Groups for Policy

SCIM

SCIM Sync
©Enabled  [JEITES

SCIM Service Provider Endpoint

hitps://scimi. private.zscaler comfscim/1/216 1338757 7191643842

Bearer Token

A token akeady exist

Generate New Token

Figure 60. SCIM configuration

Go back to the Azure portal to finish your configuration.
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Finish Azure SCIM Provisioning
To finish the SCIM configuration in Azure, paste the URLs from Zscaler into the Tenant URL and the Secret Token on your
ZPA Application provisioning page. The credentials must pass before you can save the configuration.

1. Paste the SCIM Service Provider Endpoint URL from ZPA into the Tenant URL.

2. Paste the Bearer Token from ZPA into the Secret Token field.

3. Click the Test Connection button.

4. Click Save.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > testmypacket > Enterprise applications > Zscaler Private Access (ZPA) >
Create a resource Provisioning
a Home
B8 Dashboard X Discard
All services
Provisioning Mode I Automatic ~

FAVORITES

Iy — Use Azure AD to manage the creation and synchronization of user accounts in Zscaler Private Access (ZPA) based on user
and group assignment.

[®] Resource groups

8E App Services 2 -
~ Admin Credentials
4 Function App

Admin Credentials

=
=L databasss Azure AD needs the following information to connect to Zscaler Private Access (ZPA)'s APL and synchronize user

¥ Azure Cosmos DB data.
: Virtual machines Tenant URL * () I‘ https://sciml.private.zscalercom/scim/1/216193875771916438/v2 |I
4@ Load balancers Secret Token * (] sesesssssassnsnssnsssnssnsansssnssnsnanssnsnssssassssnssnsnsansrnsssssanssransasensen 4

B storage accounts -
Test Connection

<7 Virtual networks
& Azure Active Directory “ Mappings
@& Monitor

Figure 61. Azure SCIM configuration (1 of 2)

g If you get a failure notice, verify that you saved the ZPA configuration.
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Start the Azure SCIM Cycle

After you save the configuration, you must start provisioning on Azure. Go back into provisioning to finish the

configuration steps:

1. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access (ZPA) > Provisioning.

2. Select On for Provisioning Status.

3. Click Save.

o connect to Zeealer Private Aecass (ZPA)'s APLanci

/SGM/1/2161938757719164382

~ Mappings

Mappings

Name

Mappings alow you to define how data should flow between Azure Active Directory and ZsealerPrvateAccess.

Enabled

Yes

Yes

~ Settings

Status

Start and stop provisioning to Zscaler Privte Access (ZPA), and view provisioning status.

Provisoning Satus

off

Figure 62. Azure SCIM configuration (2 of 2)

SCIM provisioning starts.

Configure ZPA SCIM Provisioning

The image shows the status as a completed SCIM interval. The SCIM cycle for Azure is every 40 minutes, but if you need

to sync an assigned user immediately you can use Provision on demand.

Microsoft Azure

£ Search resources, services, and docs (G+/)

Create a resource
@ Home
EW Dashboard
All services

% FAVORITES

Home > testmypacket

Enterprise applications

Zscaler Private Access (ZPA)

@) Zscaler Private Access (ZPA) | Provisioning

Enterprise Application

i Overview

Deployment Plan

O Stop provisioning <

@ Got a second? We would love your feedback on us

#5 All resources Manage

(o Current cycle status
(] Resource groups 11! Properties 2

[0 App Services 42 Owners Initial cycle completed.

&> Function App

= SQL databases

&% Azure Cosmos DB

" virtual machines

% Load balancers

B Storage accounts

7 Virtual networks

& Azure Active Directory

9 Monitor

4t Roles and administrators (Preview)
&2 Users and groups

D Single sign-on

C Self-service

Security
® Conditional Access
a .
+ Permissions

@ Token encryption

& pii
Figure 63. Completed SCIM cycle

Groups

10 I3

View provisioning logs

Manage provisioning
Update credentials

Edit attribute mappings
Add scoping filters
Provision on demand

100% complete
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Provisioning on Demand
To sync a user immediately via SCIM, use the Provision on demand feature. This enables you to move forward with the
POV or Installation without delay and to test the SCIM functionality.

To provision a user immediately using Provision on demand:
1. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access (ZPA) > Provisioning > Provisioning on
demand.
2. Search and select your test users.

3. Click Provision to Initiate an immediate SCIM push of the selected users.

Microsoft Azure P Search resources, services, and docs (G+/) >, toddh@testmypacket.co.. (i
TESTMYPACKET WP

[Home > testompacket > Enterrise applications > Zsealer Private Access (ZPA) |
Cisaie d seotrce |Provision on demand | X
& Home
¥ Dashboard D Leam More < Got feedback?
All services
Select a user to
% FAVORITES ~0
* Quickly create or update the user's account in the target application based on your provisioning configuration
All resources \ « Provision a user on demand
3 2 = Validate provisioning with a subset of users before rolling out broadly in your erganization
(@) Resource groups
# App Services [2_todan
: [ R
% Function App toddh@testmypacket.com
- Todd Harcourt
@ SQL datshases . toddh@testmypacketonmicrosoft.com
¥ Azure Cosmos DB . todd
toddh7437@testmypacket.onmicrosoft.com

" Virtual machines

Selected user

Toddh
toddh@testmypacket.com

4 Load balancers

B Storage accounts

7 Virtual networks
& Azure Active Directory
@ Monitor

@ Advisor

Figure 64. Provisioning on demand

E The SCIM interval for Azure is every 40 minutes, so changes can be delayed.
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ZPA SCIM Provisioned Users

To view users and groups that have been synced from Azure to ZPA, open the ZPA Admin Portal:

1. Go to Administration > SCIM Users.

2. Select the SCIM Groups tab to view the synced groups.
SCIM Group:

Last Updiated () UG Internal User 1D SCIM User Name 14F SCIM User 1D
1238773
208772
ar3testmypack
Ose 15, 1450 (05T} 1285780 @ sseaausmypackacom O 7080012214454 BIT-a1 BRETBACHT
Oec 16th, 14150 (C5T) 1238788 @ e Bnestmypackat cam 20380695 4430t Bcke-S023ATIT e €
1238770

208785 ofiletic-410c-A0ack b170-skdc Sbd0Se
Dec 15th, 14:58 (€81 ad packst com 80218107 283d-dmat- B 1T EIHABcED
Dec 15th, 14:50 (CST) 1236784 maitostmypacki co 3641047.8711-4325-a08a-01 050887038

Fire 65. SCIM users

ZPA SCIM Provisioned Groups

The list displays the groups synchronized via SCIM from Azure.

SCIM Attributes ~ SCIM Users  |SCIM Groups

SCIM ENABLED IDENTITY PROVIDERS SGIM GROUP NAME IDP SCIM GROUP ID SCIM USER NAME
Azure = F
TIME RANGE
Jun 15, 2020 CST - Dec 15, 2020 CST e
Last Updated (2) UTC  Internal Group ID SCIM Group Name IdP SCIM Group ID
Dec 15th, 14:50 (CST) 63846 A1 D 0528caZa-tdbc-4eds-8241-2036839a0502 [
Dec 15th, 14:59 (CST) 63645 zpPA2 [© 43813141-5036-4315-2933-e483c080cba5 ([
Dec 15th, 14:50 (CST) 63844 ZPA-Users © 666de6c2-22b6-4916-0241-BbT7cd012303 [

Figure 66. SCIM groups
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Configure ZPA SCIM Scoping

The time to complete an initial SCIM synchronization depends on the number of users and groups assigned to the ZPA
application. If you sync thousands of users and groups, the delay can slow the next steps during installation or POV
testing. A best practice is to assign only users and groups that use ZPA. To scope users and groups, you can enable
general scoping from the Provisioning page and either sync all Microsoft Entra ID users, or sync only assigned users and
groups. You can also define fine scoping filters. See detailed procedures in SCIM User Scoping Filters on how to configure
scoping filters. To enable basic scoping to sync only assigned users and groups:

1. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access (ZPA) > Provisioning > Settings.

2. Select Sync only assigned users and groups.

3. Click Save.
Microsoft Azure IE and docs (G+/)

testmypacket > Enterprise applications > Zscaler Private Access (2PA) > |

Provisioning

Use Azure AD to manage the creation and synchronization of user accounts in Zscaler Private Access (ZPA) based on user

and group assignment

~ Admin Credentials

~ Mappings

Mappings
Mappings allow you to define how data should flow between Azure Active Directory and ZscalerPrivateAccess.

Name Enabled
Yes

Yes

Figure 67. SCIM scoping

Configure ZPA Microsoft Entra ID Groups Role Mapping for SAML Attribute Policies

Before the addition of SCIM, one of the Azure SAML ZPA limitations was Azure’s inability to provide security groups

in human-readable form (except in certain circumstances). The 36-bit Azure numerical ID was sent in the SAML

assertion instead of the Microsoft Entra ID Group name. This created an administration nightmare for managing groups.
Implementing SCIM in ZPA for provisioning users and groups to and from Azure resolves this issue. However, at times you
might not use SCIM and might need to use the original method of creating and mapping a role to an Microsoft Entra ID
group so that you can pull the group into ZPA for use with policies.

The Azure configuration is a straight forward way to get your groups from Azure to ZPA via the clients SAML Assertion
using SAML authentication attributes.

An example of role to group mapping is provided in case required and as a reference. The method is still prevalent in ZPA
installations.
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To start the process in the ZPA portal:

1. Select Administration > IdP Configuration.
2. Select the Blue pencil to edit the Azure IdP.

*
Figure 68. Edit the Azure IdP

Name Status I1dP Entity 1D
[ hitps://sts.windows.nev045089¢5-04a4-431b-82 10-8300371823ad/
¥ ZPA Admin (] hitps://sts.windows.net/045989¢c5-04a4-431b-6c19-e3e9371823ad/

© Add I¢P Configurati

Single Sign-On Actions

Admin P
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Configure ZPA SAML Attributes for Policies

ZPA policies use either SAML attributes or SCIM attributes and groups for policies. SCIM is the best practice for
implementations.

However, you can enable SAML attributes for policies:

1. Enable SAML Attributes for Policy.
2. Disable SCIM Attributes and Groups for Policy.

3. Click Save.
Name
Azure @

Authentication Domains

.

SAML ATTRIBUTES

IdP Metadata File

Select File

IdP Certificate

Select File

Single Sign-On URL

hitps:/login.microsoftenline.com/045989¢5-04a4-431b-Bc19-e3e9371823ad/sami2

IdP Entity ID
htips./sts.windows.net/045989¢5-04a4-431b-8c19-e3e9371823ad/

Status ZPA (SP) SAML Request

SCIM Attributes and Greups for Policy
e RN

Figure 69. Select SAML attributes for policies
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Configure Microsoft Entra ID Groups Role Mapping for SAML in Azure

To configure Azure to send the Microsoft Entra ID Group in readable form, you create a user role and map the role to the
Microsoft Entra ID group that you want to use for policies in ZPA. Azure then sends the role as a SAML attribute in the
SAML assertion, and the attribute is used for the Microsoft Entra ID Group policies in ZPA.

To start the Azure configuration, you must add the roles in the ZPA application App registrations:

1. Select Microsoft Entra ID > App registrations > All Applications > Zscaler Private Access (ZPA).

P Search resources, services, and docs (G+/)

Microsoft Azure

Home > testmypacket

testmypacket | App registrations =

Create a resource

s Home Azure Active Directory
B¥ Dashboard = + New registration ﬁ Endpoints i Troubleshooting 4 Download
All services O Overview
rare ¥ Getting started
7 PNORITES ﬂ Try out the new App registrations search preview! Click to enable the preview.
T B2 Preview hub
All resources

ral # Diagnose and solve problems
@ Resource groups -

o Starting June 30th, 2020 we will no longer add any new features to Azure Acti
.‘5 App Services Manage and security updates but we will no longer provide feature updates. Applicatic
&> Function App aa Users

All applications ~ Owned applications
= SQL databases & Groups PP PP
&% Azure Cosmos DB 8BS External Identities Start typing a name or Application ID to filter these results
" Virtual machines &. Roles and administrators
i 2 Display name
'§' Load balancers & Administrative units pay
i : . . Zscaler Internet Access Administrator
B Storage accounts &% Enterprise applications
. caler Private Access (ZPA

<7 Virtual networks CH Devices I Zscaler Private Access (ZPA)

& Azure Active Directory
e Monitor

"5.‘ Advisor

a Security Center

i, App registrations

! Identity Governance

Application proxy

Licenses

Figure 70. Select the ZPA IdP application

WVDSP
Azure AD Domain Services Sync
Yl Windows Virtual Desktop Svc Principal

Windows Virtual Desktop Svc Principal
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2. Select App roles | Preview. You are placed into ZPA application registration, in edit mode.

sz Zscaler Private Access (ZPA) =
=

‘ L Search (Cmd+/)

‘«

. Overview

.

4 Quickstart

s

# " Integration assistant

Manage
&= Branding

3 Authentication

Certificates & secrets

{l! Token configuration
<2~ API permissions

& Expose an API

& App roles | Preview

& Owners

[l Manifest

Figure 71. Add app roles

w1 Roles and administrators | Preview

[i] Delete € Endpoints Preview features

@ Got a second? We would love your feedback on Microsoft identity pl

 Essentials

Display name
Zscaler Private Access (ZPA)

Application (client) ID
1f731ed3-f6df-405f-9857-930e5091ab45

Directory (tenant) ID
045989c5-04a4-431b-8c19-e3e9371823ad

Object ID
30fb458c-cc79-47eb-98d0-22a09c699c44

@ starting June 30th, 2020 we will no longer add any new features to A
Graph. We will continue to provide technical support and security ufg
will need to be upgraded to Microsoft Authentication Library (MSAL

Call APIs

e &
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Adding the Zscaler Private Access App Role

Select Create app role.

Home > testmypacket > Zscaler Private Access (ZPA)

2 Zscaler Private Access (ZPA) | App roles | Preview »

[0 search (Cmd+/) | « - Createapprole | < Got feedback?

8 Overview
App roles
& Quickstart N o N
App roles are custom roles to assign permissions to users or apps. The application defines and publishes th
# Integration assistant them as permissions during authorization
How do I assign App roles
Manage
£ Branding Display name Description Allowed member types  Value
D Authentication msiam_access msiam_access Users/Groups
Certificates & secrets User User Users/Groups

Token configuration

- API permissions

@ Expose an AP

&& App roles | Preview

# Owners

s Roles and administrators | Preview

i Manifest

Figure 72. Create the app role

Add the New Roles to the ZPA App Registration

Create two roles called ZPA-1 and ZPA-2. These names match the Microsoft Entra ID Groups to which they are mapped.
The Microsoft Entra ID Groups have already been created. For each role:

1. Enter your Microsoft Entra ID Group name as the Display name. In this example, enter ZPA-1. The display name for
the app role appears in the admin consent and app assignment views. This value can contain spaces.

2. Select Users/Groups as the Allowed member types.

3. Enter your Microsoft Entra ID Group name as the Value. In this example, enter ZPA-1. The value is what the
application expects in the token. The value should exactly match the string referenced in the application’s code. The
value cannot contain spaces.

4. Enter your Microsoft Entra ID Group name as the Description.

5. Click Apply. Repeat for ZPA-2 and all required Microsoft Entra ID security groups used for ZIA policies.

Create app role X

Display name *

ZPA-1 v

Allowed member types * ©
O Applications
(O) Both (Users/Groups + Applications)

Value* O

[zea1 | 7]
Description * O
ZPA1]
Do you want to enable this app role?
o Concel |

Figure 73. App role configuration detail
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Deleting and App Roles in the ZPA App Registration

To delete app roles:

1. Select the App role that you want to delete.

2. Deselect the blue check mark under Do you want to enable this app role?
3. Click Apply to implement the configuration change.

4. Select the App role for deletion.

5. Click Delete and confirm the change.

Home > testmypacket > Zscaler Private Access (ZPA) Edit app r0|e
S Zscaler Private Access (ZPA) | App roles | P
IE Delete
I»') Search (Cmd+/) J « -+ Create app role < Got fee
- _ Display name * ©
o Grenen App roles | Al

&3 Quickstart .
App roles are custom roles to assign p  Allowed member types * ©

# Integration assistant them as permissions during authorizat (\;\, Users/Groups
M How do I assign App roles O Applications
anage

O Both (Users/Groups + Applications)

B2 Branding Display name Descriptior
. Value * @
3 Authentication msiam_access msiam_acc | Zpa1
Certificates & secrets User User

Description * @
11! Token configuration ZPA-1 ZPA-1 (Zoa
=

API permissions ZPA-2 ZPA-2 |

& Expose an API
Do you want to enable this app role? ©
& App roles | Preview

Owners
%)

w4 Roles and administrators | Preview

i Manifest

Support + Troubleshooting
&2 Troubleshooting

£ New support request

T o

Figure 74. Delete an app role

Deleting an App role can be confusing. To delete an App Role, you must first disable the role, save the
configuration, and then go back into the role to delete it.
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New Roles Added to the ZPA App Registration
Let's map the newly added roles to the ZPA-1 and ZPA-2 Microsoft Entra ID groups.

Home > testmypacket > Zscaler Private Access (ZPA)

2 Zscaler Private Access (ZPA) | App roles | Preview =

I}f Search (Cmd+/) \ « -+ Create app role (7 Got feedback?

u .
& Overview

App roles
&4 Quickstart . . N . .
App roles are custom roles to assign permissions to users or apps. The application defines and publishes

#" Integration assistant them as permissions during authorization.
How do I assign App roles

Manage
= Branding Display name Description Allowed member types  Value
2 Authentication msiam_access msiam_access Users/Groups

Certificates & secrets User User Users/Groups
11! Token configuration ZPA-1 ZPA-1 Users/Groups ZPA-1
-2~ API permissions ZPA-2 ZPA-2 Users/Groups ZPA-2

& Expose an API

& App roles | Preview

i, Owners

»« Roles and administrators | Preview

Wi} Manifest

Figure 75. Newly created app roles ready to be mapped to Microsoft Entra ID groups
Configure ZPA Role Mapping for Microsoft Entra ID Groups
To map the newly created roles to the Microsoft Entra ID groups:

1. Navigate to Users and groups under your installed ZPA application.

2. Select Microsoft Entra ID > Enterprise applications > Zscaler Private Access (ZPA).

Microsoft Azure P Search resources, services, and docs (G+/)
Home
Create a resource .
() testmypacket | Overview
§ Home Azure Active Directory
B Dashboard : @ Switchtenant [i] Deletetenant + Create aten
All services © Overview
X FAVORITES “ Getting started

© Azure Active Directory can help you enable remote work
3 Preview hub

&1 All resources

X Diagnose and solve problems

18] Resource groups
Iy testmypacket
#8 App Services Manage - -
Search your tenant
£ Function App & Users
- e 2 ~
SQL databases 22 Groups B Tenant information <7
&% Azure Cosmos DB B2 External Identities
Your role Sta
® Virtual machines &. Roles and administrators Global administrator More info Enz
4 Load balancers % Administrative units License
Azure AD Premium P2 Las
B8 storage accounts B Enterprise applications Les
Tenant ID
R S 8 Devices 045989¢5-04a4-431b-8c19-e3¢0... [[B]
& Azure Active Directory B App registrations Primary domain

@ Monitor @ [dentity Goverance testmypacket. onmicrosoft.com

Figure 76. Select the ZPA from enterprise applications
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3. Select Users and groups.
4. Select Add User.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Zscaler Private Access (ZPA)

@ Zscaler Private Access (ZPA) | Users and groups

Home Enterprise Application

Create a resource

All services

B overview

@ The application will appear on the Access Par
FAVORITES Ll Deployment Plan

% All resources Manage | First 100 shown, to search all users & groups, e/

Resource groups I Properties Display Name

App Services 2 Owners ] B ZPA-Users
<2 Function App & Roles and administrators (Preview)
= SQL databases
&% Azure Cosmos DB D Single sign-on
! Virtual machines @ Provisioning
4 Load balancers € Self-service
B8 Storage accounts

Security

<2 Virtual networks
% Conditional Access

& Azure Active Directory

Figure 77. Add User

Permissions

5. Select Users and groups.
6. Search and select the Microsoft Entra ID group that you want to map to the role, in this case ZAP-1.

7. Click Select at the bottom of the page.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Zscaler Private Access (ZPA) Users and groups X
Add Assignment
[ Bearch
B Dashboard
A% When you assign a group 1o an application, only users directly in the greup will have acce
All services does not cascade to nested groups
servi E bl - AAD DC Administrators
aadds
All resources T aadds@testmypacket onmicrosoft.com
[®] Resource groups 1 group selected.
5 Abby_Road
*Select a role
None Selected ADSyncAdming
A m ADSyncBrowse
& Azure Cosmos DB
9 Victual machines m
¥ Vit d LB ADsyncOperators
% Load balancers. Selected items

Remoy
rtual networks il

& Azure Acti
@ Monitor
® Advisor
W security
ement + Billing

Figure 78. Add assignment
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8. Click Select a role to display the roles that you created. You can see the role that matches the name of our Microsoft
Entra ID group, in this case ZPA-1.

Q. Click Select, located at the bottom of the page.
10. Click Assign to finish the mapping.
11. Repeat similar steps for ZPA-2.

Home > Zscaler Private Access (ZPA) > Select a r0|e
Add ASSignment Only a single role can be selected

testmypacket

| A2 Enter role name to filter items...

A %
4\ When you assign a group to an application, only users directly in the group will have access. The assignment

does not cascade to nested groups. User
ZPA-1
ZPA-2
Users and groups 5
1 group selected.
*Select a role
>

None Selected

Figure 79. Select the role

Review the ZPA Role Mapping for Microsoft Entra ID Groups

The image shows that groups are mapped to a role, and a user that is a part of a group with usable group names is shown
in the Users SAML response, and the role can be applied to ZPA policies.

Next, clean up unreadable groups and add a department variable by updating the SAML attributes.

esources, services, and docs (G+/)

Home > Zscaler Private Access (ZPA)

® Zscaler Private Access (ZPA) | Users and groups

Enterprise Application

«

-+ Add user == Columns © Got feedback?
B overview

o The application will appear on the Access Panel for assigned users. Set 'visible to users?' to no in properties to prevent this. -
[ﬂ] Deployment Plan

Manage First 100 shown, to search all users & groups, enter a display name.
1! Properties Display Name Object Type Role assigned
&8 Owners D ZPA-Users Group User

Roles and administrators (Preview) E ZPA-1 Group ZPA-1
&2 Users and groups E ZPA-2 Group ZPA-2

Single sign-on

-

8}

2 Provisioning

o)

Self-service

Figure 80. Review the mappings
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Mapping the Group SAML Attribute

Open the Attribute editor to edit the SAML variables that are returned in the SAML assertion.

1. Select Microsoft Entra ID > Enterprise applications > Zscaler Private Access (ZPA).
2. Select Single sign-on.

3. Click Edit in the User Attributes & Claims area.

|'-(nr's testmypacket > Enterprise applications > Zscaler Private Access (ZPA) I

Create a resourcy - 2
feste a resource Zscaler Private Access (ZPA) | SAML-based Sign-on X
§ Home Enterprise Applicatior
B Dashboard T Upload metadata file 7 Change single sign-cn mode = Test this application T Got feedback?
All sarvices 18 Ovenview
* FAVORITES (D ospioyment plan Set up Single Sign-On with SAML
55 All resources Manage Read the configuration guide = for help integrating Zscaler Private Access (ZPA),
(@] Resaurce groups 1l Properties o
Basic SAML Configuration >
¥ App Services 2 Owners " Elk
Identifier (Entity ID) hittps://samlsp. private.zscaler.com/auth/metadat
4> Function App &, Roles and administrators (Preview) 3/216193675771916438
PO 2 Usersand groups :T'\{L‘nm (Assertion Consumer Servic ;.:;;‘,;:g];::m zscaler.com/auth/2161938
& Azure Cosmas DB D Single tign-on I Sign on URL hitps: y,'s“;:\]? private zscaler. com/auth/2161938
ss0
W Virtual machines Provisioning Relay State al
Logout Url
4 Load balancers C SeM-service
B Storage accounts. Security
§ (2] User Attributes & Claims.
» Virtual networks & Edit
® Conditional Access
P — ) givenname user.givenname
Permissians surmname user.surname
© Monitor emailaddress usermail
@ Token encryption
creneneple name useruserprincipainame
& Advisor
e Activit Unigue User |dentifier user.userprincipalname
ctivity N
® securty Conter Group user.groups
D sign-ins

Figure 81. SAML attribute mapping (1 of 5)

4. The user.groups [SecurityGroup] is the attribute that returns unusable group names in the SAML assertion. Let's
delete it and add a new claim to be returned in the SAML assertion:

a. Select the three dots next to the user.groups [SecurityGroup] value and delete the claim.

b. Select Add new claim to open the Manage claim window.

Home > testmypacket > Enterprise applications > Zscaler Private Access (ZPA) > SAML-based Sign-on

User Attributes & Claims X

T Add new claim g F Columns

Required claim
Claim name Value

Unigue User Identifier (Name ID) user userprincipalname [nameid-for

Additional claims

Claim name Value

http://schemas microsoft.com/ws/2008/06/identity/claims/groups user.groups [SecurityGroup] E
http://schemas. giws/: d laims; ladd usermail

http://schemas xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname

http://schemas. p.Org/ws/20 d s/name user.userprincipalname

http://schemas xmlsoap.org/ws/2005/05/identity/claims/sumname user.surname

Figure 82. SAML attribute mapping (2 of 5)

©2021 Zscaler, Inc. All rights reserved. 70



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE |

5. To create a new claim, you must map the source attribute to a variable name. The claim name is the attribute field,
and the source is the variable that is populated by the user’s department:

a. Name the Claim department.
b. Select Attribute as the Source.
c. Select user.department as the Source attribute.

d. Save your changes.

testmypacket > Enterprise applications > Zscaler Private Access (ZPA) > SAML-based Sign-on > User Attributes & Claims

Manage claim X

-

Name . |
Namespace Enter a namespace URI v |
Source * (®) Attribute () Transformation

Source attribute * user.department ~ |

user assignedroles

~ Claim conditions

user.city
user.companyname

user.country

user.department

user.displayname

user dnsdomainname

Figure 83. SAML attribute mapping (3 of 5)

6. You can see your completed SAML attribute changes.

Home > testmypacket > Enterprise applications > Zscaler Private Access (ZPA) > SAML-based Sign-on

User Attributes & Claims
t Add newdaim -+ Add a group claim Columns

Required claim
Claim name Value

Unique User Identifier (Name 1D) user.userprincipalname [nameid-for...

Additional claims

Claim name Value

department user.department
hitp://schemas xmlsoap.org/ws/2005/05/identity/claims, user.mail
http://schemas xmlsoap.org/ws/2005/05/identity/claims/givenname user.givenname
http://schemas xmlsoap.org/ws/2005/05/identity/claims/name user.userprincipalname
http://schemas xmisoap.org/ws/2005/05/identity/claims/surname. user.sumame

Figure 84. SAML attribute mapping (4 of 5)

7. Open the ZPA tenant and import the new attributes to be used in policies:

a. Open the ZPA Admin Portal and enter the administrator credentials.
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8. Rename the SAML Attribute name to be intuitive to the policy. Find the role Attribute and change the name to
Microsoft Entra ID Groups.

a. Select Administrator > IdP Configuration.
b. Select the Azure IdP.
c. Click the blue arrow to open the IdP detail.

d. Click Import.

IdP Configuration | SAML Attributes  Settings

Name Status IdP Entity ID
Dashboard
v https://sts.windows.net/0«
ZPA (SP) SAML Request HTTP-Redirect
© Signed @ Enabled
SAML Attributes for Policy SCIM Attributes and Groups for Policy
@ Enabled © Disabled

Authentication Domains
testmypacket.com

Import SAML Attributes

testmypacket.com ~ | © Import

Service Provider Metadata
& Dowr

Aetadata

Service Provider URL

1

actor https://samlsp.private.zscaler.com/auth/216193875771916438/ss0 [

Figure 85. SAML attribute mapping (5 of 5)
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ZPA Role Mapping SAML Assertion

You can see the SAML assertion that includes our ZPA groups and department.

Rename the SAML attributes to be intuitive to the policy. Find the role Attribute and change the name to Groups and
find the department attribute and name it Department.

1. Rename the Attributes to be more intuitive.

2. Save the configuration.

Import SAML Attributes

Name SAML Attribute Name

hitp_schemas_microsof_com_identity_claims._tenantid_Azure o}

hitp__schemas_microsoft_com_identity_claims_objectidentifier_Azure

hitp__schemas_microsaft_com_identity_claims._displayname_Azure

http__schemas_microsoft_com_ws_2008_06_identity_claims_groups_Azure

http__schemas_microsoft_com_identity_claims._identityprovider_Azure

http__schemas_microsoft_com_claims_authnmethodsreferences_Azure

hitp__schemas xmisaap_org ws. 2005 05 identity claims_name Azure

Import SAML JSON

{
“nameid": "toddh@testmypacket.com”,
*orgld": *216193875771916288",
“idpEntitylD": "https://sts.windows.net/045989¢5-04a4-431b-8c19-636937 1823ac)/",
*idpld™: *216193875771916438",
“sam_attributes": {

fl, h 1823ad"

“hitp://schemas.microsoft,com *: *932131a7-2620-dea1-8C77-98321451CHAT*

"http:/schemas.microsoft.com/identity/claims/displayname®: “Toddh",

*hitp://sehemas.microsoft.com/ws/2008/06/identity/claims/groups”: [
“3eb3ed69-d715-4a5f-bEb3-428d7C05deb",

"318053c4-6ef3-4c9b-9973-d14e01D12830",
"6b7d2abd-ad02-4afa-aB03-7b4ec704a237",
*43813141.5536-4315-2033-6483¢980¢cha5",
"0528cala-fabe-dede-8241-2b36839a0502"
*B66deBc2-22D6-4916-9241-8b77c001233"

. *; "htlps://sts.windoy ¢ 19-63€8371823ad/",
microsoft, *: “http://schemas microsoft.comws/
misoap. 5, i m*

Figure 86. SAML assertion with ZPA groups

Configure ZPA Role Mapping for Microsoft Entra ID Groups
The SAML attribute can be used to create policies in ZPA.

CRITERIA
© Add Criteria
SAML and SCIM Attributes © © Select IdP
— |DP: Azure © Select SAML and SGIM Criteria
* SAML Attributes
Groups -~ = ZPA-1
<OR>
Department - — BizDev

© Add More

Figure 87. Policy with attribute selected

©2021 Zscaler, Inc. All rights reserved. 73



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE |

ZIA SAML Admin Authentication

By adding access to SAML Authentication for Zscaler Administrator, you enable ZIA administrators to connect to the ZIA
tenant using single sign-on from the My-Apps Azure portal. The ZIA admins, authenticate using Microsoft Entra ID.

To add the ZIA Administrator App:

1. Select Microsoft Entra ID > Enterprise applications > All applications.

2. Select New applications.

Microsoft Azure

Create a resource
s Home
Bl Dashboard

All services
s FAVORITES
% All resources
[®) Resource groups
L0 App Services
<> Function App
% SQL databases
&* Azure Cosmos DB
: Virtual machines
& Load balancers
BS Storage accounts

<+ Virtual networks

0 Search resources, services, and docs (G+/)

Home > testmypacket > Enterprise applications

==z Enterprise applications | All applications
= testmypacket - Azure Active Directory

« I |- New application I == Columns
Overview
A o Try out the new Enterprise Apps sear
© Overview
/. Diagnose and solve problems Application type Ap
| Enterprise Applications AV | E
Manage

& All applications

F?  Application prox
PR proxy | First 50 shown, to search all of your apg

€2 User settings
Name

B Collections L
Graph explorer (official site)

Security Office 365 Exchange Online

= Conditional Access Office 365 Management APIs

@ Consent and permissions

Activity

Office 365 SharePoint Online

Outlook Groups

4 Azure Active Directory

@ Monitor
& Advisor

& Security Center

Skype for Business Online

D Sign-ins

. . . Windows Virtual Desktop AMI
a1 Usage & insights (Preview)

B Auditl Windows Virtual Desktop Clie
udit logs

) BEEDBE00E

. L X Zscaler Three
s Provisioning logs (Preview)

Figure 88. Adding the application for SAML admin access

This launches the Microsoft Entra ID Application Gallery.
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SAML Authentication for ZIA Admin Access

Search for “zscaler internet”, and select the Zscaler Internet Access Administrator application.

1. Search for zscaler internet.

2. Select the Zscaler Internet Access Administrator application.

N o csources, servics, and docs (601

Home > testmypacket > Enterprise applications

Browse Azure AD Gallery (Preview)

Create a resource
& Home

BN Dashboard { Create your own application (1) Request new gallery app <7 Got feedback?

All servi
@ Click here to switch back to the old app gallery experience. =»
K FAVORITES

All resources

L2 sscalerinternet | ] single sign-on: Al User Account Management : All

[®) Resource groups
- 3) Federated SSO (D) Provisionin,
#8 App Services 2 “ 9
#> Function App )
Showing 10 of 10 results
% SQL databases

&% Azure Cosmos DB
Zscaler Internet Access Zscaler

¥ Virtual machines ( Administrator ( Zscaler, Inc
Zscaler Inc. 5,

& Load balancers 9 9 2
2

B8 Storage accounts

&% Virtual networks

4 Azure Active Directory

© Monitor Zscaler B2B User Portal Zscaler Private Access
Zscaler Inc Administrator

> vis

® Advisor (9 6 Zscaler Inc
o)

@ Security Center o]

) cost Management + Billing

& Help + support
Figure 89. Administrator application
3. First, assign administrators to the application accessing the ZIA tenant.

4. Select Users and group.

[YCETC T Tl - Search resaurces, services, and docs (G+/)

Home
z2= Zscaler Internet Access Administrator | Overview X
B overview Properties

[ Deplogment Plan

Manage

Appl

1 Properties <
" 5aH30007 932 A23b-95.

2 Owner
Object 1D

s (Preview) 91daad67-2800-4450-a¢

Getting Started

ingle sign an

Enable usars to sign into their application

Security using thes Azure AD eredentials

B

Conditional Access

Permi
© Token encryption
@ . conditional Accass
Activity o this application with a
cess policy:
D sign-ins

i Usage & insights (Preview]

& Help + suppont

H audit o

Figure 90. Add ZIA administrators
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5. Add the Administrators and Groups that contain your Zscaler Administrators, and click Select.

Microsoft Azure Search resources, services, and docs (G+/)

Home . Zscale Iternet Access Adminisira Users and groups X
Add Assignment
- board - toddh
wsiboar
sers and groups >
None Selected 437 testmypacket onmicrosoft com

\@testmypacket onmicrosaft com

Selocted items

Figure 91. Add ZIA Administrators

6. Click Assign.

Microsoft Azure A Search resources, services, and docs (G+/)

Home > Zscaler Internet Access Administrator

Add Assignment

Create a resource

¢ Home

BN Dashboard

Users and groups
All services group:

1 user selected.
*  FAVORITES

i5 All resources

®) Resource groups

#8 App Services

£, Function App

= SQL databases

#* Azure Cosmos

® virtual machines

4 Load balancers

B8 Storage accounts
Virtual netwarks

4 Azure Active Directory

© Monitor

& Advisor

@ Security Center

) Cost Management + Billing

& Help + support

Figure 92. Assign Administrators
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SAML Settings for ZIA Portal Admin Access
Configure SAML:

1. Select Single sign-on in the Manage section of the application.
2. Select the SAML tile.

Microsoft Azure B Search resources, services, and docs (G+/}

Home > Zscaler Internet Access Administrator

S Mtssce 3 Zscaler Internet Access Administrator | Single sign-on
Home Enterpeise Applicatio
Do % o Select a single sign-on method  Help me decide
s B Overview

[0 Deployment Plan

FAVORITES

Disabled SAML
Al resourc Man,
Fesouroes lanage ® Single sign-on is not enabled. The user {3 Rich and secure authentication to

won't be able to launch the app from applications using the SAML (Security

Resource groups {It Properties
oup P My Apps. Assertion Markup Language) protocol

App Services 2 Owners

> Function App Z. Roles and administrators (Preview)

SQL databases 22 Usersand groups
% Azure Cosmos DB
¥ Virtual machines ® Provisioning OC) Linked
Link to an application in the Azure
Self-service Active Directory Access Panel and/or
Office 365 application launcher

4 Load balancers
B Storage accounts Security

& Virtual networks
% Conditional Access

4 Azure Active Directory G
Permissions

Monite

e @ Token encryption
% Advisor

Activity

@ Security Center
D sign-ins

™) Cost Management + Billing

4 Usage & insights (Preview)
& Help + support

Figure 93. Configure SAML

3. Select No I'll save later at the prompt.

Microsoft Azure Search resources, services, and docs (Ge/)

Zscaler Internet Access Administrator | SAML-based Sign-on x
T Uplosd metadata fle ) Change singlesign-on mode = Tes this appiation ot foadback?

B Ovrien

0 Deployment plan Save single sign-on setting

et Access Administrator uses foced identifies and reply URLS. Do you want 10 save the following single sign-on settings?
Manage identifier: htps://3dmin 2sealerbeta et
Reply URL: httpsfadrmin zscalerbeta net/adminsso.do

[ [mm

i1l Properties

& Owners
; The My Agps Secure Sign-in browser extension 1s sready installed, Pease continue with configuration
Function App . Roles and sdmins )
= 50U databases 25 Users and groups
=N = _ Hgrmr—
% Virtual machines > Provisioning \dentifer (Entity D) hitpfadminzscalerbetanet
Reply URL (Assertion Cansumer Service URL) _ htp//adminzscalerbetanetadminssodo

4 Load balancers G Self-service . -
1 Storage accou Ty

[ p—
% Conditional Access

A Anure Activ =

. L ——
QO Token encryptior

W Security 4 Activity emailaddress userma
D sgnins useruserprincipainame

) Cont Managernent + waecusarprincipalname

& Usage & insights [Py

& nuditlogs o

& Provisioning logs (Preview)

Figure 94. Configure SAML

& Help + spport

SAML Signing Certificate
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Configure Basic SAML Detail
To configure SAML details:

1. Select Edit under Basic SAML Configuration.

5 Search resources sereces and docs (G+/)

Zscaler Internet Access Administrator | SAML-based Sign-on ®
B Oweiew

) Deplayment Pian Set up Single Sign-On with SAM|

Figure 95. Configure Basic SAML

Under the Entity ID enter the ZIA administrator portal URL for the cloud that hosts your ZIA Tenant. The Zscaler
cloud continues to expand, but currently it is one of the following cloud domains: zscaler.net, zscalerone.net,
zscalertwo.net, zscalerthree.net, or zscloud.net. This information can be found in your ZIA Admin Portal under
Administration > Company Profile > Company ID. In the following Company ID example (zscalerthree.net-3173833),
zscalerthree.net is the Zscaler Cloud.

Enter https://admin.zscalerthree.net as the EntitylD.
Selecthttps://login.zscalerthree.net/adminsso.do for the Reply URL.
Make sure the check marks are selected on the new entries.

Select Save to save the configuration.

o oA W

Replace “zscalerthree.net” with your ZIA cloud if it is different.
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Microsoft Azure O Search resurces, services, and docs (G+/)

Home > testmypacket > Enterprise apy

ons 2 Browse Azvre /- Basic SAML Configuration X
Zscaler Internet Access Administrator | ¢

Upload m

Overview Identifier (Entity ID) *

(D Deployment Plan The default identifier will be the audience of the SAML response for IDP-i

Set up Single Sigi

Default
Manage Read the configuration gu i
Il Properties Y | hetps.izadmin.zscalerthree net |
Highly recomm
& Owners
§ The My Apps Se PR, o T =
Fncson e & Roes an saminstirs e D i e e
5QL data 2 Users and groups
Azure Cosmes DB D Single sign-on 2/ Basic SAML Co
D single sig Reply URL (Assertion Consumer Service URL) *
% Virtual machines ® Provisioning Identifier (Entity It reply URL will be the destination in the SAML response for IDP-i
Reply URL (Asse
oad balancers € C :
Load balancers Self-service Sign on URL Defautt
= - Relay State
Storage accounts
- Security Logout UA https://admin rscalerbeta net/adminsso.do O 0]
 Virtual networks
® Conditional Access https://admin zscloud net/adminsso do O 0]
b Azure Active Directory
Permissions ps.//adminzscalerthree netadmin
ermiss) © [ Lramioae |[Ppsiradmmascriveeneiaiminsodo ]D
Monitor oy
© Token encryption https://admin zscalertwo.net/adminsso.do O 0
i givenname
5 Activity sumame https.//admin zscalerone net/adminsso. do ] o}
Security Center emailaddress
B signns name https://admin zscalernet/adminsso.do O

Unique User Ide

Cast Management + Billng

Usage & insights (Preview)

Patterns: hitps://ad
& Auditlogs N WP
i o SAML Signing !

Help + support

fadminsso.do

& Provisioning logs (Preview)

Figure 96. Configure basic SAML
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Download and Save the Azure Signing Certificate

Saving the configuration creates the SAML Signing Certificate. It is unique to this portal.

1. Download the Base64 Certificate and save it for next steps.

2. Open the ZIA Admin Portal. https://admin. zscalerthree.net as an example of your cloud admin portal.

toddh@testmy) 0

Microsoft Azure P Search resources, services, and docs (G+/)

Home > testmypacket > Enterprise applications > Browse Azure AD Gallery (Preview) > Zscaler Internet Access Administrator

Create a resource . ;
Zscaler Internet Access Administrator | SAML-based Sign-on X
¥ Home Enterprise Application
BN Dashboard T Upload metadata file ) Change single sign-on mode = Test this application O Got feedback?
- B Overview
BT O e arributes & Claims 2 dn
% (0 Oeployment Plan
= givenname usergivenname
All resources Manage surname usersumame
emailaddress user.mail
®) Resource groups 1l Properties name useruserprincipainame
Unique User [dentifier useruserprincipalname
#8 App Services & Owners a princip:
%) Function App &, Roles and administrators (Preview) o
= SQL databases 2. Users and groups SAML Signing Certificate 2 kit
&% Azure Cosmos DB D Single sign-on Status Active
Thumbgprint DF4104349EAQ4BABDBEA6DBE6BABCI SFECEBSGEF
®¥ Virtual machines ® Provisioning Expiration 12/9/2023, 4:02:16 PM
X Ntification Email toddh@testmypacketonmicrosoft.com
@ Load belancers © Selfservice App Federation Metadata Url https:/login microsoftonline comy/045989¢5 0424 0 |
B8 Storage accounts Securil Certificate (Base64) Download
i Certificate (Raw) Lr—m-l,nwn o=
Virtual networks. & Conditional Access Federation Metadata XML Download
& Azure Active Directory =
°, Permissions.
@ icnker © Token encryption o .. up Zscaler Internet Access Administrator

@ Advisor
You'll need to configure the application to link with Azure AD.

Activity
e : @ My apps Secure Sign-in browser extension is installed. Click the button below to download the SAML
D Ssign-ins Certificate and setup the application.
) Cost Management + Billing
e @i Usage & insights (Preview) Set up Zscaler Internet Access Administrator
B Auditiogs Or, view step-by-step instructions
= v Configuration URLs

& Provisioning logs (Preview)

ogin URL, Logout URL, Azure AD identifier

Figure 97. Azure SAM signing certificate

Configure Zscaler for SAML Admin Access

Log in to your ZIA Admin Portal with your administrator credentials.

(& 1ra @ admin.zscalerthree.net/

LOGIN ID HOED
.azscaler toddh@testmypacket.com ") l I Yy l m
O Remember my Login ID @ English (US) v

Empower employees to
work safely and productively'
from anywhere

Get Started

tner ZTNA and Enabling the A Better CASB:
Zscaler SASE at a Glance From Anywhere™ Reality Explore Key Benefits

Lea . Bio Learn More

Figure 98. ZIA Admin Portal
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Configure Zscaler to use SAML for Admin Accounts

Select Administrator > Administrator Management.

4 Settings

My Profile Nanolog Streaming Sarvice ANAGEMENT

Campany Profile

Aerts

Print All Policies utive Insights App Administrator Search Q

Role Scope Login Type Comments Password ... Type
& Authen

Super Admin Organization SAML, Password false Standard & Ex... e
Authentication Settings Administrator Management
Lisac Hanagemant Tk Naragsrmart Super Admin Organization SAML false Standard & Ex... s

Identity Proxy Settings Audit Logs
API Key Management Backup & Restors

E Re:

Lecation Management URL Categaries

VPN Credentials Bandwidth Classes
Hosted PAG Files Time Intervals

&Z Agent Confiqurations End User Notifications
Zscaler Chent Connector Devices Tenant Profiles

Network Services DLP Dictionaries & Engines
Network Applications DLP Notification Templates
IP & FODN Groups Index Templates

Index Tool

Root Certificates Proxies & Gateways

Zscaler Private Access

Figure 99. Administrator Management (1 of 2)

Configure Zscaler Details to Use SAML for Admin Accounts

To configure Zscaler SAML administrator details:

1. Select the Administrator Management tab.

2. Select Enable SAML Authentication.

3. Upload the certificate that you downloaded in the previous step.
4. Select Save.

ADMINISTRATORS | uPDATED AUDITORS ADMINISTRATOR MANAGEMENT

PASSWORD MAMAGEMENT

Password Expiration

SAML AUTHENTIGATION FOR ADMINISTRATORS
Enable SAML Authentication

IdP SAML Certificate

Download XML Metadata

Wablog Time: 122020 424:47 PM

Figure 100. Administrator Management (2 of 2)

In the final step you create the administrators on Zscaler using the portal and SAML authentication.
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Configure Admin Users for SAML Admin Access

To add administrators:

1. Select the Administrators tab.

2. Select Add Administrator.

3. Add the Login ID of the administrator.
4. Select an administrator role.

5. Select Save.

ADMINISTRATOR

LoginID

Executive Insights App Access

CHOOSE TO RECEIVE UPDATES

Securlty Updates Service Updates

Cance
Figure 101. Add administrators

g The administrator domain must use the domain that is supported by Microsoft Entra ID.

6. Activate the changes.

Administrator Management

- 2] ADMINISTRATORS | UPDATED AuDITORS ADMINISTRATOR MANAGEMENT
© Add Administrator © Add Partner Administrator © Add Executive Insights A [pear Q

i No. Login ID & Nama Fole Scope Login Typa Comments Password... Type

> 1 admin@10856170.25cal...  DEFAULT ADMIN SuperAdmin  Organization SAML. Password false Standard &...

2 toddh@testmypacket.com  toddh SuperAdmin  Organization SAML false Standard &E.. &
hdmirvsation

(0]

&

(]

«

Figure 102. Activate the Changes

©2021 Zscaler, Inc. All rights reserved. 82



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE |

SAML Admin Access from Microsoft My Apps

From My Apps select the Zscaler Internet Admin icon to launch and automatically sign in to the ZIA Admin Portal. You can
also test your access by using your Portal URL with a SAML-only user.

1. Launch My Apps at myapplications.microsoft.com.
2. Select the ZIA application.

In this exercise, you access ZIA Admin Portal for the Zscaler Three Cloud:

https://admin.zscalerthree.net

C' @ @& myapplications.microsoft.com

#H My Apps v O Search apps... EX 2 (TD/:

All apps

q
ApJ C pJ
Add-Ins Admin Compliance Graph explorer (o... Security
Windows Virtual ... Zscaler Internet A... Zscaler Three

https://account.activedirectory.windowsazure.com/applications/signin/6d8d8b17-feb0-4dfa-9da3-c615f0845178?tenantld=045989¢c5-04a4-431b-8c19-e3e93...

Figure 103. Microsoft My-Apps
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ZPA SAML Admin Authentication

To enable SAML authentication for ZPA administrators when accessing the ZPA tenant, you must install and configure the
ZPA Administrator application from the Microsoft Entra ID Application Gallery.

To start the installation process, select Microsoft Entra ID > Enterprise applications.

Microsoft Azure £ Search resources, services, and docs (G+/) i) @ be]

Home >
Create a resource H
(i testmypacket | Overview
& Home Azure Active Directory
Bl Dashboard « @ switchtenant  [i] Delete tenant - C
© Ooverview

All services
K FAVORITES ¥ Getting started
@ Azure Active Directory can help you enable r

r & Preview hub partners. Learn more
All resources

7 e # Diagnose and solve problems

L App Services Manage teStmypaCket
<> Function App & Users ‘ O Search your tenant
-
s SQL databases & Groups
.o } Tenant information
&% Azure Cosmos DB 85 External Identities
£ Virtual machines & Roles and administrators Your role
Global administrator More info
@ Load balancers & Administrative units
License
BS storage accounts Enterprise applications Azure AD Premium P2
<2 Virtual networks CH Devices Tenant ID

045989¢5-0424-431b-8¢19-e3¢9

& Azure Active Directory App registrations

Primary domain

@ Monitor ) Identity Governance

testmypacket.onmicrosoft.com

& Advisor £ Application proxv

Figure 104. Add SAML admin application

Add the Zscaler Private Access Administrator Application
To add a ZPA admin application:

1. Select New application.

Microsoft Azure £ Search resources, services, and docs (G+/) B &

Home > testmypacket > Enterprise applications

Enterprise applications | All applications

Create a resource

= Home testmypacket - Azure Active Directory
B Dashboard « + New application == Columns 3
All services Overview
a Try out the new Enterprise Apps search pre'
% FAVORITES O oOverview
All resources X Diagnose and solve problems Application type Applicati
© Enterprise Applications Y Any
Resource groups Man: 7 "
el anage Application visibility
#8 App Services All applications Any b
&> Function App B Application proxy

First 50 shown, to search all of your applicatio

= SQL databases @ User settings
Name Homepage URL
& Azure Cosmos DB B8 Collections
Graph explorer (off https://develop
: Virtual machines i

Security Office 365 Exchang  http://office.mit
@ Load balancers

& Conditional Access Office 365 Manage

B8 Storage accounts @ .
Consent and permissions Office 365 SharePo _http://office.mit

<7 Virtual networks

Activity Outlook Groups

& Azure Active Directory

D sign-ins Skype for Business

0 Monitor

2

il Usage & insights (Preview) Windows Virtual D« https://mrs-Pra

@ Advisor
_ . & Audit logs Windows Virtual D«
@ security Center

M Provisioning logs (Preview) Zscaler Internet Act https://www.zs¢

O = 1= ]<[:[olefa]-]

Y Cost Management + Billi...

Figure 105. Add new application
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2. Search for zscaler private access.
3. Select the Zscaler Private Access Administrator tile.
4. Click Create.

Zscaler Private Access Administrator

Browse Azure AD Gallery (Preview)

Create your own application () Request newgalleryapp | 7 Got feedback?

1@ Clck hare 16 smitch back 15 the oid app gallery experience.

3) Frdenannd 550 D Provisioning

Single Sign-on - All User Account Management
uAL

Showing 13 of 13 results

Tscaler Private Access

( Administrator

?

Tscaler Private Access
@z

Zscaler One

<

Tscaker 628 Usar Porual

Figure 106. Zscaler Private Access Administrator app

Assign the Admin Accounts to the Application

First, assign your ZPA administrators to the application:

1. Select Users and groups. This launches the Add user page.

Microsoft Azure

L Search resources, services, and docs (G+/)

Create a resource
@ Home
BN Dashboard
All services

%  FAVORITES

Home > testmypacket

* Enterprise Application

i Overview

Deployment Plan

> Enterprise applications >

Browse Azure Al

- Zscaler Private Access Administrator

Properties

[~}

Name

Zscaler Private A

2 All resources Manage

s ApplicationID ©

@] Resource groups 1! Properties PP
eB82594e0-90fa-

®® App Services &2 Owners

& Function App

= SQL databases
&* Azure Cosmos DB
® Virtual machines

@ Load balancers

ai. Roles and administrators (Previ...
s[Emwsgor]

3 Ssingle sign-on

2 Provisioning

C  Self-service

Object D @
d12a7074-d532

Getting Started

= 1, Assign us

an ‘ )

B8 Storage accounts . Provide speci
Security to the applici

<% Virtual networks Assign users

4 Azure Active Directory

¥ Conditional Access

f, Permissions

Figure 107. Assign users to the administrator app
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2. Select Add user.

Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Zscaler Private Access Administrator

Create arescurce @ Zscaler Private Access Administr

Home as Enterprise Application

Dashboard «“

o Overview
All services

o The applicati
FAVORITES m Deployment Plan prevent this.

All resources Manage First 100 shown, t

(@] Resource groups Il Properties
het ) P Display Nam

App Services &2 Owners .
No application at

» Function App & Roles and administrators (Previ..
SQL databases
&* Azure Cosmos DB 3 Ssingle sign-on
Virtual machines 2 Provisioning
Load balancers C  Self-service
B Storage accounts

Security
*» Virtual networks

Figure 108. Add users

& Conditional Access

3. Select the Users and groups section.

4. Search and select all ZPA administrators or groups.

[WEES G TN © Search resources, services, and docs (G+/) m

Home > Zscaler Private Access Administrator Users and gmUF
50 Add Assignment

mel

Users and groups.

None Selected ME
®
&> Function App
= SQL databases Selected items
3% Azure Cosmos DB Toddh
" Virtual machines . toddh@restmypach
% Load balancers |:|E:| :S@Iﬁimy‘wtkﬂ

B8 Storage accounts

€% Virtual networks

Figure 109. Selecting ZPA administrators

5. Click Assign.

Microsoft Azure £ Search resources, services, and docs (G+/) B B

Home > Zscaler Private Access Administrator
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Users and groups
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4 Load balancers
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Figure 110. Assign ZPA administrators to the application
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Configure SAML for the Application

The next step is to configure SAML for the single sign-on (SSO):

1. Select Single sign-on.
2. Select the SAML tile.

Microsoft Azure P Search resources, services, and docs (G+/)

Home > Zscaler Private Access Administrator

Create aresaurce 3 Zscaler Private Access Administrator | Single sign-on
§ Home Enterprise Application
R Dashboard . .
pesheare Select a single sign-on method  Helpn

B Overview

All services
% FAVORITES m Deplayment Plan
All resources Manage ® leabled
Single sign-on is not enabled. The user
[®) Resource groups 11 Properties won't be able to launch the app from
My Apps.
88 App Services &2 Owners
> Function App &. Roles and administrators (Previ...
= SQL databases &2 Users and groups
&% Azure Cosmos DB 2 Single sign-on
£ Virtual machines @ Provisioning G SAML
Rich and secure authentication to
& Load balancers G Self-service applications using the SAML (Security

Assertion Markup Language) protocol
BS Storage accounts
ge & Security

<7 Virtual networks
% Conditional Access

4 Azure Active Directory o .
ia Permissions

Figure 111. Configure SAML

3. This brings up the SAML configuration wizard. Select Edit to open the Basic SAML Configuration page.
[a s ®e

e User Attributes & Claims.

ppiication. Add 3 ceruficate

& auditiogs

Figure 112. Basic SAML configuration

Copy the required SAML parameters from the ZPA portal and paste them into the fields as shown in the preceding
image. Open the ZPA portal in a separate browser tab or window and leave the Azure Setup momentarily so that
you can copy the values to insert on this page.
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4. Open the ZPA Admin Portal to get the required URLs.

ces, services, and docs (G#/)

5 P s ot B St Basic SAML Configuration
\dministrator | SAML-based Si

T Uplosdmeadaafie ) Crange single sigy

Identifier (Entity ID) *

The deéaut idersifier wil be the udience of the SAME response for IDPinitiated S50
Defaukt
it faderinsamisp private Scaler. com/asth/metadsta 216 193875 71916848
Patterns: https./fadminsamisp prvate Zscaier com/authmetadata
PRy Reply URL (Assertion Consumer Service URL) *
Relay State The deésust: reply UL wil b the destination in the SAML response for (0P iniated S50
Logout U
Defaus

com/ath/2161838TSTTHY

© i hmbues s clims

© s sgungcentone Relay State

Logout Url

Figure 113. Required parameters

ZPA Configuration for SAML Admin Access

Sign-in to your organizations ZPA Admin Portal using administrator credentials.

1. Enter the credentials.
2. Click Sign In.

#& admin.private.zscaler.com/#

5> zscaler
adminD

zpaadmingtestmypacket com|

o

Password

a

Single Sign-On Using IdP
Remember Me

Language.

Engisn -

Figure 114. The ZPA Admin Portal

3. To configure ZPA for administrator SAML authentication from the Add IdP Configuration wizard select
Administration > IdP Configuration > Add IdP Configuration.

4. Name the IdP Profile.

5. Select Admin for the Single Sign-On type.

6. Select the domains the administrators authenticate against in Azure.
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7. Click Next. This moves you to the SP Metadata setup.

Add IdP Gonfiguration

@ 9P information @ SPMetadata © CreateldP

Figure 115. Add the IdP configuration

8. Two URLs need to be copied and pasted into the Azure configuration.
a. Copy the Service Provider URL.
b. Copy the Service Provider Entity ID.

9. Click Next.

10. Open the Azure configuration window.

@ <P Information © sP Metadata © Create ldP

Configure the Service Provider information in your IdP

SERVICE PROVIDER SAML METADATA FOR ADMIN SSO

Service Provider Metadata Service Provider Certificate
& Download Metadata & Download Certificate

Service Provider URL Service Provider Entity ID

Pause

Figure 116. SP Metadata to copy and paste into the Azure configuration

Leave this window open and go to the Azure window to finish the Azure configuration.
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Finish the Azure Configuration for SAML Admin Access

To finish the Azure configuration:

1. Paste the Service Provider URL into the Reply URL field.

2. Paste the Service Provider Entity ID into the ID (Entity ID).
3. Select the URLs as Default.

4. Click Save.

sources, services, and docs (G+/)

Home > testmypacket > Enterprise apy ne
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[EE|
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Figure 117. Finish the Azure configuration

Saving the Azure configuration generates the Signing Certificates and the Metadata that uniquely identify the instance
and provide an authenticated session when authenticating the administrators:

1. Download and save the Federation Metadata XML file.

2. Open the ZPA window to finish the ZPA configuration.

| )

Home > Zscaler Private Access Administrator

Zscaler Private Access Administrator | SAML-based Sign-on

Enterprise Application

T Upload metadatafile ) Change single sign-on mode i= Testthis application = < Got feedback?
B Overview
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2 Owners
Identifier (Entity ID) hhttps: private.
& Roles and administrators (Preview) 16193875771916449
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Figure 118. Download the Federation Metadata to upload to ZPA
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Finish the ZPA Configuration for SAML Admin Access

The Federation Metadata XML file populates the required URLs and installs the signing certificate.
In the ZPA |dP Configuration window:

- Select and upload the Federation Metadata XML file from Azure.

€@ 3P information © SPMetadata © CreatelaP

Name

ZPA Aderin

Authentication Domains

AML ATTRIBUTES

IaP Metadata File

IdP Certificate

Single Sign-On URL

1P Entity ID

Save

Figure 119. Upload the Federation metadata to ZPA

- Click Save.

Add IdP Configuration x

€ /0P Information © SP Metadata € Create idP

Name

ZPA Admin

Authentication Domains

X testmypacket.com

TTRIBUTES
IdP Metadata File

.
IdP Certificate

=eesBEGIN CERTIFICATE=s+=+

MIICBDCC. g ETZp1AZgCicVMUDANBgRGhKIGOWOBAQSFADADMTIWMAYDVQ
QDEyINaWNyb3NvZnOgOXp1 cmUgRmVEZXIhaGVIFN TTyBDZXJ0aW2Zp Y 2FOZTAsFwOyMOEyMT
WOYMZEYMTUROTAZMdaMDQXMAWBGNVBAMTKU1 pY3ve20maCBBenVyZSBGZ

= BAMIBCGKCAQEA

Single Sign-On URL

hiips:/Aogn, oo, 15989 4-431b-8c19-6369371823ad/sami2

Figure 120. Completed ZPA Configuration

This completes the SAML configuration. Next, add administrators to ZPA.
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Add ZPA Admin Accounts to ZPA

All administrators for ZPA must be added to the ZPA portal as administrators. SAML to Azure authenticates the
administrators, but the admins still must be configured in both ZPA and Azure.

To add the administrator:

1. Select Administration > Administrators.

2. Select Add administrator or the Blue Plus sign.

Figure 121. Adding ZPA administrators

Enforce SSO for all Administrators
Select Enforce SSO for all Administrators to force all administrators, except for the primary ZPA administrator, to use SAML
for authentication.

1. Select Administrator > IdP Configuration > Settings.

2. Select Enabled for the Enforce SSO Login for Admins field.

3. Click Save.

IdP Configuration SAML Attributes

Enforce SSO Login for Admins

Admin Portal Session Timeout (In
Minutes)

30

Primary Authentication Domain

testmypacket.com

EEVCE  Cancel

Figure 122. Enforcing SSO for ZPA administrators
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Open the ZPA Portal from Azure My-Apps

After the configuration is complete, the admin can launch the ZPA portal from their My-Apps portal with SSO/SAML and
without having to enter credentials:

Select the Zscaler Private Access Administrator application from the My Apps portal.

All Apps
.ﬁ a: B B
Add-Ins Admin Compliance Graph explarer Security
(official site)
Windows Virtual Zscaler Internet Zscaler Private
Desktop Client Access.. Access.

Figure 123. Launch the ZPA Portal from the Admins My-App page

ZPA Administrator Portal Launched from My-Apps
The following image shows that the implementation was successful. You can access the ZPA Portal.

Applications Users Health App Connectors : 1 Hour v

Q

APPLICATIONS ACCESSED

SUCCESSFUL TRANSACTIONS

Figure 124. The ZPA Portal launched from the My-Apps page
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The Processes Summarized

The following steps are a no-frills outline of what you need to configure for Zscaler authentication and provisioning for
ZIA and ZPA. Use your Zscaler Cloud account information to complete application and URL fields. Zscalerthree is used
in these summary steps as an example, but your cloud might be different.

ZIA Authentication
1. Add the Microsoft Entra ID ZIA application for your cloud.
a. Select Microsoft Entra ID > Enterprise Applications > New application.
b. Search and install the Zscaler Three Application from the Microsoft Entra ID gallery.
2. Assign users to the Zscaler Three application.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Users and Groups.
b. Add ZIA users and groups.
3. Configure Authentication Azure Ul SAML for ZIA Authentication.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Sign-On > SAML.
b. Edit the basic SAML configuration.
i. Enter the Entity ID (zscalerthree.net).
ii. Enter the Sign-on URL (https://login.zscalerthree.net/sfc_sso).
ii. Enter the Reply URL (https://login.zscalerthree.net/sfc_sso).
iv. Save the configuration.
c. Get the SAML Signing Certificate.
i. Download the Base64 SAML signing certificate.
ii. Rename the certificate for ZscalerThree.cer to ZscalerThree.pem.
d. Set Up Zscaler Three and Configuration URLs.
iii. Copy the Login URL.
4. Configure Authentication Zscaler Three.
a. Select Administration > Authentication Settings > Authentication Profile.
i. Set Authentication Type as Enable SAML.
ii. Save the configuration.
iii. Activate changes.
b. Select Administration > Authentication Settings > Identity Providers > Add Identity Provider.
i. Name the IdP.
ii. Toggle the Status to Enable.
iii. Paste the Azure Login URL into the SAML Portal URL field.
iv. Enter NamelD as the Login Name Attribute.
v. Upload the ZscalerThree.cer file as the IdP SAML Certificate.
vi. Select Microsoft Entra ID as the Vendor.
vii. Select the Authentication Domain or Leave as Default.

viii. Save the configuration.
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ix. Activate the changes.

ZIA Provisioning
1. Configure Provisioning Zscaler Three.

a. Select Administration > Authentication Settings > Identity Providers > Edit the Azure IdP.

i. If using SAML provisioning.

1. Enable SAML Auto-Provisioning.

2. Enter userName as the User Display Name Attribute.

3. Enter memberOf for the Group Name Attribute.

4. Enter department for the Department Name Attribute.
5. Save the configuration.

6. Activate the changes.

ii. If using SCIM provisioning (recommended, must be E5, or P1/ P2 Azure).
1. Enable SCIM Provisioning.

. Select Generate Token.

. Copy the Base URL to paste in Azure.

. Copy the Bearer Token to paste in Azure.

. Save the configuration.

o U~

. Activate the changes.

7. Configure Provisioning Azure.

b. Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Provisioning.
i. Change Provisioning Mode to Automatic.

ii. Under Admin Credentials.

1. Enter the Zscaler Base URL into the Azure Tenant URL.

2. Enter the Zscaler Bearer Token into the Azure Secret Token.
3. Test the connection.

4. Save the configuration.

iii. Enable provisioning synchronization.

1. Toggle Provisioning Status to On.

2. Save the configuration.

iv. (Optional) Push immediate users needed for test.

1. Select Provisioning > Provision on Demand.
2. Select User.
3. Select Provision.

4. Repeat.

v. (Optional) Enable scoping filters.

1. Create User or Group SCIM scoping filters.
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ZPA Entitlement
1. Enable ZPA Entitlement.

a. Azure: Microsoft Entra ID > Enterprise Applications > Zscaler Three > Users and Groups.
i. Add the ZPA group that contains the ZPA users.

b. Zscaler Three: Policy > Zscaler Client Connector Portal.
i. Select Administration.
ii. Select Zscaler Service Entitlement.
iii. Select the ZPA Entitlement Group for Groups Enabled.

1. Do not select ZPA Enabled by Default.

iv. Save the configuration.

c. To manually sync group in Zscaler Three: Policy > Zscaler Client Connector Portal.
i. Select Administration.
ii. Select Client Connector Support.
iii. Select Advanced Configuration.

iv. Select Sync Groups.

ZPA Authentication
1. Add the Microsoft Entra ID ZPA Private Access (ZPA) application for your cloud.
a. Select Microsoft Entra ID > Enterprise Applications > New application.
b. Search and install the Zscaler Private Access (ZPA) application from the Microsoft Entra ID Gallery.
2. Assign users to the Zscaler Private Access (ZPA) application.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Users and Groups.
b. Add ZPA users and groups.
3. Configure authentication Azure: SAML for ZPA authentication.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Sign-On > SAML.
b. Edit the basic SAML configuration (need URLs from ZPA to proceed).
4. Configure authentication Zscaler Private Access.
a. Select Administration > Authentication > IdP Configuration.
i. Add IdP.
b. Add IdP configuration.
i. Name the IdP.
ii. Select User for Single Sign-On.
iii. Select authentication domains.
iv. Select Next.
c. Add SP metadata.
v. Copy the Service Provider URL to paste in Azure Reply and Sign-On URL.
vi. Copy Service Provider Entity ID to paste in Azure Entity ID.

vii. Select Next.
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5. Configure authentication Azure: SAML for ZPA authentication.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Sign-On > SAML.
i. Paste the ZPA Service Provider URL to in the Azure Reply and Sign-On URL.
ii. Paste the ZPA Service Provider Entity ID in the Azure Entity ID.
iii. Save the configuration.
iv. Download the Federation Metadata XML file.
6. Configure authentication Zscaler Private Access.
a. Administration > Authentication > IdP Configuration.
i. Select and upload the Federation Metadata XML file saved from the Azure Portal.
ii. Save the configuration.

iii. Test authentication.

ZPA Provisioning
1. Configure SCIM provisioning Zscaler Private Access.
a. Select Administration > IdP Configuration > Edit the Azure IdP.
i. Enable SCIM Sync.
ii. Select Generate New Token.
iii. Copy the SCIM Service Provider Endpoint URL for the Azure configuration.
iv. Copy the Bearer Token for the Azure configuration.
v. Disable SAML Attributes for Policy (Ignore the Error).
vi. Enable SCIM Attributes for Policy.
vii. Save the configuration.
2. Configure SCIM provisioning Azure.
a. Select Microsoft Entra ID > Enterprise Applications > ZPA > Provisioning.
i. Change Provisioning Mode to Automatic.
ii. Under Admin Credentials.
1. Enter the Zscaler Base URL into the Azure Tenant URL.

2. Enter the Zscaler Bearer Token into the Azure Secret Token.

3. Test the connection.
4. Save the configuration.
iii. Enable provisioning synchronization.
1. Toggle Provisioning Status to On.
2. Save the configuration.
iv. (Optional) Push immediate users needed for test.
1. Select Provisioning > Provision on Demand.
2. Select User.
3. Select Provision.

4. Repeat.
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v. (Optional) Enable scoping filters.
1. Create User or Group SCIM scoping filters.
3. Configure SAML Provisioning Zscaler (optional).
a. Select Administration > IdP Configuration > Edit the Azure IdP.
i. Disable SCIM Sync.
ii. Enable SAML Attributes for Policy.
iii. Disable SCIM Attributes for Policy.
iv. Save the configuration.
4. Configure Microsoft Entra ID Group Mapping Azure.
a. Select Microsoft Entra ID > Enterprise Applications > ZPA.

i. See the configuration details in the body of the document.

ZIA SAML Admin Authentication

1. Add the Microsoft Entra ID Zscaler Internet Access Administrator application for your cloud.

a. Select Microsoft Entra ID > Enterprise Applications > New application.

b. Search and install the Zscaler Internet Access Administrator application from the Microsoft Entra ID gallery.
2. Assign users to the Zscaler Three application.

a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Internet Access Administrator Application >
Users and Groups.

b. Add ZIA administrator users and groups.
3. Configure Authentication Azure: SAML for ZIA Authentication.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Three > Sign-On > SAML.
b. Edit the basic SAML configuration.
i. Enter the Entity ID (https://admin.zscalerthree.net).
ii. Enter the Reply URL (https://admin.zscalerthree.net/adminsso.do).
iii. Save the configuration.
c. Get the SAML Signing Certificate.
i. Download the Base64 SAML Signing Certificate.
4. Configure Authentication Zscaler Three.
a. Select Administration > Administrator Management > Administrator Management.
i. Enable SAML authentication.
ii. Upload the Internet Access Administrator.cer certificate saved from Azure.
iii. Save the configuration.
b. Select Administration > Administrator Management > Administrators.
i. Add administrators that use SAML authentication.
ii. Save the configuration.

iii. Activate changes.

©2021 Zscaler, Inc. All rights reserved. 98



ZSCALER AND AZURE IDENTITY DEPLOYMENT GUIDE |

ZPA SAML Admin Authentication

1. Add the Microsoft Entra ID Zscaler Private Access Administrator application for your cloud.

a. Select Microsoft Entra ID > Enterprise Applications > New application.

b. Search and install the Zscaler Private Access Administrator from the Microsoft Entra ID gallery.
2. Assign users to the Zscaler Private Access Administrator application.

a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access Administrator > Users and
Groups.

b. Add ZPA users and groups.
3. Configure Authentication Azure: SAML for ZPA Admin Authentication.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access Administrator > Sign-On > SAML.
b. Edit the basic SAML Configuration (you need URLs from ZPA to proceed).
4. Configure Authentication Zscaler Private Access.
a. Select Administration > Authentication > IdP Configuration.
i. Add IdP.
b. Add IdP configuration.
i. Name the IdP.
ii. Select Admin for Single Sign-On.
iii. Select Authentication Domains.
iv. Click Next.
c. SP metadata.
i. Copy the Service Provider URL to paste in Azure Reply URL.
ii. Copy Service Provider Entity ID to paste in Azure Entity ID.
ii. Click Next.
5. Configure Authentication Azure: SAML for ZPA Admin Authentication.
a. Select Microsoft Entra ID > Enterprise Applications > Zscaler Private Access > Sign-On > SAML.
i. Paste the ZPA Service Provider URL in the Azure Reply URL.
ii. Paste the ZPA Service Provider Entity ID in the Azure Entity ID.
iii. Save the configuration.
iv. Download the Federation Metadata XML file.
6. Configure Authentication Zscaler Private Access.
a. Select Administration > Authentication > IdP Configuration.
i. Select and upload the Federation Metadata XML file.
ii. Save the configuration.
iii. Test the authentication.
b. Select Administration > Administrator Management > Administrators.
i. Add administrators that use SAML authentication.

ii. Save the configuration.
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Transparent SSO Using IWA with Microsoft Entra ID

One of the advantages of using Microsoft Entra ID is that you can often use Integrated Windows Authentication (IWA)

to provide SSO to your Zscaler installation. SSO provides a better user experience by automatically authenticating users
with their Windows domain credentials. Zscaler can take advantage of IWA if IWA is configured for the Microsoft Entra

ID environment. IWA is not a Zscaler feature or Zscaler configuration, and works between Microsoft Entra ID and the
Windows Active Directory Server. However, Zscaler can take advantage of a working IWA environment. IWA is a Microsoft
feature that allows you to automatically authenticate using your Windows Active Directory authentication credentials.

IWA works in two Azure architectures:

- An Microsoft Entra ID and On-Site Microsoft Entra ID hybrid environment.
- An all-Microsoft Entra ID environment with Microsoft Entra ID Directory Services installed as an Azure service.
IWA uses Kerberos ticketing, and the Windows device must authenticate to the FQDN of the authenticating service in

Azure.

To enable IWA for Zscaler in either the Hybrid Microsoft Entra ID or AADDS environments, you install two URLs as trusted
sites in your intranet zone on your browser and install the Zscaler Client Connector with the -—userDomain and
--cloudName command line installation parameters.

Microsoft Azure online documentation provides detailed configuration options, including GPO options to push the
browser settings.

Why do you need to add the domains as trusted domains? By default, the browser automatically calculates the correct
zone, either internet or intranet, from a specific URL. For example, https:/testmypacket/ maps to the intranet zone,
whereas https://internet.testmypacket.com/ maps to the internet zone (because the URL contains a period).

Browsers don't send Kerberos tickets to a cloud endpoint, like the Microsoft Entra ID URL, unless you explicitly add the
URL to the browser’s intranet zone.

-Add *.yourlogindomain.comand autologon.microsoftazuread-sso.com to your browsers trusted
intranet sites.

See Appendix A: Capture the SAML Request for Troubleshooting in the back of this guide.
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PAC File and Zscaler Client Connector: Authentication Bypasses

When using ZIA, you must bypass the IdP login URLs for authentication to succeed.

For ZPA, you are not required to bypass the IdP login URL.

Destination URLs can flow through ZIA, but bypassing the URLs for ZIA is a requirement for both browser PAC files and for
the Zscaler Client Connector. You can also apply these bypasses as authentication bypasses in Zscaler ZIA.

The difference between the two methods is what IP Microsoft Entra ID sees. A ZIA authentication bypass shows the
Zscaler IP range, while the PAC file / Zscaler Cloud Connector bypass shows the egress IP of the customer. Both methods
work, but you might have requirements for which method works better.

You must add the following entries to your browser PAC or the Zscaler Client Connector custom PAC file for the
application profile.

For more information see Appendix A: Capture the SAML Request for Troubleshooting.

PAC File Bypasses:

// Microsoft Entra ID Authentication Bypass

if

dnsDomainIs (host, “login.microsoftonline.com”) ||
dnsDomainIs (host, “clientconfig.microsoftonline-p.net”) ||

dnsDomainIs (host, “*.autodiscover.yourdomain.com”))

return “DIRECT”;
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Appendix A: Capture the SAML Request for Troubleshooting

Troubleshooting SAML can be challenging. The troubleshooting procedures find and decode the SAML assertion and look
at the attributes returned by the IdP. The following steps capture the assertion by using the Chrome browser’s Developer
Tools. You can then decode the assertion using a base 64 decoder on the desktop. Use of a decoder on the local
computer is the most secure method. Alternatively, you can use browser extensions, or cloud based base64 decoders,
but when clear text passwords are present in the data, keeping things in house- such as using a decoder on the desktop-

is always more secure. You can use any browser to capture the SAML assertion. The procedures for the most common
browsers are in the next sections.

How to View a SAML Response in Your Browser for Troubleshooting

Retrieving your service provider SAML response in your browser can help you troubleshoot single sign-on (SSO) login
issues.

Google Chrome: To View a SAML Response in Chrome
1. Press F12 to start the developer console.
2. Select the Network tab, and then select Preserve log.

3. Reproduce the issue.

4. Look for a SAML Post in the developer console pane. Select that row, and then view the Headers tab located at the
bottom of the window. Look for the SAMLResponse attribute that contains the encoded request.

The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded
response.

Mozilla Firefox: To View a SAML Response in Firefox

1. Press F12 to start the developer console.

2. In the upper right of the developer tools window, click the options icon (the small gear icon). Under Common
Preferences, select Enable persistent logs.

3. Select the Network tab.

4. Reproduce the issue.

5. Look for a POST SAML in the table. Select that row. In the Form Data window on the right, select the Params tab and
find the SAMLResponse element

The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded
response.
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Apple Safari: To View a SAML Response in Safari

1. Enable Web Inspector in Safari. Open the Preferences window, select the Advanced tab, and then select Show
Develop menu in the menu bar.

Open Web Inspector. Click Develop, then select Show Web Inspector.
Select the Resources tab.
Reproduce the issue.

Look for a POST method with a samlconsumer file in the table.

o oA W

Scroll down to find Request Data with the name SAMLResponse.

The SAMLResponse attribute contains the encoded request. Use a Base64 decoder to investigate the decoded
response.

Microsoft Internet Explorer: To View a SAML Response in Internet Explorer

The best way analyze network traffic in Internet Explorer is through a third-party tool.

Follow the steps at How to Use Fiddler Web Debugger to Analyze a WS-Federation Passive Sign-In to download and
install Fiddler and capture the data.

What to do with the Base64-encoded SAML response

After you find the Base64-encoded SAML response element in your browser, copy the element and use your favorite
Base-64 decoding tool to extract the XML tagged response.

Security Tip

Because the SAML response data might contain sensitive security data, Zscaler recommends that you do not use an
online base6t4 decoder. Instead, use a tool that is installed on your local system.

Configuring Your Browser to Capture the SAML Response

First, configure Zscaler as a proxy for your browser. You can configure the automatic FQDN to select the fastest gateway
response as the proxy. The FQDN is gateway.zscalerthree.net, where zscalerthree is replaced by your cloud (i.e.,
gateway.zscloud.net, gateway.zscalertwo.net, etc.).

For this exercise, manually select the proxy from your list of enforcement nodes. Enter your cloud information center
(in the preceding example, the URL is ips.zscalerthree.net/cenr). In the example, the URL lists the enforcement
nodes for the Zscalerthree cloud. The Dallas IP is used as the proxy address defined in our example browser.

€ & C O & hupsyips.zscalerthree.net/cenr

Chicago 1652250023  chilsmesscalerthreenet  165.325.0.159 chil
vpn.zscalerthree.net

Chicago 165.225.56.0/22 165.225.56.0

Chicaga 16522560022 chil2smezscalerthreenet 1652256020 1652256029  chil2-
ven.zscalerthree.net

Chicago 137.83.154.0/24 137.83.154.0
Chicago 1652252024 16522520

Dailas1 165225340123 dfwlsmezscalerthree.net  165.225.34.42 dfwl
ven.zscalerthree.net

Dallas | 165.225.216.0/23  dfwl. 165.225.216.32 dfwl2-

2.sme.zscalerthree.net vpn.zscalerthree.net

Denver il 165.225.10, den3 smezscalerthree.net  165.225.10. 1652251056 den3:
vpn.zscalerthree.net

LosAngeles  104129.1980/23  qlalsmezscalerthreenet  104.129.198174 qlal-
vpn.zscalerthree.net

MexicoCity|  136.226.0.0/23 13622600

Miami il 1652 oz 3. lerthree.net 16522522232 16522522258  miad
vpn.zscalerthree.net

Figure 125. Select a test proxy
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Open the proxy configuration screen for your test browser and enter in the proxy IP address. You must also enter in the
Microsoft Entra ID domains as bypasses so that the request reaches Microsoft Entra ID and isn't blocked by ZIA.

The three Microsoft Entra ID domains to bypass are as follows:

- login.microsoftonline.com
- config.microsoftonline-p.net
- *.autodiscover.testmypacket.com

Save the changes. You are now ready to test.

=~ Wi-Fi

Wi-Fi  TCPfIP DNS WINS 8021X  Proxies Hardware

Select a protocol to configure: Web Proxy Server

Auto Proxy Discovery [165.225.216.32 |:fs0 |

Automatic Proxy Configuration
Web Proxy (HTTP)

Secure Web Proxy (HTTPS)

FTP Proxy

SOCKS Proxy

Streaming Proxy (RTSP)

| Proxy server requires password

Gopher Proxy
Exclude simple hostnames

Bypass proxy settings for these Hosts & Domains:

login.microsoftonline.com client config.microsoftonline-p.net *.autodiscover.testmypacket.com

Use Passive FTP Mode (PASV)

Figure 126. Setting your browser proxy settings
To validate the authorization, complete the following steps.

1. Enter any URL in the browser, and ZIA prompts you for authentication credentials.

2. Start your developer tools.

3. Select the three dots at the top right of the browser to open a drop-down menu, Select More Tools, and then
Developer Tools. This starts the developer screen.

New Tab

New Window

our brows . NewIncognito Window oxN
A Youund Google B '
8 3 You and Gaogle History
Bownloads T
L e Baokmarks
@
@ Privacy and security Zoom - 100% +
Symc and Google servioes print %P
@ appe
Cast..
Managa your Geogle Account
Q Find, HF
. kSR
Edit cut Copy  Paste
o importboa
e Clear Browsing Data, ona Sattings x,
Adwnced - Extensions Halp
Autofil
Bl ol B0 Managed by zscaler.com
g o] :
or Pl = xR
About Chrome
B Paymentmetads
@ modesces s  more

Safety check

Figure 127. Selecting Developer Tools
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The network trace shows you the connection and packet information as both authenticate into Zscaler and Microsoft

Entra ID.

The initial authentication screen, shown in the preceding image, is looking for only the user domain that is appended
to the User ID, so that Zscaler knows which Zscaler instance to direct the request to. In this case, the domain is
testmypacket.com.

@ Welcome To Zscaler Directory X +
C % @& https;//gateway.zscalerthree.net
% (] CElements Console  Sources mance  Memory  Application
® ® ¥ Q [ Preservelog (] Disablecache = Online +
Filter O) Hide data URLs [} | XHR JS CSS Img Media Font Doc WS A
[ Has blocked cookles [ Blocked Requests
| 1000ms 2000ms 3000 ms 400ms  S000ms  G00Oms  TO0Oms  BOOOms  9000r
Name Status. Type Initiator Size 5
_| dip-test.tcp-udp.net 307 docume... ¢ 3B 5.
N auDZorigurt=http9%3A%2FHIFdIpIe2dt... 200 document dip-testicpud..  223kB 4.
- & dataimage/pngbase. .. 200 png fauD?origurisht... (memaor 0.
- S|gn In favicon.ico 403 taxtthiml | Other 138kB 6
dataimage/png base. . 200 png auDoriguri=htt... {memer... O.
= dataimage/png base. .. 200 pna aulforigurl=htt... 0.
8 dataimage/png base 00 png auD%origur=htt... {memor... 0.

User Name

I toddh@testmypacket. mmll

Need help? Gontact your IT support.

B

Figure 128. Capturing the SAML Request

Zscaler redirects the authentication request to Microsoft Entra ID, and you see the Microsoft Entra ID authentication

screen.

Log in with a valid user ID from the Microsoft Entra ID database associated with the Zscaler instance.

Network Memoey

®® ¥V Q O () Disablecache | Onine + & #

Application

BE Microsoft Preserva lag

Hide data URLs (]
Blocked Requasts

. . XHR JS CSS Imp Media Fonl Doc WS Manifest Other
Signin

Has blocked cookles [

toddn@testmypacket.com| SOms  t0Oms  1S0ms  ZOOms 2500 amoms 300 4000 wooms so0ms
ant
Sign Mama Status size T
saeni2 200 47.9K8 5.
Me Wmvad 200 7538 4.
ConvergedLogin PCore VDrHBUX0pOOXMAZZK... 200 118K8 1..
microsoft_logo_eeScAdibA24BCS3810dC1aT0. . 200 1848 2
CONvEned 2 login min_riygetentenvappdeng... 200 1998 6.
200 12,048 &
convemediogin_pletchsessnsprogress_seccr... 200 6.0K8 6..
march white_166ci083471265253ablad. . 200 3148 6.
marching_ants_bB40s8e518037192632641658b4 .. 200 3948 5.
2 be3d3285968957B: 190167 1756885 svg 200 9888 2.
. S50probe PClent-request-id=2a166571-0034-411... 401 898 3
dssostatis 200 v 13%8 7.
‘converged v2 login min_rayhgetemtxprvappeng. . 20 fete " 2
ux.converged login.strings-en.min_uTzwdnzdse... 2 fetch samiz54 (prefetch .. 3.

Figure 129. Authenticate to the Microsoft Entra ID IdP
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After authentication has completed:

1. Select the packet called sfc_sso, that is destined to login.zscalerthree.net. This is the SAML response from Microsoft
Entra ID and contains the SAML assertion. The assertion is base64 encoded and requires a decoder to get the clear
text information.

2. Select the SAML response data excluding “SAMLResponse:” we want only the data.

]| Dewss o Motk Pt Manory  Aokatin  Searty  Looss o1 @Bt x
6 va

+ s &
55 iy Mada Ford Ooc WS Ml O () Haa bchad comion (] Boched uests

e

5 211N et | 31948 oo

Fié:Jre 130. SAML response containing the assertion
Using a baseb4 decoder:

1. Paste the encoded text into the application.
2. Copy the decoded SAML assertion.

(For this demonstration, we used the Base64Anywhere app downloaded free from the Mac App store. There are also
free decoders in the Windows store if you are a Microsoft user, and command line options. For example, for macOS you
can use a CLl command “base64 -D data” to decode the assertion.)

[ XX ] Base64Anywhere

Base64 Encoded Text
B A 0 S R Y A R R AP RS R A Y L R AT A AR SR YT R 6 RS Y S R  H YSR R e
htPSJodHRWO1BvdA3diLnczIm9yZyByMDAXL2EWL3IhtbC1l1eGMtYZEObiMiLZ4BZHMEU 21N aXRobT0iaBR0cDovL3d3dy53MyS
vemevM jAWMSSWNC94bWxke2lnLiwlvemU jenNhLXNOYTI INL IVP jxkczpSZWZlemVuY2UgVy Br’jSCBf-’l k3MzQ40TESNZIONFY3NjYiPixk
czpUcmFuc2ZvemlzPjxkczpUcmFuc2 Zvem(gOoWxnb3JpdGhtPSJodHRwWOi8vd3d3LnczLm! icJZW52 ZWXVeGVKLXNPZ 25hdHVYZ
SIVP]jxkczpUcmFucZZvem0gQWxnb3JpdGht PSJodHRwO18vdid3LnczLm9yZy8yMDAXLZEY Encoded 1YzpJbmNsdXNpdmVOYW1lc3BhY2
VzIFBYZWZpeExpc3Q9InhzTiB4bWxuczplYz0iaHROCDOVL3d3dy53MySvemevhjAWMS BN SAML Assertion PCIkezpUcnFuc2Zvemd+PCkezp
UcmFuczzveml zP jxkczpEaWwd1lc3RNZXRob2QgQWxnb3JpdGht PSJodHERWOiBvd3id3iLnczLy YNZAGEYNTYiLz48ZHM6RGLNZXNO
VmFsdWU+OCtnRmE3UjZVSkovYUQSNnpVciRzc 1d6SWIYSVBORE LKRINCT j VmUmt TZ 20 BL2K 6UMVMZXJ 1bmN 1P jwvZHM6UZ21nb
mVkSWSmbz48ZHMEUZ LnbmF 0dXJTLVmF sdWU+00dtUBh2T1JkS2Fib3FETDU4MOhZOWItKO9hT1IGCcLFrcERVVIMVNAXhXeU 100k4 2N2VY T3IFOYWdUSZhBWCS 3ZE
PCAER3THIKNVpPS5S3ovaStxeE4 IR 1pnVEIgQMKACTGZCRFpKZFLXMTRERGIXN2 pqQUL LWD1BMONVEGU Y anJ xMXd4R2XGS09PS 204 NEL tWUQWR2 1UZU9Ub2N1dUL
EV3VSTVhWRLIKbDhVM3EYyd jV3TURWOES 10XNIMURZLOFEdEOra3VOWGloaENOSm1PRGLIVEAUY1J0U0 luMUo4 aGRNRmta ZnhTMNVSRW10MK5 ZTGIic1VVekNz
22xrNThhTGIZ2UkVVbjRtWnkwZ ThUZTIDNOLURUY 1VMIRM JFma0VsMCIVZ 1d4 TDNraDA2 ThkVVT210MU1sT2w3V3divitUdksxY INOCDB4K29pbG1Da0dKTOF6T
jF6UZ1NPTOBL2RZ0LNPZ 25hdHVYZVZhBHEV]IP] xke2pLEX1IbmZVP jXkeZpYNTASRGFOY T4 8ZHMEWDUWOUNLenRpZm] YXR1PK 1JSURWRENDQWISZ0F3SUJBE 0

Copy

Decoded Data Or Text

BAOMBE9rdGEXFDASBNVBASMC LNTT1Byb3Zp2 GVyMRMWEQY DVQQDDAPKZ XY tNJA2MJCXMRWWGGY T
KoZIhveNAQKBFglpbmZvQGIrdGEUY29tMIIBI JANBgkghkiGIWOBAQEFAAOCAQSAMITIBCGKCAQER
mbRL1IGLt23Vp+VVKCNDCXRAy 1GWSF2UbWnISLMIPZniPOEXG4KNWUCO4TZUL1FG]jajlocfmWkeg
NILPLMVERMPe0SThC 1hfhvX4VeIvinFbidIcio/EqleCyTf2tWeWXF5PsaZVHMXXt6 PKBAKECerol Base64
u9lv/DvamakJozpluwStdjphRcMXdy 3d5DyXoppKkXzLanMONI6uYDOp/ +TPVU3 jMBYkUFZs jbHA
DPBAGE2350qX+Jaehigmil6/J6SCLzz59u/VyANIbIE2PQzyd8FIRXBKYC£40£ae /101 kN2 1Zau6y Decoded

PEVHFeOXHOqwBxhIbdV/WDyqQqzhMVa/GFYNuQI DAQABMAOGCSQGS Ib3DQEBCWUAA4 IBAQA+JDUP SA M L ASS e rtio n
U+awdnT/4bxs JCb1QIF+gHGMgohwx6 3X0BI0LjdrFO jreoTypvCTmUVebDGYMV jXexioCHEG/ 11A
0ZKUKjxGyyDhUcpcDsmiDKDBk lcGVm4ltnYXUst F4uPBQHNgzWOCmp4 SAzIId7TPpIs85ZMnWQlpr
1TBLA40JCCUhWCDDTL/gVENMBSa5b4 6UkcoKHzgqzACIFHIMKGOozheAr 39Y8WADP 4BhuCXWhJIDR
TbSUlAtkIUNLSBVERZH7 sqt/mKIJuBf15+DPs6s6+6XT6xkVegTIILGETcSUROLL/af6YnCkxuzZ2U
TRIxxPc2kI¥bz1vXPCNsegOV4nzDxiec</ds:X509Certificate></ds:X509Data></ds:KeyInfo></ds:Signature><saml2p:Status

wminesoaml Tmmt s anei o namans s bas SAMT 27 Nanratasal faeoaml 2ns Sk atnerada s lnas Tnrnsnne iesnamas s tas SAMT -

Copy

Get the code!

Figure 131. Decoding the Base 64 Encoded assertion
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You can see the clear text assertion with the NamelD of the user and the other attributes. In this example, you see

that the user is part of a group called Everyone. All groups and attributes associated with the user can be seen in this
response.

<?xml version="1.0" encoding="UTF-B"?=<saml2p:Response ID="1id121708133819734891972466766"
InResponseTo="_6409506983574799128" Issuelnstant="2020-08-13T19:27:17.996Z" Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.@:protocol" xmlns:xs="http://www.w3.0rg/2001/
XMLSchema"=<saml2:Issuer Format="urn:oasis:names:tc:SAML:2,@:nameid-format:entity"
xmlns:saml2="urn:oasis:names:tc:SAML:2.@:assertion">exksledkiBoMrgEVy@h7</saml2:Issuer><ds:Signature
xmlns:ds="http://www.w3.0rg/2000/89/xmldsig#"><ds:SignedInfo=<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cldn#" />=ds:SignatureMethod Algorithm="http://
www.w3.0rg/2001/04/xmldsig-more#rsa-sha256" /><ds:Reference
URI="#1d1217@08133819734891972466766"><ds:Transforms=<ds:Transform Algorithm="http://www.w3.0rg/
2000/09/xmldsig#enveloped-signature" /><ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc—
clan#"><ec:InclusiveNamespaces PrefixList="xs" xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4ng" /></
ds:Transform=</ds:Transforms=<ds:DigestMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#sha256"/
=<ds:DigestValue=B+gFawRB6U1]/aD96zUrdssWzIbXIPhDMIFSBNSfRkSg=</ds:DigestValue></ds:References</
ds:SignedInfo><ds:SignatureValue>CGmPxvORdKabogDL583HsAbm+0a0RF rQkpHUVeMuxWyMtBN67eX0gNagnKhAX+7dIBtD
wLrdSZyKz/
i+qxN5GZgTBj2GBLTBDZddYW14DDoq7j jAIeX9A3Code2 ] rqlwxGLFKOOK ] 84KmYDBGITe0To3euMDWURMXVFRI18U3 g2 v5wMHVED
u9sH1Ds/
ADtM+kuNXihhstJi0DiwPGTcRtSMn1J8hcgFkZfxS2uyEmN2NYLobsUUzCsglk5BaloYREUN4mZyBe8Te2C7ITEOUVbQ21fKELD/
ogWxL3kh@ENEcOINIMLO 1 7WwbR+TvK1cStp@x+0ilmCkGI0AZN1259g==</
ds:SignatureValue><ds:KeyInfo><ds:X509Data><ds:X509Certificate>MIIDpDCCAoYgAWIBAgQIGAVZ10]jBCcMABGCSGSI
b3DQEBCWUAMIGSMQswCQYDVQQGEWIVUZETMBEG
ALUECAWKQ2FsaWZvemSpYTEWMBOGALUEBwWwNU2FUIEZyYWS5jaXNjbzENMASGALUECQWET2t@YTEU
MBIGALUECWWLUINPUHIvdmlkZXIxEzARBgNVBAMMCmRLd102MDYyNzExHDAaBokghkiGIw@BCQEW
DWluZm3Ab2t@YS5jb20wHhcNMTcwNj ISMjAIMzI2WheNMj cwNj ISMjAINDI1W] CBkj ELMAKGALUE
BhMCVVMxEzARBgNVBAgMCKNhbGLmb3JuaWExF j AUBgNVBACMDVYNhbiBGemFuY21zY28xDTALBgNV

BACMBES rdGExFDASBgNVBASMCINTT1Byb3ZpZGVyMRMWEQYDVQOQDDAPKZXYtN]A2ZM] cxMRwwGQY ]
KoZIhvcNAQkBFglpbmZvQGIrdGEUY29tMIIBI jANBgkghkiGO9wOBAQEFAAOCAQBAMIIBCgKCAQEA
mbRLIIGLt23Vp4+vvKcNDCxRdy1GwSF2UbWRIBLMOPzniPOEXGAKNWUCO4TZUL1IFGjaj locTmWkeq
n3Lmev8RmPe05ThC1hfhvx4vtIVJanJIcloquleEnyztwewxF5PsaZVHHKKt6PkBAkECcr01
u9lv/DVamaKlozplUwStdjphRcMXdy3dSDyxoppKkXzLanMONIGuYDOp
pBAQE2350qX+Jaehjgmil6/16sCLz259u/VvANIbIE2PQzydBFnRXE

PfvHFe0XHBgwBxhIbdV/WDygQgzhMVa/GFYNuQIDAQABMARGCSGS Our User P
U+JIWdnT/4bxSjCbLQ9F+gHGmgohwx63XoB8IOLjdrF@jrsoTypvCTm
0zKUKjxGyyDhUcpeDsmiDKDBk1eGVmd LtnYXUstF4uPBOHNgzWOcm ﬂﬁa[Jp()d to
1TBLA4@ICCUhwWCDDTL/qvENmMBSa5b46UkcoKHzggzAC1IFHIMKGBoZ Plan10|C

TbSUTAtkIUnLSBvfRZHTsqt/mKJuBf15+DPs6s6+6XI6xkVE6q79IL
TRIxxPc2kIYbz1lvXP(NsegOV4nzDxiec</ds: X509Certificates< ewInfo=</
ds:Signature=<saml2p:Status xmlns:saml2p="urn:ocasis:names:tc:SAML:2\0:protoct]"><saml2p:StatusCode

xmlns:saml2="urn:pasis:names:tc:SAML:2.0:assertion"><saml2:Issuer Forfgt="urn:oasisThames:tc:SAML:
2.0:nameid-format:entity">exksledkiB8oMrgEVy®hT7</saml2:Issuer><saml2:50®ject><saml2:NamelD
Format="urn:casis:names:tc:SAML:2.0: nameld-format transient">toddh@househarcourt. come</
saml2:NamelD><saml2:SubjectConfi “urn:oasis:names:tc:SAML:
2.0:cm:bearer"=<saml2:Subject ponseTo="_6409506983574799128"

NotOnOrAfter="2020-08-13T19:3] CJLH’(BFOL”3S ‘zscloud.net"/></saml2:5ubjectConfirmation></
saml2:Subject=<saml2:Conditio 13T19:22:17.9962"
NotOnOrAfter="2020-08-13T19:33 mapped to ienceRestriction=<saml2:Audience=zscloud.net</
saml2:Audience=</saml2:Audiend memberOf Conditions><saml2:AuthnStatement
AuthnInstant="2020-08-13T719:2

SessionIndex="_6409506983574798
Cc:SAML:2.@:ac:classes:PasswordProtectedTri
saml2:AuthnStatement><saml2:AttributeStat
NameFormat="urn:oasis:names:tc:SAML:2.08:a

ext><saml2:AuthnContextClassRefsurn:oasis:names:t
2:AuthnContextClassRef></saml2:AuthnContext></
A tribute Name="DisplayName"

trname-format: pecified"=<saml2:AttributeValue
xmlns:xs="http://www.w3.0rg/2001/XMLSchemd" xmlns:xsi="http™ /www.w3.0rg/2001/¥MLSchema-instance"
xsiitype="xsistring">toddh toddh</saml2:AtjtributeValue=</samldAttribute=<saml2:Attribute
Name="Department" NameFormat="urn:oasis:napes:tc:SAML:2.0:attrnawge
format:unspecified"><saml2:AttributeValue Ins:xs="http://www.w3.'8yg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema—-instance" xsi:type="xs:swring"/></
saml2:Attribute><saml2:Attribute Name="memberOf" NameFormat="urn:ocasis™games:tc:SAML:2.@:attrname-
format:unspecified"><saml2:AttributeValue xmins:xs="http://www.w3.org/200l/¥MLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema—-instance" xsi:type="xs:string"=>Everyone</
saml2:AttributeValue:¢fsaml2:Attribute:«fsamlz:AttrihuteStatement:t!sale:Ksser¥10n>¢;
saml2p:Response>

Figure 132. SAML Attributes in the Decoded Assertion
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Appendix B: Requesting Zscaler Support

You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service issues.
Zscaler Support is available 24/7 hours a day, year-round.

To contact Zscaler Support
1. Go to Administration > Settings > Company profile.
£+ Settings

My.}i..'ofile Nanolog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

& Authentication
INTRO!
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Backup & Restore

= Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 133. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

| zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Address Line 1

Address Line 2

Figure 134. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote Fissistance

Submit a Ticket

Cloud Configuration Requirements (I

Threat Library
Zuu (£

ThreatLabz | Security Research ('

Proxy Test (4"
URL Lookup
Blacklisted IP Check

Zscaler Analyzer ("

Sales & Ma
B Other

Figure 135. Submit a ticket
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