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The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym
CA
CSvV
CVE
DLP
DNS
DPD
GRE
ICMP
IdP
IKE
IPS
IPSec
PFS
PSK
SaaS
SLA
SSL
TLS
VDI
VPN
XFF
ZPC
ZDX
ZIA
ZPA

Definition

Central Authority (Zscaler)
Comma-Separated Values
Common Vulnerabilities and Exposures
Data Loss Prevention

Domain Name Service

Dead Peer Detection (RFC 3706)
Generic Routing Encapsulation (RFC2890)
Internet Control Message Protocol
|dentity Provider

Internet Key Exchange (RFC2409)
Intrusion Prevention System
Internet Protocol Security (RFC2411)
Perfect Forward Secrecy
Pre-Shared Key

Software as a Service

Service Level Agreement

Secure Socket Layer (RFC6101)
Transport Layer Security

Virtual Desktop Infrastructure
Virtual Private Network
X-Forwarded-For (RFC7239)
Zscaler Posture Control (Zscaler)
Zscaler Digital Experience (Zscaler)
Zscaler Internet Access (Zscaler)
Zscaler Private Access (Zscaler)
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About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create
fast, secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its
services 100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional
appliances or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud
security platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To
learn more, see Zscaler’s website.

Fortinet Overview

Fortinet (NASDAQ: FTNT) is a driving force in the evolution of cybersecurity and the convergence of networking and
security. Fortinet's mission is to secure people, devices, and data everywhere, and today they deliver cybersecurity
everywhere you need it with the largest integrated portfolio of over 50 enterprise-grade products. Well over half a million
customers trust Fortinet's solutions, which are among the most deployed, most patented, and most validated in the
industry. The Fortinet Training Institute, one of the largest and broadest training programs in the industry, is dedicated to
making cybersecurity training and new career opportunities available to everyone. FortiGuard Labs, Fortinet’s elite threat
intelligence and research organization, develops and uses leading-edge machine learning and Al technologies to provide
customers with timely and consistently top-rated protection and actionable threat intelligence. To learn more, refer to
Fortinet’s website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, see:

Zscaler Resources

Fortinet Resources

Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using the latest version of Zscaler software.

Prerequisites

Zscaler Internet Access (ZIA)

A working instance of ZIA 5.7 or later
Administrator login credentials to ZIA

Fortinet

FortiOS 6.2.0 build 0866 (GA) or later

Administrator login credentials to Fortinet device

©2025 Zscaler, Inc. All rights reserved. 7
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Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2025 Zscaler, Inc. All rights reserved. 8
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Zscaler and Fortinet Introduction

Overviews of the Zscaler and Fortinet applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA'is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Isolation, allowing you to start with the services you need now and activate others as your needs
grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a zero trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible to
unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Zscaler UVM Overview

Zscaler Unified Vulnerability Management (UVM) offers a groundbreaking approach to tackling persistent challenges in
vulnerability management. Despite decades of focus, traditional vulnerability management tools often fall short due to
fragmented data, lack of context, and inefficient prioritization, leaving organizations exposed to threats.

Zscaler UVM redefines the landscape by utilizing its innovative Data Fabric for Security to integrate and enrich data from
diverse sources, delivering a holistic and actionable view of an organization’s risk posture.

With features like dynamic risk scoring, automated workflows and real-time reporting, Zscaler UYM empowers
organizations to prioritize critical vulnerabilities, streamline remediation efforts, and strengthen collaboration across
teams. Designed for rapid deployment and measurable impact, UVM helps security leaders transition from reactive,
manual processes to a proactive, data-driven strategy, ensuring a more resilient and efficient approach to modern
vulnerability management.

©2025 Zscaler, Inc. All rights reserved. 9
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Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler UVM Help Portal Help articles for Zscaler UVM.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZI|A Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler UVM Help Portal Help articles for Zscaler UVM.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

FortiGate Overview

FortiGate delivers fast, scalable, and flexible SD-WAN on-premises and in the cloud. Fortinet SD-WAN supports cloud-
first, security-sensitive, and global enterprises, as well as the hybrid workforce. The Secure Networking approach uses one
operating system and consolidates SD-WAN and application gateway functions.

FortiNDR Overview

Fortinet's SaaS-based FortiNDR Cloud leverages Al and machine learning (ML), behavioral, and human analysis to inspect
network traffic to detect malicious behavior early while reducing false positives. FortiNDR Cloud provides unified network
traffic visibility across multi-cloud and hybrid environments as well as distributed workforces and constrained, mission-
critical environments. FortiNDR Cloud automatically identifies anomalous and malicious behavior, provides risk scores,
and shares relevant threat intelligence to assist security teams in prioritizing response efforts.

©2025 Zscaler, Inc. All rights reserved. 10
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Lacework FortiCNAPP Overview

Lacework FortiCNAPP is a leading cloud security and compliance platform purpose-built for securing modern, multi-
cloud environments. Founded in 2015 and headquartered in California, Lacework was acquired by Fortinet in 2024 to
accelerate innovation and enhance its industry-leading cloud-native security offerings as part of a unified cybersecurity
platform.

The platform provides continuous, automated visibility and threat detection across AWS, Azure, Google Cloud,
Kubernetes, and containerized workloads. Leveraging advanced machine learning and behavioral analytics, Lacework
FortiCNAPP proactively identifies anomalies, uncovers vulnerabilities, and mitigates risk—empowering organizations to
secure their entire cloud infrastructure without compromising agility.

Designed to integrate seamlessly with existing security stacks, Lacework FortiCNAPP delivers deep, actionable insights that
help security teams manage cloud security posture, accelerate threat detection and response, and support DevOps and
SaaS environments at scale.

Fortinet Resources

The following table contains links to Fortinet support resources.

Name Definition

FortiNDR Documentation Online documentation for FortiNDR.

FortiOS Documentation Online documentation for FortiOS.

Lacework FortiCNAPP Lacework FortiCNAPP documentation and support.
Documentation

Fortinet Training Institute Fortinet solution training and certifications.
Fortinet Support Fortinet solution online support.

©2025 Zscaler, Inc. All rights reserved. 11


https://docs.fortinet.com/document/fortindr-cloud/latest/user-guide/244914/overview
https://docs.fortinet.com/product/fortigate/7.4
https://docs.fortinet.com/product/lacework-forticnapp
https://docs.fortinet.com/product/lacework-forticnapp
https://training.fortinet.com/course/index.php
https://support.fortinet.com/

ZSCALER AND FORTINET DEPLOYMENT GUIDE |

Traffic Forwarding with FortiGate

You can configure FortiGate to forward traffic to Zscaler Public Service Edges via GRE or IPSec tunnels.

Configuring GRE and IPSec Tunnels on ZIA
There are three major steps when configuring GRE or IPsec tunnels to ZIA.
1. You must locate which data centers are available to you and the hostname or IP address of the Virtual IP to

establish a tunnel towards. To learn more, see Locating the Hostnames and |IP Addresses of Public Service Edges
(government agencies, see Locating the Hostnames and IP Addresses of Public Service Edges).

2. You must configure the tunnel itself on the ZIA side. To learn more about configuring a GRE Tunnel and a VPN
Credential (for an IPSec tunnel), see:

- Configuring GRE Tunnels (government agencies, see Configuring GRE Tunnels)

- Adding VPN Credentials (government agencies, see Adding VPN Credentials)

3. You must add the VPN credential to a location. For GRE, the steps are similar, but instead of selecting a VPN
Credential, select a Static IP Address. To learn more, see Configuring Locations (government agencies, see
Configuring Locations).

If you have problems with any of these steps, open a ticket with Zscaler Support (government agencies, see Zscaler
Support).

©2025 Zscaler, Inc. All rights reserved. 12
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Configuring Fortinet for GRE and IPSec

The following sections explain how to configure Fortinet to use GRE and IPSec tunnels.

Verify Access to FortiOS

To connect to the Ul using a web browser, you must configure an interface to allow administrative access over HTTPS or
over both HTTPS and HTTP. If you have not changed the admin account password, use the default username, admin, and
leave the password field blank.

Username

Password

Figure 1. FortiOS Login

FortiGate Dashboard

The dashboard displays various widgets with important system information and allows you to configure some system
options. The System Information widget lists information relevant to the FortiGate system, including hostname, serial
number, and firmware. The Licenses widget lists the status of various licenses, such as FortiCare Support and IPS.

@ Dashboard > N . - Rt N . :
2 System Information B+ ||Licenses (i*1 173.243.138.88 © i || Sessions iminuter 1 i
3% Security Fabric >
- FortiView 5 Hostname FG3HOES818906199 @ FortiCare Support 50
i Serial Number FG3HOE581890619% 40 A
b Network > o © Firmware & General Updates i
Firmwar v6.2.0 build0866 (GA) 3
& System > d G @ Ips =
= 5 Mode NAT
B Policy & Objects > & Arisiiis 20
& security Profiles N System Time 2019/06/06 10:05:07 &t i
I; o o | | Uptime 16:10:43:17 @ WebfFiltering
= 0
Overlay Controller VPN WAN IP 6 72.52.82.217 FortiToken 0/2 10:04:10 10:04:15 10:04:20 10:04:25 10:04:30 10:04:35 10:04:40 10:04:45 10:04:50 10:04:55 10:05:00
1Psec Tunnels entsessions 31 = sPU 0,0% nTurbo 0,0%
IPsec Wizard
1Psec Tunnel Templates cry iminute- {3 E- | Memory tminutes {3 i+
100% 100%
SSL-VPN Portals
SSLVPN Settings 75% 75%
VPN Location Map
50% 50%
& User & Device 7
“F WiFi & Switch Controller > | 2s% 25%
il Log & Report >
0% 0%
€ Monitor > 10:04:10 10:04:15 10:04:20 10:04:25 10:08:30 10:04:35 10:04:40 10:04:45 10:04:50 10:04:55 10:05:00 10:04:10 10:04:15 10:04:20 10:04:25 10:04:30 10:04:35 10:04:40 10:04:45 10:04:50 10:04:55 10:05:00
e 1% Cu 40%
a &

Figure 2. FortiGate Dashboard

Prerequisites to Configuring GRE Tunnels

While you can accomplish most of the tasks to configure your FortiGate using the Ul, this configuration guide makes use
of advanced features that require the CLI for portions of the configuration.

©2025 Zscaler, Inc. All rights reserved. 13
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Create GRE Tunnels

GRE tunnels are configured using the FortiGate CLI. In the following configuration, remote-gw is the IP address of your
Zscaler tunnel and local-gw is the IP address of your FortiGate's ISP-facing interface.

This step creates the GRE tunnels and adds them as interfaces to the FortiGate.
config system gre-tunnel edit "GRE-SITE1"
set interface "wanl"
set remote-gw 199.168.148.131
set local-gw 72.52.82.217
next
edit "GRE-SITE2"
set interface "wanl"
set remote-gw 104.129.194.38
set local-gw 72.52.82.217
next
end

Configure GRE Tunnel Interfaces

This next step configures the newly created FortiGate interfaces. In this config, ip is an address in a /30 subnet provided
by Zscaler for the express purpose of GRE tunnel connectivity.

config system interface

edit "GRE-SITEL"
set ip 172.17.12.129 255.255.255.252
set allowaccess ping set type tunnel
set interface "wanl"

next

edit "GRE-SITE2"
set ip 172.17.12.133 255.255.255.252
set allowaccess ping set type tunnel
set interface "wanl"

next

end

©2025 Zscaler, Inc. All rights reserved. 14
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Performance SLAs
This section explains how to configure Layer-7 Health Checks (aka HTTP Ping).

Prerequisites to Configuring Performance SLAs

If you have not yet done so, configure SD-WAN interfaces as described in Configuring SD-WAN. You cannot configure
performance SLAs on your FortiGate unless SD-WAN is enabled and at least one interface is marked as an SD-WAN
member interface.

Configuring Performance SLAs
You must use the CLI to enable Performance SLA health checks on your new GRE tunnels:
config system virtual-wan-link
config health-check
edit "Zscaler VPNTEST"

set server "gateway.zscalerbeta.net"

set protocol http

set http-get "/vpntest"

set interval 10000

set failtime 10

set members 1 2

configure sla

edit 1
set latency-threshold 250
set jitter-threshold 100
set packetloss-threshold 5
next
end
next
end

end

E The rest of this document only uses the HTTP interface.

©2025 Zscaler, Inc. All rights reserved. 15
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Configuring IPSec Tunnels

This section only uses the web Ul.

IPSec Wizard

To create the VPN, go to VPN > IPsec Wizard and create a new tunnel using a pre-existing template. Enter a name for the
VPN. The tunnel name cannot include any spaces or exceed 13 characters.

E:E FortiGate 60E zscaler-fortinet

Favorites > VPN Creation Wizard
& Dashboard > @ VPN Setup
XX Security Fabric >
Name | I
M FortiView
Templatetype  SitetoSite Hub-and-Spoke Remote Access
+ Network >
% System >
B Policy & Objects > < Back Next > Cancel
@ Security Profiles >
IQ VPN v

Qverlay Controller VPN

IPsec Tunnels

IPsec Concentrator

1Psec Wizard W

IPsec Tunnel Template

Figure 3. IPSec Wizard—Step 1

Configure IPSec—General

Configure the Network settings, as shown in the following figure. The Dynamic DNS entry is the hostname to the Public
Service Edge you want to use.

Name Zscaler-SF

Comments Comments | on2ss

Enable IPsec Interface Mode

Network

IP Version IPv4 |RI4Y9)

Remote Gateway Dynamic DNS -
Dynamic DNS <ZSCALER DC HOST>

Interface B wani -
Local Gateway »

Mode Config

NAT Traversal m Disable Forced

Dead Peer Detection Disable Onldle

Forward Error Correction Egress Ingress

Figure 4. IPSec Wizard—Step 2
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Configure IPSec—Phase 1

Configure your settings to match the following figure. The Pre-Shared Key (PSK) is unique per site. The Local ID is the
FQDN you configured in the earlier sections.

Authentication

Method Pre-shared Key L
Pre-shared Key escscssscssssssee @
IKE

Version

Phase 1Proposal © Add

Encryption AES256 w | Authentication | SHA1 >
32 31 30 29 28 27
Diffie-Hellman Group 21 20 19 18 17 16
15 14 5 2 1
Key Lifetime (seconds) 86400
Local ID <ZSCALER-FQDN>

Figure 5. IPSec Wizard—Step 3

Configure IPSec—Phase 2

Configure your settings to match the following figure. When completed, save these settings.

Phase 2 Selectors

Name Local Address Remote Address

Zscaler-SF 0.0.0.0/0 0.0.0.0/0 '
New Phase 2 @ 9O
Name Zscaler-SF

Comments Comments il

Local Address Subnet ¥ | 0.0.0.0/0

Remote Address Subnet ¥ | | 0.0.0.0/0

& Advanced...

Phase 2 Proposal @ Add

Encryption I NULL w | Authentication | MD5 bt I

Enable Replay Detection
[ Enable Perfect Forward Secrecy (PFS) l

Local Port All
Remote Port All
Protocol All

Auto-negotiate

Autokey Keep Alive

Key Lifetime Seconds A4

Seconds 28800

Figure 6. IPSec Wizard—Step 4
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Verify IPSec Configuration

After saving your settings, you see your tunnels have a status of Up. If they are not established, recheck your Pre-Shared
Key.

E:E FortiGate 60E zscaler-fortinet > @~ L~ ‘ forti_user ~

Favorites > # it | 8 Delete | | [Search a

@ Dashboard

v

o Tunnel Interface Binding Status Ref.
NX Security Fabric

s FortiView
 Network

£ System

B policy & Objects

Zscaler-DC ® wanl Q Up 4

vov v v

Zscaler-SFO M wanl Q Up 5

v

& Security Profiles >
IH VPN e

Overlay Controller VPN
IPsec Tunnels T

Figure 7. Verify IPSec configuration

Configuring Firewall Policy

The following sections describe how to configure firewall policies.

Create Firewall Policy

When you create a Firewall policy, match the settings with the configuration shown in the following figure. Your Outgoing
Interface might have a different name, so adjust this setting to match your internet-facing link.

AER
= ™ FortiGate 60E zscaler-fortinet

-_.w
Favorites > Edit Policy
& Dashboard >
Name @ Default-Allow-DC-Out '
X Security Fabri > ] '
Gl bl Incoming Interface =2 internal v
|8 FortiVi >
ki Outgoing Interface | @ Zscaler-DC b ;
b Network : Source = all x
¥ System > 3
& Policy & Objects v Destination = all x
= |
IPv4 Policy (
; Schedule 8 always -
Authentication Rules
Service [ ALL x (
Addresses + (
Internet Service Database Action D@-eeul @ DENY | O IPsec
Services
Schedules Inspection Mode JEIWEEELTN Proxy-based
(
Virtual IPs
Firewall / Network Options
IP Pools
Protocol Options NAT >
Protocol Options &

Traffic Shapers

Traffic Shaping Policy Security Profiles

Traffic Shaping Profile

AntiVirus >
@ Security Profiles >

Web Filter @
9 VPN >

DNS Filter @
& User & Device >

Application Control (B

e warrre el L~ = N

Figure 8. Configure Firewall Policy
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Verify Firewall Policies

Duplicate the steps in the following section, as shown next.

& Edit W Delete ‘ Q Policy Lookup I | Search Q INEGEl-TAY TR By Sequence
ID Name Source Destination Schedule Service Action NAT Security Profiles Log Bytes

[Z] 32 internal — (@ Zscaler-DC €
1 Default-Allow-DC-Out I all Bal ® always ALL v ACCEPT O Disabled =M no-inspection 0 UTM [s]:]

[E =2 internal —® Zscaler-SFO €
2 Default-Allow-SFO-Out 12 all Ba [® always I ALL + ACCEPT © Disabled =M no-inspection 0 UTM 0B
[E] @ Zscaler-DC —=3 internal €

3 Default-Allow-DC-IN Ball B an [e always I ALL v ACCEPT  © Disabled [EZM no-inspection 10 UTM oB

E @ Zscaler-SFO—>2 internal €
4 Default-Allow-SFO-IN Bal Bal (8 always o ALL « ACCEPT  © Disabled no-inspection ) UTM oB

Implicit €

Figure 9. Verify Firewall Policies

Configuring SD-WAN
Configure the primary and secondary ZIA Public Service Edge as a member of the SD-WAN.

Create SD-WAN Member for Primary Public Service Edge
Configure the primary Public Service Edge as a SD-WAN member, with a cost of 5.

Edit SD-WAN Member

Interface || @ Zscaler-SFO ',|
Gateway | 0.0.0.0 I
Cost 5 |

Status [+ R FVEE O Disable

Figure 10. Config SD-WAN for Primary Public Service Edge

Create SD-WAN Member for Secondary Public Service Edge

Configure the primary Public Service Edge as a SD-WAN member, with a cost of 10. Having a higher cost than the prior
SD-WAN member determines this SD-WAN member to be secondary (or as a backup).

Edit SD-WAN Member

Interface | @ Zscaler-DC |

Gateway | 0.00.0 |
Cost 10 ]

Status [+ WA FLIEN ) Disable

Figure 11. Config SD-WAN for Secondary Public Service Edge
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Verify SD-WAN Members

After both SD-WAN members are configured, verify the configuration. Your screen is similar to the following figure.
SD-WAN

Name SD-WAN
Type SD-WAN Interface

Status € Disable

SD-WAN Interface Members

4+ CreateNew | ¢ Edit i Delete
Interfaces Gateway Cost
# wanl 72.52.82.193 20
@ Zscaler-DC 0.0.0.0 10
=\ Zscaler-SFO 0.0.0.0 5
SD-WAN Usage

EELGIGIGE Volume  Sessions

Upstream Downstream

Bl wan1: 35.3kbps
Zscaler-DC: 222 bps
Bl Zscaler-SFO: 222 bps

B wani:51.6 kbps
Zscaler-DC: QO bps
B Zscaler-SFO: 0 bps

Figure 12. Verify SD-WAN Members
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Configuring SD-WAN Rules

This section describes how to configure a SD-WAN rule. This ties the Performance SLA probe to each SD-WAN member
for the primary and secondary Public Service Edge.

Create SD-WAN Rule

By using a strategy of Lowest Cost (SLA), this determines which Public Service Edge is the active primary and which Public
Service Edge is the standby secondary.

Priority Rule

Name | Zscaler-PBR I

Source

Source address | & all %

User group

Destination

Address = all x
+

Protocol number TCP  UDP W:\\@ Specify | O

Internet Service €

Application €

Outgoing Interfaces

Strategy Manual
Best Quality

[LowestcostisLy |

Maximize Bandwidth (SLA)

Interface preference =) Zscaler-SFO x
2 Zscaler-DC *®
® wan1 x
S
Required SLA target Zscaler_ VPNTEST#1 4
+
Status (+HFLIEE © Disable

Figure 13. Configure SD-WAN Rule
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Verify SD-WAN Rule

After you have configured your SD-WAN rule, verify your configuration. Your screen is similar to the following.

& Edit [ Delete Search Q
ID Name Source Destination Criteria Members

Management B Zscaler WA Office

M wan1

2 Zscaler-PBR Ban = al SLA 2 Zscaler-SFO
2 Zscaler-DC
M wan1

= implicit €@

sd-wan Bal 2 all Source IP O any

Figure 14. Verify SD-WAN Rule

Verify Configuration with Zscaler Test Page

The following sections describe verifying the configuration with a Zscaler test page.

Request Verification Page

Use the URL https://ip.zscaler.com to confirm if you are transiting ZIA. This is what you see if you are not going through
ZIA.

fpzsca’ef Connection Quality Zscaler Analyzer Cloud Health  Security Research

The request received from you did not have an XFF header, so you are quite likely not
going through the Zscaler proxy service.

Your request is arriving at this server from the IP address 209.37.255.2

Figure 15. Non-working Example

If you are transiting ZIA, you see the following:

You are accessing this host via a Zscaler proxy hosted at Los Angeles in the
zscalertwo.net cloud.

Your request is arriving at this server from the IP address 104.129.198.69
The Zscaler proxy virtual IP is 104.129.198.34.

Tha 7acaler hnstname for this nroxv annears to ha ze2-nla1al.

Figure 16. Working Example
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FortiNDR Integration

Fortinet NDR solutions combine Al-driven and human analysis to detect and respond to known and unknown network
threats. This integration uses logs from ZIA.

This document describes the Zscaler setup needed for log ingestion.

Zscaler NSS
Proxy sensor
NSS feed configuration

Refer to supplemental online documentation for details needed on the Fortinet platform:

FortiNDR Cloud
Zscaler setup

Zscaler NSS

Nanolog Streaming Service (NSS) is a Zscaler-provided utility to download logs. Zscaler requires the deployment of virtual
machines—one each for web and firewall logs. Customers who have already deployed NSS VMs for external log ingestion
can use the same ones for FortiNDR Cloud. If you do not have NSS installed, see the Zscaler help pages or contact Zscaler
Support for help.

Proxy Sensor

NSS forwards logs using the syslog protocol. The proxy sensor is designed to receive these logs and upload them to the
same destination as FortiNDR Cloud sensors. After ingested, the Zscaler events are mostly treated the same as Zeek
events.

E The Docker Container must be run from a system that is separate from the NSS log server.

NSS Feed Configuration

After the NSS and proxy sensor instances have been deployed, feeds must be configured to enable logging. See Zscaler’s
About NSS Feeds (government agencies, see About NSS Feeds) if you need help.

Configuration Issues

It is important that the feeds are configured correctly. If the system is not configured correctly, there is data loss. In the
worst case scenario, it can cause problems with the ingest pipeline.

Base Configuration

All feeds share the same base configuration:
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Web
1. Feed Name: Enter FortiNDR Cloud—Web.
2. NSS Type: Select NSS for Web.
3. Log Type: Select Web Log.
4. Feed Output Format: Copy/paste the following into the Feed Output Format.

zscaler log type=web\ttimestamp=%d{yyyy}-%02d{mth}-%02d{dd}T%02d{hh}:%02d{mm}:%02d{ss}
Z\tzscaler recordid=%d{recordid}\tzscaler proto=%s{proto}\tsrc ip=%s{cip}\tdst
ip=%s{sip}\tstatus code=%s{respcode}\tmethod=%s{regmethod}\tuser agent=%s{ua}\
treferrer=%s{ereferer}\trequest length=%d{regsize}\tresponse length=%d{resp-
size}\turi=%s{eurl}\tfile md5=%s{bamd5}\tcontent type=%s{contenttype}\tclient ci-
pher=%s{clientsslcipher}\tclient version=%$s{clienttlsversion}\tserver cipher=%s{s-
rvsslcipher}\tserver version=%s{srvtlsversion}\tzscaler username=%s{login}\

tzscaler hostname=%s{devicehostname}

Edit NSS Feed X

NSS FEED
Feed Name NSS Type
FortiNDR Cloud - Web © NSS for Web NSS for Firewall
NSS Server Status
NSS_WEB_2 v © Enabled Disabled
SIEM Destination Type SIEM IP Address

@ IP Address FQDN 123.34.221

SIEM TCP Port

47

SIEM Rate
Log Type Feed Output Type
Web Log v Custom v

Feed Escape Character

}-%e2d{mth}-%e2d{dd}T? [
\tstatus_ ts{respco

Figure 17. Web NSS feed
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DNS

Feed Name: Enter FortiNDR Cloud—Web.
NSS Type: Select NSS for DNS.
Log Type: Select DNS Log.

—_

Aowo

Feed Output Format: Copy/paste the following into the Feed Output Format.

zscaler log type=dns\ttimestamp=%d{yyyy}-%02d{mth}-%02d{dd}T%02d{hh}:%02d{mm}:%02d{ss}
Z\tzscaler recordid=%d{recordid}\tsrc ip=%s{cip}\tdst ip=%s{sip}\tdst port=%d{sport}\
tquery=%s{req}\tgtype name=%s{reqgtype}\tresponse=%s{res}\tzscaler username=%s{login}\
tzscaler hostname=%s{devicehostname}

Edit NSS Feed X

NSS FEED

Feed Name NSS Type

FortiNDR Cloud - DNS| NSS for Web @ NSS for Firewall
NSS Server Status

NSS_FW_2 v © Enabled
SIEM Destination Type SIEM IP Address

@ IP Address FQDN ARG

SIEM TCP Port
SIEM Rate
Log Type Feed Output Type

DNS Logs v Custom v

Feed Escape Character

Feed Output Format
zscaler ] id=%¥d{recordid}\tsrc_ip

scaler_username

s type=dns"

Timezone Duplicate Logs

GMT v Disabled v

Figure 18. DNS NSS feed
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Firewall
1. Feed Name: Enter FortiNDR Cloud—Firewall.
2. NSS Type: Select NSS for Firewall.
3. Log Type: Select Firewall Logs.
4. Feed Output Format: Copy/paste the following into the Feed Output Format.

zscaler log type=firewall\ttimestamp=%d{yyyy}-%02d{mth}-%02d{dd}
T%02d{hh}:%02d{mm}:%02d{ss}Z\tzscaler recordid=%d{recordid}\tsrc ip=%s{c-
sip}\tsrc port=%d{csport}\tdst ip=%s{cdip}\tdst port=%d{cdport}\tdura-
tion=%d{durationms}\tprotocol=%s{ipproto}\tservice=%s{nwsvc}\trequest
bytes=%ld{outbytes}\tresponse bytes=%1ld{inbytes}\tzscaler username=%s{login}\
tzscaler hostname=%s{devicehostname}

Edit NSS Feed X

NSS FEED

Feed Name NSS Type

FortiNDR Cloud - Firewall NSS for Web Q NSS for Firewall
NSS Server Status

NSS_FW_2 v @ Enabled Disabled
SIEM Destination Type SIEM IP Address

® i Acarss =

SIEM TCP Port
SIEM Rate
Log Type

Firewall Logs v

Firewall Log Type

[ Full Session Logs Aggregate Logs @ Both Session and Aggregate Logs

Feed Output Type Feed Escape Character

Custom v

Feed Output Format

irewall\ttimestamp=X%d{yyyy}-
{csport}\tdst_i
_bytes=¥1d{outbytes}\

{inbytes}\tzscale ername=%s{

Figure 19. Firewall NSS feed
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Cloud NSS

Zscaler Cloud NSS is a managed service from Zscaler. When using Cloud NSS, you do not need to deploy the NSS Virtual
Machines. Cloud NSS sends logs to a HTTP endpoint or an S3 bucket. The integration with FortiNDR is through the S3
bucket path. Check with your Zscaler Account team to ensure you have this subscription enabled.

Cloud NSS Setup for S3
The S3 bucket that Zscaler sends logs to is customer-owned. Zscaler accesses it via credentials provided by the customer
setup. Ensure that access to the S3 bucket is restricted with proper permissions.

Ensure that you have the following to configure Zscaler Cloud NSS. Contact Fortinet Support to obtain these values.

AWS Access |d
AWS Secret Key
S3 Folder URL

Using S3 requires the correct set of permissions and configuration. To learn more, see the Zscaler and S3 Deployment
Guide, section Zscaler Cloud NSS with Amazon S3, on setting up S3 to work with Cloud NSS.

Configuring Cloud NSS for Web Logs

1. Login as an administrator and go to Administration > Nanolog Streaming Service.

& Settings

My Profile

Company Profile Advanced Settings

Alerts Virtual ZENS

Print All Policies DLP Incident Receiver
Analytics

Partner Integrations

. SaaS Application Tenants

Policy

oy @ Authentication

Administration

Figure 20. Login as an administrator

2. Go to Cloud NSS Feeds and click Add Cloud NSS Feed.

Nanolog Streaming Service
NSS Servers NSS Feeds Cloud NSS Feeds

© Add Cloud NSS Feed

Dashboard

Figure 21. Cloud NSS Feeds
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3. In the Add Cloud NSS Feed dialog:
a. Enter a Feed Name.
b. NSS Type: Select NSS for Web.
Status: Select Enabled.
SIEM Rate: Select Unlimited.
SIEM Type: Select S3.
Enter information gathered for S3 Folder URL, AWS Access Id, and AWS Secret Key.

- 0o o 0

g. Enter a dummy HTTP key and value pair. This is required.
h. In the Formatting section, choose Web Log, Custom type, and enter , \" as the feed escape character.
i. Feed Output Format: Copy/paste the following into the Feed Output Format.

zscaler log type=web\ttimestamp=%d{yyyy}-%02d{mth}-%02d{dd}T%02d{hh}:%02d{mm}:%02d{ss}
Z\tzscaler recordid=%d{recordid}\tzscaler proto=%s{proto}\tsrc ip=%s{cip}\tdst
ip=%s{sip}\tstatus code=%s{respcode}\tmethod=%s{regmethod}\tuser agent=%s{ua}\
treferrer=%s{ereferer}\trequest length=%d{regsize}\tresponse length=%d{resp-
size}\turi=%s{eurl}\tfile md5=%s{bamd5}\tcontent type=%s{contenttype}\tclient ci-
pher=%s{clientsslcipher}\tclient version=%s{clienttlsversion}\tserver cipher=%s{s-
rvsslcipher}\tserver version=%s{srvtlsversion}\tzscaler username=%s{login}\

tzscaler hostname=%s{devicehostname}

GENERAL

Feed Name NSS Type
Status
N

SIEM Rate

SIEM CONNECTIVITY

SIEM Type

3 v

AWS Access Id AWS Secret Key

AMEEEEEEEEES 0 s Py

Max Batch Size

8 MB v

S3 Folder URL

https://fortind

HTTP Headers

Key 1 Value 1

© Add HTTP Header

FORMATTING

Log Type Feed Output Type

Web Log v Custom v

Feed Escape Character

Feed Output Format

did}\tzscaler_proto

icehostname)

Figure 22. Web Cloud NSS feed
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Configuring Cloud NSS for Firewall Logs

To configure Firewall logs, follow similar configuration steps for the Web Log with the following exceptions.

1. NSS Type: Select NSS for Firewall.

2. Log Type: Select Firewall Logs.

3. Feed Output Format: Copy/paste the following into the Feed Output Format
zscaler log type=firewall\ttimestamp=%d{yyyy}-%02d{mth}-%02d{dd}
T%02d{hh}:%02d{mm}:%02d{ss}Z\tzscaler recordid=%d{recordid}\tsrc ip=%s{c-
sip}\tsrc port=%d{csport}\tdst ip=%s{cdip}\tdst port=%d{cdport}\tdura-
tion=%d{durationms}\tprotocol=%s{ipproto}\tservice=%s{nwsvc}\trequest

bytes=%ld{outbytes}\tresponse bytes=%1ld{inbytes}\tzscaler username=%s{login}\
tzscaler hostname=%s{devicehostname}

Edit Cloud NSS Feed {

GENERAL

Feed Name NSS Type

NSS for Web | @ NSS for Firewall

Fortinet owned s3 FW

Status

Disabled

SIEM Rate
SIEM CONNECTIVITY

SIEM Type

53 ~

AWS Access Id AWS Secret Key
MK ssssssssssssssssssssssasssassasasasnen °

Max Batch Size

4 MB b

$2 Folder URL

httpe:f/for

HTTP Headers

Key 1 Value 1

© Add HTTP Header

FORMATTING

T

I Firewall Logs v I

Firewall Log Type

I Full Session Logs Aggregate Logs © Both Session and Aggregate Logs
Feed Qutput Type Feed Escape Character
Custom ~

Feed Output Format

Timezene

GMT ~

Figure 23. Firewall Cloud NSS feed
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Configuring Cloud NSS for DNS Logs

To configure DNS logs, follow similar configuration steps for the Web Log with the following exceptions.

1. NSS Type: Select NSS for Firewall.
2. Log Type: Select DNS Logs.
3. Feed Output Format: Copy/paste the following into the Feed Output Format:

zscaler log type=dns\ttimestamp=%d{yyyy}-%02d{mth}-%02d{dd}T%02d{hh}:%02d{mm}:%02d{ss}
Z\tzscaler recordid=%d{recordid}\tsrc ip=%s{cip}\tdst ip=%s{sip}\tdst port=%d{sport}\
tquery=%s{req}\tgtype name=%s{regtype}\tresponse=%s{res}\tzscaler username=%s{login}\
tzscaler hostname=%s{devicehostname}

Edit Cloud NSS Feed X

GENERAL

Feed Name NSS Type

Fortinet owned s3 DNS MSS for Web | @ NSS for Firewall I

Status

© Enabled Disabled

SIEM Rate
SIEM CONNECTIVITY

SIEM Type

53 v

AWS Access Id AWS Secret Key

AKIARR AR A s e sesressstanssiesstsantatsinsaniaties ()

Max Batch Size

4 Me w

53 Folder URL

https:/fortinesat

HTTP Headers

Key1 Value 1

© Add HTTP Header

FORMATTING

Type Feed Qutput Type
DNS Logs %4 Custom v

Feed Escape Character

Timezone

Figure 24. DNS Cloud NSS feed
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Contextualizing Risk using Zscaler Unified Vulnerability
Management and Lacework FortiCNAPP

Zscaler's Data Fabric and Unified Vulnerability Management (UVM) solution ingests, normalizes, and unifies data across
enterprise security and business systems to deliver actionable insights, analytics, and operational efficiencies.

Zscaler UVM offers the following preconfigured Lacework FortiCNAPP connectors:

Lacework: Retrieves information about the discovered devices, including their attributes and states.
Lacework Compliance—AWS: Retrieves vulnerability data related to devices, including matched device details.

Lacework Compliance—GCP: Retrieves vulnerability data related to devices, including matched device details.

Document Prerequisites

To use this document, make sure the following prerequisites are met:
Zscaler UVM:

An active instance of Zscaler UVM.
Administrator login credentials to Zscaler UVM.

Lacework FortiCNAPP:

An active Lacework FortiCNAPP tenant.
Administrator login credentials to Lacework FortiCNAPP.

ZIA (optional):

An active instance of ZIA.

Administrator login credentials to ZIA.

Required Parameters

The source authentication configuration requires the following parameters:

API Token: Your generated API token.

Lacework FortiCNAPP Instance: The instance ID of your tenant.

Roles and Permissions

The supplied token must carry at least the following permission:

Lacework FortiCNAPP Devices: Device > Read

Lacework FortiCNAPP CVE: Vulnerability > Read
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Retrieving the Parameters

The following section describe retrieving the parameters.

Retrieving the APl Token

To retrieve your APl Token in the FortiCloud Portal, perform the following:

1. Go to Settings > APl Keys > + Add New.

@) FortiCNAPP % Services ~ © Support v P e

4% Workioaas

Settings
RISK CENTER |
API keys [+ AddNew |

A Attack path
Conraons Channels User API keys Service user API keys
[iF Identities ) o sm P 1-10f1
@ Vulnerabilities Aoud Geeaunts
(b Codé sesaatty Identity providers Access k... Name Descripti... Created Created ..

i

Container registries 225531..  Zscaler .. 6/18/202 - @o

GOVERNANCE
Code security

/% Policies Security in Jira

Frameworks

Resource groups

Reports API keys

Agems’"" Agent tokens
Help Risk score

Settings General

Figure 25. Add new API key

2. Complete the following:
a. Name: Enter a APl key name.
b. Assign this to a service user: (Optional) Select this checkbox.

c. Service User: Select the service user to assign this APl key to.

@ FortiCNAPP ices v © Support ~ paullopez@zscaler.com v
<  WOrkioaas

Settings

RISK CENTER
o Create API key Helpdocs & X
Attack path
Channels
Compliance Norme
[5 Identities ¥ | Zscaler UVM API key o
= Cloud accounts
@ Vulnerabilities Description

Identit idy
<> Code security RS

Container registries

GOVERNANCE Assign this to a service user
Code security

ILACEWOWK_CLOUD_lNTEGRATIUNS.SEE\IlCE.USEN v ]

V- Policies

Security in Jira

Frameworks

.
(e

Resource groups
Reports I API keys
Agents™™ Agent tokens
Help Risk score

Settings General

Figure 26. Create APl key

d. Click Save.
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3. Go to Settings > APl keys > Service user APl keys and click your API key.

API KEY X

Zscaler UVM API key

@o[:]z ®

About

Access key ID T Ee L e T T et e T
S =T A S, S 3

Name Zscaler UVM API key

Description

Service user LACEWORK_CLOUD_INTEGRATIONS_SE
RVICE_USER

Created 9/11/2025 1:11 PM (+10:00)

Created by L]

Figure 27. Zscaler UVM API key
4. Download your APl key.

Retrieving the Lacework FortiCNAPP Instance

You can find your Lacework FortiCNAPP Instance in your Lacework FortiCNAPP console URL, in the following format:

https://<your-instance>.lacework.net
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Configure the Zscaler UVM Data Connectors

The following sections describe how to configure the Zscaler UVM data connector.

Configure Authentication for the Lacework FortiCNAPP Data Source
1. Login to the Zscaler UVM Platform.
2. Click Configure.

EEE & Vulnerabilities 4 Explore ° Configure

Sources

.
)
:
]

Name T Original Data Source Source Name
- AWS EC2 connector == AWS EC2 == AWSEC2
*a

AWS S3 Buckets connector = AWS S3 Buckets = AWS S3 Buckets

Azure Blob connector A Azure Blob A Azure Blob

Figure 28. Configure

3. Click Authentications.

& Vulnerabilities 4* Explore £3 Configure

o8 Sources

|
% Outegrations

@ Authentications l
1 Original Data Source Source Name

* Data Mode

ae :2 connector = AWS EC2 = AWS EC2
Buckets connector = AWS S3 Buckets = AWS S3 Buckets

Figure 29. Authentications

4. Click + Create, type Lacework, then click Lacework.

A Vulnerabilities # Explore ¥ Configure e m . PL

Authentications

Q_ lacework
L Authentication Name T Vendor In Use Created By Last Upc
Tenable Vulnerability Management © Tenable Vulnerability Management Data Source (1) Paul Lopez 18/06/2¢
O Lacework I
Apiiro Apiiro Data Source (1) Paul Lopez 17/08/2¢
Armis . Armis Data Source (2) Paul Lopez 11/08/2025, 12:01:37 Zscaler

Figure 30. Add Lacework FortiCNAPP authentication
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5. Enter the following:
a. Name: Enter an authentication name (i.e., Lacework).
b. APl Key: Enter the API Key from the previous step.

API Secret: Enter the API Secret from the previous step.

8]

. Account Id: Enter the Account Id from the previous step.

[oR

X
1J Lacework Authentication

Name *

Lacework

Api Key *

Api Secret *
l "l = TL LR | - g X ]

Account Id *

= ]
How to connect (F Cancel m

Figure 31. Configure Lacework FortiCNAPP Authentication

e. Click Save.

Configure the Lacework Data Source
1. Login to the Zscaler UVM Platform.

2. Click Configure.

& Vulnerabilities 4 Explore €} Configure e » . PL

Welcome, Paul

What's next

Tickets Remediation Dashboard Explore Vulnerabilities

j. Legal Disclaimer (3

Figure 32. Configure
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3. Click Create, then search for Lacework FortiCNAPP Devices.

f;ZSCBfEf ) HH &  Vulnerabilities 4 Explore {3 configure

Connect New Data Source

Q armis devices

) Application

#:ws. Armis Devices

Figure 33. Lacework FortiCNAPP Devices

4. Click the Lacework FortiCNAPP Secrets application.
5. On the Create Lacework FortiCNAPP Secrets Source page, complete the following:

Name: Enter a name for the Data Connector.

o 9

Active: Toggle the switch to enable the Data Connector.

Authentication: Select the authentication source created in the previous step.

a 0

Number of days to fetch: Enter the number of days to fetch data for.

e. Full Refresh Frequency: Set your desired schedule for extracting all data.

-

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

g. Suppression Rules: Define rules and conditions to remove specific data before it enters the Zscaler UVM
system. To learn more, see the Zscaler documentation.

6. Click Test. If the APl key and region have been entered correctly, the system responds with Test Passed.

A Vulnerabilities ® Explore  £¥ Configure e » . PL

- TestPassed

U Create Lacework Source

& Details x

° Name *
Lacework connector @ Active

Source Name *

Figure 34. Test Passed
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7. Click Save.

Explore £¥ Configure

0 Create Lacework Source

- Details ~
(]
o Lacework cennector X @D Active
y Source Name *
Lacework v
]
Description
’
Retrieval o
Authentic
l Lacework v | + Create New
Number of

E— m

Scheduling ~

Auto: 02:00 AM 4

Remediation Detection Settings o

Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicable setting

Aging criteria + Add Rule

| Age immediately if Finding was not seen, while Asset was seen in the latest full data refresh |
Fallback

| Age immediately if Finding was not seen for day(s) I
Advanced Settings ~

Suppression Rules
Configure suppression rules to exclude specific data before it is ingested into the platform

ypH

© Exclude Rows Include Rows

Select Field v tain =]

Prevent NULL from overriding existing values

Cancel Test

Figure 35. Create Lacework Source
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Configure the Lacework Compliance—AWS Data Source
1. Login to the Zscaler UVM Platform.
2. Click Configure.

& Vulnerabilities A Explore £} Configure

Welcome, Paul

What's next

Tickets Remediation Dashboard Explore Vulnerabilities

j. Legal Disclaimer (3

Figure 36. Configure

3. Click Create, then search for Lacework Compliance—AWS.

& Vulnerabilities 4 Explore £3 Configure

Connect New Data Source

Q. lacework compliance - aws

© Application

U Lacework Compliance
) - AWS
o

p
Figure 37. Lacework Compliance—AWS

4. Click the Lacework Compliance—AWS application.
5. On the Create Lacework Compliance—AWS Source page, complete the following:

Name: Enter a name for the Data Connector.

o 9

Active: Toggle the switch to enable the Data Connector.

Authentication: Select the authentication source created in the previous step.

a o0

Number of days to fetch: Enter the number of days to fetch data for.

o

Full Refresh Frequency: Set your desired schedule for extracting all data.

—

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

g. Suppression Rules: Define rules and conditions to remove specific data before it enters the Zscaler UVM
system. To learn more, see the Zscaler documentation.
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6. Click Test. If the APl key and region have been entered correctly, the system responds with Test Passed.

Test Passed

0 Create Lacework Source

& Details x
o Name *
Lacework connector X @ Active
Source Name *

Figure 38. Test Passed

7. Click Save.

A Vulnerabilities A Explore €3 Configure

U Create Lacework Compliance - AWS Source

& Details ~
© Name*
. Lacework Compliance - AWS connector X @ Active
se Source Name *
Lacework Compliance - AWS v
[
rd

~
v I + Create New

Scheduling ~
Full Refresh Frequency *

Daily ~

me (UTC)*

Auto: 02:00 AM &
Remediation Detection Settings ~
Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicable setting
Aging criteria + Add Rule
I Age immediately if Finding was not seen, while Asset was seen in the latest full data refresh I
Fallback
l Age immediately if Finding was not seen for day(s) |
Advanced Settings ~

Suppression Rules
Configure suppression rules to exclude specific data before it is ingested into the platform @

Type

O Exclude Rows Include Rows

Select Field v Cont iof

Prevent NULL from overriding existing values

Cancel Test

Figure 39. Create Lacework Compliance—AWS Source
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Configure the Lacework Compliance—GCP Data Source
1. Login to the Zscaler UVM Platform.
2. Click Configure.

& Vulnerabilities A Explore £} Configure

Welcome, Paul

What's next

Tickets Remediation Dashboard Explore Vulnerabilities

j. Legal Disclaimer (3

Figure 40. Configure

3. Click Create, then search for Lacework Compliance—GCP.

f;zscafef‘ HH A Vulnerabilities £ Explore  £¥ Configure

Connect New Data Source

Q lacework compliance - ggpl

[ Application

U Lacework Compliance
- GCP

Figure 41. Lacework Compliance—GCP

4. Click the Lacework Compliance—GCP application.

5. On the Create Lacework Compliance—GCP Source page, complete the following
a. Name: Enter a name for the Data Connector.
b. Active: Toggle the switch to enable the Data Connector.

Authentication: Select the authentication source created in the previous step.

a o0

Number of days to fetch: Enter the number of days to fetch data for.

e. Full Refresh Frequency: Set your desired schedule for extracting all data.

—

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

g. Suppression Rules: Define rules and conditions to remove specific data before it enters the Zscaler UVM
system. To learn more, see the Zscaler documentation.
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6. Click Test. If the APl key and region have been entered correctly, the system responds with Test Passed.

&  Vulnerabilities

4 TestPassed

U Create Lacework Compliance - GCP Source

& Details ~
-] Name*
o Lacework Compliance - GCP connector @D Active
e Name *

e

Lacework Compliance - GCP v
]
’/

Figure 42. Create Lacework Compliance—GCP Source

7. Click Save.

& Vuinerabilities 4 Explore €3 Configure e m . PL

U Create Lacework Compliance - GCP Source

* Details ~

° Name *

Lacework Compliance - GCP connector X @ Active

Lacework Compliance - GCP v

Retrieval ~

I Lacework v I + Create New

Auto: 02:00 AM 4

Remediation Detection Settings ~
Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicable setting

Aging criteria + Add Rule
I Age immediately if Finding was not seen, while Asset was seen in the latest full data refresh |
Fallback

Age immediately if Finding was not seen for day(s) |
Advanced Settings ~

Suppression Rules

Configure suppression rules to exclude specific data before it is ingested into the platform

O Exclude Rows Include Rows

Prevent NULL from overriding existing values

Cancel Test

Figure 43. Create Lacework Compliance—GCP Source
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Review and Adjust Risk Scoring

(Optional) Zscaler UVM automatically maps ingested data to its default Data Model, allowing you to start analysis
immediately. However, your data source might contain extra context that can further refine risk prioritization.

After ingested data has been normalized and mapped to the Data Model, Zscaler UVM can evaluate risk.

The following example illustrates how to map the severity attribute from the Lacework Compliance—GCP data source as a
Risk Factor for a Finding when assessing risk.

Map the Lacework Compliance—GCP Data Source

To map the Finding/Key field to the id ingested data field:

1. Select Configure > Lacework Compliance—GCP connector > Map Data.

> zscaler & Vunerabilities
Sources

1

Rerun Last Process Map

» &
X Execution Now s Data
Q
B8 Name T

ae Horizon3 Weaknesses Evidence connector
o Jamf Pro connector

Jira Audit Logs connector

Jira Issues connector

Lacework Compliance - GCP connector

Lacework connector

Microsoft Defender for Cloud - Findings connector

Figure 44. Sources

4 Explore

= Runs

Original Data Source

@ Horizon3 Weaknesses Evidence

‘e

Jamf Pro

© Jira Audit Logs

© Jira Issues

0 Lacework Compliance - GCP

O Lacework

A Microsoft Defender for Cloud - Findings

2. Map the Finding/Key entity to the resouce field by:

a. On theright side, under Finding, drag Key to the Create New Connection element.

b. On the left side, click the resource field.

A Vulnerabilities

A4 Explore

© Deactivate

° Configure

J Delete

Edi

Source Name

# Horizon3 Weaknesses Evidence
2 Jamf Pro

© Jira Audit Logs

@ JiraIssues

0 Lacework Compliance - GCP

U Lacework

A Microsoft Defender for Cloud - Findings

£¥ Configure

J Map Lacework Compliance - GCP connector

o oo @D

Ingested Data & Explore Data Entities + Add Entity
& Create New Connection

Y Mapped  Unmapped = Y’ Mapped  Unmapped
& resource Assel Key ‘

Q resource Q. key
[ resource I R
Cancel
Raw Log Key

" Q Search AutoMap +! =
’ Mapped Connections (4)

from datetime import datetime ...

Timestamp

Figure 45. Map Lacework Compliance—GCP connector

c. Click Map.
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a. On the right side, under Finding, drag Description to the Create New Connection element.

b. On the left side, click the reason field.

U Map Lacework Compliance - GCP connector

Ingested Data ¢ Explore Data

@ Cancel m

Entities + Add Entity
" Create New Connection
@ Mapped Unmapped = 7 Mapped Unmapped
© reason Finding Description }
Q reason Q' description
B I I Cancel m
reason
ae
H
o Q Search AutoMap ¢ | =
’
Mapped Connections (4)
from datetime import datetime ... Timestamp
resource Key L
severity | Original Severity
id | Key P | Description I

Figure 46. Reason

c. Click Map.
4. Map the Finding/Original Severity entity to the severity by:

a. On theright side, under Finding, drag Original Severity to the Create New Connection element.

b. On the left side, click the severity field.

&  Vuinerabilities

4 Explore

U Map Lacework Compliance - GCP connector

Ingested Data  4° Explore Data

{3 configure

D conce

Entities + Add Entit

- Create New Connection
* ¥  Mapped Unmapped = Y  Mapped Unmapped

severity Finding Original Severity ‘
° Q severity X Q original severity|
= | e ()

severity

o Q Search... AutoMap +: -
V4

Mapped Connections (4)

from datetime import datetime ... Timestamp
resource Key
id Key
reason Description

Figure 47. Severity

c. Click Map.

Original Severity

Original Severity Score
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5. Map the Finding/Key entity to the id by:

a. On the right side, under Finding, drag Key to the Create New Connection element.
b. On the left side, click the id field.

& Vulnerabilities 4 Explore ¥ Configure e » . PL
U Map Lacework Compliance - GCP connector @ cnce (EFP :
Ingested Data  &® Explore Data Entities + Add Entity
% Create New Connection
i ¥ Mapped  Unmapped = Y Mapped  Unmapped
ia Finding Key l
. | a i
< Cancel m
Key
[
resource Key » Application Keys
z
Certificate Subject Key ID
reason Description CMDB Key
severity Original Severity

Key

Ticket Grouping Key

Figure 48. Id

c. Click Map
6. Click Save then Continue Anyway.
On the Sources page, click Process Now > Process Now under your Lacework Compliance—GCP Data Source.
8. From the Vulnerabilities tab in the Zscaler UVM dashboard (Remediation Hub):
a. Inthe left pane, select Settings > Score.
b. Click Add Factor in the Risk & Mitigating Factors section.
9. In the Add new factor modal:

a. Factor Type: Select Risk Factors (Mitigating Factors generally lower risk scoring, while Risk Factors generally
increase risk scoring).

b. Factor Name: Provide a name (e.g,, Finding Original Severity).

Field: Choose Finding Original Severity.

d. When Finding Original Severity Equals: Enter Critical and enter a percentage by which the risk is increased.
This example uses 10%.

. Vulnerabilities 4 Explore £3 Configure
: Finding Original Severit "s X
Score Settings 9:2ng v
& I Risk Factors v '
Base Score (3) 55% o4 ACTOR NAME * [ Finding Original Severity I
Q Factor Name MIN % - I Finding Original Severity v I
- e NS 2 When Finding Original Severity Equals
=
.
+ Add
Original Severity Score 0 %
Else reduce score by v 0 %

Figure 49. Add new factor
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10. Click Apply, then Save & Run.
11. In the left-side pane, select the Findings dashboard. From the Findings dashboard:
Set a Severity = Critical filter by clicking Severity and clicking Critical.

a.
b. Click one of your Lacework Compliance—GCP Findings in the filtered list.

8]

In the Finding modal that appears, click the Details tab.
d. Click the Finding.

e. Review the output (notice the Score Adjustment section and how Finding Original Severity has modified the
risk scoring).

.v.mnmm. # Explore (¥ Configure e m . o

Findings
Select Saved View... A 96

T Sources: Lacework Compliance - GCP v Type
Details

B
2

> Qverview (] Sep 12,2025

Sep 12,2025

LR Severity score 4 Title

- VM di t been encrypted with Customer-Supplied Encryption Keys (CSEK)
484831 A 96 Critical Score Explanat
L 484836 4 96 Criveal val Score Share X% Score Change
¢ 2 90% 86
as4sas 4 96 Critca
Value Score Share % Score Change
CRITICAL 10 . |
Final Score & 9.6 Critiea

Figure 50. Finding Original Severity
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Appendix A: Requesting Zscaler Support

If you need Zscaler Support to provision certain services or to help troubleshoot configuration and service issues, it is
available 24/7/365.

Support via ZIA

To contact Zscaler Support:
1. Go to Administration > Settings > Company Profile.
£+ Settings

My ;i.'ofile Nanolog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings

M Partner Integrations

Dashboard

& Authentication

T Authentication Settings Administrator Management
olicy
g User Management Role Management
Identity Proxy Settings Audit Logs
Q* Backup & Restore
1*
Administration

= Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 51. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

| zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Administration

Address Line 1

Address Line 2

Figure 52. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote 'ﬁﬁ*.sistance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (£

ThreatLabz | Security Research ('

Proxy Test (4
URL Lookup
Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
B Other

Search

Figure 53. Submit a ticket
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Support via Zscaler UVM

To contact Zscaler UVM Support:

1. Login to the Zscaler UVM Platform.

& Vulnerabilities 4 Explore £} Configure

Welcome, Paul

Tickets Remediation Dashboard

Legal Disclaimer (2

Figure 54. Zscaler UYM Admin Portal

2. Click Contact Support.

& Vulnerabilities 4 Explore £3 Configure

Explore Vulnerabilities

Welcome, Paul

&

[

Figure 55. Contact Support

Contact Support

3. Complete the details in the Contact us form and click Send.

4 Explore {3 Configure

Contactus -

Support Ticket

Your name (optional)

Email address

Subject

Ticket Type
Question

Category
=]

Figure 56. Contact us
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