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Terms and Acronyms

The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym Definition

CA Central Authority (Zscaler)

CSV Comma-Separated Values

DLP Data Loss Prevention

DNS Domain Name Service

DPD Dead Peer Detection (RFC 3706)
GRE Generic Routing Encapsulation (RFC2890)
ICMP Internet Control Message Protocol
|dP Identity Provider

IKE Internet Key Exchange (RFC2409)
IPS Intrusion Prevention System

IPSec Internet Protocol Security (RFC2417)
PFS Perfect Forward Secrecy

PRA Privileged Remote Access

RDP Remote Desktop Protocol

PSK Pre-Shared Key

SaaS Software as a Service

SSH Secure Shell

SSL Secure Socket Layer (RFC6101)

TLS Transport Layer Security

VDI Virtual Desktop Infrastructure
VNC Virtual Network Computing

XFF X-Forwarded-For (RFC7239)

ZPC Zscaler Posture Control (Zscaler)
ZDX Zscaler Digital Experience (Zscaler)
ZIA Zscaler Internet Access (Zscaler)
ZPA Zscaler Private Access (Zscaler)
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Trademark Notice

© 2024 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i)
registered trademarks or service marks or (i) trademarks or service marks of Zscaler, Inc. in the United States and/or other
countries. Any other trademarks are the properties of their respective owners.
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About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create
fast, secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its
services 100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional
appliances or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud
security platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To
learn more, see Zscaler’s website.

IGEL Overview

In the age of remote and hybrid work, organizations are increasingly relying on virtual desktop infrastructure (VDI) and
cloud workspaces to ensure flexible, secure, and cost-effective digital environments. However, effectively managing many
endpoint devices across dispersed locations introduces significant operational and security challenges. Addressing these
challenges requires solutions that simplify IT management, strengthen endpoint security, and streamline access to digital
workspaces.

IGEL Technology has developed robust solutions for endpoint management and secure access to cloud workspaces.
Through its innovative IGEL OS, endpoint management suite, and strategic alliances, IGEL has redefined how organizations
approach digital workspaces.

Today, IGELs primary offerings enable secure and simplified management of endpoint devices for organizations adopting
VDI and cloud workspace solutions. Headquartered in Bremen, Germany, with offices in Europe, North America, and
APAC, IGEL serves thousands of customers in industries such as healthcare, finance, government, and education. To learn
more, refer to IGELs website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, see:

Zscaler Resources

IGEL Resources

Appendix A: Requesting Zscaler Support
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Software Versions

This document was authored using the following versions of the Zscaler and IGEL software.
ZIA 6.2

Isolation
Privileged Remote Access
IGEL OS 12.5.0

Chromium Browser 127.0.6533.99 BUILD 1.0
Edge Browser 128.0.2739.79 BUILD1.0
Firefox Browser 115.12.0 BUILD 2.0

Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.
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Zscaler and IGEL Introduction

Overviews of the Zscaler and IGEL applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA'is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Isolation, allowing you to start with the services you need now and activate others as your needs
grow.

Isolation Solution Overview

Isolation is a key component of Zscaler’s Zero Trust Exchange that is designed to protect users from web-based threats
by isolating their browsing activity in a remote, cloud-based environment. Instead of loading web content directly on the
user’'s device, Isolation renders the content in a secure virtual browser within the Zscaler cloud and streams a safe version
back to the user. This helps prevent malware, ransomware, and other malicious content from reaching the endpoint,

and can address key data protection use cases faced by organizations today. Isolation does not require Zscaler's Client
Connector so can be used by anyone with a modern browser.

Key features of Zscaler’s Isolation include:
Cloud-Based Isolation: The entire browsing process happens in the cloud, reducing the endpoint’s exposure to
threats.

Protection Against Advanced Threats: By isolating sessions, it mitigates risks from phishing, malicious downloads, and
zero-day vulnerabilities.

Seamless User Experience: Provides interactive, near-native web experiences without the lag or limited functionality
sometimes associated with traditional browser isolation.

Granular Policy Controls: IT teams can set detailed policies to control browsing permissions, download capabilities,
and more, depending on user roles or threat levels.

Easy Integration: Works seamlessly with Zscaler’s cloud security platform, allowing centralized management and
consistent policy enforcement across the organization using any modern browser.

©2024 Zscaler, Inc. All rights reserved. 7
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ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible

to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

Privileged Remote Access Solution Overview

Zscaler's Privileged Remote Access (PRA) is a clientless remote desktop gateway component of ZPA that enables end
users to securely connect to servers, jump hosts and bastion hosts, or desktops using Remote Desktop Protocol (RDP),
Secure Shell (SSH), or Virtual Network Computing (VNC) from an end user's modern browser without installing Zscaler
Client Connector or any browser plugins. PRA allows you to provide third parties (vendors, contractors, suppliers), IT
administrators, and remote employees, controlled access to your privileged servers and applications.

PRA allows an admin to set up specific end users for certain privileged consoles with policies for a fixed time frame. You
can also choose to provide configured credentials for short-term end users, or prompt end users to enter their credentials
when using a privileged console. These PRA features provide secure, user-friendly access while also limiting the end user’s
access only to what is needed, when, and for a duration of time.

The PRA service includes the following key components:

Privileged Portals

Privileged Consoles

Privileged Approvals

Privileged Credentials

Privileged Policies

Privileged Application Segments

Diagnostics

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Isolation Help Portal Help articles for Isolation.

Understanding Privileged Remote Help articles for PRA.

Access

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

©2024 Zscaler, Inc. All rights reserved. 8
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The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Isolation Help Portal Help articles for Isolation.

Understanding Privileged Remote Help articles for PRA.

Access

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

IGEL OS Overview

IGEL OS is a Linux-based operating system designed specifically for secure, efficient, and manageable access to virtual
desktops and cloud workspaces. It's lightweight, highly secure, and optimized for endpoint devices such as thin clients,
desktops, and laptops. IGEL OS is particularly popular in environments where organizations rely on virtual desktop
infrastructure (VDI), desktop-as-a-service (DaaS), and cloud-based applications.

Key features:
Lightweight and Secure: IGEL OS minimizes the attack surface with a read-only file system, making it less vulnerable
to malware.

Centralized Management: It includes IGEL Universal Management Suite (UMS) for easy remote management of
thousands of endpoints, enabling simplified updates, policy enforcement, and troubleshooting.

Broad Compatibility: It supports major VDI and DaaS providers, such as VMware, Citrix, Microsoft, and Amazon
WorkSpaces.

Fast Boot Time: Because it's resource-efficient, devices boot quickly, ensuring minimal downtime and optimal user
experience.

IGEL Resources

The following table contains links to IGEL support resources.

Name Definition
IGEL Knowledge Base Help Articles for IGEL OS
IGEL OS Product Page Information about IGEL OS

©2024 Zscaler, Inc. All rights reserved. 9
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Solution Overview

IGEL OS and Zscaler work together to provide a streamlined approach to empowering browser-based productivity from
secure employee and contractor endpoints. The IGEL OS, a lightweight and secure operating system, offers a robust
platform upon which to access Zscaler’s Isolation and PRA solutions. This interoperability delivers a secure, Zero Trust-
oriented endpoint enabling streamlined access to SaaS or private apps, and remote desktops, servers, or devices. This all
happens from the user’s browser of choice without the need for traditional VDI infrastructures or expensive local OSs.

The IGEL OS rethinks the need for a heavy, vulnerable OS running on a pricey laptop. The secure endpoint OS is tailored
to work in modern, cloud-centric environments, for full productivity that maximizes use of local, thin client compute. It
natively offers Preventative Security to stop attacks and malware on the endpoint while preventing data from reaching the
local machine.

You can access Zscaler Isolation and PRA using the user’s browser of choice on endpoints with the IGEL OS. It directly
connects users to the SaaS and private apps, and private consoles, needed for productivity. Not only does Zscaler
connect users to apps but does so protecting data with browser-based data controls to stop actions like uploads and
downloads, or printing. Zscaler data protection also ensures sensitive data is never accidently shared or compromised via
the browser.

Zscaler Isolation and PRA with IGEL OS Interoperability

The following sections describe how to use Zscaler Isolation and PRA with IGEL OS.

PRA Use Case

An IGEL OS user must securely access a Linux system for troubleshooting. The system is only accessible through Zscaler’s
Zero Trust Exchange (ZTE), which provides a Privileged Console allowing SSH access. The user does not have the Zscaler
Client Connector but can use a standard web browser.

1. Loginto the IGEL OS 12 desktop.

2. Install browsers, if needed, via the IGEL App Portal.

(=T Yoy WIET

Figure 1. IGEL OS Desktop (PRA)

3. Open a browser and enter the URL of your PRA user portal. You are immediately redirected to authenticate to the
PRA user portal.

©2024 Zscaler, Inc. All rights reserved. 10



4. Enter your Username and click Sign in.
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Figure 2. PRA Portal sign in
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5. Enter your Password and click Sign In. You might need to re-enter your username.
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Figure 3. PRA Portal password
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After successfully authenticating, you are presented with the consoles to which your user has access. By clicking a console
tile, you can make an SSH, RDP, or VNC connection to that system’s login window to enter credentials for access.

w e The Zm Trest Exchange ¢ N

+ € 5 o Berecinaleschangs com

() rezmms

My Consolas (8)

Y=l Yoy L

Figure 4. PRA Portal Consoles

In the following example, the user makes a connection to a Linux jumpbox via SSH. When the user no longer requires
access, they can either exit the Linux shell or click the Disconnect icon in the upper right-hand corner to disconnect from
the session.

< The Zero Trust Exchange O x < linux-jumpbox-2 VAULTED x +

C 25 ot.thezerotrustexchange.com/v1

i mezraTRugr 1 he Zero Trust Exchange 2 @ Recording Connected K> Disconnect
EXCHANGE linux=jurr x-2 VA

AULTED

] . g &  \Q teuximpboc2vaulT. (il Yoy REEY

Figure 5. Privileged SSH Console
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Isolation Use Case

Users of IGEL OS must access their email on M365. Their company’s email is only accessible when going through Zscaler's
ZTE. They typically access their email from their laptop which has Zscaler Client Connector installed but now have a need
to access it from an IGEL OS thin client. Their company provides access via Isolation for cases like this where they can
access their email via Isolation using a standard web browser.

1. Loginto the IGEL OS 12 desktop.

2. Install browsers, as needed, via the IGEL App Portal.

[l T Yay R

Figure 6. IGEL OS Desktop (Isolation)

3. Open a browser and enter the URL of the Isolation user portal. You are immediately redirected to authenticate to
the Isolation user portal.

4. Enter your Username and click Sign in.

21 Entar vour usamama or emall 1 sian in

Usemame of Emal;

0361 7T ezemoirusiemangs. com| Signin

% . B E |\ e coumim (e I=T-T2Y Et0

Figure 7. Isolation Portal sign in
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5. Enter your Password and click Sign In. You might need to re-enter your username.

» ) dewmiagien_defauit - Sig n *

- € 5 de-alensddlamms

Wisiname
FIENTAT @iheTeratnst svchangs con

Pasyword

@ BB E \Qmmnies (@ YuT-Tay PIES
Figure 8. Isolation Portal password
After successfully authenticating, you are presented with the applications to which your user has access. By clicking an

application tile, you make a connection to that application’s login window through Isolation to enter credentials for access.
In this example, the user clicked the M365 application tile.

¥ | TheZeoTnstExhongelo: ® | +

%3 unerporal theaher ot ustes changs oam,

Q) remmm 00

All Applications

(G

{?,; . = & W ez Trust Exchung =l Yoy FEE

Figure 9. Isolation Applications
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For this M365 application, Isolation has been configured to display a banner alerting the users that they are being
redirected to Isolation.

~  # ThelewmTesibehange s X @ | Mew Teb

5O ERMAOST sclation Fical oo

Heads up. youve been redewcted 1o Browisd lnolation’
T e pou wasre g 10 acceas is now eedkeed n 8 Tully solaied erionmen o
profect you brom malcous contesd

T Yoy RFEE

Figure 10. Isolation banner

In addition to the blue border there is also a watermark identifying this as an Isolation session. The user still must sign into
the application as shown next.

Sign in

Figure 11. Isolation application login
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The user must also enter their password.

i ® BT L Sign o your oot

= IXIS05T) molstion recaler com.

Enter password

Figure 12. Isolation application password

When the user is done, they can either exit the application or click the Disconnect icon in the upper right-hand corner to
disconnect from the session.

FIOOET eclution Facaler oo

Welcome to Microsoft 365

Quick scoess

e uT. Yoy RrEe

Figure 13. Isolation session
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Appendix A: Requesting Zscaler Support

If you need Zscaler Support to provision certain services or to help troubleshoot configuration and service issues, it is
available 24/7/365.

To contact Zscaler Support:
1. Go to Administration > Settings > Company Profile.
£+ Settings

0% F—‘i.'ofile Nanclog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

& Authentication
TROLS
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Backup & Restore

= Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 14. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

| zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Administration

Address Line 1

Address Line 2

Figure 15. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote ﬁﬁtsisiance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (£

ThreatLabz | Security Research (4

Proxy Test (4
URL Lookup

Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
B Other

Search

Figure 16. Submit a ticket
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