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Terms and Acronyms

The following table defines acronyms used in this deployment guide.

Acronym
ASIC
CA
CPU
Csv
DLP
DNS
DPD
GRE
ICMP
IdP
IKE
IPS
IPSec
PFS
POSIX
PSK
Saa$S
SSL
TLS
VDI
XFF
ZCP
ZDX
ZIA
ZEN
ZPA

Definition

Application-Specific Integrated Circuit
Central Authority (Zscaler)

Central Processing Unit
Comma-Separated Values

Data Loss Prevention

Domain Name System

Dead Peer Detection (RFC 3706)
Generic Routing Encapsulation (RFC2890)
Internet Control Message Protocol
|dentity Provider

Internet Key Exchange (RFC2409)
Intrusion Prevention System
Internet Protocol Security (RFC2411)
Perfect Forward Secrecy

Portable Operating System Interface
Pre-Shared Key

Software as a Service

Secure Socket Layer (RFC6101)
Transport Layer Security

Virtual Desktop Infrastructure
X-Forwarded-For (RFC7239)

Zscaler Cloud Protection

Zscaler Digital Experience

Zscaler Internet Access (Zscaler)
Zscaler Enforcement Node (Zscaler)
Zscaler Private Access (Zscaler)
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About This Document

Zscaler Overview

Zscaler (Nasdag: ZS) enables the world's leading organizations to securely transform their networks and applications for a
mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast,
secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its services
100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances
or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security
platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To learn more,
see Zscaler’s website or follow Zscaler on Twitter @zscaler.

Microsoft Overview

Microsoft (Nasdaq: MSFT), Microsoft develops and licenses consumer and enterprise software. It is known for its
Windows operating systems and Office productivity suite. The company is organized into three equally sized broad
segments: productivity and business processes (legacy Microsoft Office, cloud-based Office 365, Exchange, SharePoint,
Skype, LinkedIn, Dynamics), intelligence cloud (infrastructure- and platform-as-a-service offerings Azure, Windows Server
OS, SQL Server), and more personal computing (Windows Client, Xbox, Bing search, display advertising, and Surface
laptops, tablets, and desktops). To learn more, refer to Microsoft’s website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For more information on additional product and company
resources, see:

- Zscaler Resources

- SharePoint Resources

- Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using ZIA and ZPA (with Zscaler Client Connector) along with SharePoint Online Microsoft
365.

Request for Comments

- For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

- For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the integrations
in this document.

©2024 Zscaler, Inc. All rights reserved. 5
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Zscaler and Microsoft SharePoint Introduction

Overviews of the Zscaler and SharePoint applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, please contact your Zscaler Account Representative.

ZIA Overview

ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet
onramp—just make Zscaler your next hop to the internet via one of the following methods:

- Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
- Forwarding traffic via Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports cloud Firewall, IPS,
sandboxing, data loss prevention (DLP), SaaS Security, and isolation, allowing you to start with the services you need now
and activate others as your needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or a data center
using a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

©2024 Zscaler, Inc. All rights reserved. 6
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Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition
ZI|A Help Portal Help articles for ZIA.
ZDX Help Portal Help articles for ZDX.

Troubleshooting, security and analytics, and browser extensions that help

Zscaler Tools ; .
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZDX Help Portal Help articles for ZDX.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.
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SharePoint Overview

Organizations use Microsoft SharePoint to create websites. You can use it as a secure place to store, organize, share, and
access information from any device. All you need is a web browser, such as Microsoft Edge, Google Chrome, or Mozilla
Firefox.

SharePoint can refer to one or more SharePoint products or technologies, including:

- SharePoint in Microsoft 365. A cloud-based service, hosted by Microsoft, for businesses of all sizes. Instead of
installing and deploying SharePoint Server on-premises, any business can subscribe to a Microsoft 365 plan or to the
standalone SharePoint Online service. Your employees can create sites to share documents and information with
colleagues, partners, and customers.

- SharePoint Server. Organizations can deploy and manage SharePoint Server on-premises or with an Office 365
Enterprise subscription to take advantage of all the latest features. It offers additional features and capabilities, such
as site pages, web parts and authoring, lists and libraries, search, integration with PowerApps, Power Bl and MS Flow,
and SharePoint home page.

- SharePoint Designer 2013. A free program last released in 2013. Use it to build powerful, workflow-enabled solutions.
You can edit external content types for an external data solution based on Business Connectivity Services.

- OneDrive sync. A desktop program that you can use to sync documents from a team site or OneDrive for work or
school to your computer for offline use.

This guide is specific to SharePoint Online for Microsoft 365.

SharePoint Resources

The following table contains links to Microsoft SharePoint support resources.

Name Definition

About SharePoint Website where you can watch a video on SharePoint uses, features, and applications.
SharePoint Community A SharePoint community for news, announcements, and best practices.

SharePoint Support Microsoft support portal.

©2024 Zscaler, Inc. All rights reserved. 8
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Zscaler Data Protection and Digital Experience for SharePoint.com

Microsoft is one of the industry leaders that defined the advantages SaaS applications and the cloud can provide to an
enterprise. Saa$S services are popular because of the collaboration and ease of use, enabling sharing globally. However,
the downside of this ease of access and sharing is risk. It is impossible to train every employee to always use best
practices with Saa$S applications, which can lead to costly mistakes for the organization. Risk associated with accidental
data exposure, malicious intent, and compliance violations, can force companies to restrict or prevent use of these
incredible business tools.

Another challenge faced by organizations migrating to cloud services in today’s environment has been the ability to
monitor the users’ experience for the Saa$S application. In today’s work from anywhere corporate infrastructures, Zscaler
provides a complete SharePoint solution using ZIA for security of SharePoint and Zscaler Digital Exchange (ZDX), for
visibility of the users’ experience.

Secured User
Access and SaaS
Security

Secured and
Controlled

Access E‘I

Figure 1. Zscaler solutions for SharePoint

Monitoring and
Visibility
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Overview

ZIA provides SharePoint security by using access control, identity control, SaaS security posture management, and the
SaaS Security API to scan the SharePoint attachments for malicious content and provide DLP. ZIA also provides complete
security for clients whether they are in the corporate office or their home office.

The ZDX service provides user-specific experience monitoring and visibility to the SharePoint service that helps
organizations address any user experience concerns or challenges. ZDX has preconfigured monitors for SharePoint that
provide performance monitoring and measurements from the users’ device running the Zscaler Client Connector. These
monitors provide detailed information on the user’s device, the network path to SharePoint, and the SharePoint Saa$S
performance itself. This information is invaluable to operations when a user is experiencing issues with SharePoint and
provides visibility to every corner of the internet.

Both SaaS security and ZDX SaaS monitoring operate as separate standalone services and are not dependent on one or
the other. However, the two services working together provide a comprehensive solution for both security and operations
of Microsoft's SharePoint services.

This guide covers the following ZIA features for SharePoint Security, and the ZDX for SharePoint performance visibility.

- Configuring SharePoint SaaS Security

- Configuring SharePoint SaaS Data Loss Prevention

- Configuring SharePoint SaaS Malware Detection

- SaaS Security Reporting and Visibility

- Configuring SSL Inspection for SharePoint

- ZIA Cloud Application Control
- ZDX for SharePoint

ZIA SaaS Security APl Data and Malware Protection for SharePoint

The SaaS Security APl is a feature set that is part of the ZIA security cloud and is designed specifically to help manage
the risks of file collaboration with SaaS partners by preventing data exposure and ensuring compliance across the SaaS
application.

Zscaler Internet Access
Saa$S Security Services

Data Loss Protection
Malware Detection
Saa$S Security API

Figure 2. Zscaler SaaS Security APl in use with SharePoint

©2024 Zscaler, Inc. All rights reserved. 10
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The Saa$S Security APl enables organizations to securely adopt and govern the use of multiple SaaS applications. It
provides real-time visibility, controlling access and user activity across sanctioned and unsanctioned applications. The
fully integrated platform eliminates overlay architectures and simplifies policy creation and administration, ensuring data
is protected and compliance is maintained.

What makes the SaaS Security APl unique?

- Data exposure reporting and remediation. The SaaS Security APl checks SaaS applications and cloud providers’
configurations and compares them to industry and organizational benchmarks to report on violations and automate
remediation.

- Threat identification and remediation. The SaaS Security APl checks SaaS applications for hidden threats being
exchanged and prevents their propagation.

- Compliance assurance. The SaaS Security APl provides compliance visibility across SaaS and cloud providers and can
mitigate violations automatically.

- Part of a larger data protection platform. The Zscaler Zero Trust Exchange provides unified data protection with
DLP and malware scanning capabilities for internet, data center, and SaaS applications, and ensures that public cloud
applications are configured to prevent data exposure and maintain compliance. Zscaler also offers ZPA for Zero Trust
access to internal applications, ZDX for active monitoring of a users’ experience to SaaS applications, and Zscaler
Cloud Protection (ZCP) for cloud security. Zscaler provides end-to-end connectivity, security, and visibility from any
location on-prem or remote.

For more information, see Zscaler Resources.

ZIA SSL Inspection for SharePoint

Up to 94% of traffic traversing the internet is encrypted using SSL or TLS to protect data that is confidential and sensitive.
This data is transported across the internet between browsers and cloud apps. As you connect to websites, an encrypted
connection between your browser and the website (cloud application) is established.

While this encryption protects the sensitive data, it is important to mitigate risk within this traffic. Advanced threats and
malware are routinely delivered within encrypted traffic. SSL decryption enables organizations to open encrypted traffic
in a safe and controlled manner and inspect the data to identify threats inbound to applications, as well as outbound
from users to the internet. The traffic is then re-encrypted and sent on its way. Inspecting encrypted traffic is nontrivial
and it requires a proxy architecture.

Zscaler Internet Access
SSL Inspection

| A > >
B ol

Decrypt - Inspect - Encrypt

Figure 3. SSL decryption
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Zscaler makes enabling and managing SSL inspection as manageable and operationally sound as possible. The certificates
required for SSL inspection are installed during the installation of the Zscaler Client Connector, and the encryption

and decryption process is performed in ASIC to nullify the latency and performance hit experienced by other security
vendors. This allows organizations to enable SSL decryption for all inspectable destinations and enable security that
provides cloud application control, DLP, file protection, sandbox, and malware protection.

This guide provides information about enabling SSL inspection for SharePoint, allowing you to control and secure access
and the data between organizations and the SharePoint Online site.

ZIA Cloud Application Control

The ZIA security cloud is a fully integrated cloud-based security stack that sits in-line between users and the internet,
inspecting all traffic (including SSL) flowing between them. As part of the platform, Zscaler’s cloud application visibility and
control delivers full visibility into application usage, and granular policies that ensure the proper use of both sanctioned
and unsanctioned applications.

Zscaler Internet Access

il R —

=] —

| —

Cloud Application Control

Access Blocked by User, Group, Location, Department
Figure 4. Cloud app control

Zscaler's Cloud App Control provides SaaS application intelligence to consolidate all associated URLs and functions of the
application in a single security setting. This allows you to control specific user, groups, locations, or departments, and only
allow the required users to the application.

©2024 Zscaler, Inc. All rights reserved. 12
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ZDX SharePoint User Experience

As applications move to the cloud, the internet becomes the new transport network. With users working from anywhere,
IT teams struggle to monitor and isolate issues affecting the user-to-cloud app experience. SharePoint is no exception,
and ZDX provides visibility into the client’s experience using SharePoint. ZDX uses the Zscaler Client Connector to
generate application and network probes and gather device health. ZDX is a separate service from SaaS Security APl and
can run with or without SaaS Security APl enabled.

Zscaler Internet Access
Cloud Application Control

( Application Monitoring

“ Path Monitoring

u < »
—

i

~—

Private IP: 10.1.1.254 10111 96.120.16.121

Public IP: 98.198.16.223 (Gateway) WAN zscaler.sharepoint.com

Figure 5. ZDX for user experience monitoring for SharePoint

ZDX allows organizations to continuously gather and analyze data on end-user device resources and events such as CPU,
memory usage, and Wi-Fi connectivity issues that impact end-user experiences. You can measure and analyze end-to-
end and hop-by-hop network path metrics from every user device to the cloud application. With cloud path visibility,
you can proactively detect and resolve end-user connectivity issues to cloud applications.

ZDX continuously monitors and measures application metrics such as response time, DNS resolution, and broader
availability metrics of the application. You can monitor aggregated user experience performance scores tracked over time
at the user, application, location, department, and organizational level.

©2024 Zscaler, Inc. All rights reserved. 13
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Configuring SharePoint SaaS Security

Log into your tenant ZIA Admin Portal to start the installation process. Your Zscaler cloud instance may be different from

the example.

LOGIN I PASSWORD
62806’6{ tharcourt@zscaler.com o ] [ sssinens o | m
] Remember my Login 1D 4 English (US]  ~

New Features Available

Your cloud was upgraded and a variety of
new features and enhancements are now
available to you.

Learn More

Gartner ZTNA and Enabling the
Zzcaler SASE at a Glance " Fram Any ara” Reality

Learn More

Figure 6. ZIA Admin Portal login

©2024 Zscaler, Inc. All rights reserved. 14
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Adding the SharePoint Tenant
To launch the SaaS Application Tenants Wizard in the ZIA Admin Portal.

1. Select Administration.

2. Select SaaS Application Tenants.

o Settings 24 Hours ¥ o) & 4+
COUN AMAGEME CLOUD CC

My Profile Manclog Streaming Service
Transactions

Top Users Transactions
Company Profile Advanced Settings
5.B K toddh@testmypacket.com

Dashboard
Alerts DLP Incident Receiver

E Print All Palicies Partnar Integrations

Analytica

Palicy & Authentication

ENTICATION CO J 0 ADMINISTRATION CONTROLS
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Cloud Service APl Key Management Backup & Restore

Q Corporate Marke.., [ Advertising
Search Intemnet Services [l Other

= Resources
Location Management URL Categories a Applications Byles Top Advanced Threats Transactions
VPN Credentials Bandwidth Classes

Static IPs & GRE Tunnels Time Intervals

Hosted PAC Files Rule Labels r selected time range Mo data for selected time range

aZ Agent Configurationg End User Notifications

Zscaler Client Connector Devices Device Groups
Help

Risk Profiles

Figure 7. SaaS Application Tenant

3. On the SaaS Applications Tenants page, select Add SaaS Application Tenant.

©2024 Zscaler, Inc. All rights reserved. 15
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SaaS Tenant Configuration Wizard

After selecting Add SaaS Application Tenant, the wizard is displayed.

1. Select the SharePoint tile on the wizard.

Add SaaS Application Tenant

@ Choose the SaaS Application Provider

Search SasS Application

Popailar Applications

box &G OneDrive | @ SharePoint || & Google Drive

M Gmail | @8Exchange | %3 Dropbox
g‘F‘!Ilare:- e GitHub servicenow Google Workspace

i | Geslack | @ —— | office3ss

cancel

Figure 8. The Saa$ tenant configuration wizard

2. Name the SaaS Application Tenant. This is the name that is selected when assigning a policy for the Zscaler security
features.

3. Click Provide Admin Credentials.

Add Saas Application Tenant

@  Croose tha Sans Application Providar

B> SharePoint

€  Nama the 5335 Application Tanant

Tenant Name

©  Autharize the Seas Agplication

Tes eoigure ata | 1k poe Sias Sacurily APL, you must give Tacal scoass b ShamPoit,

Zscuiar Sang Connactar
2836 T00-Grs 74838 BLsI-DE a4 adicAzn

Cancel @

Figure 9. Open the SharePoint tenant

This opens a new tab in your browser where you select an account.
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Configuring the Zscaler Tenant on SharePoint
The following steps are based on procedures documented on the Microsoft website. To configure the Zscaler tenant from

your SharePoint Admin account:

1. Login to SharePoint with administrator credentials.

w

h o P @

Cloud Portal - Add S X B Sign In to your account

i login.microsoftonling.com,

i B 4 &4 ® B v B Todo B3 project B3 Zscaler [ 8D » | [ Other Bookmarks Reading List

BE Microsoft

Pick an account

tocddh rtestmypacket onmicrosoft.com

E Todd Harcourt
Signed in

+ Use amother account

Terms of use  Privacy & cookies

Figure 10. Log in to the SharePoint tenant

2. Verify and accept the requested permissions.

3. Click Accept.

# loginmicrosoftonline.com/co

A B @ 4

B% Microsoft
toddchv bestrypacket onmicmasdt com

Permissions requested
Review for your organization
Zscaler Saal Connector Z5Theee 01

Faas ol

This spplication is ral published by Micrasaft ar
your erganization,

Figure 11. Accept SharePoint permissions
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Finishing the Zscaler Tenant on Zscaler

Save and activate the configuration changes from the ZIA Admin Portal:

1. Click Save.

2. Activate the configuration changes.

Add Saa$S Application Tenant

o Choose the Saas Application Provider

A SharePoint

a Mame the 5aas Application Tenant

Tenant Mame

sharapaint

e Autherize the Saas Application
To configure Data Lose Protection and Malware Detection policias for SaaS Security API, you must give Zecaler acoass to SharePoint.

Zscaler SaaS Connector Tenant ID

d2A2bTd0-0chT-463 3-DBeGAddEcdla o -431b-Ec1-0200371822ad

Provide Admin Cradantials (2

Figure 12. Finish the Zscaler tenant

3. Return to the SaaS Application Tenants windows, then verify the SharePoint tenant is Active.

SaaS Application Tenants

Q Add SaaS Appication Terant Q,
Mo, Application Tenant ... Status Last Modified On () Last Mo... Policy C..  Extermal.  Extornal. H
SharePaint sharepoint @ Act January 10, 2022 0. admin@10.. - s o=

[Fg Her

Figure 13. The completed and active SharePoint tenant

©2024 Zscaler, Inc. All rights reserved. 18
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The Completed and Active SharePoint APl Connector

After adding and configuring the SharePoint tenant, there are other actions you can take (detailed later in this guide):

- Configuring SharePoint SaaS Data Loss Prevention
- Configuring SharePoint SaaS Malware Detection

- Saa$S Security Reporting and Visibility

- Configuring SSL Inspection for SharePoint

Advanced Threat Protection File Type Control

Sandbox Bandwidth Control

Browser Control SSL Inspection

=NTION
Dashboard
Data Loss Prevention

o

Analytics

& SaaS Security API

SaaS Security API Control
Scan Configuration

Saas Security Posture Control

Administration

[J Mobile

Activation

Figure 14. Zscaler policy configuration

©2024 Zscaler, Inc. All rights reserved. 19
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Configuring SharePoint SaaS Data Loss Prevention

The procedures for creating a DLP policy are straightforward. Create a custom dictionary (or use the available dictionaries)
to identify the data for which the scan looks. This guide uses a POSIX pattern to show the power of creating a library to
match any data, or you can use one of the predefined libraries as well.

An engine is created that is the logical template for adding expressions and additional data. You then specify the
SharePoint-SSN-Scan dictionary and any other criteria for the policy. The engine adds or removes data that matches
violations and eliminates false positives.

Creating a DLP Policy

Create a SaaS Security DLP policy that specifies the detail about where, when, the action taken, and whom to inform
about violations. Then, apply the DLP policy to your SharePoint tenant.

In the ZIA Admin Portal:

1. Select Administration.

2. Select DLP Dictionaries and Engines.

3. Select Add DLP Dictionary (this opens the configuration wizard).

4. Name the Dictionary (in this case, SharePoint-SSN-Scan).

5. Specify the pattern to match the basic SSN format [ \b ([0-91{3}[-1[0-91{2}[-1[0-91{4}) 1.
6

. Click Save to save the dictionary.

Add DLP Dictionary

DLP DICTIONARY
Narme Dictionary Type

Patterns & Phrases

Match Typo

Match Any

Description

Add Pattern

PHRASES

Phrase

Figure 15. Creating a DLP dictionary

©2024 Zscaler, Inc. All rights reserved. 20
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Creating a DLP Engine

Create a DLP engine that provides the logic for the DLP library. This template allows you to build Boolean expressions
and hit counts to fine tune the violation criteria that prevent false positives. To create the DLP engine to use the DLP
Dictionary:

1. Select the DLP Engines tab.

2. Select Add DLP Engine.

DLP Dictionaries & Engines

DLP Dictionaries DLP Engines UPDATED

© Add DLP Engine

Dashboard

|2 No. Name ® Dictionaries
Analytics i
1 GLBA (Financial Statements > 0 AND Social Security Numbers (...
. 2 HIPAA (Medical Information > 0 AND Social Security Numbers (U...
Palicy
3 Names and SSNs ((Social Security Numbers (US) > 5))
e 54
-3 4 Offensive Language (Adult Content > 0)
Administration
5 PCI (Credit Cards > 5 AND Social Security Numbers (US) > 5)
©
6 SSN-with-Dashes ((SSN with Dashes > 3))

Activation

Q

Search

Figure 16. Creating a DLP engine

©2024 Zscaler, Inc. All rights reserved. 21



ZSCALER AND MICROSOFT SHAREPOINT ONLINE DEPLOYMENT GUIDE |

Give the DLP Engine a Name.

In the Engine Builder under Expression select your newly created dictionary.

Specify the Match Count, which is the minimum number of instances the data must occur in the file.
Select ADD to add another dictionary if desired and repeat the process.

Click Save to save the configuration.

©® N o AW

Activate the configuration.

Add DLP Engine

DLP ENGIME

Mama

ENGINE BUILDER

EXPRESSION

o
Sharepoint-SSN-Scan hd x
OADD v

Expression Preview

HSharepoint-SSN-Scan = 3))

DESCRIPTION

smcal

Figure 17. The DLP engine wizard

This policy triggers when you see the third Social Security number. This is an example only (where the
criteria is too general to be a production DLP rule).

©2024 Zscaler, Inc. All rights reserved. 22



ZSCALER AND MICROSOFT SHAREPOINT ONLINE DEPLOYMENT GUIDE |

Configure a SaaS DLP Policy

Now apply the engine to a DLP policy that is used for the SharePoint instance. Launch the DLP Rule Wizard to start the

process.

1. Select Policy.

2. Select Data Loss Prevention.
3. Select File Sharing.

4. Select Policy.

5. Select Add DLP Rule.

w

SaaS Security API Control

Data Loss Prevention Malware Detection Scanning Exceptions Activity Alerts
Policy Exceptions
A > Rule

.

Na. Rule Order (&) Admin Rank Rule Name Severity Criteria Action Labed and ... Status 3

Figure 18. Launch the Saa$S DLP policy configuration wizard

This launches the DLP Policy Wizard.
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Saa$S DLP Policy Details
The SaaS DLP policy is like all Zscaler polices in that you specify the detail on whom and what data to which this policy
applies. You also specify the rule order if you have multiple DLP policies that are processed in a specific order.

The first rule that matches is the applied rule. Specify the defined DLP engine, any file owners, groups, departments, and
the file types to inspect. Select Any Collaboration, and an Action of Remove Sharing.

The Collaboration Scope and the Action are unique to the SaaS DLP, and are explained below for clarification:

- Collaboration Scope. The collaboration scopes and permissions for SaaS tenant files that contain sensitive data. Select
Any to apply the rule to files with all collaboration levels, or select any number of the following collaboration scopes
and specify the permissions for each scope:

- External Collaborators. Files that are shared with specific collaborators outside of your organization.

- External Link. Files with shareable links that allow anyone outside your organization to find the files and have
access.

- Internal Collaborators. Files that are shared with specific collaborators or are discoverable within your
organization.

- Internal Link. Files with shareable links that allow anyone within your organization to find the files and have access.
- Private. Files that are only accessible to the owner.

- Action. The rule detects content that matches the criteria. The number of actions available depends on the selected
SaaS application tenant. For SharePoint, the actions can remove Internal or External Collaborators and the Shareable
Link, All Sharing, or Report Only.

- Remove External Collaborators and Shareable Link. The rule reports the incident and removes all the file's external
collaborators and any shareable links.

-Remove Internal Collaborators and Shareable Link. The rule reports the incident and removes all internal
collaborators and any shareable links.

- Remove Sharing. The rule reports the incident and removes all the file’s collaborators and any shareable links.

- Report Incident Only. The rule reports the incident only and makes no changes to the file's collaboration scope.
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Saa$S DLP Policy Wizard

Configure the DLP policy. DLP Policies are evaluated in order in a top-down approach. The first policy matched is taken
into effect. To configure the policy:

1.

2.
3.

© ® N o U oA

Select the Rule Order for evaluation.
Provide a Rule Name for the rule.
Select the evaluation Criteria:
a. Select the SharePoint SaaS Application Tenant.
b. Select the desired DLP Engine (SharePoint SSN from previous steps).
c. Select the desired Collaboration Scope.
If configured and installed, select the Zscaler Incident Receiver to receive violation content.
Select the desired Action.
Select the Severity to assign the violation.
Select the Auditor Type to receive a notification email of a violation.
Select the Notification Template.
Click Save.

10. Click Activate.

Figure 19. Completing the SaaS DLP policy configuration wizard
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The following image displays the completed, activated, and enabled DLP policy.

Pl SaaS Security API Control File Sharing v
L
ZIA q . : 0 o
Data Loss Prevention Malware Detection Scanning Exceptions Activity Alerts
Policy Exceptions
Dashboard ——
© Add DLP Rule Search... Q,
=2
Analytics .
MNo. Rule Or.. (%) Admin ... Rule Na... Severity Criteria Action Label a... Status H
1 1 7 Sharepeint .. @ Medium Saas Applicatlo Remove Sh..  LABEL Enabiled £ D x
sharepoint -—
CLP Engine
Sharepoint 35N
Collaboration Scope
Any - Any

Search

Figure 20. The completed SaaS DLP policy
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Configuring SharePoint SaaS Malware Detection

To create a SharePoint malware detection rule, launch the malware detection rule wizard:

1. Select Policy > SaaS Security APl > Malware Detection.
2. Select File Sharing.
3. Select Add Malware Detection Rule.

Saa$S Security API Control Fila Sharing v
Data Loss Prevention Malware Detection Scanning Exceptions Activity Alerts
Policy Exceptions
Dashboard
u I © Add Malware Detection Rula J search Q
Mo, ‘SaaS Application Tenant Application Action Status Quarantine Location E
. No matching items found

Polkcy

Administratian

Figure 21. Adding a SaaS malware detection policy

The SaaS Malware Detection Policy is an all-encompassing policy. All files in the tenant are scanned unless removed from
the scope by selecting the Exemption tab under Malware Detection and specifying an exemption. To add a malware
policy, specify the application, SaaS tenant, and status.

The mitigation actions for SharePoint allow to quarantine, remove, and report malware.
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After the malware detection rule wizard is displayed:

—_

Select SharePoint as the Application.
Select the SharePoint SaaS Application Tenant.
Select Enabled for Status.

AowoN

Select the desired Action. Report Malware shows any violations without making changes to the tenant, is the least
impactful, and a good starting point to test the feature.

5. Click Save, then Activate the policy.

Add Malware Detection Rule

CRITERIA

Application SaaS Application Tenant

SharePoint v sharepoint v

Status Rule Label

Enabled v --- v

ACTION
Action
Report Malware A

Quarantine Malware

Remove Malware

{ Report Malware

Figure 22. Add malware detection rule
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Configuring SharePoint Security Scan for DLP and Malware

The final configuration step for SaaS data scanning is to create the scan configuration. Specify the tenant to which the
scan configuration applies, any policies that are included in the scan, and what data to scan relative to a date.

The Scan Schedule Configuration

The options for data to scan are All Data, Date Created or Modified After, or New Data Only. For this deployment guide,
All Data is selected. However, if this is a proof-of-concept or a trial, the only option available is New Data Only.

To add a scan schedule, select Policy > Scan Configuration > Add Scan Schedule.

Scan Configuration

Mo, Saas Application Tenant Schedule Criteria Dascription Status E

Figure 23. Configure the scan
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In the wizard:

1. Select SharePoint as the SaaS Application Tenant.

2. Select the Data Loss Prevention and Malware Detection policies created in prior steps.
3. Select All Data or New Data Only if this is a proof-of-concept or trial.

4. Click Save.

SCHEDULE CRITERIA

Saad Application Tenant Pulicy

| sharepoint I Data Loss Prevention; Mahware Detection

Date To Scan

|a:.)sla

DESCRIPTION

Figure 24. Scan configuration details

5. Activate the configuration.

6. Start the scan by selecting the Start icon.

Scan Configuration

@ Add Scan Schadule Eearch Q
Na. Saas Application Tenant Schedule Criteria Description Status !
1 sharepeint. POLICY Administrator Has Nat Started Scan E £

Data Loss Prevantion
Malware Detection
DLATE T0 SCAN

a1 Data

Figure 25. Start the scan
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The DLP and malware policies are now active, and the files are scanned for content violation and malware.

Scan Configuration
@ Add Scan Schadule

MNa. Saa5 Application Tenant Schedule Criteria

1 sharepoint L
Ii Data Loss Prevention
Anabytics

Malware Datection

DATE TO SCAN
All Data

Polcy

o

Adminestration

Activation

Q

Figure 26. The active and running scan

Description

Status

Running [ ]
Scan Started on January 10, 2022
0610 PM

Latest Scan: --
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SaaS Security Reporting and Visibility

Zscaler analytics provide detailed reporting of all user activity, down to each session created by the user when visiting a
destination. Zscaler extends that visibility to include reporting of activity, malware incidents, and DLP violations of data at
rest associated with the user. For SaaS partners, Zscaler provides reports and SaaS security insights. This provides visibility
from a high-level overview to management of the individual logs and violations.

The tools are discussed briefly. For more information of the SaaS security analytics tools, see Dashboard & Analytics
(government agencies, see Dashboard & Analytics).

Interactive Reports
Executive Reports
Scheduled Reports
Company Risk Score Report
Industry Peer Comparison

System Audit Report

Security Policy Audit Report

Sandbox Activity Report
SaaS Assets Summary Report
o 2
'n'.u. SaaS Assets Report DLP Violations
Administration
Web Insights ® 8
Malware

Mobile Insights
Firewall Insights
DNS Insights
Threat Insights
Tunnel Insights

Saa$S Security Insights

Figure 27. Saa$ security visibility
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SaaS Assets and SaaS Assets Summary Report

The SaaS Asset Reports provide a summary or customizable reporting to have a quick view of your content violations
and discovered malware. The SaaS Assets Summary Report provides all activity and violations in a quick glance. The
report identifies all SaaS tenant information from a single screen. The data is hyperlinked, and you can easily pivot from a
summary to individual logs and activities provided by Saa$S Security Insights.

Select the Total Incidents number (62) next to SharePoint to pivot to SaaS Security Insights.

|Saas Assets Summary Report wew l 8

All Application Categones v Last 24 Houw

Aeport generated: 01:02 PA, January 11, 2022

Total Incidents Incidents Trend over the Last 1 Day All Application Categories w

15
6 2 DLP Vilations

Inciden
Admiristratian nckhaota
® a7
£ Matwara
I-_“.-I — e ——— ——F ——
Activation
82 files scanned

Q

Applications Generating the Incidents

Application Total oLe Malware
> Public Clowd Storage Applications a 1] 9
~ Filn Sharing Applications. 82 15 47

B SharePaint 15 47

b Box Q Q L]

IF Oropoox [} o ]

& Gaogle Drive o o L}

& Onelrive a [ 0 @

Figure 28. Summary reports

This opens Saa$S Security Insights and the log data for each violation containing over 30 metadata points of information.
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SaaS Security Insights

The Saa$S Security Insights page lets you view and select information fields for analyzing files scanned through charts.
These logs provide the detail of the policy that found the violation, the threat name, the owner, and over 30 datapoints
for identification and threat hunting.

The following are the SaaS security data types and their associated filters:

- Application

- Application Category
- Department

- DLP Dictionary

- DLP Engine

-Incident Type

- Owner Name

- Severity

- Tenant

- Threat Category

- Threat Super Category

- User

Insights o el Insights LOgS Jan 90, 2022 f:-ﬁ.l‘l)z ‘N: --I‘\ n, )?:'."II'S.‘S&AM *
B3 Log Awcords Fourd
Logged Time = Appicat. Fie Name. File Source Location Policy Type... Aule Name... Action File MDS Serverity
Tsaaay, Jarusry 11, ... Shareta, SCARCOML. I IEnameaRh UL GCUMents Hone Hone ne achon — HNone
- | Tuesday, Jarusary 11, ... SharePa.. 15252 000 [EnaredX20Documents Matware Detect .. sharepoint Fepart Matware None
Tussday, Jarary 11, SharePa, SAN-RCOTRCEY [SnaRERIODCUMENLS oe Sharpain 5 Remove Shaing  T1cSA06TRSA080544d, ® Medium
Tuesday, Jarsary 11,..  SharPo.  olcar_com.zp fSharea%20Documents None Mone no action . None
Tussday, Jarcary 11, SharaPa wiea ¥ [EhamdRI0Documents Hone BHana e Aciio Hone
Twesday, Jaruary 1, ... SharePa.. eicar.com txl fSnareaX20Documents Hone Hone no action HNone
Tussday, Jaruary 1, ... SharePa. elcarcom [EharedXI0Documants HNona Mong no action Nona
Tussday, January 11, ... SharePa.. SEN-rBEONIs.CEV iShaned2000cuments oL Sharpaint 5_ Femove Shiring TS Teadin0sa4d. ® Modium
Sourt Tussday, fanwary 11, . SharePo..  Customarcsv [Shand%20Documents LR Sharpaint 5 Remove Shaing  T1cS6967aS0080544d.. ® Medium
Tusaday, Jamasey 11, .. ShaiePa AR, B ISnbimEN 0D BNl Nods Mohe fi dilin N
Twesday, Jarusary 1, ... SharePa.. Medical-Record... [shes/Testmypacket/Shared oLp Sharpoimt 5 Remove Sharing SAScEA20843d34334... ® Medium
Tussday, Javasey 11,...  SharePa, san-reconds.cev fans Tastmypacket/Shared. oLe Sharpain 5 Remove Shering  T1eS606TeSA0005 444, ® Medium
Apply Fiters Twesday, Jarusary 11, ... SharePa.. Customer.csv [shes Testmypacket/Shared% oLp Sharpoimt 5 Remove Sharing TcE686Tetd0e05444d... ® Medium
Tussday, Jarvary 11, SharePa, Medical-Apcord JanusITastmypacketiShareds. oe Sharpaint 5 Remove Snaing  5435cSB2084303033d ® Medium
Tussday, Jamaaey 11,..  SharePo.  39Td.mme IShama%000cumEnts None Mone no action Nona
Tuasday, Jaresary 11, SharPa, Mudical-focord Isius TasimypacketiSharedt. oLe Sharpaiet & Tomowe Shaing  S35c8BI0A4303433d » Modium

Figure 29. Saa$S security insights
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Configuring SSL Inspection for SharePoint

Up to 94% of traffic traversing the internet is encrypted using SSL or TLS to protect confidential and sensitive data. This
data is transported across the internet between browsers, cloud apps, and websites through an encrypted connection
between your browser and the website (cloud application).

While this encryption protects the sensitive data, it is important to mitigate risk within this traffic. Advanced threats and
malware are routinely delivered within encrypted traffic. SSL decryption enables organizations to open encrypted traffic
in a safe and controlled manner and inspect the data to identify threats inbound to applications, as well as outbound
from users to the internet. The traffic is then re-encrypted and sent on its way. Inspecting encrypted traffic is nontrivial
and it requires a proxy architecture.

Zscaler Internet Access

S5L Inspection

Decrypt — Inspect - Encrypt

Figure 30. SSL decryption

Zscaler has made enabling and managing SSL Inspection as manageable and operationally sound as possible. The
certificates required for SSL Inspection are installed during the installation of the Zscaler Client Connector, and the
encryption and decryption process is performed in ASIC to nullify the latency and performance hit experienced by other
security vendors. This allows organizations to enable SSL visibility for all inspectable destinations. It enables security and
provides cloud application control, DLP, file protection, sandbox, and malware protection where it did not exist previously.

This guide provides the process of enabling SSL inspection for SharePoint, allowing you to control access and secure the
data between your organizations and the SharePoint Online site.
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Configuring SSL Inspection for SharePoint
Log into your ZIA tenant with Admin credentials to start the installation process. Your Zscaler cloud instance may be
different from the example.

LOGIN I PASSWORD
€>zscaler T -
] Remember my Login 1D & English (US]

New Features Available

Your cloud was upgraded and a variety of
new features and enhancements are now
available to you.

Learn More

Gartner ZTNA and Enabling the
Zscaler SASE at a Glance “Work From Anywhere” Reality

Learn More

Figure 31. ZIA tenant
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Configuring an SSL Inspection Rule

To enable SSL inspection, first create an inspection rule to identify the SaaS application or destination to inspect.

—_

Select Policy.

Select SSL Inspection.

Select SSL Inspection Policy.
Click Add SSL Inspection Rule.

SSL Inspection

Configure S5L Inspection Policy

Aow o

Q Rules are evaluated in the order specified. Rule evaluation stops at the first match,
Dashboard
SS5L Inspection Pelicy Advanced S5L Inspection Settings
L
Anshjtics © Add S5L Inspaction Rule 0 Recommended Policy View by: @ Rule Order  RueLabel  Searc Q
Rule Order &  Rule Name Criteria Action Label and Descripti... E
1 S5L 2LOUD APPLICATIONS F (in]
ServiceMow
L CATEGORIES
Other Adult Material; Adult Themaes; Lingerie/Bikini;,.
2 Zscaler Recommended... IRL CAT Do Mot Inspect s
B 55 Other Policies
Recommended SSL Exemptions e O
i Office 365 One Click JRL CATEGORIES Do Not Inspect rd
] e P
Office 365; Zscaler Recornmended Exemptions Off.. Bypase areoices
4 UCaaS Ona Click 2LOUD APPLICATIONS Do Not Inspect FESCRIETION r
5 Other Palic
Zoom; RingCentral; Loghteln Lf st ] Recommended exampt...
5 S5 Bypass 2LOUD APPLICATIONS Do Not Inspect JESCRIPTION £ D
Appla Developer; Gmail, iCloud Bypass Other Palicies (Auto-genarated) Whit...
* & FODN GROUPS
NoS5L_NoOtherPolicies_Domains
L Inspect CltConon §5L .. DEVICE BROUPS BESCRIBTION P
Mac; Windows

Sarver Certificates Pass
= [Auto-generated) Inspe.
jon Check Disablad ? P @

Figure 32. SSL inspection rules
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Complete the necessary fields to create the SharePoint SSL inspection rule. Rule order is important as the rules are
evaluated top down, and the first rule matched is the processed rule. Make sure the inspection rule for SharePoint is in
the correct order and is evaluated before the default MS365 bypass rule, or any other bypass rule.

5. Specify Rule Order.

6. Provide an intuitive Rule Name.

7. Make sure the Rule Status is Enabled.

8. In Cloud Application, search and select the SharePoint Online cloud application.

9. Select the Windows and Mac Device Groups (Mobile is discussed in a separate guide).

10. Select Inspect for the Action.

11. Click Save, then Activate the configuration changes.

Figure 33. SSL inspection rule wizard
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Verify SSL Inspection

To verify SSL inspection is now active for the SharePoint site, look at the certificate that is used between the browser

and Zscaler. This process is different for each browser. Although the procedures below are for Chrome, you can view the
certificate in any browser.

After enabling SSL inspection, use an incognito window to verify there are no caching issues
A to invalidate your testing.

1. Click the lock next to the SharePoint URL.
2. Select Connection is secure.
3. Select Certificate is Valid.
Validate that you're using the Zscaler Intermediate Root CA certificate instead of the SharePoint site certificate. You could

use a custom certificate for your installation if it was set up. For more information, see SSL Inspection Using a Custom
Intermediate Root Certificate (government agencies, see SSL Inspection Using a Custom Intermediate Root Certificate).

testmypacket.sharepoint.com

L.d Zscaler Root CA
t & Zscaler Intermediate Root CA (zscalerthree.net)
w & Zscaler intermediate Root CA [zscalerthree.net) (t)

[/
COmmUnICB' = *.sharepoint.com ¥r Not following & Share
— — e Issued by: Zscaler Intermediate Root CA (zscalerthree.net) (t)
& . 4| Expires: Saturday, February 5, 2022 at 9:40:50 AM Central
W .
Standard Time
=) @ This certificate is valid
+ Mew ~ &} Page details ED b Details Published ¢ Edit /"

Learn more about your
Communication site . .
Get inspired with the

SharePoint look book

Welcome! Select Edit at the top right 2 |
of the page to start customizing over web parts

Learn how to use the you can add to this
LEARN MORE > Hero web part page

Figure 34. Verifying SSL inspection for SharePoint

You can configure and enable the feature that requires deep packet inspection.
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ZIA Cloud Application Control

The ZIA security cloud is a fully integrated cloud-based security stack that sits in-line between users and the internet,
inspecting all traffic (including SSL) flowing between them. As part of the platform, Zscaler cloud application control
delivers full visibility into application usage, and granular policies ensure the proper use of both sanctioned and
unsanctioned applications.

Zscaler Internet Access

Cloud Application Control

X

|IIT s

Access Blocked by User, Group, Location, Department
Figure 35. Cloud app control

Cloud app control provides Saa$S application intelligence to consolidate all associated URLs and functions of the
application in a single security setting. This allows you to control specific user, groups, locations, or departments, and only
allow application access to the correct users.

For most Microsoft 365 installations, the Zscaler one-click configuration is enabled by default. The one-click configuration
bypasses inspection capabilities of most Zscaler features (including SSL inspection), which is required for deep packet
inspection of data. To perform in-line inspection of data destined to SharePoint, re-enable SSL inspection, then enable
cloud application policies controlling access and cloud app control for SharePoint.
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ZIA Cloud Application Control Policy

To configure Zscaler Cloud Application access policies, create a rule to allow traffic to SharePoint for users in a specific
security group, and a rule to block all other traffic destined to SharePoint (otherwise known as a Block Any Any rule). The
block rule is the last rule in the series and you must configure any user that needs to access SharePoint higher in the rule
order.

—_

Click Policy.
Select the Cloud App Control Policy tab.
Select Add.

AowoN

Select Collaboration & Online Meetings.

| URL & Cloud App Control |

Eanfigors URL & Cleud App Control Palicy
Rules sre evalusted in the order specified. Fule evalustion 5005 a1 the first match. Cioud spp control pobcies bake prionity over USL policy. Detawt policy which bs nat visitée is 1o sllow ail

URL Fiitering Palicy | Cloud App Control Policy | Advanced Plicy Settings

0 Aecommended Policy  View by: @ Rue Order Sue Lated q
Grierla Action Labe! and Description H
P Ao Applieation Aneaed &+
i af T
PRLICATION Ale Apgplication Actass DESCRIPTION £
Zocew; RingCantras Loghsin UCaas Ono Ciick Auls
PRODUCTATY & Gl TOOLS
Office 365 One Click Rule APPLICATION: Ao Application Aocass ’
Commen Détize 365 Apelications; Microsodt Dyramizs 356; Micresoft el
z ServiceNon Access APPLIEATIEM Disabled s ©
ServiceNow
mal Harcourtmalgnostmypacket com)
] Servicetinn Dony Aocess APPLICATION isabied P
Strvicohow
4 Salesforce Access APPLIGATIONS Alow Application Access - o
Selesforce
Servica Aamin
mal Harcourt mel@testmypacket.coml; Todd Marcourt bacdhitestmypack.
5 Ao Applie #

Selustores

FLE SHABHG

Figure 36. Cloud app control

This starts the rule wizard.
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ZIA Cloud Application Control

To create the SharePoint allow policy:

1. Select 1for the Rule Order.

Give the rule an intuitive name.

Select Enabled for Rule Status.

Select SharePoint Online for the Cloud Application.

Select the SharePoint security group and other matching criteria.

Select Allow for Application Access.

N oo os W N

Click Save, then Activate the configuration changes.
Edit Collaboration and Online Meetings Rule

CLOUD APP CONTROL RULE
Fule Order Fule Name

] [ sparepoine

Rule Status Rule Labal

| Enabled

CRITERIA

Cleud Applications Clowd Application Risk Profile

SharePgint Onling MNong

Usars Groups

Any | SharePaint

Departments Lecations

Any Any

Location Groups Time

Abways

Device Groups

Usar Agent

Any

RULE EXPIRATION

Enable Rule Expiration

ACTION

Application Access Daily Bandwidth Quota (ME)

Isclate

Cancel Delete

Figure 37. Cloud app control rule 1
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To create the SharePoint Block Any Any policy:

—_

Select 2 for the Rule Order.

Give the rule an intuitive name.

Select Enabled for Rule Status.

Select SharePoint Online for the Cloud Application.
Select Any Users and Any Groups.

Select Block for Application Access.

N oo s W N

Click Save, then Activate the configuration changes.

Edit Collaboration and Online Meetings Rule

CLOUD APP CONTROL RULE

Rule Nama

I SharePaint-Block-Any-Any

Fube Status Rule Label

| Enabiea

CRITERLA

Claud Applications: Clowd Application Risk Profile

SharePoint Online Nene

Usars Groups

Any I Any

Departments

Any

Location Graups

Always

Device Groups

User Agent

Any

RULE EXPIRATION

Enabie Rule Expiration

ACTION

Application Access

[ Allow

Cancel Delete

Figure 38. Cloud app control rule 2

Isolate

(R Help
[Rg Hew
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The completed policies are displayed.

URL & Cloud App Control

Configure URL & Cloud App Control Policy
a Rules are evaluated in the order specified. Rule evaluation stops at the first match. Cloud app control policies take priority over URL policy. Default policy v
Dashboard

URL Filtering Policy Cloud App Control Policy Advanced Policy Settings

2

Analytics Add v @ Recommended Policy View by: @ Rule Order Rule

‘ Rule Order Rule Name Criteria Action L

Policy

COLLABORATION & OMLINE MEETINGS

]
*ﬂ- 1 SharePaoint APPLICATIONS Allow Application Access

Administration SharePoint Online

f{.‘) 2 SharePoint-Block-Any-Any APFLICATIONS Block Application Access
-_r
Activation SharePoint Online
3 Office 365 One Click Rule APFLICATIONS Allow Application Access
Q Yammer; SharePoint Online; Microsoft Teams; Microsoft ...
4 UCaas One Click Rule APPLICATIONS Allow Application Access

Zoom; RingCentral; LogMeln

Figure 39. Cloud app control completed policies
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ZDX for SharePoint

As applications move to the cloud, the internet becomes a new transport network. With users working from anywhere, IT
teams struggle to monitor and isolate issues affecting the user-to-cloud app experience. SharePoint is no exception, and
ZDX provides visibility into the client’s experience using SharePoint. ZDX uses the Zscaler Client Connector to generate
application and network probes and gather device health. ZDX is a separate service from the Zscaler SaaS Security API
and can run with or without SaaS security enabled.

Zscaler Digital Experience
User Experience Monitoring

- < B
AR,
—————

Path Monitoring

P ) &
— _— 10114 T 96.120.16.121 === zscaler.sharepoint.com
Prlf.rate IP:10.1.1.254 (Gateway) WAN Q
Public IP: 98.198.16.223

Figure 40. ZDX for user experience monitoring for SharePoint

ZDX allows organizations to continuously gather and analyze data on end-user device resources and events such as CPU,
memory usage, and Wi-Fi connectivity issues that impact end-user experiences. You can measure and analyze end-to-
end and hop-by-hop network path metrics from every user device to the cloud application. With Cloud Path visibility,
you can proactively detect and resolve end-user connectivity issues to cloud applications.

ZDX continuously monitors and measures application metrics such as response time, DNS resolution, and broader
availability metrics of the application. You can monitor aggregated user experience performance scores tracked over time
at the user, application, location, department, and organizational level.
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Configure ZDX for SharePoint

Log into the ZDX Portal with Administrator credentials to begin the configuration process.
Log in to your organization's ZDX Admin Portal.

LOGIN ID PASSWORD

(pzscaler zdx-admin@10656179.zscalerthree. gt l | --------

Digital Experience

® Remember my Login ID ® English (US)

Empower employees to
work safely and productively
from anywhere

Get Started

caler SASE at a Glance

Figure 41. ZDX for user experience monitoring for SharePoint
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Configure ZDX for SharePoint

SharePoint is a predefined application in ZDX. To configure the SharePoint application for monitoring:

1. Select Configuration.
2. Select Applications.
3. Select the Expand icon to the left of the SharePoint Online app.
4. Enter the URL for your SharePoint Tenant ID.
5. Click Submit to Onboard SharePoint.
o Probes + At Mow Gustam Appiicatian

Pradelined Applications (9] @

e Application 2 Status
- Unified Communicaticns
oplbomtiom > o Microsoft Toams Cal Qualty 19 Disabiad
» Other Web Applcations
Uiars ¥ E 9 Disak
Q > o Microsoft Teams Wik App @ Frabiod
Usar Ssarch > s Orelrn for Business 19 Disabiad
¥ i Outloak Qnling 9 Disabiad
Configuration » o 1 Disabiad
g 3 rew Sl Mo 9 Erablad
Adminisirason v i SharaPaint Cnling D Disakiad
I Enter Tenant ID to onboard SharePoint Gnline
Ry
@ | https:/ mypacket -sharepoint.com
Submit
) Oinbnseding will autem atically craate wob and cicud path prebas for s application,
H nam © Disat

D he

” P— £ Stans 5 (I-:.E

Figure 42. Onboard the SharePoint Online app
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Configure Probes for SharePoint Monitoring

Clicking Submit enables the SharePoint app for monitoring, and the pre-configured probes are displayed. The probes
consist of a Cloud Path probe which uses ICMP Trace Route, and a landing page probe to the testmypacket.
sharepoint.com location to monitor page load times.

You must make one change to the Cloud Path probe to have it follow the path of the landing page probe so there is no
confusion of the results since this is entirely for SharePoint monitoring.

To edit the rule:

1. Activate the changes.

2. In the SharePoint Online Cloud pane, select the Edit icon to edit the probe.

L] .
'b *Mlcmsntr Teams Web App atal Probes
ZDX Score: Mot available
F Q= FOQO=
X asnboard
8 ey
Apphcations # Clou
(=) mttpsyteams. microsaft .com L taams.rricrosoft.com
......
Q ﬁ.OHEDrive for Business
Jmne Srarsh L SOE
4 OneDrive far Business .. & 0 & siness .. @ I &
Configuration nite:
e 54
3
Administration wpacket sharepaint.com sharepaint.com
A [iOutluuk Online  Total Prozes: 2
Aesevtion + Outleok Online Login P, & B E A Outleok Orline ClowdP.. & D &
1 v
2 https:foullack office385.com
QSharePUinlOnline Total Probes: 2 | Active 2
+ SharePaint Online Logi. B O & 4 SharePaint Onfine Clo.. B 0 &
& Aun @ ! Ltas
[
[
hitps:estmypackel.sharepoinl.oom ) testmypacket. sharepaint.corm
+

Figure 43. ZDX for user experience monitoring for SharePoint
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The ZDX-Enabled SharePoint Application

The SharePoint application monitoring is activated, and the probes begin to monitor all users that are using the Zscaler
Client Connector.

Applicatiﬁns Probes + Add New Custom Application

Predefined Applications {9) @

Application ~ Status
¥ Unified Communications
> i Microsaft Teams Call Guality @ Disabled

W Other Wab Applications

> b Bow @ Disabled 4
¥ i Microsoft Teams Web App s
> & OneDrive for Business rd

* el Outlook Online & Enabled ra

> & Salesforce € Disabled ra
* now ServiceNow @ Enabled #
> d SharePoint Onling rd

¥ S Zoom £ Disablad

Figure 44. Active SharePoint monitoring
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Create an Alert for the SharePoint Service
As a final configuration step, create an alert to email Zscaler when there is service degradation of the SharePoint
application. You can configure an alert for Network, Application, or Device thresholds. Create an alert rule with any of the
following information:

- Network probe. Latency, MTR, Packet Loss, Number of Hops.

- Application probe. DNS Response Time, Page Fetch Time, Server Response Time, Web Request Availability.

- Device monitor. CPU Usage, Bandwidth, Battery, CPU, Disk, Wi-Fi Signal Strength, Memory, Sent and Received Mbps.

To create your alert on page fetch times, select Alerts > Rules > Add New Alert Rule.

v Al |
fp Alerts Rules + Add New Alert Rule
@ All Applications & Probes v All Severities W All Locations hd All Geolocations W

7DX Dashboare
Applications
[: 2] | t ered Typ: I 0 (s ) 0 c
User Search <4 Add New Alert Rule
Configuratior
e
o

Administration

o

Figure 45. Creating an alert

This starts the Add New Rule Alert wizard.
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To configure the Add New Rule Alert:

1. Name the Rule.

2. Select Enabled under Status.

3. Give the Alert an appropriate Severity.
4. Select a Type of Application.

5. Click Next.

Add New Alert Rule X

o@ Configure Rule e Filters e Criteria o Action e Review

Name Status

SharePoint Degradation Alert [z ® Enabled Disabled

Severity Type

High v Application v

'Figure 46. Configure the new alert rule
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To add filters to the new rule alert:

1. Select SharePoint Online as the application.
2. Select SharePoint Online Landing Page Probe as the Web Probe.
3. Click Next.

Add New Alert Rule b 4

o@ Configure Rule 60 Filters 9 Criteria o Action e Review

Application Web Probe
SharePoint Online v SharePoint Online Login Page Probe w
IO Add Filter v

Previous Cancel

Figure 47. Add filters to the alert
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When you create the criteria that triggers the alert when the threshold is exceeded, you can use multiple variables to
eliminate false positives:

1. Select Page Fetch Time.

2. Select the time to exceed 5000 ms (5 seconds).

3. Click Next.

Add New Alert Rule X

o@ Configure Rule 60 Filters e@ Criteria o Action e Review

ALL vl

Page Fetch Time v >= W 5000 ms

Expression & Show Preview

m Previous Cancel

Figure 48. Create the criteria for the alert
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Add throttling to control the scope of the alert, then define the Action as Email. You can also define the action as an
authenticated Webhook, which is used to send the alert to a Slack channel:

1. Enter 10 for the number of times the probe time must exceed the threshold.
2. Enter 10 percent for the Minimum Devices Impacted.

3. Select Email as the Alert Delivery Method.

4. Enter the Alert Recipients email addresses, separated by commas.

5. Click Next.

Add New Alert Rule X

o@ Configure Rule 60 Filters e@ Criteria 60 Action e Review

THROTTLING

Alert Only if Repeated 10 Times in a Row

Minimum Devices Impacted

InG
Number v ETOEnT 10 A Broup
S

Cities v

ACTION

Muted Alert Delivery Method

Email X v
—

Alert Recipients

tharcourt@zscaler.com [Z]

& Email Preview

m Previous Cancel

Figure 49. Add throttling and define the action for the alert

©2024 Zscaler, Inc. All rights reserved. 54



ZSCALER AND MICROSOFT SHAREPOINT ONLINE DEPLOYMENT GUIDE |

The following is the completed rule set for the alert.

o Alerts Rules + Add New Alert Rule
ﬁ All Applications & Probes W All Severities W All Locations w All Geolocations W

ZDX Dashboard
Apply Reset

Applications Rule Name - Status - Last Triggered = Type - Application I Probe - Alert Delivery Method *
® | » SharePaint Degrad... < Enabled - Application SharePaint Online SharePaint Online ... Email F Lox
Users

P + Add Mew Alert Rule

Configuration

&

Administration

A

Figure 50. The completed rule set
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The Triggered Alert for the SharePoint Service

You can see the triggered alert generated because the threshold settings are exceeded. You can click Rule Name or click

the View icon to see more detail about the alert.

@ | Aerts Rules

48 Hours -

ﬂ All Alert Rules - All Impacted Devices W d Geol d ted Applications ad m Reset
ZOX Dashbeos
E ONGOING ALERTS HISTORICAL TOTAL IMPACTED DEVICES TOTAL IMPACTED GECLOCATICN TOTAL IMPACTED APPLICATION
Apgiications
1° o 1° 1° 1°
Jsars .
Ongoing Alerts  Historical
M_c,:}:r - Severity Rule Name . Type Impacted Devices Started On N Ended On = |k
| L] SharePoint Degra... Application SharePoant Online 1 Geolocations 1 Devices Jan 31, 2022 1M:40:00 AM Dngoing @
Contguratie
o

Figure 51. The triggered alert
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Alert Detail for the SharePoint Service

You can see the triggered alert details showing impacted user and devices, impact location, and threshold details.

o ® #7059432848725426366 | SharePoint Degradation Alert

ZDX Dashboard
Applicatians Impacted Departments Impacted Geolocations Impacted Zscaler Locations
@ umibzer of Devices per Department umber of Devices per Geolocatior umber of Devices per Locat

Mok

Expression Triggers

Ao

Impacted Geolocations (1) @
H + m

o

£ O

Figure 52. Alert details
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The Sent Alert Email for the SharePoint Service

You can see the email alert sent to the recipients after the threshold is exceeded. Another email is sent when the
threshold returns to normal values if the alert was an ongoing or continuous alert.

no-reply@zscaler.com B3 Inbox - Zscaler  12:04 PM o
ZDX Alert# 7059432848725426366 Started 1 Devices Affected
To: Todd Harcourt

A 2022-Jan-31 18:04 UTC 7059432848725426366

Alert Criteria Triggers

(Page Load Time >= 50 ms) avg = 1554.49ms | max = 1554.49ms | min = 1554.49ms

Alert Timeline

© 2022-Jan-31 17:40 UTC (D Ongoing
Alert Rule Alert Severity
SharePoint Degradation Alert £ @ High
Impacted

9 1 Geolocations

;2 1 Departments
-0- 1 0OS Versions

L) 1 Devices

View Alert [

Figure 53. The alert email
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Using ZDX: The Dashboard

The dashboard provides a single page for monitoring the user experience (ZDX Score) of all users and all applications. An
active heat map shows you any locations globally that might be having issues.

Partirmanca Dearikw

[ <]
B = — =~
[ e mpscied spicuiona

2

® 1p |#&

Figure 54. The dashboard
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Application Overview

Selecting Applications on the left-hand navigation pane of the ZDX Admin Portal displays the Applications Overview,
which and shows all the configured applications and the individual ZDX score.

To see the details of the SharePoint application:

1. Select Applications.
2. Select SharePoint Online.

== Applications Overview 48 Hours v
ZDX Dashboard All Departments v All Zscaler Locations v Act
Application o ZDX Score Trend - Most Impacted Location
Applications
Microsoft Teams Web App 1 79 /100 Road Warrior
Usars Outlook Online l 1 | 85 /100 Road Warrior
OneDrive for Business [ | 86 /100 Road Warrior
User Search SharePoint Online [ | 88 /100 Road Warrior
Slack [ ' l I 91/100 Road Warrior
| -
-
Configuration www.testtheproxy.com [ | l 93 /100 Road Warrior
) — ]
ServiceNow [ 99 /100 Road Warrior

&
Administration

Figure 55. Application overview
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SharePoint Application Performance Detail

The top portion of the application detail shows a historical view of the ZDX score and the page fetch time. The spike of
the page fetch time indicates a possible slowdown of the SharePoint service itself.

<

* SharePoint Online 48 Hours ¥
DX Dashboard All Departments W All Zscaler Locations W Active Geolocations b Apply Reset
E ZDX Score Over Time
Applicatians
100 | i1 W] f | | |
|la IIIll. .h-.. il II Ilj | | E““ 1] h'. Jll I ..'l'. i ] .I.: ,H"' 13K o |.|. lll'l.-.. 2
[ | M Ny Iy liml [ [ L
II“I"IIII"'I (Ul | |||\I|'J'JI Ll LW ""Il”h Irlf'llflll"ll LR II I| 'II J‘I""I 'IJII I| I TR 5]
Q 75
User Search f e
I 2
50 =
canf i =5 | 8
“onfiguration | )
=
v}
m 1:05 amn 02:00 pm 04:55 pm 07:50 pm 1C pm 01:40 am 04: ‘3"1 am 07:30 am 10 15 pm 07110 pm 10:05 pm 01 W0 Oa"n 03:55 am 06:50 am 11:00 am
1/29 129 /29 29 1/30 1/30 1130 130 130 130 .31 .'..51 1731
Administration E57T &57
Alerts Page Fetch Time
Activation
GO000
ms
45000
ms
30000
ms
&
15000 ms
*J 11:05 am Q2 0"] ..m 045
iR

m 04:35 am 07:30 am m C-'Z?rl{)l"\ 04:15 pm 07
3 = Aiar Aran A

pim
EYLT

n

2007-2022 Zscaler Inc. All rights reserved. | Patents

Figure 56. Application detail

©2024 Zscaler, Inc. All rights reserved. 61



ZSCALER AND MICROSOFT SHAREPOINT ONLINE DEPLOYMENT GUIDE |

The bottom portion of the screen shows the top Zscaler locations, top cities, and the top departments using the
application and the ZDX scores. You also see the probe data, with minimum, maximum, and average response times.

Impacted Departments Impacted Regions Impacted Zscaler Locations

ZDX Score per Department ZDX Score per Region ZDX Score per Zscaler Location

B8 NJA B8 Texas B8 Road Warrior
Probe Status Enabled Probes  w R Collapse Al

4 SharePoint Online Login Page Pro...[# 4 SharePaint Online CloudPath Probe @

# Web

(=1 https:/ftestmypacket.sharepoint.com

% Page Fetch Time

# Cloud Path

(=) testmypacket.sharepoint.com

) Packet Loss

Min: 953m Avg: 1513mMax: 43211 Mir: 0% Avg: D% Max: 18%
s 5 ms

&) End-to-end

© Server Response Time Min: 11ms  Avg: 14ms  Max: 96ms

hin: 164m Awg: 211m Max: 1548m
5 5 5
@ Total Mumber of Hops

© DNS Min: 10 Avg: 14 Max: 40

Min: Tms  Avg: 16ms  Max: 205ms
) Packet Count

@ Availability Min: 11 Avg: N Max: 11

Min: 100%  Avg: 100%  Max: 100%

Figure 57. Application detail
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User Overview

The User Overview shows all the users of an application. Select SharePoint Online and then click Apply to see all
SharePoint users. The ZDX score is provided, and users are selected by a Poor, Okay, or a Good ZDX score. You can get
more detail on the user by clicking the name or the View icon on the right.

User Overview

48 Hours b

& )

Z0 Dashboard

}:

SharePoint Online X w All Departments v All Zscaler Locations v
Active Geolocations w All Users ~ Apply Reset

Applications

c
&
o @
8

TOTAL ACTIVE USERS TOTAL ACTIVE DEVICES ZDX SCORE USER DISTRIBUTION @
Q 1 %o @ 1 04 @@ 1
User Search o a 1] o .
Poor Olcany Good
Configuration
Foor Okay Good This table displays up ta 100 users In each category, Use the filters above to narraw your search, &
Administration User ZDX Score Zscaler Locations Geolocations Devices
E Todd Harcourt {to... f 88 /100 Road Warrior Spring, Texas, United ... toddh (Apple MacPro... @ e

Alerts

Activation

Figure 58. User overview
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SharePoint User Detail

The User Detail shows data to help isolate any user experience issues. Select and apply the SharePoint application to see
the detail of the user experience for the SharePoint app. Clicking a device on this report provides the users devices and
the device-specific detail (OS, device type, network Information, etc.). It displays the ZDX score in a timeline, and detail of
page fetch times, server response, DNS response, probe detail, and device health as well.

o & Todd Harcourt (toddh@testmypacket.com) 48 Hours v
X Dasnbaard
m USER DEVICES
Applcations
Ll toddh (Apple MacProb,1 Version ... 15 macOS Mojave, 10146 Tu Z=Tunnel 1.0 or TWLP Last ted: 10:57 AM, 01/31/2022 \
@ ardware Madel MacPros,1 DNS Suff NA Clien DeC 1 36.048
Users L. Intel(R) Xeon(R) CPU X5680 @ 3.33CHz DNS Servers: 101.2254 8888 Private 10.1.1.254
18 G8 Jntev AREI P 96.198.18.223
Usar Search
APPLICATIONS Jan 29, 2022 11:15 AM CST - Jan 31, 2022 11:15 AM CST
¢g SharePoint Online
aevisistration 7 =
@ ZDX SCORE OVER TIME @

Figure 59. User detail
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Appendix A: Requesting Zscaler Support

You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service issues.
Zscaler Support is available 24/7 hours a day, year-round.

To contact Zscaler Support:
1. Go to Administration > Settings > and then click Company Profile.
& Settings

My I;i'ofile Nanolog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

& Authentication
I
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Backup & Restore

Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications

SecureAgent Notifications

Figure 60. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.
Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

Name

-Labs - Test Account

Q* Domains

Administration

Address Line 1

Address Line 2

Figure 61. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote #isistance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu (&

ThreatLabz | Security Research (4

Proxy Test (4
URL Lookup

Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
W Other

Figure 62. Submit a Ticket
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