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Terms and Acronyms

The following table defines the acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym Definition

ASIC Application-Specific Integrated Circuit
CA Central Authority (Zscaler)

CSv Comma-Separated Values

DLP Data Loss Prevention

DNS Domain Name Service

DPD Dead Peer Detection (RFC 3706)
GCP Google Cloud Platform

GRE Generic Routing Encapsulation (RFC2890)
laC Infrastructure as Code

ICMP Internet Control Message Protocol
IKE Internet Key Exchange (RFC2409)
IPS Intrusion Prevention System

IPSec Internet Protocol Security (RFC2411)
PFS Perfect Forward Secrecy

PSK Pre-Shared Key

Saa$S Software as a Service

SSL Secure Socket Layer (RFC6101)

TLS Transport Layer Security

VDI Virtual Desktop Infrastructure

XFF X-Forwarded-For (RFC7239)

ZCP Zscaler Cloud Protection (Zscaler)
ZDX Zscaler Digital Experience (Zscaler)
ZIA Zscaler Internet Access (Zscaler)
ZPA Zscaler Private Access (Zscaler)
ZPC Zscaler Posture Control (Zscaler)
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Trademark Notice

© 2023 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i)

registered trademarks or service marks or (i) trademarks or service marks of Zscaler, Inc. in the United States and/or other
countries. Any other trademarks are the properties of their respective owners.

©2024 Zscaler, Inc. All rights reserved. 6



ZSCALER AND ATLASSIAN DEPLOYMENT GUIDE |

About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create fast, secure
connections between users and applications, regardless of device, location, or network. Zscaler delivers its services 100%
in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional appliances or
hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud security platform
that protects thousands of enterprises and government agencies from cyberattacks and data loss. To learn more, see
Zscaler’s website or follow Zscaler on Twitter @zscaler.

Atlassian Overview

Atlassian Corporation (NASDAQ: TEAM) provides software that helps teams organize, discuss, and complete shared work.
Teams at more than 144,000 customers, across large and small organizations—including General Motors, Walmart Labs,
Bank of America & BofA Securities, Lyft, Verizon, Spotify, and NASA—use Atlassian’s project tracking, content creation

and sharing, and service management products to work better together and deliver quality results on time. To learn

more about Atlassian and Atlassian products such as Jira Software, Confluence, Trello, Bitbucket, Opsgenie, Jira Service
Management, and Jira Align, refer to the Atlassian website.

Audience

This guide is for network administrators, endpoint / IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, refer to:

Zscaler Resources

Atlassian Resources

Appendix A: Requesting Zscaler Support

Software Versions

This document was authored using ZIA v6.2 and Atlassian Production 2022 Release. An Atlassian developer account was
used to create and verify the features enabled and used as examples.

Create an Atlassian Developer Account. Click Log in, then select Sign up for an account.

Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2024 Zscaler, Inc. All rights reserved. 7
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Zscaler and Atlassian Introduction

This section provides overviews of the Zscaler and Atlassian applications described in this deployment guide.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, please contact your Zscaler Account team.

ZIA Overview

ZIA is a secure internet and web gateway delivered as a service from the cloud. Think of it as a secure internet on-ramp—
all you do is make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).

Forwarding traffic via the lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Cloud Browser Isolation, allowing you to start with the services you need now and activate others
as your needs grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or a data center
using a Zero Trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible
to unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application.

ZPC Overview

ZPC is a multi-tenant Saa$S platform that detects and responds to cloud security risks and helps businesses adopt

the digital transformation journey towards the cloud faster. The service enables your organization to correlate across
multiple security engines to prioritize hidden risks caused by misconfigurations, threats, and vulnerabilities, and achieve
continuous security, compliance, and governance.

ZPC offers data protection, high availability, and resiliency for all imported, stored, and exported data types. ZPC
leverages cloud service provider APIs to connect to your hybrid, multi-cloud environments and collect real-time
configuration metadata for your cloud infrastructure, such as web servers, databases, and virtual machines. ZPC evaluates
the metadata and offers visibility into your security, compliance, and risk posture.

ZPC helps detect cloud security risks in the development lifecycle, as well as threats like ransomware attacks, account
takeover, privilege escalation after the business applications are deployed in the cloud infrastructure across Amazon Web
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Services (AWS), Microsoft Azure, and Google Cloud Platform (GCP).

ZPC is part of Zscaler Cloud Protection, a comprehensive multi-cloud security platform covering misconfigurations,
entitlements, exposed attack surfaces, lateral threat movement, and data loss.

ZPC comprises functionality previously covered by several point products, including:
Cloud Security Posture Management (CSPM): Ensure cloud resources have proper configurations for authentication,
data encryption, internet connectivity, and more for compliance and a strong security posture.

Cloud Infrastructure Entitlement Management (CIEM): Identify and remediate excessive permissions that humans
and machines have by using machine learning analysis for increased visibility into access policies, resource policies,
actions, and roles.

Security and Compliance: Benchmark and validate public cloud configurations against best practices standards and
compliance frameworks to report misconfigurations, policy violations, and automate remediation.

Infrastructure as Code (laC) Security: Monitor your laC infrastructure and implement security controls to address any
misconfigurations or security issues before deployment and thereby ensure the code is secure and compliant with
standard security policies.

Vulnerability Management: Monitor and detect any known vulnerabilities and security weaknesses in the cloud
infrastructure and take immediate action to protect networks from potential threats.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name and Link Description

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZIA.

ZPC Help Portal Help articles for ZIA.

Adding SaaS Application Tenants Help articles on using Zscaler API for visibility and security for sanctioned
Saa$ applications used in your organization.

About SaaS Application Tenants Help articles on adding SaaS applications to Zscaler.

SaaS Security APl DLP Policy Help articles on creating rules to discover and protect sensitive data at rest in
sanctioned Saa$S applications.

About Data Loss Prevention Help article on DLP.

About DLP Dictionaries Help article on DLP dictionaries.

Adding Custom DLP Engines Help article on DLP engines.

SaaS Security Insights Help article providing Saa$S security information.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name and Link Description

ZIA Help Portal Help articles for ZIA.
ZPA Help Portal Help articles for ZIA.
ZPC Help Portal Help articles for ZIA.
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Name and Link Description

Adding SaaS Application Tenants Help articles on using Zscaler API for visibility and security for sanctioned
SaaS applications used in your organization.

About SaaS Application Tenants Help articles on adding SaaS applications to Zscaler.

SaaS Security API DLP Policy Help articles on creating rules to discover and protect sensitive data at rest in
sanctioned SaaS applications.

About Data Loss Prevention Help article on DLP.

About DLP Dictionaries Help article on DLP dictionaries.

Adding Custom DLP Engines Help article on DLP engines.

SaaS Security Insights Help article providing SaaS security information.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

Atlassian Platform Overview
All Atlassian products, apps, and integrations are built on a unified cloud technology platform. Whether your teams are in

IT, software development, or non-technical functions, their platform powers open and efficient collaboration.

Analytics: Speed up decision-making at all levels by harnessing data across your Atlassian and non-Atlassian sources.
The Atlassian platform provides visibility into how work happens across your entire toolchain so you always stay
ahead of the game.

Automation: Facilitate thoughtful, rule-driven workflows to gain efficiencies and improve quality. The Atlassian
platform enables powerful cross-product automation so you can leave the manual work behind.

Collaboration: Empower open collaboration between your teams to eliminate silos and accelerate impact across
your business. The Atlassian platform automatically connects the right context and content with the right people for
better ways of working.

Connection: Amplify productivity across teams by connecting your ecosystem of work. Atlassian's platform provides
the connective tissue between all of your apps, projects, and processes with deep integrations.

Administration: Access a centralized mission control that spans the entirety of the Atlassian product portfolio and
empower admins to effectively manage the needs of organizations and teams, regardless of complexity or scale.

Atlassian Resources

The following table contains links to Atlassian support resources.

Name and Link Description

Atlassian Developer Community Online developer community to get help with building,
deploying, and managing apps.

Atlassian Product Documentation Online documentation for the Atlassian platform.

Atlassian Support Online support for the Atlassian platform.

Bitbucket and Jira Integration Bitbucket and Jira Integration

Atlassian and Open DevOps Atlassian and Open DevOps

Bitbucket Free Tier Bitbucket Free Tier.
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Zscaler Data Protection for Atlassian

The Atlassian suite of team collaboration software (such as Bitbucket, Confluence, Jira, etc.) helps teams organize, discuss,
and complete shared work. Atlassian is an industry leader in SaaS services that assist with team collaboration, whose
software is useful and enables global sharing. The downside of quick access and sharing is security risks based on the
client's environment.

Ensuring every employee always uses the best SaaS application safety practices is impossible, which leads to costly
mistakes for the organization. Risk associated with accidental data exposure, malicious intent, and compliance violations
forces companies to restrict or prevent use of these incredible business tools. This is where Zscaler helps Atlassian users.

The following diagram shows a conceptualization of the integration between Zscaler and Atlassian.

("
</

ATLASSIAN
Visibility

Figure 1. Zscaler solutions for Atlassian

ZIA provides security for Atlassian SaaS products through access control, identity control, SaaS Security Posture
Management, an SaaS API to scan the attachments for malicious content, and data loss protection (DLP). ZIA also
provides complete security for clients whether they are in the corporate office or their home office.

This guide covers the following ZIA features for Atlassian security:

Zscaler Overview

ZIA Data Loss Protection and Malware Detection for Atlassian

ZIA Cloud Application Control

ZPC and Jira Incident Creation

©2024 Zscaler, Inc. All rights reserved. 11
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ZIA Cloud Browser Isolation

Most new threats that target organizations are browser-based. As a result, organizations are left struggling to keep these
threats from reaching endpoint devices and preventing sensitive data from leaking out, while providing unobstructed
internet access for users.

Zscaler Internet Access

Cloud Browser Isolation

OO0 i:‘n\'/ Exenange JRSIEEEEE ‘\

ATLASSIAN

Figure 2. ZIA Cloud Browser Isolation in use with Atlassian products

Zscaler Cloud Browser Isolation provides safe access to active web content for your users by rendering browser content
in an isolated environment, and by minimizing the browser attack surface. Sensitive information is protected from
web-based malware and data exfiltration.

By defining granular policies based on user group or department, you can effectively protect endpoint devices and
prevent confidential data exposure from business-critical applications by managing user activity within the isolation
environment enabling viewing actions within Bitbucket, Confluence, and Jira software, while preventing the downloading
and copying-and-pasting of confidential business data.

ZIA Data Loss Protection and Malware Detection for Atlassian

The Zscaler SaaS Security APl is part of the ZIA security cloud and designed specifically to help manage the risks of our
file collaboration SaaS partners, preventing data exposure and ensuring compliance across the SaaS application.

Zscaler Internet Access
SaaS Security Services

Data Loss Protection

SaaS Security API
« > ATLASSIAN

Figure 3. ZIA SaaS$ security in use with Atlassian products

The Zscaler SaaS Security APl enables organizations to securely adopt and govern the use of multiple SaaS applications. It
provides real-time visibility, and controls access and user activity across sanctioned and unsanctioned applications. The
fully integrated platform eliminates overlay architectures and simplifies policy creation and administration, ensuring data
is protected and compliance is maintained.

©2024 Zscaler, Inc. All rights reserved. 12
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What makes our Saa$S Security unique?

Data exposure reporting and remediation: Zscaler SaaS Security APl checks Saa$S applications and cloud providers'
configurations and compares them to industry and organizational benchmarks to report on violations and automate
remediation.

Threat identification and remediation: Zscaler SaaS Security API checks SaaS APl applications for hidden threats
being exchanged and prevents their propagation.

Compliance assurance: Zscaler SaaS Security APl provides compliance visibility across Saa$S and cloud providers and
can mitigate violations automatically.

Part of a larger data protection platform: Zscaler Cloud Security provides unified data protection with DLP, and
malware scanning capabilities for internet, data center, and Saa$S applications, and ensures that public cloud
applications are configured to prevent data exposure and maintain compliance. Zscaler also offers Zscaler Private
Access (ZPA) for Zero Trust access to internal applications, ZDX for active monitoring of users’ experience to SaaS
applications, and Zscaler Cloud Protection (ZCP). Zscaler provides end-to-end connectivity, security, and visibility
from any location on-premises or remote.

To learn more, see the resources in Zscaler Resources.

Z|A Cloud Application Control

The ZIA security cloud is a fully integrated cloud-based security stack that sits in-line between users and the internet,
inspecting all traffic (including SSL) flowing between them. ZIA Cloud App Control delivers full visibility into application
usage. Granular policies ensure the proper use of both sanctioned and unsanctioned applications. SaaS tenant security is
referred to as out-of-band for data-at-rest. ZIA security cloud is referred to as in-line.

Zscaler Internet Access
Cloud Application Control

—— A

ATLASSIAN

> X

>

F 3

Access Blocked by User, Group, Location
Department

Figure 4. ZIA Cloud App Control

ZIA Cloud App Control provides SaaS application intelligence to consolidate all associated URLs and functions of an
application in a single security setting. This allows the control of specific users, groups, locations, or departments, and
only allows the authorized users access to the application.
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ZPC and Jira Incident Creation

ZPC supports integration with ticketing systems to automatically log incidents when a misconfiguration or compliance
violation is discovered by ZPC. These violations and misconfigurations can be related to cloud environments such as
AWS, Azure, GCP, and laC events. ZPC integrates with Incident Management (ticketing) tools such as Jira to automate the

incident creation and expedite resolution.

Zscaler Posture Control
Incident Creation

Incident, Froblem,

[x]

Creation

Jira Softwoare

Figure 5. Zscaler automates ticketing in Jira

©2024 Zscaler, Inc. All rights reserved.
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Configure Cloud Browser Isolation

Zscaler Cloud Browser Isolation provides safe access to active web content for your users by rendering browser content
in an isolated environment, and by minimizing the browser attack surface. Sensitive information is protected from
web-based malware and data exfiltration.

Zscaler Internet Access
Cloud Browser Isolation

| A EREP —> A\

ATLASSIAN

Figure 6. ZIA Cloud Browser Isolation in use with Atlassian

By defining granular policies based on user group or department, you can effectively protect endpoint devices and
prevent confidential data exposure from business-critical applications by managing user activity within the isolation
environment. In the isolation environment, you can view Atlassian platform products such as Bitbucket, Confluence, and
Jira while preventing the downloading and cutting-and-pasting of confidential business data.

Cloud Browser Isolation can be combined with identity proxy to provide extra security to Atlassian users by assuring
the identity of the user, guaranteeing the user's traffic is scanned and secured with the ZIA security features. Use with
combined identity proxy to provide extra security for identified potentially risky users direct to Cloud Browser Isolation
for even greater security measures.
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Configure the Cloud Browser Isolation Profile

To begin the Cloud Browser Isolation configuration, log in to your Cloud Browser Isolation Portal with administrator
credentials. This is a different portal than your ZIA Admin Portal or ZPA Admin Portal. The link and administrator
credentials are supplied to you by Zscaler Support after your organization has subscribed to the feature.

Browser Isolation Admin - Zsc: X +

ot & admin.isolation.zscaler.com/login

&> zscaler

Email address

Password

Forgot password?

Figure 7. Cloud Browser Isolation login

You must configure a Cloud Browser Isolation profile (or multiple profiles) to use Cloud Browser Isolation features
specifically for Atlassian products, along with an individual user profile for the user using Cloud Browser Isolation. This
could be a generic profile for all Saa$S applications, or it could be multiple policies for individual Atlassian products

depending on your needs and level of isolation.

For example, you could have a policy to control file uploads for one client and copy-and-paste for another.

©2024 Zscaler, Inc. All rights reserved. 16
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In Cloud Browser Isolation, to start the wizard:

1. Select Isolation profiles.
2. Click the ZIA tab.
3. Click Add New.

&> zscaler

i1 Isolation profiles

Isolation profil

ZIA ZPA

Manage ZIA profile

Name

testmypacket - app1

testmypacket - app2

es

S

Isolation URL

https: Copy URL

https: | @ Copy URL

Figure 8. Configure Cloud Browser Isolation profile

% Administration G Sign out

Regions

Frankfurt
Washington
Singapore

Portland Oregon

Frankfurt
Washington &S %

Singapore

This starts the Cloud Browser Isolation wizard and steps you through enabling General Information, Company Settings,
Security Controls, Regional Connectivity, and the End User Notification.
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For General Information, give the profile an intuitive name and description. It is selected in the Isolation Policy on the ZIA
Admin Portal and should be clear to the use case:

1. Name the profile.

2. Give the profile a detailed Description.

3. Click Next.

f;zsca’er % Isolation profiles & Administratio @ Sian ou

« Back to ZIA profiles

Add New ZIA Isolation Profile

o

General Info

General Info

Name

I Bitbucket - Complete Isolation

Description

This Bitbucket Profile prevents Cut/Paste and File Downloads

Enable Cookie Persistence:

Cookie persistence is disabled

Cancel Next

Figure 9. Cloud Browser Isolation general information

©2024 Zscaler, Inc. All rights reserved. 18
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For the ZIA Company Settings, you must select your Company ID and Cloud if your information is not populated
automatically. Obtain this information from your ZIA Admin Portal under Administration > Company:

1. Select your Company ID and Zscaler Cloud.

2. Leave the Zscaler Root Certificate as the Default Certificate.
3. Click Next.

(:Zs.caler & Isolation profiles 3% Administration  Sign out

« Back to ZIA profiles

Add New ZIA Isolation Profile

—O0

General Info ZIA Company
Settings

ZIA Company Settings

Company ID and Cloud

10656179 - zscalerthree ®

Deploy custom root certificates:
[CJ Zscaler Root Certificate ]

secpacket

Info! Customn root certificates can be managed under
administration screen.

Cancel Previous Next

Figure 10. Cloud Browser Isolation ZIA company information

The Security Control of Cloud Browser Isolation allows administrators to maintain a complete air gap between the user
and Atlassian, or allow some level of control of the Atlassian applications in the Isolation Session. Settings include allowing
copy and paste up to or down from Bitbucket, Confluence and Jira from or to the local computer. You can also control
file transfers up to or down from Atlassian products to or from the local computer.

Allowing Local Browser Rendering lets the user visit pages outside of the Atlassian domain while in the Isolation Session.
This profile maintains the strictest security settings and does not enable any controls.

©2024 Zscaler, Inc. All rights reserved. 19
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4. Toggle the security controls you want to allow, then click Next.
5. Select two Regions for redundancy. (Select the two closest regions to your organization.)

6. Select Next.

f.;)zsca’e{ +% Isolation profiles 3% Administration & Sign out

« Back lo ZIA profiles

Add New ZIA Isolation Profile

General Info ZIA Company Security Control Regions
Settings
Regions

Enable multi-region deployments:

Frankfurt

Singapore

@ Portland Oregon

Cancel Previous Next

Figure 11. Cloud Browser Isolation regions

7. Use the default End User Notification. However, you can create a customized EUN in the Administration section of
the Cloud Browser Isolation Portal and add it to the profile.

f;ZSCBIEf %, Isolation profiles 7% Administration = Sign out

= Back to ZIA profiles

Add New ZIA Isolation Profile

Genaral Info ZIA Company Sacurity Contral Regions End User
Settings MNaotification

End User Notification

Heads up, you've been redirected to

Browser Isolation! :
Dismiss

The website you were trying to 55 i5 now
rendered in a fully isolated environment to protect
you frem malicious content.

Select end user notification theme:

O Default

Infia! End wser notification themes can be managed under
administration sereen,

Cancel Previous Create Profile

Figure 12. Cloud Browser Isolation EUN
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8. To complete the profile, click Create Profile.

« Back to ZIA prafiles
Add New ZIA Isolation Profile

© < 0

General Info 21A Company Settings Security Control

Security Control

Allow copy & paste from:

Local computer to isolation
Isolation to local computer

Allow file transters from:
Local computer to isolation

Isolation to local computer

Print from Isolation:

Allow printing from isolation

Read-Only Isolation:

Restrict keyboard/text input to isolated webpages.

Allow viewing Office files:

View Office files in isolation

Local browser rendering:

Allow local browser rendering

Figure 13. Cloud Browser [solation security settings

The completed profile appears as a profile option when setting up isolation policies in ZIA.
(:ZSCg’e{ #% Isolation profiles 2% Administration [

Isolation profiles

ZIA ZPA

Manage ZIA profiles

Name Regions

Allow Local Rendering Singapore  Sydney 7 %
Dries ZS2 - London Frankfurt  Washington &S X
Matt Disher - (zBeta) Frankfurt  Washington  Singapore S R
Bitbucket - Complete Isolation Washington  Portland Oregon &S %

Figure 14. The completed Cloud Browser Isolation profile
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Configure Bitbucket SaaS Application Tenant

Next, set up Zscaler Isolation Policies in the ZIA Admin Portal for Atlassian Bitbucket cloud application.
To launch the SaaS Application Tenants wizard for the ZIA Admin Portal:

1. Go to Administration > SaaS Application Tenants.

2. In the SaaS Application Tenants window, click Add SaaS Application Tenant.
& Settings

Nanolog Streaming Service

Q Company Profile Advanced Settings

Dash : .
asibowd Alerts DLP Incident Receiver

l Print All Policies Partner Integrations

Analytics

Policy & Authentication

o SaaS Application Tenants
a‘ﬁ‘ Authentication Settings v PP

Administration
lﬂ Add SaaS Application Tenant

User Management

o No. Application Tenant Na... Status
Identity Proxy Settings

Activation

Q

Search

API Key Management

S Resources

Figure 15. ZIA Saa$ application tenant
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Bitbucket SaaS Tenant Configuration Wizard

To start the wizard:

1. Click Add Saa$S Application Tenant on the tenant page.

2. Select the Bitbucket tile on the wizard.

Add SaaS Application Tenant

Search SaaS Application

Popular Applications

box
M Gmail
4 slack

&& OneDrive

Cancel

@  Choose the SaaS Application Provider

23 Dropbox

B> SharePoint

= Confluence

Name the SaaS Application Tenant

Figure 16. The Saa$ application tenant configuration wizard

@8 Exchange

citax

Sharefile

Google Workspace

o Wit Teams

o Bitbucket

Google Drive
& Goog

servicenow

GitHub

I Office 365

€ Jira Software

©2024 Zscaler, Inc. All rights reserved.
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3. Enter a name in the Tenant Name. This is the name that is selected when assigning a policy for the Zscaler security
features.

4. Enter the Bitbucket Admin Email ID.
Click Provide Admin Credentials, which redirects you to the Bitbucket login page.

Add SaaS Application Tenant

o Choose the SaaS Application Provider

Dashboard

- W Bitbucket

Analytscs

o Name the SaaS Application Tenant

Tenant Name

zscaler-bd-sa 9

tenant name must be unigue

Activation

Q e Enter Bitbucket Admin Email ID

Enter the Bitbucket Enterprise |1D that will be used to identify this tenant. Learn more 9
Bitbucket Admin Email ID

bd-sa@demo.com

@ Authorize the SaaS Application

To configure Data Loss Protection and Malware Detection policies for SaaS Security API, you must give Zscaler access to Bitbucket

Zscaler SaaS Connector
bSGALZSHSNBICTxgTA

Provide Admin Credentials (5 9

Cancel @

Figure 17. Authorize Zscaler SaaS Connector
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6. Enter the same Bitbucket Admin Email ID that you entered earlier.

@ Bitbucket

T aiart

&

b &

o

A BATLASEIAN

wi i L

Figure 18. Authenticate to the Bitbucket tenant
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7. Click Grant access to give permission to Zscaler Client Connector.

Confirm access to your account

Zscaler SaaS Connector Zsbeta 01 is requesting access to the following:

Read your account information
Read your repositories' issues
Access your repositories' build pipelines

Read your workspace's project settings and read repositories contained within your
workspace's projects

Read your repositories and their pull requests
Administer your repositories

Access your workspaces/repositories' runners
Read your snippets

Read your team membership information
Read and modify your repositories' webhooks

Read and modify your repositories' wikis

This 3rd party vendor has not provided a privacy policy or terms of use. Atlassian's Privacy

Policy is not applicable to the use of this App.
El [0 | Cancel

Figure 19. Grant access to Zscaler SaaS Connector
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8. Click Save.

Add SaaS Application Tenant

o Choose the SaaS Application Provider

Dashbaard

o Bitbucket

Analytics

o MName the SaaS Application Tenant
Tenant Name
zscaler-bd-sa

The tenant name must be unique

o Enter Bitbucket Admin Email ID

Enter the Bitbucket Enterprise ID that will be used to identify this tenant. Learn more ©
Bitbucket Admin Email ID

wguilherme@zscaler.com

o Authorize the SaaS Application

To configure Data Loss Protection and Malware Detection policies for SaaS Security API, you must give Zscaler access to Bitbucket.

Zscaler SaaS Connector
bSGALZSHSNBICTxgTA

o @

Figure 20. Zscaler SaaS Connector
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The completed and active Bitbucket APl connector is displayed.

Saa$ Application Tenants

© Add SaaS Application Tenant qQ
No. Application Tenant Na... Status Last Modified On @ Last Madified By Pal... EX... E.. E
1 Bitbucket zscaler-bd-sa @ Activ November 24, 20221... admin@B8061240.25... === ra x

Administration

)

Activation

Q

Search

Figure 21. Completed Bitbucket APl connector
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Configure Bitbucket Policies and Scan Configuration

After adding and configuring the Bitbucket tenant, configure the SaaS Security API to control DLP, malware policies, and
scan the configuration for the policies. You can also view reports and data for Bitbucket in analytics, SaaS security insights,
and logs.

Advanced Threat Protection File Type Control

Sandbox Bandwidth Control

Browser Control 551 Inspection

Dashboard
Data Loss Prevention

ool
Analytics

4 SaaS Security API

. Saas Security APl Control
Policy
Scan Configuration

ﬂg Saas Security Posture Control

Administration

(x) (J Mobile

ACtivation

Figure 22. Configure SaaS Security APl in ZIA Admin Portal
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Scoping the Policies and Remediation

Zscaler SaaS Security APl scans file attachments. This deployment guide configures a basic DLP policy and a malware
policy. The policies scan the Bitbucket files for matching content of the DLP policy and known malware for the malware
policy. A Bitbucket repository is created with malicious attachments and DLP violations to test the policies.

Zscaler SaaS Security APl out-of-band data protection capabilities look inside the Saa$S applications themselves through
APl integrations to identify accidental or intentional data exposure and compliance violations that would otherwise go
unnoticed.

i itbucke ‘our worl epositories  Projects ore reate v
Bitbucket i k R b Projects M Creat
m dip-viokation zscaler-bd-sa Iscaler-ooo-casb
dip-violation
<> Source Here's where you'll find this repository's source files. To give your users an idea of what they'll find here, add a description to your repository.
¢ Commits
I master ~ Files v  Filter files Q
I: Branches
1'} Pull requests - !
¢ Pipelines Name Size  Last commit Message
& Deployments E gitignore 6248 8 minutes ago Initial commit
ploymer
1 4
0 Jira issues I B 1-MB-Test.docx I 0z Kg 1 minute ago Initial Commit
@ security E README.md 256 KB 8 minutes ago Initial commit
= Downloads 4 i i
G Q sample-data.pdf 5362KB 1 minute ago Initial Commit
3 Repository settings
B sample-data.xis 335KB 1 minute ago Initial Commit

Figure 23. Bitbucket repository

The DLP policy creates a spreadsheet with a list of US Social Security numbers. DLP is a subject of its own, and this policy
is only used for demonstration purposes. Conduct a true DLP policy review to minimize false positives and false negatives.

It is also important to note that SaaS DLP protection is only part of the Zscaler DLP solution and is used to scan
data-at-rest (like the Bitbucket files). This deployment guide doesn't cover in-line data protection, exact data match, or
indexed document matching (document template fingerprinting), although they are integral pieces of a complete data
protection solution.

For next steps to test the DLP SaaS functionality, create a basic policy and apply it to the Bitbucket tenant. If you already
have DLP policies created, skip to Configure a SaaS Malware Policy for Bitbucket.
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Creating a DLP Policy

Create a custom dictionary (or use the available dictionaries) to identify the data the scan is going to look for.

Then create an engine that is the logical template for adding expressions and additional data. This is where you would
specify Social Security numbers and any other criteria for the policy. The engine provides the means to precisely add or
remove data to match violations and eliminate false positives.

A Saa$ security DLP policy is created that allows you to specify the details about where, when, the action taken, and
whom to inform about violations.

Notice that you can create a custom DLP dictionary that contains your own patterns and phrases, or use one of the
predefined dictionaries. This deployment guide focuses on predefined dictionaries.

Creating a DLP Engine

To create a DLP engine:

1. Click the DLP Engines tab.
2. Click Add DLP Engine.

| DLP Dictionaries & Engines |

DLP Dictionaries DLP Engines
9 Adsd DLP Engine :

MNe. MNairie @ Dietionarias Deseription
GLEA [Financial Statements = 0 AND Social Security Numbers [US) = 51 Detect GLEA violations #
‘ 2 HIBAA [Madical Informatian = 0 AND Social Secwily Numbers [US) > 5] Dietect HIPAA viclalans #
Paloy
El Offensive Language [Adult Sontent = Detect &ffensive language &
¢ﬂ 4 Bl [Credit Cards = & AND Soclal Security Numbers (US] = 5] Dedact BTl viclations #
Adminisiraton
5 Seff-Harm & Cyberbullying [Salf-Harm & Cyberbullying = ) Detect salf-harm & eyberbullying vielations #
& SEN-With-Dashes [[Z5N with Dashes = 3]] '
7 U Sacial Security Number [Zacial Security Mumbars [LUS) = 2)) U5 Sacial Security Numbaer e

Figure 24. Creating a DLP engine
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w

. Give the DLP engine a Name.

e

In the Engine Builder under Expression, select the desired dictionary. In the following example, Social Security
Numbers (US) is selected.

u

. Specify the Match Count, which is the minimum number of instances the data must occur in the file.

o

. (Optional) Click Add to add the next dictionary and repeat the process of naming and defining the dictionary.

~

Click Save, then Activate the configuration.

Edit DLP Engine X

DLP ENGINE

Name

US Social Security Number

ENGINE BUILDER

EXPRESSION

Social Security Numbers (... Vv 2 X

Expression Preview

((Social Security Numbers (US) > 2))

DESCRIPTION

US Social Security Number

Cancel [ Delete

Figure 25. The DLP engine wizard

E This policy triggers when you see the third Social Security number. Again, this is a demonstration and the criteria
is too general to be a production DLP rule.
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Configure a SaaS DLP Policy for Bitbucket

Apply the engine to a DLP policy used for the Bitbucket instance. Launch the Add DLP Rule wizard to start the process:

—_

Go to Policy > SaaS Security APl Control > Data Loss Prevention.

2. Select Source Code Repository.
3. Click Add DLP Rule.
4. Select Bitbucket as the SaaS Application Tenant.
5. Select the DLP Engine created in Bitbucket SaaS Tenant Configuration Wizard.
6. Select Any-Any for Collaboration Scope.
7. Select Report Incident Only as the Action.
8. Select High as Severity to allow for identification, searches, and tracking.
Q. Click Save, and then Activate your configuration.
[Saas Security API Control] [Lsousce cose nepostory >
™ 0 10 ] e Q
e
I e = 7 - =

Sevety
High w

Figure 26. Launch the SaaS DLP Policy Configuration Wizard
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Apply a scanning schedule to the Bitbucket DLP rule.

Saas Security AP| Control Tk Loda Spimiary -
Data Loss Prevention Malware Detection Scanning Exceptions Activity Alerts
Policy Exceptions
D s OLP A Q
Mo Rule Order (&) Admin Rank Fule Nama Soverity Criteria Action Label and Dasc.. Status
1 ? %225 _Repa_App_R @ High Raport Incident Only inabled s

zZacalor-ba a8

Any - Any

Figure 27. The configured DLP policy

Saa$S DLP Policy Details

The SaaS DLP policy specifies the details on whom and what data this policy applies. You specify the rule order if you
have multiple DLP policies, which are processed in an ascending manner. The first rule that matches is the applied
rule. Specify the DLP engine you defined, any file owners, groups or departments, and the file types to inspect. The
collaboration scope and the action are unique to the SaaS DLP. Select Any Collaboration, and an Action of Remove
Sharing.

The Collaboration Scope includes the collaboration scopes and permissions for SaaS tenant files that contain sensitive
data. Select Any to apply the rule to files with all collaboration levels, or select one or more of the following collaboration
scopes and specify the permissions for each scope:
External Collaborators: Files that are shared with specific collaborators outside of your organization.
External Link: Files with shareable links that allow anyone outside your organization to find the files and have access.
Internal Collaborators: Files that are shared with specific collaborators or are discoverable within your organization.
Internal Link: Files with shareable links that allow anyone within your organization to find the files and have access.
Private: Files that are only accessible to the owner.

The Action: The rule acts after detecting content that matches the criteria. The number of actions available depends
on the selected SaaS Application Tenant. For Bitbucket, the action is Report Incident Only. This means that any
violations are reported in the Zscaler SaaS Analytics and alerts are sent to auditors if defined.

Report Incident Only: The rule reports only the incident and makes no changes to the file's collaboration scope.
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Configure a SaaS Malware Policy for Bitbucket

To launch the Malware Rule wizard:

1. Go to Policy > SaaS Security APl Control > Malware Detection.
2. Select Source Code Repository.

3. Click Add Malware Detection Rule. The SaaS Security APl Malware Detection policy is an all-encompassing policy
and all files in the tenant are scanned. You can remove files from the scope by selecting the Exceptions tab under
Malware Detection. To add a malware policy, specify the application, the SaaS tenant, and the status.

The action for Bitbucket is limited to only Report Malware.

SaaS Security API Control | source code Repostory -]

Data Loss Prevention I Malware Detection I Scanning Exceptions Activity Alerts

Policy Exceptions
Dashboard

I° Add Malware Detection Ru eI - Q

e
Analytics

No. SaaS Application Tenant Application Action Sta...

No matching items found

Administration

@

Activation

Figure 28. Launch the malware Policy Configuration wizard
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Bitbucket SaaS Malware Policy

Configure the Malware Detection Rule:

1. Go to Policy > SaaS Security APl Control > Malware Detection.
. Select Source Code Repository.

. Click Add Malware Detection Rule.

. Select Bitbucket as the SaaS Application Tenant.

2
3
4. Under Application, select Bitbucket as the application.
5
6. Select Enabled for Status.

7

Click Save.

Add Malware Detection Rule X

CRITERIA

Application SaaS Application Tenant

Bitbucket v zscaler-bd-sa v

Status Rule Label

Enabled v === v

ACTION

Action

Report Malware

Figure 29. The Malware Policy Configuration wizard
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Apply the completed SaaS Security APl Malware Detection policy for the Bitbucket SaaS Application Tenant to the
Bitbucket instance with a scanning schedule. Activate your configuration.

SaaS Security API Control Sowoa Coda Repesliary

Data Loss Prevention Malware Detection Scanning Exceptions Activity Alerts

Policy Exceptions
Diashbaard
© Add Malware Detection Rule qQ
>
Ma. SaaS Application Tenant Application Action Status
. 1 zscaler-bd-sa Bitbucket Report Malware @ Enabled

Poscy

¥y

Admrustratan

Figure 30. The complete Bitbucket Malware Policy Configuration wizard
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Configure a Scan Schedule Configuration for Bitbucket

The final configuration step is to create a Scan Configuration. Specify the tenant to which Scan Configuration applies, any
policies that are to be included in the scan, and what data to scan relative to a date. The options for Data to Scan are All
Data, Date Created or Modified After, or New Data Only. For this deployment guide, select All Data.

However, if this is a Proof of Value (POV) or a Trial, the only option available is New Data Only.
To add a Scan Schedule:

1. Go to Policy > SaaS Security APl Control > Scan Configuration > Add Scan Schedule.
Select the Bitbucket as the SaaS Application Tenant.
In the Policy field, select the Data Loss Prevention policy and Malware policy created in prior procedures.

Select All Data. (Or, for a POV or Trial, select New Data Only.)

oA W

Click Save, and then Activate the configuration.

& Web

Malware Protection URL & Cloud App Control t Q
Advanced Threat Protection File Type Control
Dashboard Description Status
Sandbox Bandwidth Control
Runming a
[~ Secure Browsing SSL Inspection ning 4
Scan Started on Movember 24, 2022

Analytics 328 PM
i Add Scan Schatuln

Data Loss Prevention

o || st Lo ety i Gatcti.
& SaaS Security API
Date To Sazn
Saal8 Security AP Contral (LT d
— Elibuckst Reposhories 16 be Seanned
@ a
Activation N
SaaS Security Posture Control e Harm &) Empenas)
e m— o
=1 Mobile ztcaler-bd-raizmoale-on-cashidporols. @ Publ
. B eiaar-ba- s s aber ity mir. & ke

Zscaler Cllent Connector Portal

Mobile App Store Control

= Firewall Filtering

Figure 31. Create and enable a scan for the Bitbucket SaaS tenant

Mobile Malware Protection

CESCRIPTION

m Gancel

@ Help
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Start the Scan Schedule

After the schedule has been configured and saved, start the scan for the DLP policy and malware policy to be applied.

1. Click the Start icon on the Scan Configuration window to start the SaaS Security APl on the Bitbucket tenant. When
the scan is running, the icon changes from a run symbol to a stop symbol.

2. Review the Status column and ensure it is Running with a start date and a latest scan date.

Scan Configuration

° Add Scan Schedule Q

Dashboard No. SaaS Applicatio... Schedule Criteria Descripti... Status E

P 1 Bitbucket POLICY -—- Running r'd

|—— Data Loss Prevention Scan Started on November 24,
Analyties Malware Detection 2022 03:51 PM

DATE TO SCAN
. Data Created or Modified
Policy After November 24, 20.
P | £ X
Py

Administration

Activation

Figure 32. Starting the Bitbucket Scan Schedule
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Bitbucket Reporting and Visibility

Zscaler analytics provide detailed reporting of all user activity down to each session created by the user when visiting a
destination. Zscaler extends that visibility to include reporting of activity, malware incidents, and DLP violations of data
at-rest associated with the user. Zscaler has reports and SaaS security insights, which provide visibility from a high-level
overview to management of the individual logs and violations.

To learn more, see SaaS Security Insights.

=
Intaractive Raporis
Company Risk Scone Report 1w '] 022 ~
Industry Pear Comparison
Security Policy Audit Report
Violations Trend ower the Last 1 Day Source Code Reposit SionE

Sandbos Activity Report

Quarterly Business Review Reports

Saas Secunty hapori
DLP Viciatons

Cyber Risk Raport
2
Malwars Violations \

Web insghits

Moibie Insights

Firawall Insights

DNS nsghts
Tunnel Insights

Saas Sec Insighits
335 Secunty Insights Total oL Malware

Figure 33. SaaS security visibility
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Saa$S Assets Summary Report

A SaaS Assets Summary Report provides all activity and violations at a quick glance. The report identifies all SaaS tenant
information from a single page. Although your Bitbucket activity over the creation of this deployment guide is shown, any
configured tenant is displayed on this summary report. The data is hyperlinked, and you can easily pivot from a summary
to individual logs and activities provided by SaaS security insights.

Select the Total violations number next to the Bitbucket icon to pivot to SaaS security insights.

On the Security Logs window, review the log data for each violation containing over 30 metadata points of information.

i i)

Saas Assels Summary Report

Raport gemarated: 04:10 PM, November 24, 3833

Total Violatlons Viclatlons Trend over the Last 1 Day Al Applicat stegories W

.6
DLP Viciations

1

Tatal Vickstians

Matware Vialations

81 files scanned

Applications Generating the Violations
Apphcation Total P Malware

» Public Cloud Storage Appiications

~ Repository APpICatons

O mimucket

) carun ]

» File Shasing Appicaticns ]

Figure 34. Bitbucket SaaS Assets Summary reports
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SaaS Security Insights

The SaaS Security Insights Logs window allows you to select information fields for closer viewing when analyzing files
scanned through charts. These logs provide the detail of the policy that found the violation, the threat name, the owner,
and over 30 metadata points for identification and threat hunting.

The following are the SaaS Security data types.

Application
Application Category
Department

DLP Dictionary

DLP Engine

Incident Type
Owner Name
Severity

Tenant

Threat Category
Threat Super Category

User

Insighis Logs fo bl 3 I'L-\. - ;: .. 1 A Bl B
B [peprose - o Dl Lo il Sl Theral Crbep I L [ R T [Fe—y—— ok Tl L P
prpamp Y, BT A e e g B o sy R e gy w4,
Biianr “rmmiry Horewmiew 3L 2 e T . I1 Ervad B K sl diad sl v e ] EaalL, Py
L e e = e o T 0 I L I D ey a1 LAl L T s b o
Ernram Sruray, b 1, K P e iy ma [ B Gl Ramsary b o ey T Cmpen am (1) Laal, s
Bihaler Tradbadiy, HovwrSler 3 0 Tl - W= ey I T Tl M [ o 2 Sl Tvrw e mm Tl My
Binaar “hursay brera MR P e [E B S Tarsary Ha i drmpd M g (1) tana, Py
Bk Trdtuder. Hoewe sl S0 0T Tl e g =i ey I T Troaels He T Do ! v =weed e TaaT Py
Prremm Y, MR [ 7 EE T S g e S gy o MEEE (EE e 1) —
Biinr Shusmsiny, Horerminer 1L 2 s v e = (= Cavai Drrssiy Ha e wam e L Ema Finy
Bl Ty, HSe S 28 O T 0 o sl AL T Ll S ] Lo L
[ ey, birmamrar A4 P 3 amar Yy e i e Capar—an i -

Figure 35. Bitbucket Saa$ security insights
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Configure the Cloud Browser Isolation Policies for Bitbucket

To move to next steps, launch your ZIA Admin Portal and sign in with administrator credentials:

This configuration focuses on how to isolate Bitbucket applications. However, the process is applicable to any of
E the Atlassian applications described in this deployment guide.

1. Launch your ZIA Admin Portal.

2. Login to the ZIA Admin Portal with administrator credentials.

€ zscaler e -

Introducing
Al=Powered
Innovations

o A Lkl i1 LES Lidk

LI - R 1 bl
P [rm

Figure 36. Configure Cloud Browser [solation
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3. To configure policies that redirect Bitbucket traffic to Cloud Browser Isolation, launch the URL Filtering wizard:
a. Go to Policy > URL & Cloud App Control.
b. Click Add URL Filtering Rule.

| URL & Cloud App Control |

Configure URL & Cloud App Control Policy

Rules are evaluated in the order specified. Rule evaluation stops at the first match. Cloud app control policies take priority over URL policy. Default policy which ks not visible s to allow al

URL Filtering Policy Cloud App Control Policy Advanced Policy Settings

@ Recommandad Policy  View by: @ Rule Order  Fuls Labal Q
Rule Order & Rule Name Criteria Action Labei and Description E
1 URL_Filtering. R Block Fd
n’ DNS Over HTTPS; Tunnal S5L; HTTP Proxy; FTP over HTTP,
Administration
METHOL
|® OPTIONS; GET; HEAD; POST; PUT; DELETE; TRACE; CONNE

Acthvation " ATEGORIE

Q

Search

Other Adult Material; Adult Themes; Lingerie/Bikini; Nudity, P_..

Figure 37. Configure Cloud Browser Isolation policies
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4. In the URL Filtering Rule wizard:
a. Select the Rule Order.
b. Name the rule in the Rule Name field.

Select Enabled in the Rule Status field.

a o

Select the drop-down arrow in the URL Categories field.

e. Click the Add icon (+) next to the Search field on the URL Selection dialog.

Add URL Filtering Rule X

URL FILTERING RULE

Rule Order Rule Name
I1 vI Bitbucket-Complete-Isolation
Rule Status Rule Label
IEnabIEd VI --- v
CRITERIA
URL Categories
- ~

AND Unselected Items Selected Items (0)
a [o]

) Adult Material
) Adult Sex Education

) Adult Themes

[ Body Art
AND g
[l K-12 Sex Education
O Lingerie/Bikini
m Cancel Clear Selection
AND

Figure 38. Configure Cloud Browser Isolation policy
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5. This displays the Add URL Category dialog. You must add Bitbucket as a Custom URL:

a. Name the URL Category.
b. Enter .bitbucket.org asthe domain in the Add Items field and click Add Items. Include the period
preceding the URL to indicate a wildcard for the domain.

c. Click Save.

Add URL Category X

URL CATEGORY

Name URL Super Category

Atlassian Applications User-Defined AV

Administrator Operational Scope
Scope Type

Any v

Custom URLs

Add Items

Q

L]

.bitbucket.org

1-10of 1 < 1 BBl Remove v

URLs Retaining Parent Category

Figure 39. Configure Cloud Browser Isolation

©2024 Zscaler, Inc. All rights reserved. 46



ZSCALER AND ATLASSIAN DEPLOYMENT GUIDE |

6. Scroll down the dialog to fill in the remaining fields:
a. For Request Methods, select CONNECT, GET, HEAD, and TRACE.
b. For Protocols, select HTTP and HTTPS.

0

For User Agent, select your organization's specific browsers for use with Cloud Browser Isolation.

o

. Click Save to complete the configuration.

Add URL Filtering Rule X

CRITERIA

URL Categories

Imlassian Applications vI
AND
Users Groups
e QR S OR
Departments
W
AND
Locations Location Groups
v OR b4
AND
Request Methods Time
ICONNECT; GET; HEAD; TRACE vI anp Always A .
Protocols User Agent
IHTTP,‘ HTTPS vI AND |Chl0rne; Firefox; Microsoft Edge; Micr... ~
AND
Devices Device Groups
v OR — v

RULE EXPIRATION

Enable Rule Expiration

ACTION

Web Traffic

I Allow | Caution | Block © Isclate

Isolation Profile

I Bitbucket - Complete |solation VI

l m Cancel

Figure 40. Configure Cloud Browser Isolation
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7. Review the completed Cloud Browser Isolation profile.

URL & Cloud App Control

Configure URL & Cloud App Control Policy

Rules are evaluated in the order specified. Rule evaluation stops at the first match. Cloud app control policies take priority over URL policy. Default policy which is not visible |s to allow all,

URL Filtering Policy Cloud App Control Policy Advanced Policy Settings

© Add URL Filtering Rule 1@ Recommended Policy View by: @ Rule Order Rule Labe c Q
Fule Order &) Rule Name Criteria Action Label and Description E
1 Bitbucket-Complete-lsola. PROTOCOL solate DESCRIPTION ]

HTTPS: HTTP Isolate Bitbucket Applicati

GET; HEAD; TRACE; CONNECT

Atlassian Applications

Search

Opera; Firefox; Microsoft Internet Explorer; Microsoft Ed...

Figure 41. Configure Cloud Browser Isolation
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Configure Confluence SaaS Application Tenant

The following sections describe configuring an Atlassian Confluence SaaS application tenant.

Create Confluence Organization APl Key
Before starting with the Confluence configuration as a SaaS application tenant in the ZIA Admin Portal, you must create

an organization API key.

APl keys allow you to manage your organization via the cloud admin REST APIs. You can update organization settings with
the Organizations REST APl and manage user accounts with the User management REST API.

To create an organization APl key:

1. Go to admin.atlassian.com. Select your organization if you have more than one.

2. Click Settings > API Keys.
3. Click Create API Key.

i A ATLASSIAN Admin zscaler-bd-sa Overview Directory Products Security Blllln o

Details
Admin | zscaler-bd-sa

Domains
APl keys allow you to manage your organization via the Atlassian Admin APIs. You can update organization settings and manage user accounts

AR keys by making requests to HTTP endpoints. Learn more about the Admin API

Mew keys may take up to a minute 1o work after they"ve been created.

Application tunnels

Name Created by Created on Expires
Emails

Contacts
You don't have any API keys

Figure 42. Create organization APl key in Atlassian Admin

4. Enter a name to identify the API key.

5. By default, the key expires one week from the current date. If you'd like to change the expiration date, select a new
date under Expires on.

E You're unable to select a date longer than a year from the date of creation.

. °
Name API key

Create an APl key
Name*

Zscaler-CASB
Expires on*

Nov 28, 2023 )
Max expiry is one year from today

Figure 43. Create organization APl key in Atlassian Admin
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6. Click Create to save the APl key.

7. Copy the values for your Organization ID and API key. These values are required to configure the Confluence SaaS
Application Tenant in the ZIA Admin Portal.

Name API key

Zscaler-CASB

Use this key to access your organization via the Atlassian
Admin API. Learn more about the Admin API

Organization ID

4bjkd1ck- Copy
API key
ZV. Copy

Store this key somewhere safe. It will not be visible again
once you close this page.

Figure 44. Complete organization APl key in Atlassian Admin

E Make sure you store these values in a safe place, as they won't be displayed again. Zscaler requires only the API
key value.

8. Click Done. The key appears in the list of API keys.
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Configure Confluence SaaS Application Tenant
To launch the SaaS Application Tenants wizard for the ZIA Admin Portal:

1. Go to Administration > SaaS Application Tenants.

2. In the SaaS Application Tenants window, click Add SaaS Application Tenant.
& Settings

Nanolog Streaming Service

Q Company Profile Advanced Settings

Dash : .
ashboard Alerts DLP Incident Receiver

l Print All Policies Partner Integrations

Analytics

Policy & Authentication

¥ At
¢ SaaS Application Tenants
od Authentication Settings PP

Administration
IO Add Saa$ Application Tenant

User Management

No. Application Tenant Na... Status
Identity Proxy Settings

Activation

Q

Search

API Key Management

S Resources

Figure 45. ZIA SaaS application tenant
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Confluence SaaS Tenant Configuration Wizard

To start the wizard:

1. Click Add Saa$S Application Tenant on the tenant page.

2. Select the Confluence tile.

Add SaaS Application Tenant

Search SaaS Application

Popular Applications

box
M Gmail
4 slack

&& OneDrive

Cancel

@  Choose the SaaS Application Provider

23 Dropbox

B> SharePoint

= Confluence

Name the SaaS Application Tenant

Figure 46. The Confluent Saa$S tenant configuration wizard

@8 Exchange

citax

Sharefile

Google Workspace

o Wit Teams

o Bitbucket

Google Drive
& Goog

servicenow

GitHub

I Office 365

€ Jira Software
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3. Give the Confluence tenant a name. This is the name you select when assigning a policy for the Zscaler security
features:

a. Enter a name in the Tenant Name.
b. Enter the Confluence Site Name.

c. Enter the Confluence Organization APl Key created in Create Confluence Organization APl Key.

Add SaaS Application Tenant

o Choose the SaaS Application Provider

% Confluence

€  Name the SaaS Application Tenant

Tenant Name o
Confluence

Activation

o Enter Confluence Site Name

Enter the Confluence site's name so the Zscaler service can connect to it. Learn more & 9
Confiuence Site Name

demosite.atlassian.net

e Enter Confluence Organization APl Key

Confluence Organization API Key 9

Authorize the SaaS Application

Cancel

Figure 47. The Confluent SaaS tenant configuration wizard
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4. Click Provider Admin Credentials, which redirects you to the Confluence login page.

$ Autharize the SaaS Application

T ol gaate Dala Losd Protection ahd Mabivsio Delsclion pelisien Ner 5848 Secafily AP, pou fesl ghes Tecalkei acisds e Conllusncs,

Faenler Sans Conmeced

T D] g s heserd LA o L iy S

Fravia Admin Cregeniiye

Figure 48. Authenticate with your Confluence administrator credentials

5. Authenticate with your Jira administrator credentials.

A ATLASSIAN

L I b yadsr 3cOoint

] Sentinue nith Googls
| Crirtinss wirh Micnaeott
] Darvknua wrk Gppla

-1 Coe i maen with S jlack

Carfl g it - Bae o ki a8 sooaim

Frevoos Poloy = Uksae Hobeo:

Figure 49. Authenticate to the Confluence tenant
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6. Give permission to Zscaler SaaS Connector by clicking Accept.

A®

Zscaler SaaS Connector Zsbeta 02 is

requesting access to your Atlassian
account.

= In Confluence, it would like to:
View
» confluence-content.summary, confluence-user, confluence-
space.summary, confluence-props, confluence-groups, confluence-
content.permission, confluence-content.all
Update

> confluence-space, confluence-file, confluence-content
Search

» confluence
Readonly

» content.attachment

A\ In User, it would like to:

View

~ me, account

* View the profile details for the currently logged-in user.

* Required to view users profiles

Authorize for

zscaler-bd-sa.atlassian.net

Allow Zscaler Inc to do this?

By clicking Accept af Inc's privacy policy.

oU agree to Zs

SaaS Connector Zsbeta 02 on their sites

| Accept Cancel

Figure 50. Grant access to Zscaler SaaS Connector in Atlassian Admin
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7. Click Save.

Add SaaS Application Tenant

% Confluence

€ Name the SaaS Application Tenant

Tenant Name

Confluence

ABAT AAME MUSt be Unkgue

e Enter Confluence Site Name

Enter the Confluence site’s name so the Zscaler service can connect to it. Learn more ©
Confluence Site Mame

zscaler-bd-sa._atlassian nat

Enter Confluence Organization AP| Key

Confluence Organization API Key

Z JrERmFY TOWJZcF

Authorize the SaaS Application

To configure Data Loss Protection and Malware Detection policies for 5aa5 Security API, you must give Zscaler access to Confluence.

Zscaler SaaS Connector
IMPBDOwHIQEKIdvTUDDwjelly 3NIKulal

[ Provide Admin Credentials (2
Ca o

Figure 51. Save Zscaler SaaS Connector configuration

The completed and active Confluence APl connector is displayed.

SaaS Application Tenants

© Add Saas Application Tenant Q

Dashbomrd No. Application Tenant Nama Status Last Modifiad On @ Last Modifiad By Polic Ext. Ext... E
E 1 Bitbucket Bitbucket ® November 24, 2022 035..  admin@B061240.25cal..  Datalo s ox
I 2 Confluence Canfluence L November 28, 2022 03:0. admin@B061240.25cal. - == rad x

Policy

Sy

Aaminstaton

®

Activation

Figure 52. SaaS Application Tenant
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Configure Confluence Policies and Scan Configuration

After adding and configuring the Confluence tenant, you must configure the SaaS Security API to control DLP and
malware policies, and then scan the configuration for the policies. You can also view reports and data for Confluence in
analytics, SaaS security insights, and logs.

Advanced Threat Protection File Type Contral
Sandbox Bandwidth Control

Browser Control S5L Inspection

Caahbaand
Cata Loss Prevention

AR alyihcs

& SaaS Security API

Saal Security AP| Canbral
Scan Configuration

Saas Security Posture Coniral

Adminisiration

[ Mobile

Figure 53. Configure and Scan Configuration in the ZIA Admin Portal
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Scoping the Policies and Remediation

This deployment guide configures a basic DLP policy and a malware policy. Zscaler SaaS security out-of-band data
protection capabilities look inside the SaaS applications themselves through APl integrations to identify accidental or
intentional data exposure and compliance violations that otherwise would go unnoticed.

E For Confluence, the Zscaler SaaS Security API DLP rule scans all the blogs, pages, and attachments within a
space. The DLP rule does not scan the overview page for any space.

The DLP policy broadly identifies a spreadsheet with a list of US Social Security numbers, and the policy is only used for
demonstration purposes. A true DLP policy review minimizes false positives and false negatives.

SaaS DLP protection is only part of the Zscaler DLP solution and scans data-at-rest (like the Confluence files). This
deployment doesn't cover in-line data protection, exact data match, or indexed document matching (document template
fingerprinting), although they are integral pieces of a complete data protection solution.

For next steps to test the DLP SaaS functionality, create a basic policy and apply it to the Confluence tenant. If you already
have DLP policies created, skip ahead to Configure a SaaS Malware Policy for Confluence.

Creating a DLP Policy

To create a DLP policy, you must:

Create a custom dictionary (or use the available dictionaries) to identify the data the scan is going to look for.

Create an engine that is the logical template for adding expressions and additional data. This is where you would

specify Social Security numbers and any other criteria for the policy. The engine provides the means to precisely add
or remove data to match violations and eliminate false positives.

Create a SaaS security DLP policy that allows you to specify the details about where, when, the action taken, and
whom to inform about violations.

Notice that you can create a custom DLP dictionary that contains your own patterns and phrases, or use one of the
predefined dictionaries. This deployment guide focuses on predefined dictionaries.
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Creating a DLP Engine

To create a DLP engine, from the ZIA Admin Portal:

1. Go to Administration > DLP Dictionaries & Engines.

2. Click the DLP Engines tab, then click Add DLP Engine.

| DLP Dictionaries & Enginesl

DLP Dictionaries DLP Engines

iy Mumbars LIS = 5
1B ) Gucial Security Mumbers (U5 » §
-------------- s

4 -l 5
Self-Harm & Cyberbulying Seif-Haem & Cybertultying > 01

[ SEN-With-Cashes 115N with Dashes » 31
15 Social Secerky Mumbar Security Mamb 7

Figure 54. Creating a DLP engine

3. Give the DLP engine a Name.
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»

" N N N NN

4. In the Engine Builder under Expression, select the desired dictionary. In the following example, Social Security

Numbers (US) is selected.

5. Specify the Match Count, which is the minimum number of instances the data must occur in the file.

6. (Optional) Click Add to add the next dictionary and repeat the process of naming and defining the dictionary.

7. Click Save, then Activate the configuration.

Add DLP Engine X

DLP ENGINE

Name

US Social Security Number |

ENGINE BUILDER

EXPRESSION

[ Social Security Numbers (... Vv 2 X
I-|°ADD v

Expression Preview

{(Social Security Numbers (US) > 2))

DESCRIPTION

US Social Security Number

Save Cancel

Figure 55. The DLP engine wizard
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g This policy triggers when you see the third Social Security number. Again, this is a demonstration and the criteria
is too general to be a production DLP rule.

Configure a SaaS DLP Policy for Confluence

Apply the engine to a DLP policy used for the Confluence instance. Launch the Add DLP Rule wizard to start the process:

—_

Go to Policy > SaaS Security APl Control > Data Loss Prevention.
Select File Sharing.

Click Add DLP Rule.

Select Confluence as the SaaS Application Tenant.

Select the DLP Engine created in Confluence SaaS Tenant Configuration Wizard.

Select Any-Any for the Collaboration Scope.
Select Report Incident Only as the Action.

Select High as Severity to allow for identification, searches, and tracking.

© o N o ;A wN

Click Save and then Activate your configuration.

[Saa$S Security API Control | [ stans V|

I Data Loss Prevention ] Malware Detection  Scanning Exceptions  Activity Alerts

Policy Exceptions

— .

[ g | ]
Ho. Rule Order (%) Admin R... Rule Hame gf e tiame s Status .
| = |
Rule Label
P
o] .

Groups Dipartimants

w Ay -

DLP Engines Fila Type
 Sodial Securty Mumbar v v

Figure 56. Launch the Saa$S DLP Policy Configuration wizard
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Apply a scanning schedule to the Confluence DLP rule.

SaaS Security API Control Fite Sharing v
Dats Loss Prevention  Malware Detection Scanning Exe eplions Activity Aerts

Policy Exceptions

Q) Acid DLP Rule Q

Ma. Fule Order () Admin Fank Foue: Narme Savrity Criteria Action Lated and Descrip.. Status

Fhe_Sharng_AppRuied @ High t Report ineisent Only sbind 7

Figure 57. The configured DLP policy

SaaS DLP Policy Details

The SaaS DLP policy specifies the details for whom and for what data this policy applies. You specify the rule order if
you have multiple DLP policies, which are processed in an ascending manner. The first rule that matches is the applied
rule. Specify the DLP engine you defined, any file owners, groups or departments, and the file types to inspect. The
collaboration scope and the action are unique to the SaaS DLP.

Select a collaboration and an action to remove sharing.

The Collaboration Scope includes the collaboration scopes and permissions for SaaS tenant files that contain sensitive
data. Select Any to apply the rule to files with all collaboration levels, or select one or more of the following collaboration
scopes and specify the permissions for each scope:
External Collaborators: Files that are shared with specific collaborators outside of your organization.
External Link: Files with shareable links that allow anyone outside your organization to find the files and have access.
Internal Collaborators: Files that are shared with specific collaborators or are discoverable within your organization.
Internal Link: Files with shareable links that allow anyone within your organization to find the files and have access.
Private: Files that are only accessible to the owner.
The Action: The rule acts after detecting content that matches the criteria. The number of actions available depends
on the selected SaaS Application Tenant. For Confluence, the actions are:
Move to Restricted Folder
Remove
Report Incident Only

Report Incident Only: The rule reports the incident only and makes no changes to the file's collaboration scope.
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Configure a SaaS Malware Policy for Confluence

To launch the Malware Detection Rule wizard:

1. Go to Policy > SaaS Security APl Control > Malware Detection.
2. Click File Sharing.
3. Click Add Malware Detection Rule.

The SaaS Security APl Malware Detection policy is an all-encompassing policy and all files in the tenant are scanned
unless you remove the tenant from the scope by specifying exemptions on the Exceptions tab that is located under
Malware Detection. To add a malware policy, specify the application, the SaaS tenant, and the status.

E The actions available for Confluence are: “Quarantine Malware,” “Remove Malware,” “Report Malware.”

Saas Security API Control Ihlr\ Sharing ~

Data Loss Prevention Malware Detection Scanning Exceptions Activity Alerts
Dashboard

b Add Malware Detection RLiEI N Q.

o
No. Saa$ Application Tenant Application Action Status Quarantine Location

No matching items found

Figure 58. Launch the Malware Policy Configuration wizard
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Confluence SaaS Malware Policy Wizard

Configure the Malware Detection Rule wizard:

1. Go to Policy > SaaS Security APl Control > Malware Detection.

Select File Sharing.

Click Add Malware Detection Rule.

Under Application, select Confluence as the application.

Select Confluence as the SaaS Application Tenant to apply the policy.

Select Enabled for Status.

Select the desired Action. In the following example, Report Malware is selected.

Click Save.

© N oA W

Add Makears Datection Rulk

CETERIA

Appicaiion Eah fpphcadon Tenans
Cenbiuerca wl I Conluasce '~|-'I
Siatum Suoilabal
E renni i £ .o L
AOTIDH
At

I Lo RS L I

Figure 59. The Malware Policy Configuration wizard

Confluence SaaS Malware Policy

Apply the completed SaaS Security APl Malware Detection policy for the Confluence SaaS tenant to the Confluence
instance with a scanning schedule. Activate your configuration.

533k Feoutity AF Cortrdd Fis Loarg <
Diin Lo Frover b Haimwy Dpdior Soorr mpdew dAaidn ddain
Foikcp Excagtiana
0 1ne et e . a1
[ Goel Aoy Ty acqliea T LR o] o weE Lo
l' Gl voma Conlwana | PR T i - £ I

Figure 60. The complete Confluence Malware Policy Configuration wizard
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Configure a Scan Schedule Configuration for Confluence

The final step is to create a Scan Configuration. Specify the tenant that the Scan Configuration applies to, any policies
that are to be included in the scan, and the data to scan relative to a date. The options for Data to Scan are: All Data, Date

Created or Modified After, or New Data Only. For this deployment guide, select All Data.
However, if this is a Proof of Value (POV) or a Trial, the only option available is New Data Only.

To add a Scan Schedule:

1. Select Policy > SaaS Security APl > Scan Configuration > Add Scan Schedule.

2. Select Confluence as the SaaS Application Tenant.
3. In the Policy field, select Data Loss Prevention policy and the Malware policy created in prior procedures.
4. Select All Data. (Or, for a POV or Trial, select New Data Only.)
5. Click Save, and then Activate the configuration.
& Wob
Eishas = Proascilan L & Chaed dfipg oanznal Carth =
Ararcad Theest Fratecicn Fie Tiyps Coming
[eses plead R H
G Barwdniedis Cerliel
T e :::I 'I-.-\. e = Ko pmber 74, 027 098 " ’
e St 72, 27 1

e fom B _

din Sramch ecurtty BRI
Eaad dpphcaton "rant Faecy

FaalGeouidy AN Genlicl vy -\.-l I gis Lns Prpvgreior. bigia we Db -I
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Figure 61. Create and enable a scan for the Confluence Saa$ tenant
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Start the Scan Schedule for Confluence

After the schedule is configured and saved, start the scan for the applied DLP and malware policies.

1. Click the Start icon on the Scan Configuration window to start the SaaS Security APl on the Confluence tenant.
When the scan is running, the icon changes from a run to a stop symbol.

2. Review the Status column and ensure it is Running with a start date and a latest scan date.

£ Scan Configuration
DA
© And Scan Schadula Q
Dasricnd No. Saa5 Application Ten Schedule Criteria Description Status :
1 Bitbucknt POLICY - Aunning ] 4
Data Less Preventian Scan Started on Navemper 24, 2022
Malwara Cataction Q33B1PM

Data Craatad or Madtiad
Aftar Novamber 24, 2022

2 Conflluance POLCY Confuence DL... Ruaning E

Data Loss Prevantian Scan Started on Novemoer 28, 2022
Malwara Dataction Q4:15 PM

@ DWTE T2 SCAN

Actwaton Data Creatad or Madfled

Aftar Novambher 28, 2022
=3 ra b4

Adminktration

Figure 62. Starting the Confluence Scan Schedule
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Confluence Reporting and Visibility

Zscaler analytics provide detailed reporting of all user activity down to each session created by the user when visiting a
destination. Zscaler extends that visibility to include reporting of activity, malware incidents, and DLP violations of data
at-rest associated with the user. Zscaler has reports and SaaS security insights, which provide visibility from a high-level
overview to management of the individual logs and violations.

To learn more, see SaaS Security Insights.

=
Intaractive Raports
Company Risk Score Report £ W a3t 24 Howrs: L0000 P 42022 4 CTRY
Industry Feer Camparison
Security Polley Audit Report
Violations Trend over the Last 1 Day Eource Code Reposit MR A

Sandbos Activity Report

Quarterly Business Review Reports

Saas Secunty hapori
DUP visiatons

Cyber Risk Raport

2

Malwars Violations

Web insgnts

Moibie Insights

Firawall Insights

DNS imsights

Tunnel Insights

Saas Sec Insighits
335 Secunty Insights Total oL Malware

Figure 63. SaaS security visibility
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Saa$S Assets Summary Report

A SaaS Assets Summary Report provides all activity and violations at a quick glance. The report identifies all SaaS tenant
information from a single page. Although the Confluence activity over the creation of this deployment guide is shown,
any configured tenant is displayed on this summary report. The data is hyperlinked, allowing you to pivot from a summary
to individual logs and activities provided by SaaS security insights.

1. Select the Total violations number next to the Confluence application to pivot to SaaS security insights.

2. On the Security Logs window, review the log data for each violation containing over 30 metadata points of
information.

o

Saa5 Assets Summary Report

Vislaticne Trend cwer the Last 1 Day R

DLF Viniations

Matware Vislalions

Applications Generating the Viciations
Application ‘Tatal o Maware
3 Pubibc Cloud Storage Applications

» Mepassory Applications

+ File Sharing Applcations

I X Comfigerce z g 2 I

Figure 64. Confluence SaaS Assets Summary reports
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SaaS Security Insights

The SaaS Security Insights Logs window allows you to select information fields for closer viewing when analyzing files
scanned through charts. These logs provide the detail of the policy that found the violation, the threat name, the owner,
and over 30 metadata points for identification and threat hunting.

The following are the SaaS Security data types.

Application
Application Category
Department

DLP Dictionary

DLP Engine

Incident Type
Owner Name
Severity

Tenant

Threat Category
Threat Super Category

User

S Insight= Logs A P A L T P

Figure 65. Confluence Saa$ security insight
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Configure Jira SaaS Application Tenant

The following sections detail how to configure a Zscaler SaaS application tenant for Jira.

Create Jira Organization APl Key

Before starting with the Jira configuration as a SaaS application tenant in the ZIA Admin Portal, you must create an
organization APl key.

APl keys allow you to manage your organization via the cloud admin REST APIs. You can update organization settings with
the Organizations REST APl and manage user accounts with the User management REST API.

To create an organization APl key:

1. Go to the Atlassian login portal.

2. Select your organization if you have more than one.
3. Click Settings > API keys.
4. Click Create API Key.

i A ATLASSIAN Admin zscaler-bd-sa Overview Directory  Products  Security Blllln 0

Details
Admin | zscaler-bd-sa

Goagle Workspace API keys

Domains

AP keys allow you to manage your organization via the Atlassian Admin APs. You can update organization settings and manage user accounts

by making reque<ts to HTTP endpoints. Learn mora about the Admin API

New keys may take up 10 3 minute to work after they've been created,
Application tnnels

Emalls Name Created by Created on Expires

Contacts
You den't have any APT keys

Figure 66. Create organization APl key in Atlassian Admin

5. Enter a name to identify the API key.

6. By default, the key expires one week from the current date. If you want to change the expiration date, select a new
date under Expires on.

E You're unable to select a date longer than a year from the date of creation.

7. Select Create to save the APl key.

L [ ]

Name API key

Create an API key

Name *

Zscaler-APl-Key

Expires on*
Nov 28, 2023 (<}

Max expiry is one year from today

Figure 67. Create organization APl key
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8. Copy the values for your Organization ID and API key. These values are required to configure the Confluence SaaS
Application Tenant in the ZIA Admin Portal.

Name API key

Zscaler-APIl-Key

Use this key to access your organization via the Atlassian
Admin API. Learn more about the Admin API

Organization ID

4bjkd1ck- Copy
API key
ZV. Copy

Store this key somewhere safe. It will not be visible again
once you close this page.

Figure 68. Complete organization APl key

E Make sure you store these values in a safe place, as they won't be displayed again. Zscaler only requires the API
key value.

9. Click Done. The key appears in the list of APl keys.
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Configure Jira SaaS Application Tenant
To launch the SaaS Application Tenants wizard for the ZIA Admin Portal:

1. Go to Administration > SaaS Application Tenants.

2. In the SaaS Application Tenants dialog, click Add SaaS Application Tenant.
& Settings

Nanolog Streaming Service

Q Company Profile Advanced Settings

Dash : .
ashboard Alerts DLP Incident Receiver

l Print All Policies Partner Integrations

Analytics

Policy & Authentication

¥ At
¢ SaaS Application Tenants
od Authentication Settings PP

Administration
IO Add Saa$ Application Tenant

User Management

No. Application Tenant Na... Status
Identity Proxy Settings

Activation

Q

Search

API Key Management

S Resources

Figure 69. ZIA Saa$S Application Tenants
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Jira SaaS Tenant Configuration Wizard

To start the wizard:

1. Select Add Saa$S Application Tenant.

2. Select the Jira Software tile.

Add Saa$S Application Tenant

o Choose the SaaS Application Provider

Search SaaS Application

Popular Applications

box $3Dropbox  [@BExchange = & GoogleDrive

M Gmail Sharefie servicenow

itslack @ covewns  GitHub

&& OneDrive @ SharePoint o s e I Office 365

° - % Confluence = ® Bitbucket © Jira Software

Name the SaaS Application Tenant

Cancel

Figure 70. The Confluent Saa$S tenant configuration wizard
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3. Give the Jira tenant a name. This is the name that is selected when assigning a policy for the Zscaler security
features:

a. Enter a name in the Tenant Name.
b. Enter the Jira Site Name.
c. Enter the Jira Organization API Key created in Create Jira Organization AP| Key.

Add Saa$S Application Tenant
o Choose the 5gas Application Provider

Dashroard

© Jira Software
I~

Anyytice.

o Mame the SaasS Apclication Tenant

Tenant Name
1

o Enter Jira Site Name

Enter the Ji'ﬂ site's name 50 the Zscaler service can connect to it Learn more © 9
Jra Sie Name

Sarmr-ealnalisseon nw

o Enter Jira Organzation AP Key

Jira Organization AP1 Kay 9

P LY

o Autharize the SaalS Applicaticn

Cancel

Figure 71. The Jira SaaS tenant configuration wizard
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4. Click Provide Admin Credentials, which redirects you to the Atlassian login portal.

& Suthorize the Sass Appication

To contigare Daca Loss Froiecton and Matware Debection polcies bor Zaa’s Secunty AF1, you must give Zscaler socess o dra

Tacakt Saas Jennecto
R 3 e QAR o | LT TR0l 3

Pepwi de Admin Crodentialy o

Figure 72. Atlassian login portal

5. Authenticate with your Jira administrator credentials.

A ATLASSIAN

L I b YT 30004

] Sentinue with Goopls
B Enirtinss with Micraeott
] Cexrveriue ik Gppl
a= Gt mass with S lack
Car'l e n® - BaaE b ki 58 sleaim

Proveos Poloy = Uscr Holso

Figure 73. Authenticate to the Jira tenant
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6. Give permission to Zscaler SaaS Connector by clicking Accept.

M N

Zscaler SaasS Connector Zsbeta 01 is
requesting access to your Atlassian
acoount.

A In Jira, it voukd e s
1=

» Freeyeer [ira -y
Li=dain
v st

Flanade

b PR SN0, |- S, [P P iU ranan

A In Used foaald lke e
Wi

+oe, BLCOWN

Auitearics far

R =0T 0, W 3N rl

b gl e Do EREaT
10 B P W FOTe 0D £ ECHET VT B AR Dy

T o B COVHTT B L G DICE T BN L ol T 1 I o

Figure 74. Grant access to Zscaler SaaS Connector
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7. Click Save.

Add SaaS Application Tenant

Tenant Name

Jira

o Enter Jira Site Name

Enter the Jira site's name so the Zscaler service can connect to it. Learn more

- Jira Site Name
Policy

Zscaler-bd-sa.atlassian.net
s
Administration
0 Enter Jira Organization API Key

Jira Organization AP| Key

ZVIYOaUrEhmFY TQIWZCF

o Authorize the SaaS Application
To configure Data Loss Protection and Malware Detection policies for SaaS Security API, you must give Zscaler access to Jira.

Zscaler Saa5 Connector
MXDr vtk QWP IvwsjIGUWT TPSq0056aL 3

Provide Admin Credentials (3

Figure 75. Save Zscaler SaaS Connector configuration

The completed and active Jira APl connector is displayed.

SaaS Application Tenants

© Add SaaS Application Tenant Q

Dashbasrd No. Applcation Tenant Name Status Last Modified On ) Last Modified By Policy .. Extemn... Exter.. :
I: 1 Bitbucket Bitbucket ® Activ HNovember 24, 2022 03:51 PM admingB061240.z5calerbeta. Data Loss . ’, ®
Ansiytes 2 Confluence Conflsence . v November 28, 2022 04:15 PM admingdB0E1240.z5calerbeta. Data Loss .. ' ®
l 3 Jira Software Jira ® Actiy November 28, 2022 05:38 PM adming8061240.zscalerbeta.. 8 ®

Figure 76. Completed Jira APl Connector

©2024 Zscaler, Inc. All rights reserved.

76



ZSCALER AND ATLASSIAN DEPLOYMENT GUIDE |

Configure Jira Policies and Scan Configuration

After adding and configuring the Jira tenant, you can configure the SaaS Security API to control DLP, malware policies, and
then scan the configuration for the policies. You can also view reports and data for Jira in analytics, SaaS security insights,
and logs.

Advanced Threat Protection File Type Contral
Sandbox Bandwidth Control

Browser Contral S5L Inspection

Data Loss Prevention

& SaaS Security API
Saals Security AP| Conbrol
Scan Configuration

Saas Security Posture Conirol

[0 Mobile

Figure 77. Saa$S Security APl in ZIA Admin Portal
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Scoping the Policies and Remediation

This deployment guide configures a basic DLP policy and a malware policy. Zscaler SaaS Security APl out-of-band data
protection capabilities look inside the SaaS applications themselves through APl integrations to identify accidental or
intentional data exposure and compliance violations that would otherwise go unnoticed.

E For Jira, the Zscaler SaaS Security API DLP rule scans all the blogs, pages, and attachments within a space. The
DLP rule does not scan the overview page for any space.

The DLP policy broadly identifies a spreadsheet with a list of US Social Security numbers. DLP is a subject of its own, and

this policy is only used for demonstration purposes. Conduct a true DLP policy review to minimize false positives and
false negatives.

Itis also important to note that SaaS DLP protection is only part of the Zscaler DLP solution and scans data-at-rest (like
the Jira files). This deployment doesn't cover in-line data protection, exact data match, or indexed document matching
(document template fingerprinting), although they are integral pieces of a complete data protection solution.

For next steps to test the DLP SaaS functionality, create a basic policy, and apply it to the Jira tenant. If you already have
DLP policies created, skip ahead to Configure a SaaS Malware Policy for Jira.

Creating a DLP Policy
To create a DLP policy:

Create a custom dictionary (or use the available dictionaries) to identify the data the scan is going to look for.

Create an engine that is the logical template for adding expressions and additional data. This is where you would

specify Social Security numbers and any other criteria for the policy. The engine provides the means to precisely add
or remove data to match violations and eliminate false positives.

Create an SaaS security DLP policy that specifies the details about where, when, the action taken, and whom to
inform about violations.

Notice that you can create a custom DLP dictionary that contains your own patterns and phrases, or use one of the
predefined dictionaries. This deployment guide focuses on predefined dictionaries.

©2024 Zscaler, Inc. All rights reserved. 78



ZSCALER AND ATLASSIAN DEPLOYMENT GUIDE |

Creating a DLP Engine

To create a DLP engine, from the ZIA Admin Portal:

1. Go to Administration > DLP Dictionaries & Engines.
2. Click the DLP Engines tab, and then click Add DLP Engine.

| DLP Dictionaries & Enginesl

DLP Dictionaries
oLp Q

Ha. Mana & Dietonwies [

1 GLBA Financial Stalements. » O AND Social Secunity Humess (US) > 5) Dretect GLBA vislations ’

2 HIBAS (bl i o > 0 AND Seeciad Sacurity Numbars (US) » 5 Dratect HIPAA visiations I

1 Offensive Languags At » 0 Dwtect Cffenai quage ”,

4 4] [Credi Cards » § AND Sseial Sscury Numbars (US) > £) Dutect PCI viciations s

§ Seif-Harm & Cyberbulying [Sek-Harm & Cyberbulying » 0 Datect sefl-arm & cybertuatying vickations '

6 SSH-WAR-Dasres 11558 with Dashes > 311 ”

7 US Social Securty Nombsr [iSecisl Secuwity Numbers [LS] » 2i) S Social Securty Nusber ,

Figure 78. Creating a DLP engine

w

. Give the DLP engine a Name.

B

In the Engine Builder under Expression, select the desired dictionary. In the following example, Social Security
Numbers (US) is selected.

5. Specify the Match Count, which is the minimum number of instances the data must occur in the file.
6. (Optional) Click Add to add the next dictionary and repeat the process of naming and defining the dictionary.

7. Click Save, then Activate the configuration.

Edit DLP Engine x

DLP ENGINE

Mame

I US Soclal Security Mumbar I

ENGIME BUILDER
EXPRESSION

ALL Vl

‘ i[ Social Security Mumbers (... ] x
—|o:~un i

Expression Preview

((Bocial Security Numbers [LS) = 2)

DESCRIPTION

JS Social Security Nurnber

: Cancel Delete

Figure 79. The DLP Engine wizard
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E This policy triggers when you see the third Social Security number. Again, this is a demonstration and the criteria
is too general to be a production DLP rule.

Configure a SaaS DLP Policy for Jira

Apply the engine to a DLP policy used for the Jira instance. Launch the Add DLP Rule wizard to start the process:

—_

Go to Policy > SaaS Security APl Control > Data Loss Prevention.
Click File Sharing.

Click Add DLP Rule.

Select Jira as the SaaS Application Tenant.

Select the DLP Engine created in Jira SaaS Tenant Configuration Wizard.

Select Any-Any for the Collaboration Scope.
Select Report Incident Only as the Action.

Select High as Severity to allow for identification, searches, and tracking.

0O ©® N o oA wN

Click Save, then Activate your configuration.

| SaaS Security API Control| [ File Sharing v

I Data Loss Prevention I Malware Detection Scanning Exceptions Activity Alerts

Fasbe Drder Admin Rank
i I: ] a
— S Statn
No. Rul.. (© Adm.. Rule Name | ENEY | | 1 :
Ruse Latel
-
SaaS Agplication Tenant Cempuneits
1 ] B

Figure 80. Launch the SaaS DLP Policy Configuration wizard
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Apply a scanning schedule to the Jira DLP rule.

SaaS Security API Control v
Data Loss Prevention  Malware Detection Scanning Exceptions  Activity Alerts
Policy Exceptions
0 4o Q
B Fula Ordar () Admin Rasic Rula Hama Savarity Critaria Action Labal and Dascrip._ Status

1 1 7 Saa%_ITEM_Apa_Rudah ® High Raport ncigent Only sting F
™

US Social Security Mumber

Any - Ay

Figure 81. The configured DLP policy

SaaS DLP Policy Details

The SaaS DLP policy specifies the detail on whom this policy and for what data this policy applies. You specify the rule
order if you have multiple DLP policies, which are processed in an ascending manner. The first rule that matches is the
applied rule. Specify the DLP engine you defined, any file owners, groups or departments, and the file types to inspect.
The collaboration scope and the action are unique to the SaaS DLP. Select a collaboration and an action to remove
sharing.

The Collaboration Scope includes the collaboration scopes and permissions for SaaS tenant files that contain sensitive
data. Select Any to apply the rule to files with all collaboration levels, or select one or more of the following collaboration
scopes and specify the permissions for each scope:
External Collaborators: Files that are shared with specific collaborators outside of your organization.
External Link: Files with shareable links that allow anyone outside your organization to find the files and have access.
Internal Collaborators: Files that are shared with specific collaborators or are discoverable within your organization.
Internal Link: Files with shareable links that allow anyone within your organization to find the files and have access.
Private: Files that are only accessible to the owner.

The Action: The rule acts after detecting content that matches the criteria. The number of actions available depends
on the selected SaaS Application Tenant. For Jira, the actions are Quarantine, Remove, Report Incident Only.

Report Incident Only: The rule reports the incident only and makes no changes to the file's collaboration scope.
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Configure a SaaS Malware Policy for Jira

To launch the Malware Detection Rule wizard:

1. Go to Policy > SaaS Security APl Control > Malware Detection.
2. Click File Sharing.
3. Click Add Malware Detection Rule.
The SaaS Security APl Malware Detection policy is an all-encompassing policy and all files in the tenant are scanned

unless removed from the scope specifying exemptions by selecting the Exceptions tab under Malware Detection. To add
a malware policy, specify the application, the SaaS tenant, and the status.

E The actions available for Jira are Quarantine Malware, Remove Malware, and Report Malware.

SaaS Security API Control | Fie snaring a4

on Data Loss Prevention I Malware Detection I Scanning Exceptions Activity Alerts

0 i = e
Dashboard

[° Add Malware Detection Rule] jret Q

ol
Analytics
Mo. SaaS Application Tenant Application Action Stat... L

. No matching items found
Policy

%y

Administration

@

Activation

Figure 82. Launch the malware Policy Configuration wizard
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Jira SaaS Malware Policy Wizard

Configure the Malware Detection Rule wizard:

1. In Application, select Jira Software as the application.

2. Select Jira as the SaaS Application Tenant to apply the policy.

3. Select Enabled for Status.

4. Select the desired Action. In the following example, Report Malware is selected.

5. Click Save.

Add Malware Detection Rule

CRITERIA

Application Saa$S Application Tenant

Jira Software v Jira v

Status Rule Label

Enabled v . v

ACTION

Action

Report Malware v

Save Cancel

Figure 83. The Malware Policy Configuration wizard
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Jira SaaS Malware Policy
Apply the completed SaaS Security API Malware Detection policy for the Jira SaaS tenant to the Jira instance with a
scanning schedule. Activate your configuration.

Saa$ Security API Control TsM v

Data Loss Prevention Malware Detection Scanning Exceptions Activity Alerts

Policy Exceptions
0 Add Matware Defecilon Rule b Q
No. SaaS Application Tenant Application Action Status
I‘ Jira Jira Software Report Malware @ Enabled P I

Figure 84. The complete Jira Malware Policy Configuration wizard

Configure a Scan Schedule Configuration for Jira

The final configuration step is to create a Scan Configuration. Specify the tenant the Scan Configuration applies to, any
policies that are to be included in the scan, and what data to scan relative to a date. The options for Data to Scan are All
Data, Date Created or Modified After, or New Data Only. For this deployment guide, select All Data.

However, if this is a Proof of Value (POV) or a Trial, the only option available is New Data Only.
To add a Scan Schedule:

1. Go to Policy > SaaS Security APl > Scan Configuration > Add Scan Schedule.
Select Jira Saa$S as the SaaS Application Tenant.
In the Policy field, select the Data Loss Prevention policy and Malware policy created in prior procedures.

Select All Data. (Or, for a POV or a Trial, select New Data Only.)

oA W

Click Save, and then Activate the configuration.

& Web

Malware Pre L& Con 2 Q

Adared

Description Statuss
Sandbax Bandwidth Control

Add Scan Schedule

Secure Browsing 5L Inspection

SCHEDULE CRITERLA

Duta Loss Pravention " Saa8 Application Tenant Palicy
Bz
[sira w|  [oata Loss Provantion; Matware Datecs... ~ |
& 5385 Security APl
Date To Scan
S Security API Contral
Mo Data Only w

Saa’ Security Posture Cantrol pd DESCRIPTION

Ara BLF and Maiware Scanning Schedule

2 Mobile

Zucaler Client Connector Portal  Miobile Malware Protection

Maibile App Store Contral

= Firewall Filtering @

Figure 85. Create and enable a scan for the Jira Saa$S tenant
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Start the Scan Schedule for Jira

After the schedule has been configured and saved, start the scan for the DLP policy and malware policy to be applied.

1. Click the Start icon on the Scan Configuration window to start SaaS APl security on the Jira tenant. If the scan is
running, the icon changes from a start to a stop symbol.

2. Review the Status column and ensure it is Running with a start date and a latest scan date.

Scan Configuration

© Add Scan Schedule I ) Q
Dashboard No. SaaS Application T... Schedule Criteria Description Status E
o, Bitbucket - Running [ ] 4
|_ Data Loss Prevention Scan Started on November 24,
Analytics Malware Detection 2022 03:51 PM
DATE TO SCAN
Data Created or Modified
After November 24, 2022
Confluence CY Confluence D... Running [ ]
Administration 2
Data Loss Prevention Scan Started on November 28,
Malware Detection 2022 0415 PM
P
1
(:) DATE TO SCAN
Activation
Data Created or Modified
After November 28, 2022
Jira - Running

Figure 86. Starting the Jira Scan Schedule

Data Loss Prevention
Malware Detection

Data Created or Modified
After November 29, 2022

Scan Started on November 29,

2022 08:36 PM

B

s

X
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Jira Reporting and Visibility

Zscaler analytics provide detailed reporting of all user activity down to each session created by the user when visiting a
destination. Zscaler extends that visibility to include reporting of activity, malware incidents, and DLP violations of data
at-rest associated with the user. Zscaler has reports and SaaS security insights that provide visibility from a high-level
overview to management of the individual logs and violations.

To learn more, see SaaS Security Insights.

=
=
Interactive Reports
2w ast 34 Hours: 11/28/2033 11:00:00 PM - 11/28/2023 50 PM w
Company Risk Score Report
Industry Peer Comparison
Security Policy Audit Report Violations Trend over the Last 1 Day tod i

Sandbox Activity Report

Quarterly Business Review Reports

4

DLP Violations
SaaS Security Report o

Cyber Risk Report

0

Mahware

Violations ——t————————— 0 O—B— O OO OO
Web Insights
Mobile Insights — AEVioltions — DLP\
Firewsil Insights
DNS Insights
Tunned Insights

Total oLp Malware

SaaS Security Insights

Figure 87. SaaS$ security visibility
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Saa$S Assets Summary Report

The Saa$S asset reports provide a summary or customizable reporting to have a quick view of your files and emails. A
SaaS Assets Summary Report provides all activity and violations in a quick glance. The report identifies all SaaS tenant
information from a single page. Although your Jira activity over the creation of this deployment guide is shown, any
configured tenant is displayed on this summary report. The data is hyperlinked, and you can easily pivot from a summary
to individual logs and activities provided by SaaS security insights.

1. Select the Total violations number next to the Jira icon to pivot to SaaS security insights.

2. On the Security Logs window, review the log data for each violation containing over 30 metadata points of
information.

i )]

Saas Assets Summary Report
Bitbucket, Confluence; Jira Software w Last 24 Hows: 12872022 11:00:00 PM WIS/ N 0 PM wr

Feport generated: 11:00 PM, November 29, 2022

Total Violations. Violations Trend over the Last 1 Day celacind ADDRCAGN:.

e 4

4 DLP Viglations

Total Viclations

]
Matware
Violations

13 files scanned

Applications Generating the Vielations

Application Total oLp Malware

| > & Jira Software 4 4 0 ]

T EBitbucket

& Confluence ) @

Figure 88. Jira SaaS Assets Summary reports
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SaaS Security Insights

The SaaS Security Insights Logs window allows you to select information fields for closer viewing when analyzing files
scanned through charts. These logs provide the detail of the policy that found the violation, the threat name, the owner,
and over 30 metadata points for identification and threat hunting.

The following are the SaaS Security data types.

Application
Application Category
Department

DLP Dictionary

DLP Engine

Incident Type
Owner Name
Severity

Tenant

Threat Category
Threat Super Category

User

i Mow 28, 2022 10:36:27 PM - Nov 28, 2022 10:56-268 PM
|n5|ght5 LOgS & 4 Log Records Found
Application... Logged Time % File Source Location... Advanced Thre.. DLP Engine File Name... Department < Policy Type... Ruh E
Deshboard Jira Tuesday, N 28, 202... TSM-1710004 Mone WS Social Security Mu... sample-data_pdf Default Department DLP SaaS TE
Dashiboa
l: Jira Tuesday, N ber 28, 202... TSM-110002 Mone L% Social Security Mu... sample-data_xls Default Department DLP Saaf ITE
Analytics
Jira Soft Tuesday, Novemier 29, 20Z... TSM=110003 Mang VS Soclal Security Mu... 1=MB-Test.docx Default Departrment oLP SaasTE
Jira Software Tuesday, November 29, 20Z... TSM-1110001 MNaone U3 Social Security Mu... 10-MEB-Test.docx Default Department DLP Saa5TE

Adrinistration

@
Activation

Figure 89. Jira SaaS security insight
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ZPC: Jira Integration for Ticket Creation

The process to configure the integration includes the following steps:

Configure ZPC Jira Integration for ServiceNow License Admin.

ZPC: Jira Incident Management Integration for the subscription owner.

ZPC: Jira Incident Management detail tickets for ServiceNow admins.

Create a New Jira OAuth 2.0 (3LO) Integration

Before starting the ZPC integration with Jira, you must first complete the OAuth configuration.

To configure the OAuth app:

1. Login to the Jira Developer console.
2. Click Create to add a new OAuth 2.0 integration.
3. Under Create a New OAuth 2.0 (3LO) integration, enter a name for the application.

4. Accept the terms and conditions, then click Create.

o Rotating refresh tokens are enabled

New OAuth 2.0 integrations must use rotating refresh
tokens. Rotating refresh tokens improve security by limiting
the validity of the refresh token and enabling automatic
detection of refresh token reuse.

Learn more about rotating refresh tokens - Dismiss

Create a new OAuth 2.0 (3LO) integration

An app provides API credentials for Atlassian products and services, as
well as features such as OAuth 2.0 (3LO).

Name*

Jira Integration

Name your app according to its purpose, for example, Dropbox integration or
Timesheets for Jira.

| agree to be bound by Atlassian's developer terms.

Figure 90. Create OAuth 2.0 integration in Atlassian Admin
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The application is created and displayed under Console > My Apps.

5. Click Permissions.
6. Click Add for the Jira API. The button name changes to Configure.
7. Click Configure to view the list of Jira APIs.

@ Scopes
We recommend that you don’t add more than 50 scopes to your app. Use classic scopes to minimize the number of scopes you need.
Learn more
APl name Scopes used Action

User identity API
A Get the y:-‘.. -

file rrently logged-in user, such as the Atlassian account ID and emai 0 Add Documentation
3 Confluence API .
Cot, craate, update, and delsts content, spaces, snd more 0 Add Documentation
‘# Jira API ) )
Get, create, update, and delete issues, projects, fields, and more 0 Configure Documentation
A Personal data reporting API .
Report user a ts that an app is storing personal data for 0 Add Documentation

Figure 91. Configure Jira APl Permissions in Atlassian Admin
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8. Click Edit Scope to select the required Jira features that you want to use for this integration.
9. Select the following checkboxes:

a. read:jira-work: To read the Jira project and issue data.

b. read:jira-user: To view user information in Jira to which the user has access.

c. write:jira-work: To create and edit issues in Jira.

Edit Jira platform REST API

To edit your app's Jira platform REST API, make changes to the list below. Learn more about scopes for Oauth 2.0 integrations

© Scopes
We recommend that you don't add more than 50 scopes to your app. Use classic scopes to minimize the number of scopes you
need.

Learn more - Dismiss

-] 2 selected
View Jira issue data

Read Jira project and ociated read: j ira-work

d jec manage:jira-project

Manage Jira global settings
Take Jira administration actions (e.g. create projects and custom fields, view manage:jira-configuration
workflows, manage issue link typas
View user profiles

View user information in Jira that th 0, including read:jira-user
use: ymail adaresses, and av
Create and manage issues

C nd ssues in Jira, post comments as the user, create worklogs write:jira-work
r_\danage Jira webhooks manage: j ira-webhook
Register and manage Jira webhooks
r\.-:lanage develnpmelnt and :-elease infarmation for |h|rd|part|es in Jira manage: jira-data-provider
Manage development and release information for third parties in Jira

This change will add 3 new scopes and remove 0 scopes Cancel m

Figure 92. Select Jira APl Scope in Atlassian Admin
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10. Click Save.

1. In the left-side navigation, click Authorization.

12. Click Add to add the ZPC URL and authorize ZPC to access the Jira APIs.

13. For Callback URL, copy and paste the application URL that is specified under ITSM Details in the ZPC Admin Portal.

Authorization

OAuth 2.0 authorization code grants (3LO) for apps

Configure OAuth 2.0 authorization code grants to allow your app to access data (within specific scopes) from Atlassian
APIs on the user’s behalf. Learn more about OAuth 2.0 authorization code grants for Jira Cloud and Confluence Cloud.

Callback URL *

https://app.zpccloud.net/oauth-redirect

Discard changes

Figure 93. Jira Callback URL in Atlassian Admin

14. Click Save changes.
15. Next, click Settings in the left-side navigation.

16. Copy the Client ID and Secret. You use these values while adding the Jira integration on the ZPC Admin Portal.

Authentication details

Use the Client ID and Secret for authentication. Learn more about OAuth 2.0 integrations.

Client ID

U4qqlL D

Secret

. N ————— cerreenees ceerrees D )

Delete app

Figure 94. Jira Authentication Details in Atlassian Admin
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Configure ZPC Jira Integration

To configure the Jira ticketing system integration:

1. Login to the ZPC Admin Portal as an administrator.

2. Go to Administration > Integrations.

{83 Contiguration

Accounts

houd Assets Cloud identities Infrastructure as Code Compliance Vulnerability

1.9K 43 153 5 0

al Asgats Total bbertitie pen Alerts mpliance 5 vz

Container Registries

Integrations T Hide Filters
Busin
counts > Regions ~ + O
Schaduled
E' Authentication & Authorization -
Last 7 days

Adminlstrators and Groups Alert Detection and Fix Rate

Role Management ]

1128 126 nj27 128 129

-

126 n2z 128 1nj2e

Medium © Low New @ Resolved Or Closed

° ) 3 © ®°

Crypto Mining Reconnaissance & Evasion Multi-layer Attack Paths Suspicious Activity

Figure 95. Integrations in ZPC Admin Portal
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3. On the Integrations page, in the ITSM section, click Add.

Integrations;

~ Cloud Storage (0) © Add

Cloud Storage % Integration Name *  Log Type %  LastSent s Status ¢ DataTransfer &  Actions

IT Service E Integration Mame H Hostname ] Last Sent ] Status £ Data Transfer = Actions
ServiceNow ServiceNow-ITSM devil4567 service-now.com 11.28.2022; 13:0 PST © Success g 0

Cloud Posture

Figure 96. Add ITSM integration in ZPC Admin Portal

ZPC: Jira Incident Management Integration
On the Add ITSM Integration page:

1. For Integration Name, enter a unique name for the integration.
2. ForIT Service, select Jira.
3. Click Next.

< Add ITSM Integration

© Integration Information Integration Information

new integrati

h this integration at a later stage from the Alert Rules

management page. Leam More

Integration Name

IT Service

Investigation

i

Palicies

@ ServiceNow Jira

Cloud Pasture

cancel m

Figure 97. Select Jira in integration information page in ZPC Admin Portal
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4. Under ITSM Details:
a. Jira Client ID: Paste the Client ID that you copied while configuring the OAuth app.
b. Jira Client Secret: Paste the Client Secret that you copied while configuring the OAuth app.

c. Click Authorize to validate the Jira connection.

ITSM Details

Please add your Jira details in order to connect to: Jira (Jira).

Instructions:
1. Login to your Jira console (£

2. Configure our app. You will need our product URL: https://app.zpccloud.net (D

3. Paste the Client ID and the Client Secret:

Client Id

Udqq

Client Secret

T " I I I m m I I I mmmMmml I I I MM Authonze/'

Figure 98. Authorize ZPC to Jira in Atlassian Admin

You are redirected to the Jira Login page.

E If you're unable to log in to Jira, then the authorization process is displayed as In Process on the ZPC Admin
Portal, and an error message is displayed. Check the Jira Client ID and Client Secret, and use the correct values

for a successful authorization.
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5. On the Jira Administration console, click Accept to grant the required permissions to the OAuth app to perform API

operations in Jira.
A

Jira Integration is requesting access to your
Atlassian account.

% In Jira, it would like to:
View
> jira-work, jira-user
Update

> jira-work

4, Make sure you trust Jira Integration

This app is in development mode. Development mode apps may pose a risk
to your personal data. Only proceed if you know and trust the developer.
You can always see and remove access in your Atlassian account.

Authorize for:

Zscaler-bd-sa.atlassian.net
This 3rd party vendor has not provided a privacy policy. Atlassian's privacy policy is not
applicable to the use of this app.

0 users have consented to using Jira Integration on their sites.

Figure 99. Authorize ZPC to access Jira in Atlassian Admin
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6. Ensure that you see the Authorized successfully message.

ITSM Details

Please add your Jira details in order to connect to: Jira (Jira).

Instructions:
1. Login to your Jira console [
2. Configure our app. You will need our product URL: https://app.zpccloud.net (D

3. Paste the Client ID and the Client Secret

Client Id

Client Secret

*D Reset Authorization

@ Authorized successfully

Jira Project

ZSBDITSM v

Figure 100. Authorize ZPC to access Jira in Atlassian Admin
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7. Select the required Jira Project from the drop-down menu.
8. Click Next.

9. Review the integration details on the Summary page.

Summary

Please confirm your new ITSM integration settings.

v Integration Information £

Integration Name Jira

IT Service Jira

v |TSM Details /

Client Id Udqql
Client Secret @ (AR R SRR R R R R R R R R R R R R R R R R R R R R R R R ]

EESEXTTRAIRXFITERITRRES

JIRA Project ZSBDITSM

Figure 101. Configuration Summary in Atlassian Admin

10. Click the respective Edit icon if you need to make changes.
11. Click Finish.
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ZPC: Create Jira Notification Rules

ZPC can send notifications to Jira ITSM based on alerts generated due to security and compliance violations in cloud
workloads, and laC.

From the ZPC Admin Portal:

1. Click Alerts.
2. Click Notifications.
3. Click Create Rule.

Alerts

Cloud Alerts laC Alerts Motifications

Dashboard + Create Rule Q Search

FAN Alert Rule Name s Alert Type $  Integration Type state & M

Alerts

EEG

Investsgation

&

Figure 102. Create alert notification rule

ZPC: Create A Cloud Notification Rule

To create a cloud notification rule:

1. Provide an Alert Rule Name to the notification rule.
2. Select Cloud in Alert Type.

3. Select Alert Rule Status.

4. Click Next.

gl < AddAlert Rule

ZPC

. ) General Information
g O  General Information Alert Rule allows to selectively send alerts to the Notification Channels.

Dashboard
Alert Rule Name

Scope

AWS-Jira-Alert-Notification

Notifications
Alert Type

3 @ Cloud laC

Investigation Alert Rule Status

it

Policies

Figure 103. ZPC alert rule general information
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5. On the Scope page, select the scope you want to receive notifications for. Filter the scope for Business Units,
Clouds, Accounts, and Regions.

6. In the Select Policy section, select the policies whose alerts you want sent to Jira.
7. Click Next.

¢ Add Alert Rule

Scol
@ General Infermation by pe copE you wish 1o receive notifications for, you may filter the scope for Cloud Accounts or Busingss Unit
Dashbosrd
© scope Business Units = Clouds = Accounts = Reglons = +
Notifications o
Select Policy
Mlerts of selected policies will be sent to the Notification Channels
Review
Compliance - Severity - Thréat Catégory ~ Policy Type - Q Search
Investigation
@ Policy &  Threat Category Policy Type £ Severity % Compliance Cloud = W
Policies ECZ instances with role_.  Senvice Misconfigu..  Predefined ® Medium - L
{:j Unused Access keys fo..  Dormant Accounts Predefined ® High = L
Cloud Pasture
Ensure the 53 bucket u - Predafined ®  Madium CSA CCM va.0.1, General Data Pro... b
o2
[ 3
Administration Ensure no Network AC.. - Predefined & High CSA CCM va.0.1, General Data Pro._.. -
Publicly-exposed EC2 i. External Exposure Predefined ® Critical - L
Ensure EBS Violume En... - Predefined & High CSA CCM v4.0.1, General Data Pro... s
3oz 10« 1-10 of 227 < 1 j213 >

m

Figure 104. ZPC policy scope
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8. In the Notifications page:

a. Select Jira in the ITSM/Ticketing section.

b. Select the integration configured in the drop-down menu.

c. Inthe Assignee field, provide the email address youd like notifications sent to when an incident is closed or
resolved in Jira. Select Send Notifications for closed Alerts and/or Send Notifications for resolved Alerts.

d. Click Next.

< Add Alert Rule

@ General Information
© Scope
© Notifications

Review

Investigation

Policies

@

Cloud Posture

==
~0=
=@

Administration

Cancel

Notifications
Alerts will be sent to the selected Notification Channals.,

Messaging

L Email

ITSM[Ticketing
L] ServiceNow

JIRA
Jira -
Assignee
Zpc_jira@demo.com

Send Notifications for closed Alerts

Send Notifications for resolved Alerts

Cloud Storage
O aws 53

LJ Azure Blob

-

Figure 105. ZPC alert rule notification
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ZPC: Create laC Notification Rule

To create an laC notification rule:

1. Provide an Alert Rule Name to the notification rule.
2. Select laCin Alert Type.

3. Select Alert Rule Status.

4. Click Next.

< Add Alert Rule

ZPC

General Information
© General Information

Alert Rule allows to selectively send alerts to the Motification Channels

Dashboard
Alert Rule Name

Scope

laC-Jira-Alert-Notification

VAN

Alerts

Notifications
Alert Type

Investigation Alert Rule Status

[k

Policies

Figure 106. ZPC alert rule general information
5. On the Scope Page, select Scan Plugin, Repository, or both. Alerts associated with Scan Plugins and Repositories are
sent to the Jira notification channel:
Scan Plugin: Provides the following options:
GitHub Actions
Jenkins
GitLab
Azure Pipelines
Azure Repos

Repository: Lists all the repositories currently being scanned by Zscaler Posture Control. Select repositories that
are to send notifications to Jira via the notification rule.
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6. In Select Policy, ZPC allows the selection of several different compliance policy values, such as:
a. CIS (Center for Internet Security)
b. CSA CCM (CSA Cloud Controls Matrix)

HIPAA

ISO/IEC 27001

NIST SP 800

PCI DSS v3.211

SOC?2

Zscaler Best Practices

a o

®

> o

+  Add Alert Rule

O Oenersinfumaien

O swee

[

Select Policy
R i
W Pauatar et c w

o Py = BeleyTree * Gwerity 8 Compimse P
B Crrm Bt s Datest Cavisrars e srcryphon key [CMER 3 Frecetioed Low 54 M vl 1, Gorwrs Duta P | O
B Eveur s b Sorviow Autirseanen’ s aabiod I Vebi At Bresstived . Hon CRACEMvaRS Geewra Coaia | A
B G s Sorvis dczount Tokara am sl massad woarm snce radafioed Low [ET—— wr | @
a Liw B CEM w20 %, Berrsl Dala oo o
a 34 CEM a0, Garwen Cutnr, | 2
8 Low Huarraas Besereet 18 | ©
8 Cff btarmatas Beschmk: L6 o
a Lew CBACIM w403, Gerwral Duta P A
a Wen

L] Low s et Besctk 18 | ©

Figure 107. ZPC policy scope

7. In the Notifications page:
a. Select Jira in the ITSM/Ticketing section.
b. Select the integration configured in the drop-down menu.

c. Inthe Assignee field, provide the email address where you'd like notifications sent to when an incident is
closed or resolved in Jira. Choose either Send Notifications for closed Alerts or Send Notifications for
resolved Alerts.

8. Click Next and then Finish.

The alert is displayed in the Notifications page.

Alerts
Cloud Alerts | Alerts. Hotifications
Alart Rule Name . Mlart Type L ] Intogration Type State @ Actions. -
AT —— Cloud Servicaban | -
aC-A p— mc Servcetiow 2
AWS-lira-Alert-Notification Cloud e O ¢
G- Sira-Adert-Noticatior [ SRk m s 0 |

Figure 108. List of alert notifications
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ZPC: Jira Incident Management
ZPC creates problem tasks for workflow management of security and compliance violations found in your monitored
cloud services and laC. Jira entries contain the following fields by default (you can apply additional customization).

The Problem task includes:

Summary: Incident title.

Description: Detailed description.

Assignee: The incident is automatically assighed depending on customization.
Reporter: The system or individual that reported the incident.

Status: By default, open incidents are in To Do status.

Resolution: By default, new incidents are Unresolved.

Created: The date the incident was created.

Updated: The date the incident was last updated.

o Jira Your work Projacts Filters Dashboards Peopla ADDS O Search +
[ zseosm Projects | ZSEDITSM
G Issues Share ~  Exportissues ~  Gotoadvanced search — LISTVIEW =  DETA
Back to project

© . Saarch lssues a Tvos ~  Status - Status category: To Do €D * T
Filters

Type Koy Summary Assignes Reporter P Status Resalutlon Created + Updated Dug
All issuns

[ ITSM-16 53 buckels vulnerabie 1o ransomware allacks ©) unassigned ® o BO - Uncesalved  Mov 30, 2022 Mo 30, 2022
My open |ssues

[ IT5M-15 53 buckets vulneratie to ransomwane attacks 0 Unassigned . To PO~ Unresalved  Nov 30, 2022 Nov 30, 2022
Reported by me

IT5M-14 Ineratie i c i > L
S — = 53 buckets vulnerabie to ransomware attacks O unassigned [ ] Tapo Urresolved  Mov 30, 2022 Nov 30, 2022
Do b = IT8M-13 53 buekets vulnerable 1o FanSamwae Aacks O unassigned e o 66 Urresalved  MNev 30, 2022 Nev 30, 2022
Viewad recently [} ITSM-12 53 buckets vulnaratie to ransomwara attacks Unassigned TO DD~ Urresolved Nov 30, 2022 Nov 30, 2022
:

FResalved recently (] ITSM-11 53 puckets wulnerable to ransomware attacks O Unassignad . TO DD~ Unnesalved Mow 30, 2022 Mow 30, 2022
Updated recently R . E £ £

= Irsm-10 53 buckets vulnaratie to ransamwane attacks ) unassignea ® Ta B0 Uressalverd  Mow 30, 2022 Nav 30, 2022
iew all filters [ IT5M-8 53 buckets vulneratie to rENSOMWane attacks ) unassigned ® TO B0 Urresalved  Nov 30, 2022 Nov 30, 2022

= ITSM-8 53 buckets vlnarabia 1o fNsaMWaRe allacks 6 unassigned [ ] TOBE - Unsesalved  Nev 30, 2022 Ney 30, 2022

L] ITEM-7 53 buckets vuineratle to ransamware attacks ﬂ Unassigned . TO RO~ Unresolved  Mov 30, 2022 Nov 30, 2022

= ITSM-5 53 buckets vuInerabie 1o rANSOMWare Bttacks ) unassigned ws To o~ Urresolved  Mov 30,2022 Nov 30, 2022

= ITSM-5 53 Buckets vlneratie to ransamwane allacks ©) unassignes ® TO DO~ Uneesalved  Mew 30,2022 New 30, 2022

[ 1753 53 buckels vulnarabia to ransomwara atiacks Unassigned T0po Urresalved  Mov 30, 2022 Nov 30, 2002

SRR AL R G WL R T e g RELTLAS

Figure 109. ZPC incidents in Jira

©2024 Zscaler, Inc. All rights reserved. 104



ZSCALER AND ATLASSIAN DEPLOYMENT GUIDE |

ZPC: Jira Incident Detail

ZPC sends detailed alert description information to Jira. In the following example, the incident is related to AWS S3

buckets being vulnerable to potential ransomware attacks.

Notice that the severity level of the incident in this case matches the Priority field in Jira.

Projects |/ [ ZSBDITSM | [ ITSM-18

S3 buckets vulnerable to ransomware attacks

@ atach ) Createsubtask P Linkissue v v
Description
Narmal text ~ B I o A i g B @ 0 B8 O

Alertid: 25-CLOUD-4878

CHLAWS

Aocountid: 202719623534

PELHAN LAl andledRGreifindes
ResourceName: 1arratorm-state-§mousnyd
Organizationid:

BusnessUnit: ;032

Aesaurcalype: AWS:: 53 Buckat

Resourceid: arnans. 3. 1eTalem-a1aie-Smavarnys
CspEveniTyne: Update

CsoEvamTmesSiame: 2022-07-09 06:48:30 400D) UTC
EvaluationType: Cloud

Polcyld: 2Z5-AWS-00119

FolcyName: 53 buckats vulrerable 1o ransomware attacks
PoicyType: PREDEFINED

Foicylatrgnry: Ransomeare

Risk: MEDIUM

RiskScore:

AlertCraatadDate: 2022-07-09 10:23:08 +J00D UTC
AlentUpdatedDate; 2022-12-0103:31:00 40000 UTC
AleriStatus: Cpen

Sevamy: MEDIUW

Tags: {

‘Name*: * Terraform state”

Figure 110. Detailed ZPC incident in Jira

+ v
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ZPC for Bitbucket

The following sections are an overview of the ZPC and Bitbucket described in this deployment guide.

Version Control and CI/CD Systems

ZPC offers the Zscaler 1aC Scan security feature that enables you to apply security controls on your laC infrastructure
before deployment. The laC Scan tool scans the laC templates for misconfigurations and known vulnerabilities that are
a potential risk for attacks. The laC Scan tool leverages more than 100 security policies to check for configuration errors
in your code (e.g., missing database encryption, publicly exposed services, etc.) so you can remediate these errors and
ensure your code is secure and compliant with the security policies. To learn more, see About Security Policies.

You can integrate the laC Scan with various code repositories, continuous integration (Cl) and continuous deployment/
delivery (CD) tools, and integrated development environments (IDEs). The laC Scan is also available as a command line
interface tool.

Software entitlements are products that you are allowed to use. You can subscribe to the Zscaler laC Scan
service. If the software entitlement expires, or if you've removed or downgraded the subscription (e.g., reverted
from ZPC-Advanced to the ZPC-Essential version), then you cannot perform the laC scan.

About Security Policies

Security policies protect your cloud deployment from asset misconfigurations and excessive permissions by defining a
condition or parameter for how a particular cloud asset must be configured. ZPC offers over 400 security policies across
multiple cloud service providers (CSPs), including Amazon Web Services, Microsoft Azure, and Google Cloud Platform.
ZPC has created security policies to protect both your runtime and build time environments. You cannot modify the
security policies, but you can create new custom security policies tailored for your cloud deployment.

ZPC also bundles security policies to emulate cybersecurity benchmarks (e.g., NIST) or compliance benchmarks (e.g.,
GDPR).

The Policies page provides the following benefits and enables you to:

View all cloud and laC policies offered by ZPC.
Gain cloud posture overview based on whether the policies are passing or failing for your cloud deployment.

Create custom security policies to cater to your cloud deployment’s compliance requirements.
Prerequisites

The administrator with an owner role can onboard the Bitbucket accounts and authorize the laC Scan app to scan the laC
repositories.
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Configuring IaC Scan for Bitbucket

ZPC provides support for integrating the Zscaler laC Scan with Bitbucket to scan your laC templates in Bitbucket
repositories. It continuously verifies security misconfigurations against ZPC security controls and displays the failed checks.

The Bitbucket integration allows you to perform laC scans of the Bitbucket repositories on pull and push requests. You
can perform an laC scan on the entire repository of a branch or templates that were newly added to the branch. The
scan results are displayed within Bitbucket, providing visibility into the laC policy violations.

E You can configure only one Bitbucket integration per tenant.

1. Go to Administration > Version Control & CI/CD Systems.
2. On the Version Control & CI/CD Systems page, click Add laC Integration.

Version Control & CI/CD Systems

CI/CD Pipeline

€ GitHub W GitLab Azure Repos T Bitbucket
Q. Search in Workspace, |... (3) ®

Workspace 3 Selected Repository Count s Integration Status % Created By %  Actions

‘ Version Control Systems

Figure 111. Bitbucket Version Control & CI/CD Systems

3. Under General Information:
a. ForlaC Scanner Type, select Code Repository.

b. For Platform, select Bitbucket.

< Add Infrastructure as Code (laC) Integration

© General Information ’ General Information

For more information, view the Getting Started document
Configuration

Choose IaC Scanner Type

P o0

Code Repository CcljcD

Choose Platform

O v © Bitbucket

GitHub GitLab Azure Repos

Cancel m

Figure 112. Bitbucket Version Control & Cl/CD Systems—General Information

4. Click Next.
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5. Under Configuration, click Authorize app from Bitbucket.

The Bitbucket Sign-in page appears. If you are already logged in to Bitbucket, then install the Zscaler IaC
Scan in the required workspace.

6. Otherwise, sign in to your Bitbucket account.

7. Install the Zscaler 1aC Scan.

Only an administrator can install and authorize the laC Scan. Zscaler recommends that you select All repositories
so you can later onboard subsequent repositories directly from the ZPC Admin Portal.

8. Click Install & Authorize. After completing the installation, you are returned to the ZPC Admin Portal.

« Add Infrastructure as Code (laC) Integration

I General Information Configuration

‘ For more information, view the laC Scanner Guide document.

Authorize App from Bitbucket 2

Onboarding admin should have admin access to the Bitbucket workspace.

Configuration

Authorize ZPC laC scanner for your Bitbucket Account

In order to authorize Zscaler 1aC Scanner, you must configure the app on Bitbucket. Learn More 2

Figure 113. Authorize App from Bitbucket
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Q. In the Bitbucket authorization portal:
a. Select the workspace to be authorized.

b. Click in Grant Access.

©

Zscaler laC Scan requests access
This app is hosted at

+ P

https://api.zpccloud.net/iac/webhooks/v1/vcs/bitbucket/

Read your account information

Read your workspace's project settings and read repositories
contained within your workspace's projects

Read your repositories and their pull requests

Read and modify your repositories' webhooks

Authorize for workspace

zscaler-bd-sa v

Allow Zscaler lIaC Scan to do this?
This 3rd party vendor has not provided a privacy policy or terms of
use. Atlassian's Privacy Policy is not applicable to the use of this App.

[l Cancel

Figure 114. Zscaler laC Scan access request
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10. Under Choose Bitbucket Repositories, select the checkbox for the repositories that must be enabled for scanning.

E The date and time format displayed is based on the browser locale.

< Add Infrastructure as Code (laC) Integration

Choose BitBucket Repositories

Select the repositories to be enabled for 1aC Scanning

Workspace: zscaler-bd-sa

Choose Repositories Status « Q, Search in Repositories 1@
Advanced Settings ) Repositories % Visibility s Creation Date $ Update Date s
O zpc-terraform-iac-scanning Public 5/10/2023, 9:04:20 PM 5/10/2023, 9:04:20 PM

Figure 115. Bitbucket Repositories

11. Click Next.
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Scan on Push: Click the toggle to scan the code for a push command. The laC Scan app performs the scan in
the background and triggers alert notifications for any policy violations and displays the alerts in the ZPC Admin

Portal. To learn more, see About Alerts.

Include Paths: Click Edit to include the path of the specific folder within the repository that must be scanned.
For example, if you define an include path for a single file, then only that file is scanned and all other files and
folders within the repository are ignored. You can also use regular expressions (regex) to search for and include

files or folders that must be scanned.

Regex
Pattern

/*/

Description

Match zero or more
directories

**/ Match any directory/
directories, start of
pattern only

/** Match any directory/
directories, end of
pattern only

* Match any
non-separator
character

! Excludes all matches
from the result set,
start of pattern only

Example

If you type charts/**/, then the following files are included:

charts / dockeryml

charts / stub

charts / stub / configyml

charts / server / config / app1/ app.ym!

If you type **/internal/test/**, then the following files are included:

root/internal/test/stub.txt

internal/test/stub.txt

/internal/test/server

root/internal/test
If you type monorepo/**/terraform/**, then the following files are
included:

monorepo/terraform/doc.tf
monorepo/appl/terraform
monorepo/appl/terraform/stub.yml
monorepo/appl/app2/terraform

If you type *repo/**/terraform/**, then the following files are included:

monorepo/terraform/doc.tf
monorepo/appl/terraform
publicrepo/appl/terraform/stub.yml
newrepo/appl/app2/terraform

If you type **/internal/test/**, then the following files are excluded:

root/internal/test/stub.txt
internal/test/stub.txt
/internal/test/server
root/internal/test
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Fail Check Criteria: Fail check criteria is applicable to only pull requests based on policy severity. Select the
security threshold (Critical, High, Medium, or Low) for the policy from the drop-down menu.

E You can apply a security threshold to each repository. For example, you can fail a pull request that introduces
Critical or High issues from a repository that is used to deploy to a production environment. If the same pull

request has a Low threshold and the code is merged to a repository that is used to deploy in a development
environment, then you can pass the request. However, the alert notification is generated in both scenarios.

¢ Add Infrastructure as Code (laC) Integration

Advanced Settings (Optional)

Scan on Push: Enabling
Fail Check Criteria: Fail Check criteria as app i
. Include paths: Use expressions to specify which paths in a repositary will be used in scans. Learn more
Choose Repositories
Q. search in Repositories ilo]
Advanced Settings
Repositories Scam on Push Include paths Fail Check Criteria
test Scanoff @ ’ Critical, High, Medium, Low b

cance Hack m

Figure 116. Bitbucket Advanced Settings

13. Click Finish.
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Viewing the laC Scan Summary in Bitbucket

After you enable the selected repositories for scanning, the Zscaler laC Scan app performs a scan every time you add
or update a code and make a merge request. The laC Scan app identifies security misconfigurations and displays policy
violations and remediation steps within the code. You can fix the issues and then merge the code.

You can see the total policies along with passed and failed findings. This information indicates if the code is violation-free
for the policies evaluated or if none of the policies were evaluated for this resource. You can see the policy title and ID,
severity, and resource details after the line of code that has issues.

To view the scan summary report in the Bitbucket pull request:

1. Select the repository where the new pull request was created.
2. Go to Pull requests.

3. Select the new pull request.

IS zscaler-bd-sa | zpc-terraform-iac-scanning | zpc-terraform-iac-scanning

Pull requests Create pull request
Search pull requests Q Open v Author v Target branch v I'm reviewing Sort by: Last updated v
Summary Activity Reviewers Builds
. TakleKa‘I\bu‘clfels_Apou\i‘ :I‘Df\-ll-mrulrﬁrrﬂ-\\a::scar\ -a master @25 Noreviewers o
KFigure 117. Bitbucket pull requests
4. Review the Scan Summary Report.
1 carmenl
ﬁ recalar-bd-5a 3 dayE 850
B
T S Susmemady -
1 3can Path H Bttps:/rbitbuckel, orglfzscaler-bd=5a/ ppe=terralpre=1ac=-5Canning
f Tesplate Type 1 terrafara
i Scannad T1lme . X I=5=16THE: 482317
4 Failed Findings H 74 [Critical:@ | High: 9 Medim: 6 Lows 9]
Failed Paliclies 1 & [Criticalze | High: 2 | Medium: 2 | Low: 21
6 Tolal Poelicies 3 ]
Heply - Delefs - Lie - Creste iask - Creaie Jirs sos

Figure 118. Zscaler laC Scan results
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Viewing Specific laC Scan Summary in Bitbucket

In addition to the scan summary, the Bitbucket integration with ZPC provides visibility and details on specific alerts.

Bitbucket allows you to take the following actions in an alert:

Resolve. The alert has been resolved

Create Task. Create a task related to the alert

Create Jira Issue. Bitbucket integrates with Jira so an incident can be created for further investigation
To resolve a specific alert via the Bitbucket portal:

1. Select Resolve.

2. Enter a comment to the thread.

,ﬂ, rscaler-bd-sa 3 days ago
e Policy : Ensure default server side encryption is enabled for 53 buckets

Palicy Id : Z5-AWS-00025

Severity ;| MEDIUM

Resource Type : aws_s3_bucket

Resource Name : data

-- Posted by Zscaler laC 5can

Reply - Resolve - Delete - Like - Create task - Create Jira issue

Figure 119. Zscaler laC Scan Results
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Viewing the laC Scan Summary in the ZPC Admin Portal

To visualize the Bitbucket alerts generated by the Zscaler [aC Scan tool:

1. Login to the ZPC Admin Portal.

Intreducing
Posture Control

Teaz & beergivis) o oMl Besl Praimen b ey Uiy Bervture Cimbral ind pat of
e reeveo=ct o e ot [las| Tucalips For Weoarklcasdh

Figure 120. ZPC Administrator portal

2. Select Infrastructure as Code.

Dashboard
Cloud Threats Cloud Assets Cloud Identities Infrastructure as Code Compliance Vulnerability
134 1.7K 30 214 9 0
Total Threats Total Assets Total Identities Open Alerts Compliance Score Total Analyzed
Infrastructure as Code ¥ Hide Filters  Customize View ~

Figure 121. Infrastructure as Code widget
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3. In the main Infrastructure as Code dashboard, Zscaler provides a summary of the following:
a. Policy Violations identified via Scan Plugin.
b. Top Policy Violations.
c. Policy Violations via Cloud Type.

Infrastructure as Code 'Y Hide Filters  Customize View v

L‘Ewme Range = Last Week )

Policy Violations via Scan Plugin Top Policy Violations Policy Violations via Cloud Type
24 | Bitbucket | 5 Ensure MFA Delete is enable on S3 buckets 24

5 Ensure that lifecycle configuration is applied to S3 buckets

4 Ensure that S3 buckets have access logging enabled

4  Ensure default server side encryption is enabled for S3 buckets 12
4 Ensure public read access is disabled for S3 buckets

2 Ensure that object versioning is enabled for S3 buckets

AWS
Low @ Medium @ High @ Critical

Figure 122. ZPC Infrastructure as Code Dashboard summary

4. Select one of the Top Policy Violations. In this example, Ensure MFA Delete is enabled on S3 buckets is selected.

Infrastructure as Code

'Y Hide Filters  Customize View ~
~

(Twme Range = Last Week J

Policy Violations via Scan Plugin Top Policy Violations Policy Violations via Cloud Type
24 | Bitbucket | 5 | Ensure MFA Delete is enable on S3 buckets | 24

5 Ensure that lifecycle configuration is applied to S3 buckets.

4 Ensure that S3 buckets have access logging enabled

4 Ensure default server side encryplion is enabled for S3 buckets 12
4 Ensure public read access is disabled for S3 buckets

2 Ensure that object versioning is enabled for S3 buckets

AWS

Low Medium @@ High @ Critical

Figure 123. ZPC Infrastructure as Code Top Violations

5. The administrator can also group the laC alerts by scan type. In the following example, the filter only displays Scan
Plugin = Bitbucket.

a. Other filters are also available (e.g., Scan Time, Alert Status, Cloud, and Repository).

b. You can add other filters by selecting the Add icon (+) in the filter area.

> Export
Alerts Bt
Cloud Alerts laC Alerts Ignoere Filters Notifications W Hide Filters
¢ =Y ' 5 =)
scanTime = | ( Alert Status=Open ) = Cloud = | ( Sean Plugin =Bitbucket ) | Repository = | + OReset [3) Save
Alerts Grouped By Scan Alerts Grouped By Policy All Alerts List Q Search in Scan ID, Branch @
Scan ID ¢  YScanPlu..s  Repository < Policy Violations :  YAlerts % ScanTime % Template Type Cloud L
79e04191-1049-4a¢6-9da2-8... Bitbucket zscaler-bd-safzpc-terraformei... ® 0e 9 6 9 Open (24) 5/15/2023, 5:37:15 PM Terraform -}

Figure 124. ZPC laC Alerts by Scan Plugin
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6. (Optional) Select the top violations and ZPC automatically creates an laC alerts filter containing all violations
originated by the Bitbucket scan plugin.

Alerts [ Export

Cloud Alerts laC Alerts Ignore Filters Notifications ¥ Hide Filters

——————— - ~
ScanTime »  ( Alert Status=Open ) RiskLevel »  ScanPlugin w  TemplateType v = Repository v ( Updated Date = Last week X _-(Pa\icyld:ZS—AWS—OOOIB x) 4+ ™Reset [ save

Alerts Grouped By Scan Alerts Grouped By Policy Al Alerts List
Q_ Search in Alert ID, Poli (13) ®

O AlertiD 4 Risklevel3 Policy Name 4  Repository 4 Branch %  Scan Plugin 4  YAlertStat.$  Asset Type 4 ResourceName % UpdatedDate 4 AlertAge fif
O  zs-1ac-8909 ® High Ensure MFA Delete .. bd-safzpe-..  zpe-#2 form-i.. B Open aws_s3_bucket logs 5/15/2023, 5:40:22.. 3 Days

=] Z5-1aC-8915 ® High Ensure MFA Delete ... ler-bd-safzpe-... pC-#2- f i Open aws_s3_bucket data_science 5/15/2023, 5:40:22... 3 Days

0O  zs-lac-8917 ® High Ensure MFA Delete ... ler-bd-safzpe-...  zpc-#2 form-i.. i Open aws_s3_bucket financials 5/15/2023, 5:40:22.. 3 Days

O  zs-lac-s918 ® High Ensure MFA Delete ... ler-bd-sajzpc-..  zp form-i.. B Open aws_s3_bucket operations 6/15/2023, 5:40:22... 3 Days

a Z5-1aC-8922 ® High Ensure MFA Delete ... ler-bd-safzpe-... pe-#2-terraf i Open aws_s3_bucket data 5/15/2023, 5:40:22.. 3 Days

Figure 125. ZPC laC Alerts

7. Select one of the alerts listed in the left-side Alerts column. This example selects the alert ID ZS-1aC-8909, which
indicates that ZPC have detected violation associated with a Policy ID: ZS-AWS-00026. This policy detects whether
the S1 bucket has the MFA Delete feature enabled.

A 24 Alerts 79e0419f-1049-4ae6-9da2-8fala21eef92 > A ZS-1aC-8909 X
Q, Search Ensure MFA Delete is enable on S3 buckets
Alert Details Remediation
Sort: Alert Status v

Alert Metadata

25-1aC-8902 Alert Status Open
ZS-1aC-8893 Scan Time 5/15/2023, 5:37:15 PM
ZS-1aC-8890 Created Date 5/15/2023, 5:40:22 PM Alert Age: 3 Days
75-18C-8020 Updated Date 5/15/2023, 5:40:22 PM
Policy ID ZS-AWS-00026
Z5-1aC-8913
Rationale Detects whether S3 bucket have MFA Delete feature enabled.
ZS-1aCc-8911
ZS-l1aC-8892
Properties
ZS-laC-8887
76 1aC-8004 Developer William Guilherme
Repository zscaler-bd-sa/zpc-terraform-iac-scanning
ZS-1aC-8917 s
Branch zpc-#2-terraform-iac-scan
Z5-1aC-8918 Event Id 2
Z5-1aC-8915 Commit Id fe36f2a8eb08
ZS-1aC-8910 Start Line 9
End Line 110
Z5-1aC-8919
Module root
I Z5-1aC-8909 Resource Name logs
75-1aC-8894 Template Path
ZS-1aC-8895

Figure 126. ZPC Alert Details
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8. See the code snippet with information about the Violating resource.

Viclating resource  Wigw Code

91 resource 3} -4
L

s bisc ket % local sl

enabied = trye

9 Senvar_Sde_oncryp Do _Cont iguriisin
il
1= BEGty ST S i Wi kb ched sl

S58_algoenim AT OTeE™
kms_masber_key_id = " 5ews_kmis_loey

3 Poron_desiroy = trus

Eags — marge|

M "Hlaca v
Errvirandmant = hocal resourcs_pralixvalue

] |

Figure 127. ZPC Violating Resource
Q. To remediation recommendation procedures, select the Remediation tab.

A 24 Alerts 79e0419f-1049-4ae6-9da2-8fala21eef92 > A\|ZS-laC-8909 X
Q  Search Ensure MFA Delete is enable on S3 buckets

Alert Details Remediation
Sort: Alert Status v
ZS-1aC-8902 v Recommendations
ZS-1aC-8893 AWS S3 buckets should have Multi-Factor Authentication (MFA) Delete feature to prevent the deletion of any versioned S3
25-1aC-8890 objects. MFA-protected S3 buckets will enable an extra layer of protection to ensure that the S3 objects cannot be accidentally or
intentionally deleted by the AWS users that have access to the buckets.
ZS-1aC-8920
References
AR * Multi-Factor Authentication
ZS-1aC-8911 « Deleting Objects
ZS-laC-8892 « Deleting Object Versions
ZS-1aC-8887 * Using MFA Delete
ZS-1aC-8904
25-1aC-8917 v Remediation Procedure
ZS-1aC-8918 MFA delete on bucket versioning can be configured as follows:
25-1aC-8915 resource "aws_s3_bucket" "b" {
bucket = "my-tf-test-bucket"
ZS-laC-8910
acl = "private"
ZS-1aC-8919
I ZS-1aC-8909 versioning {
75-1aC-8894 enabled = true
ZS-laC-8895 =
}
ZS-laC-8901 }
ZS-1aC-8889

Figure 128. ZPC Remediation
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10.To resolve or ignore the alert, select Actions, and then select Resolve or Ignore. This example uses Resolve. The
Resolve Alert screen is displayed.

A 24 Alerts 79e0419f-1049-4ae6-9da2-8fala21eef92 > A\ ZS-1aC-8909 X
Q. Search Ensure MFA Delete is enable on S3 buckets Actions =
Alert Details Remediation Resolve
Sort: Alert Status v —
Ignore
ZS-1aC-8902 v Recommendations
Z5-1aC-8893 AWS S3 buckets should have Multi-Factor Authentication (MFA) Delete feature to prevent the deletion of any versioned S3
75-1aC-8890 objects. MFA-protected S3 buckets will enable an extra layer of protection to ensure that the S3 objects cannot be accidentally or
intentionally deleted by the AWS users that have access to the buckets.
ZS-laC-8920
References
EHCELDE * Multi-Factor Authentication
ZS-laC-89M * Deleting Objects
ZS-1aC-8892 « Deleting Object Versions
7S-1aC-8887 s Using MFA Delete

Figure 129. ZPC Remediation

11. Enter a reason to resolve the alert.

12. Click Resolve.

Resolve Alert X

Change status to Resolved for the following alert:

ZS-1aC-8909 Risk Level: ® High
Policy: ® Ensure MFA Delete is enable on S3 buckets

Resource: logs
Reason for Resolve

The remediation has been implemented

464 of 500 characters left
Alerts in resolve status will reopen if a policy is triggered again on this resource

Resolve Cancel

Figure 130. ZPC Resolve Alert

E Resolved alerts reopen if a policy is triggered again on this resource.

To learn more, see the Zscaler Posture Control laC Scanning and Bitbucket Integration demonstration and Zscaler |aC
Scan - Atlassian Marketplace.
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Appendix A: Requesting Zscaler Support

You might need Zscaler Support for provisioning certain services, or to help troubleshoot configuration and service
issues. Zscaler Support is available 24/7/365.

Depending on the Zscaler application, there are different methods of contacting Zscaler Support.

Requesting Zscaler Support via ZIA

To contact Zscaler Support

1. Go to Administration > Settings > and then click Company Profile.

£+ Settings

ZIA (
<

@ My firofile Nanolog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings

Dashboard

Partner Integrations

& Authentication

I
5 Authentication Settings Administrator Management
olicy
i User Management Role Management
Identity Proxy Settings Audit Logs
aﬁ' Backup & Restore
i3
Administration

Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 131. Collecting details to open support case with Zscaler TAC
2. Copy the Company ID.
Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

zscalerthree.net-1008708

Name
-Labs - Test Account
Q* Domains
Administration
Address Line 1

Address Line 2

Figure 132. Company ID
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3. Now that you have your company ID, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal

Remote ﬁiqsistance

Submit a Ticket

Cloud Configuration Requirements (4

Threat Library
Zulu 4

ThreatLabz | Security Research (£

Proxy Test (4
URL Lookup
Blacklisted IP Check

Zscaler Analyzer (4

Sales & Ma
B Other

Search

Figure 133. Submit a ticket
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Requesting Zscaler Support via ZPC

If you need Zscaler Support for provisioning certain services or to help troubleshoot configuration and service issues, it is

available 24/7/365.

To contact Zscaler Support:

1. Go to the ZPC help and select Support from the left-side navigation.

2. Select Submit Ticket.

&> zscaler

% Documentation

)
g Support

@ Phone Support
@ Login to See My Tickets

@ Submi

(?) Professional Services

@ Training & Certification

&8 Tools

Figure 134. ZPC Help

3. In the Submit Ticket window, select Submit Ticket for Posture Control (ZPC).

&> zscaler

s

[% Documentation
®
| g Support

@ Phone Support

Ce Login to See My Tickets
Dﬁ Submit Ticket

(?) Professional Services

@ Training & Certification

&8 Tools

Figure 135. ZPC Support

Al ~ EEN v
‘a o) Phone Support
Americas EMEA Asia/Pacific
USA Toll Free: UK: Australia:
+1-844-971-0010 +44-20-3319-5076 +61-2-8074-3996
Global Direct: France: India:
+1-408-752-5885 +33-1-7627-6919 000-8000-502-150
US Federal Govt Support: Germany:
+1-866-439-1163 +49-8-91-4377-7444
Netherlands:
+31-20-299-3638
Q All ~

(£ submit Ticket

¢ Submit Ticket for Secure Internet and SaaS Access (ZIA)

Submit Ticket for Secure Private Access (ZPA)

Submit Ticket for ZCSPM

Submit Ticket for Workload Segmentation (ZWS)

Submit Ticket for Digital Experience Monitoring (ZDX)

Submit Ticket for Posture Control (ZPC)

Submit Ticket for Shift

Submit Ticket for Isclation (CBI)

Submit Ticket for Zscaler Deception

Submit Ticket for Zscaler Cloud Connector

Submit Ticket for Zscaler Branch Connector
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4. In the ZPC - Submit Ticket window, fill in the required fields.

&> zscaler

@ Documentation v
- ) (&) zPC - Submit Ticket
=1
@ Phone Support Product® Case Type~
— ZPC -- Select -- -
[C® Login to See My Tickets
Subject*
@ Submit Ticket
Enter subject
@ Professional Services v Priority* Zscaler Company ID*
Medium (P3) ~  Enter organization =

@ Training & Certification

Description*

< .
¢8 Tools Write here..
p
5000 remaining
First Name* Last Name*
Enter first name Enter last name
Email Address* Preferred Contact Phone Number*
ompany.com BN - (201) 555-0123
Collaborator (CC) List
Seperate multiple email addresses with a semi-colon
£
Preferred Working Hours* Preferred Mode of Communication*
-- Select -- v -- Select -- v

By requesting support, you authorize Zscaler's support personnel to access your customer logs, only if required,

for the limited purposes of responding to and troubleshooting this support request.

I'm not a robot

Figure 136. Submit ZPC ticket

5. Select the reCAPCHA checkbox, and click Submit. A Zscaler Support representative contacts you via the submitted
contact information within 24 hours.
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