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Zscaler Overview

Zscale(Nasdaqz3Syl 6f Sa (KS ¢g2NIXI RQ& fSIFERAYy3a 2NHIYATFIA2ya |
applications for a mobile and clodiist world. Itsflagship Zscaler Internet Accd@iA)and Zscaler Private

AccesgZPA) servicegeate fast, secure connections between users and applications, regardless of device,

location, or network. Zscal@felivers itsservices 100% the cloud and offesthe simgicity, enhanced security,

and improved user experience that traditional appliances or hybrid solutihsyn@tch. Used in more than

185 countries, Zscaler operates a massive, global cloud security platform that protects thousands of enterprises
and govenment agencies from cyberattacks and data loss. For more information on Zscaler, visit
www.zscaler.coror follow Zscaleon Twitter @zscaler.

Zscaler Resources

The followingable contains links to Zscaler resourtesed on general topic areas.

NElls Definition

ZIA Help Portal Help articles for ZIA.

ZIA Test Page Check from where you access the Zscaler Cloud.

Zscaler Tools A set of tools for &eping you secure inside the cloud and beyond.
Zscaler Training and A comprehensive array of trainings & certifications for our Partners anc
Certification Customers.

Submit a Zscaler Support Zscaler support portal for submitting requests and issues.
Ticket

AWSOverview

Amazon Web ServicdWSYNasdagAMZNA & G KS $2NI RQ&a Y2aid O2YLINBKSYyairo
platform, offering over 200 fully featured services from data centers globally. Millions of custonmetading

the fastestgrowing startups, largest enterprises, and leading government ageneiesusing AWS to lower

costs, become more agile, and innovate faskar more information oAWS visitaws.amazon.com

AWSResources

The followng are AWS support resources.

Name Definition

Amazon S3 Help Amazon Simple Storage Servileumentation
AWS CLI AWS Command Line Interfadecumentation.
AWS CloudTrail Help AWS CloudTrallocumentation

AWS IAM Help AWS IAM documentation.
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Audience

This guide ifor network administrators, endpoint / IT administrators, and security analysts responsible for
deploying,monitoring,and managing enterprise security systefsr additional product and company
resources, please refer 1o

9 Zscaler Overview
1 AWSResources
1 AppendixC Requesting Zscaler Support

Software Versions

This document was authored usitite latest version oZscaler Internet Access.1

Request for Comments

1 ForProspects / CustomeraVe valuereaderopinions and experience®lease contact us gartner-
docsupport@zscaler.coro offer feedback or corrections for this guide

9 For Zscaler EmployeeBtease contack-bd-sa@zscaler.coito reach the team that validated and
authored the integrationén this document

13 OF { 1SNL ¥ §IRR2 RdzOG A2y

Zscaler Overview

Below are overviews of the Zscaler ahd/Sapplicdions described in this section.

Zscaler Internet Access (ZIA) Overview

Zscaler Internet Access (ZIA) is a secure Internet and web gateway delivered as a service from the cloud. Think of
it as a secure Internet onrarmpall you do is make Zscaler your nbgp to the Internetvia one of the following
methods:

1 Settingup a tunnel (GRE tiPseq to the closest Zscaler data centéor offices)
1 Forwardingtraffic via our lightweighZscaler Client Connect(CCpr PAC filéfor mobile employees)

No matterwhere users connetta coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South
Korea they get identical protectionZIlAsits between your users and the Interreatdinspeds every
transaction inline across multiple security techniq@egenwithin SS).

You get full protection from web and Internet threafthe Zscaletloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, CASBd Browser Isolatiorallowing youto start with the services you neatw and activate
others as youneeds grow.

AmazonS30verview

Amazon Simple Storage Serviéen@zon SBis an object storage service offering indudagding scalability,

data availability, security, and performance. Customers of all sizégdnstries can store and protect any
amount of data for virtually any use case, such as data lakes,-nktixge applications, and mobile apps. With
costeffective storage classes and edsyuse management features, you can optimize costs, organize datha
configure finetuned access controls to meet specific business, organizational, and compliance requirements.
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This guideRk 2 S depl@sithe officialAdding SaaS Application Tenants (Amazom&p)pagebut providesan
alternateview of theprocess includingadditional insights and notes on testing. It is assumed that the reader
already has some familiarity with administering b@and AWS.

A A - w .I. A
t BINBIljdZAaAldS
Before you can configure Amazon S3 as a SaaS Applitatiant,you mustfirst enableit for your tenant (it is

not enabled by defaujt Customers can contact their Zscadecountteam to getthe S3 tenanenabled for their
Company ID€g.g, zscaler.netl2345678)

The Company Ir your specific tenant cate found on theAdministration > Organizationpage. Once
enabled, an Amazon S3 tile should be available as an option when adding a tenant®amtiméstration > SaaS

Application Tenantgpage.

NOTE

It may be good to make sure that tZ@AAdmin Ul Session Timeoufon the Administration > Advanced
Settingspage)is not set bo short during this configuration. You will start in the ZIA portal and then speng
time in the AWS portal before netning to the ZIA portal to finish the configuration.

Copyright2022 Zscaler, Inc. Pageb
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In the ZIAAdmin Portal navigate to theAdministration > SaaS Application Tenangage and click oAdd SaaS
Application Tenant

Select theAmazon S3ile for Step 1 (Choose the SaaS Application Provider)
Add SaaS Application Tenant

o Choose the SaaS Application Provider

Search Saa$S Application

Popular Applications

tx»( & OneDrive B> SharePoint & Google Drive

@8Exchange | 33Dropbox M Gmail

) grﬁ;reﬁle GitHub servicenow * gnazon

Figurel. Add SaaS Application Tenant

Enter a name to use for this S3 tenanGiep 2 (Name the SaaS Application Tenaamjl then copy th&scaler
Connector Account Numbeaind Zscaler Connector User ARINat are createdn Step 3 (Authorize the SaaS
Application)for later use.

Add SaaS Application Tenant

% Choose the SaaS Application Provider

amazon
S3

e Name the SaaS Application Tenant

Tenant Name
S3 Test

The tenant name must be unique

© Authorize the SaaS Application

To give Zscaler access to Amazon $3, you must configure an IAM role for the Zscaler $3 Connector. Learn more ©

Zscaler Connector Account Number ~ Zscaler Connector User ARN

012345678901 Copy arn:aws:ia012345678901 ser/ZscalerSaaSConnectorZSNet01 Copy

Figure2. Tenant name

Copyright2022 Zscaler, Inc. Pageb
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The next steps aralsodocumented in theAdding SaaS Application Tenah&dp pagen the Configure an IAM
Role for the Zscaler S3 Connectaction(starting with stefv).

Log into the AWS portal and navigdo Services> IAM and click orAccess Management Rolesin the left
navigation pane.

1. Click on theCreate Roldutton.

Roles (10) info c Delete

An 1AM role is an identity you can create that has specific permissions with credentials that are valid for
short durations. Roles can be assumed by entities that you trust.

l Q, Search 1 &

Figure3. Create Role

2. Click on théAnother AWS accountile as the type of trusted entity.

Select type of trusted entity

ﬁ AWS service @ Another AWS account @ Web identity SAML 2.0 federation

o Cognito or any OpenliD
EC2, Lambda and others [ — W=t onging to you or 3rd party Jnto '

Your corporate directory
provider ’

Allows entities in other accounts to perform actions in this account. Learn more

Specify accounts that can use this role

Account ID* (i ]

Options Require external ID (Best practice when a third party will assume this role)
Require MFAE

Figure4. Trusted entity type

3. Enter theZscaler Connector Account Numbewopied earlierrn the Account IDtext box and make surboth
Optionsare deselected.
4. Click on theNext: Permission$utton at the bottom.

Specify accounts that can use this role

Account ID* 012345678901 o
Options Require external ID (Best practice when a third party will assume this role)
Require MFA©@®

Figure5. Which accounts can use the role

Copyright2022 Zscaler, Inc. Page7
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5. Type incAmazonS3FullAccessto the search area and select the policy name fou®litk on theNext:

Tagsbutton at the bottom.

+ Attach permissions policies

Choose one or more policies to attach to your new role.

Create policy 5]

Filter policies - Q, AmazonS3FullAccess Showing 1 result
Policy name « Used as

» AmazonS3FullAccess None

Figure6. Attach permissions policies

6. Add tags if needednd then click on th&lext: Reviewbutton at the bottom.
Add tags (optional)

|AM tags are key-value pairs you can add to your role. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this role. Learn more

Key Value (optional) Remove
connector zscaler x
Add new key

‘You can add 49 more tags.

Figure7. Add tags

7. Enter aRolenameto use for this role and (optionally) a description and click@neate rolebutton at the

bottom.

Create role 2 s @

Review
Provide the required information below and review this role before you create it.
Role name*  ZscalerS3Connector

Use alphanumeric and '+=,.@-_' characters. Maximum 64 characters.

Role description  Zscaler SaaS Connector for S3

Maximum 1000 characters. Use alphanumeric and '+=,.@-_' characters.

Trusted entities The account 012345678901

Policies AmazonS3FullAccess (7'

Y Permissions boundary is not set

The new role will receive the following tag

Key Value
connector zscaler

* Required Cancel Previous Create role |

Figure8. Create role

Copyright2022 Zscaler, Inc.
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The next steps aralsodocumented in theAdding SaaS Application Tenah&dp page irthe Edit the Trust
Relationshipsection

1. Search for the newly creatadle by typingdiZscalet into the search area and click on th@e name found.

Roles (11) info Ml Delete
0, Zscaler X | 1match 1 (o}
Role name v Trusted entities
ZscalerS3Connector

Account: 012345678901

Figure9. Roles

2. Click on théTrust relationshipgab and then click on th&dit trust relationshipbutton.

Permissi Trust i i Tags (1) Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document

Edit trust relationship

Trusted entities Conditions

The following trusted entities can assume this role. The following conditions define how and when trusted entities can assume the role.
There are no conditions associated with this role.
Trusted entities

The account 012345678901

FigurelO. Trustrelationships

3. InthePolicy Documentext box replace the default AWS value with tEecaler Connector User ARN
copied earlier and click thepdate Trust Policyputton at the bottom.

Policy Document
-4
"Version": "2012-10-17",
- "Statement": [
© i
"Effect": "Allow",
@ "Principal": {
"AWS": "arn:aws:iam::012345678901:user/ZscalerSaaSConnectorZSNet@1"
}
"Action": "sts:AssumeRole",
"Condition": {}
}
]
}

Figurell. Policy document

Copyright2022 Zscaler, Inc. Page9
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4. Atthe top of the Summarypage copy theRole ARNor later use (as the IAM Role ARN).

Roles > ZscalerS3Connector

Summary Delete role

Role ARN arn:aws:iam::008866442200: role/ZscalerS3Connector (2]
Role description Zscaler SaaS Connector for S3 | Edit
Instance Profile ARNs ¥l

Path /

Figurel2. Role ARN

Copyright2022 Zscaler, Inc. Pagel0



Zscaler SaaS Security API Deployment Guide: Amazon S3

1 2 § 2y FAI@ING ZideRYNF A f O

The next steps aralsodocumented in theAdding SaaS Application Tenahédp page irthe Obtain the
CloudTrail Bucket ARBEction

NOTE

The Sducket selected for the traid 2 Yy Qabaila@ble to scan in the SaaS Security API Scan Configuratio
ismarkedinternal

1. Navigate toServices> CloudTrailand click orilrailsin the left navigation pane.

CloudTrail X

Management & Governance
Dashboard

-
Event history Aws Cl.ou dTra | l Create a trail with AWS
Insights ) CloudTrail
Continuously log your
Get started with AWS CloudTrail by
Trails AWS -t t' 't creating a trail to log your AWS
a CCO U n a C IVl y account activity.

pricing [2 Use CloudTrail to meet your governance, compliance, and auditing needs for m

your AWS accounts.
Documentation [4
Forums [4

07 -

FAGs [ Pricing [4

Figurel3. Create a CloudTrail

NOTE

Inthe Adding SaaS Application Tenants h&ligpiii undersection cshowsan existingNJ A f & LT &
already have one you will need to create one. Please ref@pfmendix ACreateTrail on how to create a trail
before proceeding.

2. Select the trail name to use from the list.

CloudTrail Trails
Trails c =X
@
Name a Hm.ne Mu.lll—regmn Insight Dr?anlzatlun s3 Log file CloudWatch Logs log Status 7
region v trail v s v trail v bucket ¥ prefix v group v
East 3-test-
53-Test-Trail us ‘as Yes Disabled No somtes © .
(Ohio) logs Logging

Figurel4. SeleciCloudTrail name

Copyright2022 Zscaler, Inc. Pagell


https://help.zscaler.com/zia/adding-saas-application-tenants%23amazons3

Zscaler SaaS Security API Deployment Guide: Amazon S3

3. Click on theTrail loglocation(in blug) in General details

S3-Test-Trail
General details
Trail logging

© Logging

Trail name
S3-Test-Trail

Multi-region trail
Yes

Trail log location
s3-test-logs/AWSLogs
/008866442200

Last log file delivered

January 18, 2022, 15:30:09
(UTC-06:00)

Enabled

Last file validation delivered

Log file SSE-KMS encryption

Apply trail to my organization
Not enabled

Not enabled

Figurel5. CloudTrail general details

4. In theObjectstab click on theCloudTrail/name.

Objects Properties

Objects (2)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon $3 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll need to

explicitly grant them permissions. Learn more [}

Q

Name

D3 CloudTrail-Digest/
3 cCloudTrail/

Figurel16. CloudTrail objects

Type v Last modified
Folder -

Folder -

Log file validation

] Delete H Stop logging |

SNS notification delivery
Disabled

Last SNS notification

Actions ¥ H Create folder

v Size v Storage class

5. Click on thePropertiestab and copy thédmazon Resource Name (ARM)use later (as th€loudTrail

Bucket ARN)

Objects Properties

Folder overview

AWS Region
US East (Ohio) us-east-2

S3 URI

53://s3-test-logs/AWSLogs/ 008866442200/CI
oudTrail/

Amazon Resource Name (ARN)

arn:aws:s3::s3-test-logs/AWSLogs/ 008866442
200/CloudTrail/

Figurel7. CloudTrail properties

Copyright2022 Zscaler, Inc.
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The next steps are documented in tAedding SaaS Application Tenahétp page irthe Create a Quarantine
Bucketsection

NOTE

Stepii, sectiond of Adding SaaS Application Tenadétails creating a new bucket to use for quarantined
files. If you already have a bucket yigl2 yh€kd to create one, but please verify that the settings below
matchstepiii of the procedure described in the online documentatiof directory called Zscaler_Quarantin
will be created in this bucketbutonly when malware files are quarantined.

9 Blockall public accessSelect.
1 Bucket VersioningDisable.
1 Serverside encryption Disable.

The Sducket selected to be used for the quarantined fie® y Qavail@b® in the SaaS Security API Sca
Configuration as iis markedInternal

Navigate toServices> S3and click orBucketsin the left navigation pane. Record the name of theb8&ketyou
will use aghe Quarantine bucket (either existing or newly created) for use later.

Buckets (4)

Buckets are containers for data stored in $3. Learn more E

Q. s3-test-logs| X | 1 match 1 &
Name A AWS Region Access Creation date
s3-test-logs US East (Ohio) us-east-2 Bucket and objects not public January 18, 2022, 10:18:22 (UTC-06:00)

Figurel18. Buckets configuration

Copyright2022 Zscaler, Inc. Pagel3
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To complete Zscaler configuration:

1. Back in theZIA Almin Portal on theAdd SaaS Application Tenapiage, enter the details fdBtep 4 (Register
the SaaS Applicatiorgnd click theSavebutton at the bottom.

NOTE

T Your AWS Account ID can be found in the user details in the uppehaghtcornerof the AWS
portal. Detailed info on obtaining your AWS Account ID can be found here:
https://docs.aws.amazon.com/general/latest/gr/aeentifiers.html

TheQuarantine Bucket Namés the one you copied in the previous step.

ThelAM Role ARNE therole ARN you copied earlier (in thieust Relationshigonfiguration).
TheCloudTrail Bucket RNis Amazon Resource Name (ARN) you copied earlier ({Blthue Trail
configuration).

= —a -

$ Register the SaaS Application

Enter the Zscaler S3 Connector details so the Zscaler service can connect to Amazon S3. Learn more

AWS Account ID IAM Role ARN

0088-6644-2200 iam::008866442200:role/ZscalerS3Connector
Quarantine Bucket Name CloudTrail Bucket ARN

s3-test-logs ast-logs/AWSLogs/008866442200/CloudTrail/

Figurel9. Register the SaaS Application

2. Once saved and activated, the status sk@sValidating

No. Application Tenant Mame Status

1 Amazon 53 53 Tenant ® Validating

Figure20. S3Tenant validating

3. After a short periodif access was successful, the status shauative. Roceed withconfiguring policy

Mo. Application Tenant Name Status

1 Amazon 53 53 Tenant ® Active

Figure21. S3Tenantactive

Copyright2022 Zscaler, Inc. Pagel4
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You can create a trail und&ervices> CloudTraib> Trailsby clicking on th&€reate trailbutton at the top or at
the bottom.

1. InStep 1 (Choose trail attributeg)ou must enter a name for the trail and either choose an existing S3
bucket to use or create a new one. Tiheg file SSEMS encryptio option is enabled by defaulfor the
purposes of this guide | have disable it. (If you chose to leave it enabledepiefar to thelnfo link in the Ul
for more informatior).

2. Click theNextbutton at the bottom to continue to the next step.

Choose trail attributes

General details

A trail created in the console is a multi-region trail. Learn more [/

Trail name
Enter a display name for your trail.

S3-Test-Trail

3-128 characters. Only letters, numbers, periods, underscores, and dashes are allowed.

To review accounts in your organization, open AWS Organizations. See all accounts [/

Storage location Info

Create new S3 bucket O Use existing S3 bucket
Create a bucket to store logs for the trail. Choose an existing bucket to store logs for this trail.

Trail log bucket name
Enter a new S3 bucket name and folder (prefix) to store your logs. Bucket names must be globally unique.

o o x

Prefix - optional

Logs will be stored in s3-test-logs/AWSLogs/008866442200

Log file SSE-KMS encryption Info
Enabled

Figure22. CloudTrail general details

3. InStep 2 select theEvents> Event typesyou want to log, andie Data event>Data event typeto useas
the source (S3 in this case).

Copyright2022 Zscaler, Inc. Pagel5
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4. Click theNextbutton at the bottom to continue to the next step.

Figure23. Management events

Figure24. Data event

5. After review inStep 3 (Review and creatg)lick theCreate trailbutton at the bottom to continue.

Copyright2022 Zscaler, Inc. Pagel6















