&> zscaler aWs

ZSCALER AND AWS
DEPLOYMENT GUIDE




ZSCALER AND AWS DEPLOYMENT GUIDE |

Contents

Terms and Acronyms 7

About This Document 9
Zscaler Overview 9
AWS Overview 9
Audience 9
Software Versions 9
Request for Comments 9

Zscaler and AWS Introduction 10
ZIA Overview 10
ZPA Overview 10
Zscaler Cloud Connector Overview 10
Zscaler Zero Trust Microsegmentation Overview n
Zscaler Deception Overview n
Zscaler Resources n
AWS Overview 12
AWS Workspaces Overview 12
AWS Transit Gateway Overview 12
AWS CloudWatch Overview 12
Amazon Q Overview 13
Amazon Bedrock Overview 13
Amazon GuardDuty Overview 13
AWS Snowball Overview 13
AWS Resources 14

Getting Started 15

©2025 Zscaler, Inc. All rights reserved. 2



ZSCALER AND AWS DEPLOYMENT GUIDE |

Traffic Forwarding Options 16
Zscaler Client Connector for Users 16
PAC Files for Users or Workloads 21
Zscaler Cloud Connector for Users or Workloads 22

Deploying Zero Trust Cloud Automatically Zero Trust Gateway—Recommended 22

Deploying Zero Trust Cloud EC2 Instances Manually 27
Site-to-Site IPsec for Users or Workloads 33
Identifying the Zscaler VPN Endpoint 34
Create a Customer Gateway 36
Create a Site-to-Site VPN Connection 36
Configure ZIA 41
Configure Routing for Site-to-Site VPN Connection 45
Example Testing 49
ZIA Components that Work on AWS Infrastructure 50
Nanolog Streaming Service 51
Virtual Service Edge 52
DLP Incident Receiver 52
DLP Index Tool 52
Amazon WorkSpaces Supporting Zscaler Client Connector 53
ZPA Components that Work on AWS Infrastructure 54
App Connector 54
Private Service Edge 54
Using ZIA to Enforce Security Policy in AWS 55
Cloud App Control Policy 56
Cloud App Control Policies Available via Individual Amazon Web Services 58
File Type Control for AWS 61
Firewall Control Rules for AWS 63

DNS Control 64

©2025 Zscaler, Inc. All rights reserved. 3



ZSCALER AND AWS DEPLOYMENT GUIDE |

Using ZPA to Enforce Security Policy in AWS 65
Deploying App Connectors 65
Prerequisites and Planning 65
Configure App Connectors in ZPA Admin Portal 66
Deploy App Connectors in AWS 67
Creating Workload Application Segments and Adjusting Policy 69
Discover and Create Applications Segments 69
Refine Policy 70
Configuring Microsegmentation Between Workloads /Al
Initial Setup 7
Deploying the Agents 72
Configure AppZones 73
Configure Resource Groups 74
Configure Resource Policy 76
Extending Zscaler with AWS Service Integrations 78
Bringing Zero Trust Security to AWS Snowball Deployments 78
AWS Components 78
Zscaler Components 78
Provisioning the AWS Snowball Appliance 79
Deploy the AWS Snowball Appliance 80
Configure Policy in ZPA Admin Portal to Allow Connections 82
Deploy the Zscaler Client Connector 85
Test the Setup 87
Monitoring ZPA App Connector Health using AWS CloudWatch 90
Create an IAM Role to Use for CloudWatch Agent and Assign to App Connector 90
Log In to the App Connector and Download the CloudWatch Agent 93
Create CloudWatch Configuration File Using Wizard 93
Example Dialog 93

Start CloudWatch Agent 102

©2025 Zscaler, Inc. All rights reserved. 4



ZSCALER AND AWS DEPLOYMENT GUIDE |

Monitor Metrics Generated by CloudWatch Agent 103
View Logs Stored in CloudWatch 104
Operationalizing Threat Intelligence with Zscaler and AWS GuardDuty 106
Feeding GuardDuty Telemetry into Zscaler Internet Access for Enforcement 106
Requirements and Components 106
Configuring ZIA 107
Feeding Zscaler Deception Telemetry into Amazon GuardDuty 14
Leveraging AWS System and User-Defined Tags for Policy 120
Requirements 120
Configuring the Partner Integration 121
Configuring Policy 124
Enhancing AWS S3 with Zscaler SaaS Security 126
Initial ZIA Configuration 126
Configure the AWS IAM Role 127
Configure the AWS Trust Relationship 129
Configure AWS CloudTrail 130
Configure the S3 Quarantine Bucket 131
Finalize Zscaler Configuration 132
Integrating Zscaler Cloud NSS with Amazon S3 133
Create a User Group in AWS IAM 133
Create a User and Access Key in AWS |IAM 135
Create an S3 Bucket and Folder in S3 141

Create a Policy Granting the User Group Access to the S3 Bucket in Amazon IAM 146

Add a Cloud NSS Feed in the ZIA Admin Portal 151
Streamlining Incident Response with Workflow Automation 152
Applying Zero Trust Principles to Generative Al Workloads 153

Architecture 153

Enabling Zscaler Malware and DLP scanning of AWS S3 buckets 155

Configure Zscaler Policy Scans 156

Zscaler Data Protection Overview 159

©2025 Zscaler, Inc. All rights reserved. 5



ZSCALER AND AWS DEPLOYMENT GUIDE |

Configure a DLP Policy for Private and Public Al Data Protection 159

DLP with Content Inspection 159
Configure DLP Dictionaries 160
Configure DLP Engine 164
Define Policy Rules 165
Configure the Zscaler Notification Framework 169
Contextualizing Risk using AWS and Zscaler UVM 172
Creating a Role ARN and an External ID in AWS 172
Configure the AWS UVM Data Connectors 175
Review and Adjust Data Model Mapping 194
Appendix A: AWS Transit Gateway Lab Environment 201
Appendix B: Creating a Trail 202
Appendix C: Testing Notes 204
Appendix D: AWS SSM Distributor 206
Prerequisites 206
Configuration 206
Upload the Installation Package 206
Configure AWS SSM Distributor 207
Deploy the Installation Package 207
Install One Time 207
Updates 207
Appendix E: Metrics Config Options 208
Appendix F: ZPA and ZIA Configuration for Private Al Data Protection 209

Appendix G: Requesting Zscaler Support 220

©2025 Zscaler, Inc. All rights reserved. 6



Terms and Acronyms

ZSCALER AND AWS DEPLOYMENT GUIDE |

The following table defines acronyms used in this deployment guide. When applicable, a Request for Change (RFC) is
included in the Definition column for your reference.

Acronym
AMI
ARN
AWS
CA
Csv
DLP
DNS
DPD
EC2
ECS
ENI
GRE
IAM
ICAP
ICMP
IdP
IKE
IPS
IPSec
PFS
PSK
RDS
S3
SaaS
SNS
SQS
SSL
TLS
VDI
VLAN
VPC
XFF
ZDX
ZIA
ZPA
ZTE

Definition

Amazon Machine Image (Amazon)
Amazon Resource Name (Amazon)
Amazon Web Services (Amazon)
Central Authority (Zscaler)
Comma-Separated Values

Data Loss Prevention

Domain Name Service

Dead Peer Detection (RFC 3706)
Amazon Elastic Compute Cloud (Amazon)
Enhanced Cybersecurity Services
Elastic Network Interface (Amazon)
Generic Routing Encapsulation (RFC2890)
|dentity and Access Management
Internet Content Adaptation Protocol
Internet Control Message Protocol
Identity Provider

Internet Key Exchange (RFC2409)
Intrusion Prevention System

Internet Protocol Security (RFC2411)
Perfect Forward Secrecy

Pre-Shared Key

Remote Desktop Services

Simple Storage Service (Amazon)
Software as a Service

Simple Notification Service (Amazon)
Simple Queue Service (Amazon)
Secure Socket Layer (RFC6101)
Transport Layer Security

Virtual Desktop Infrastructure

Virtual Local Area Network

Virtual Private Cloud
X-Forwarded-For (RFC7239)

Zscaler Digital Experience (Zscaler)
Zscaler Internet Access (Zscaler)
Zscaler Private Access (Zscaler)

Zero Trust Exchange (Zscaler)
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Trademark Notice

© 2025 Zscaler, Inc. All rights reserved. Zscaler™ and other trademarks listed at zscaler.com/legal/trademarks are either (i)
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countries. Any other trademarks are the properties of their respective owners.
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About This Document

The following sections describe the organizations and requirements of this deployment guide.

Zscaler Overview

Zscaler (NASDAQ: ZS) enables the world's leading organizations to securely transform their networks and applications for
a mobile and cloud-first world. Its flagship Zscaler Internet Access (ZIA) and Zscaler Private Access (ZPA) services create
fast, secure connections between users and applications, regardless of device, location, or network. Zscaler delivers its
services 100% in the cloud and offers the simplicity, enhanced security, and improved user experience that traditional
appliances or hybrid solutions can't match. Used in more than 185 countries, Zscaler operates a massive, global cloud
security platform that protects thousands of enterprises and government agencies from cyberattacks and data loss. To
learn more, see Zscaler’s website.

AWS Overview

Amazon Web Services (AWS) (Nasdag: AMZN) is the world’'s most comprehensive and broadly adopted cloud platform,
offering over 200 fully featured services from data centers globally. Millions of customers—including the fastest-growing
startups, largest enterprises, and leading government agencies—are using AWS to lower costs, become more agile, and
innovate faster. To learn more, refer to AWS’s website.

Audience

This guide is for network administrators, endpoint and IT administrators, and security analysts responsible for deploying,
monitoring, and managing enterprise security systems. For additional product and company resources, see:

Zscaler Resources

AWS Resources

Appendix G: Requesting Zscaler Support

Software Versions

This document was authored using the latest version of Zscaler software.

Request for Comments

For prospects and customers: Zscaler values reader opinions and experiences. Contact partner-doc-support@
zscaler.com to offer feedback or corrections for this guide.

For Zscaler employees: Contact z-bd-sa@zscaler.com to reach the team that validated and authored the
integrations in this document.

©2025 Zscaler, Inc. All rights reserved. 9
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Zscaler and AWS Introduction

Overviews of the Zscaler and AWS applications are described in this section.

If you are using this guide to implement a solution at a government agency, some of the content might be
different for your deployment. Efforts are made throughout the guide to note where government agencies might
need different parameters or input. If you have questions, contact your Zscaler Account team.

ZIA Overview

ZIA'is a secure internet and web gateway delivered as a service from the cloud. Think of ZIA as a secure internet on-
ramp—just make Zscaler your next hop to the internet via one of the following methods:

Setting up a tunnel (GRE or IPSec) to the closest Zscaler data center (for offices).
Forwarding traffic via our lightweight Zscaler Client Connector or PAC file (for mobile employees).

No matter where users connect—a coffee shop in Milan, a hotel in Hong Kong, or a VDI instance in South Korea—they get
identical protection. ZIA sits between your users and the internet and inspects every transaction inline across multiple
security techniques (even within SSL).

You get full protection from web and internet threats. The Zscaler cloud platform supports Cloud Firewall, IPS,
Sandboxing, DLP, and Isolation, allowing you to start with the services you need now and activate others as your needs
grow.

ZPA Overview

ZPA is a cloud service that provides secure remote access to internal applications running on a cloud or data center using
a zero trust framework. With ZPA, applications are never exposed to the internet, making them completely invisible to
unauthorized users. The service enables the applications to connect to users via inside-out connectivity rather than
extending the network to them.

ZPA provides a simple, secure, and effective way to access internal applications. Access is based on policies created by
the IT administrator within the ZPA Admin Portal and hosted within the Zscaler cloud. On each user device, software
called Zscaler Client Connector is installed. Zscaler Client Connector ensures the user’s device posture and extends a
secure microtunnel out to the Zscaler cloud when a user attempts to access an internal application. .

Zscaler Cloud Connector Overview

Zscaler Cloud Connector is a solution designed to secure cloud-to-cloud and cloud-to-internet communications
between workloads. It enables both macro- and microsegmentation and enforces least-privileged access policies without
relying on traditional network constructs like IP addresses or firewalls. By leveraging identity-based policies such as tag-
based or Java Web Token (JWT), it secures east-west and outbound traffic for workloads across AWS, Azure, and other
cloud platforms. The solution integrates natively with AWS as a service (Zscaler Cloud Connector) or can be installed in a
DIY fashion via EC2 appliance in the customer’s tenant. Like Zscaler for Users, Zero Trust Cloud offers visibility and control
over workload behavior, including encrypted traffic inspection. Ultimately, it simplifies cloud security by aligning access to
the identity of the workload, not the network.

©2025 Zscaler, Inc. All rights reserved. 10
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Zscaler Zero Trust Microsegmentation Overview

Zscaler Zero Trust Microsegmentation is an agent-based security solution designed to prevent lateral movement within
cloud and data center environments by enforcing identity-based access controls between workloads. Unlike legacy
network segmentation that relies on IP addresses, firewalls, or VLANs, Zscaler’s approach applies zero trust principles

at the host level, allowing only verified, necessary communication between applications and services. The solution
integrates natively with Zscaler Private Access (ZPA), enabling unified policy enforcement across user-to-app and app-to-
app communication. Key capabilities include:

Real-time asset discovery across public clouds and on-premises environments.
Automated policy recommendations based on traffic flow analysis.

Granular, host-based controls to isolate workloads and limit attack paths.

Lightweight agents for Windows and Linux.

Zscaler Deception Overview

Zscaler Deception is a proactive security solution that uses decoys and traps to detect and contain threats inside your
environment before they can cause harm. It deploys realistic, low-interaction decoys—such as fake IAM credentials,
servers, or S3 buckets—across the network to lure attackers and reveal lateral movement or insider threats. Unlike
traditional detection methods, Deception focuses on identifying malicious intent based on interaction with these planted
assets, rather than relying solely on signatures or behavior analytics. Deception helps strengthen your zero trust strategy
by turning your environment into an active defense landscape that hunts adversaries from within.

Zscaler Resources

The following table contains links to Zscaler resources based on general topic areas.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler Cloud Connector Help Portal Help articles for Zscaler Cloud Connector.

Zscaler Deception Help articles for Zscaler Deception.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

The following table contains links to Zscaler resources for government agencies.

Name Definition

ZIA Help Portal Help articles for ZIA.

ZPA Help Portal Help articles for ZPA.

Zscaler Cloud Connector Help Portal Help articles for Zscaler Cloud Connector.

Zscaler Deception Help articles for Zscaler Deception.

Zscaler Tools Troubleshooting, security and analytics, and browser extensions that help
Zscaler determine your security needs.

Zscaler Training and Certification Training designed to help you maximize Zscaler products.

Submit a Zscaler Support Ticket Zscaler Support portal for submitting requests and issues.

©2025 Zscaler, Inc. All rights reserved. 11
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AWS Overview

Amazon Web Services (AWS) is the world's most comprehensive and broadly adopted cloud platform, offering over 200
fully featured services from data centers globally. Millions of customers—including the fastest-growing startups, largest
enterprises, and leading government agencies—are using AWS to lower costs, become more agile, and innovate faster.

AWS Workspaces Overview
Amazon WorkSpaces is a fully managed desktop virtualization service for Windows and Linux that enables you to access
resources from any supported device. With Amazon WorkSpaces, you can:
Onboard contingent workers. Easily assign and remove desktops for contractors while keeping your sensitive data
secure in the cloud.

Facilitate remote work. Enable work-from-home and remote workers to access fully functional Windows and Linux
desktops from any location.

Run powerful desktops. Provide high-performance desktops for developers and engineers to store and access
proprietary models, designs, and code.

Let contact center agents work from anywhere. Enable contact center agents to work from anywhere with a secure,
easy-to-use agent experience.

AWS Transit Gateway Overview
AWS Transit Gateway is a scalable, cloud-native networking service that simplifies the way you connect Amazon VPCs, on-
premises networks, and AWS services (such as WorkSpaces). It acts as a central hub for routing traffic, replacing complex
peering architectures with a more manageable and efficient hub-and-spoke model. This makes it especially valuable for
organizations with multi-VPC or hybrid cloud environments. Key benefits include:

Centralized connectivity for VPCs, VPNs, and AWS Direct Connect.

Simplified routing using route tables to control traffic flow between connected networks.

Scalable performance, automatically handling increasing network traffic.

Segmentation and isolation using multiple route domains.

Hybrid cloud support, ideal for linking on-premises data centers with AWS infrastructure.

AWS CloudWatch Overview

Amazon CloudWatch is a monitoring and observability service that provides real-time insights into AWS resources,
applications, and services. It collects and visualizes metrics, logs, and events to help you understand system health, detect
anomalies, and take automated actions based on predefined thresholds. CloudWatch plays a critical role in performance
tuning, troubleshooting, and maintaining operational excellence across AWS environments. Key benefits include:

Metrics collection from AWS services, custom applications, and on-prem systems.

Log aggregation and analysis with powerful filtering and search tools.

Dashboards for visualizing performance and system health in real time.

Alarms and notifications to alert on threshold breaches or unusual behavior.

Automation via CloudWatch Events/Rules, enabling responses like Lambda triggers or scaling actions.

Integration with AWS services like EC2, Lambda, RDS, and ECS for deep observability.

©2025 Zscaler, Inc. All rights reserved. 12
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Amazon Q Overview

Amazon Q Business is a generative Al-powered assistant that can answer questions, provide summaries, generate
content, and securely complete tasks based on data and information in your enterprise systems. It empowers employees
to be more creative, data-driven, efficient, prepared, and productive. It allows end users to receive immediate,
permissions-aware responses from enterprise data sources with citations, for use cases such as IT, HR, and benefits help
desks.

Amazon Q supports creating its data set by using connectors to attach to AWS S3 buckets and many other supported
data stores. This document covers how to protect these data stores and the Amazon Q web crawler used to populate its
data sets.

Amazon Bedrock Overview

Amazon Bedrock is a fully managed service that makes high-performing foundation models (FMs) from leading Al startups
and Amazon available for your use through a unified API. You can choose from a wide range of FMs to find the model that
is best suited for your use case. Amazon Bedrock also offers a broad set of capabilities to build generative Al applications
with security, privacy, and responsible Al. Using Amazon Bedrock, you can easily experiment with and evaluate top

FMs for your use cases, privately customize them with your data using techniques such as fine-tuning and Retrieval
Augmented Generation (RAG), and build agents that execute tasks using your enterprise systems and data sources.

Amazon GuardDuty Overview

Amazon GuardDuty is a threat detection service that continuously monitors your AWS accounts, workloads, and data
for malicious activity and unauthorized behavior. Using machine learning, anomaly detection, and threat intelligence
from AWS and third-party sources, GuardDuty helps identify potential security threats without the need for manual
configuration or complex log analysis. Key benefits include:

Continuous monitoring of AWS CloudTrail, VPC Flow Logs, and DNS logs for signs of threats.

Detection of threats such as compromised instances, unusual API calls, reconnaissance, and data exfiltration.

Integration with AWS Security Hub, Amazon EventBridge, and Lambda for automated responses.

Multi-account support for centralized threat detection across an organization.

No agent deployment required, making setup fast and maintenance minimal.

Built-in threat intelligence from AWS, CrowdStrike, and other sources.

AWS Snowball Overview

Snowball is a petabyte-scale data transport solution that uses secure appliances to transfer large amounts of data into
and out of the AWS cloud. Using Snowball addresses common challenges with large-scale data transfers including high
network costs, long transfer times, and security concerns.

©2025 Zscaler, Inc. All rights reserved. 13
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AWS Resources

The following table contains links to AWS support resources.

Name

Amazon S3 Help

AWS CLI

AWS CloudTrail Help

AWS IAM Help

Amazon CloudWatch Help
Amazon WorkSpaces

AWS Site-to-Site VPN Connection

AWS Transit Gateway

AWS Customer Gateway
AWS Snowball Appliance
AWS Snowball Supported OS
Amazon Q Getting Started
Set Up Amazon Bedrock

Definition

Amazon Simple Storage Service documentation.
AWS Command Line Interface documentation.
AWS CloudTrail documentation.

AWS |dentity and Access Management (IAM) documentation.
Amazon CloudWatch documentation.

Amazon WorkSpaces Documentation.

Help for configuring AWS site-to-site VPNs.
Help for AWS Transit Gateways.

Help for AWS Customer Gateways.

AWS Snowball Edge Developer Guide.

A list of specific AMIs that are supported by the Snowball Edge devices.

Getting started guide for Amazon Q developers.
Online documentation for setting up Amazon Bedrock.

©2025 Zscaler, Inc. All rights reserved.
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Getting Started

This guide helps AWS users deploy Zscaler Internet Access (ZIA), Zscaler Private Access (ZPA), and Zscaler Cloud
Connector in their environments. After implementing Traffic Forwarding Options, traffic from both workloads and end
users is routed through the Zscaler cloud, where security policies are applied and enforced. This ensures consistent zero
trust protection across your AWS infrastructure. After traffic is successfully flowing through the Zscaler cloud, you can
begin enabling the additional integrations detailed later in this document.

©2025 Zscaler, Inc. All rights reserved. 15
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Traffic Forwarding Options

The following sections describe the traffic forwarding options.

Zscaler Client Connector for Users

Zscaler Client Connector includes Amazon's support of Microsoft Windows 10/11 Desktop in WorkSpaces using the
Bring Your Own Windows Desktop Licenses. Additionally, Zscaler Client Connector version 4.5.x for Windows supports
Windows Server 2022 bundles in WorkSpaces.

You must get the Zscaler Client Connector installation file for Windows from your administrator (there are no publicly
accessible download links). This guide uses the 64-bit EXE version of Zscaler Client Connector version 4.5.x or later for
Windows.

To install the file:

1. Double-click the Zscaler Client Connector installation file to start the installation. Click Yes when asked if you want
to allow this app to make changes to your drive.

'b Zscaler Client Connector

Venfied publisher: Zscaler, Inc.
File origin: Downloaded from the Internet

Show more details

Yes No

Figure 1. Allow device changes

2. Click Next to start the Zscaler Setup wizard.

o Tscaler Setup = 4

Zscaler Setup

Welcome to the Zscaler Setup Wizard,

>

< Back PNutT_ Cancel

Figure 2. Zscaler Setup wizard

©2025 Zscaler, Inc. All rights reserved.
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3. Click Next to begin the installation.

= Tscaler Setup - b4

Ready to Install (b

Setup iz row ready to begin installing Zeealer on your computer.

<Back || Net> || Cancel

Figure 3. Install file

4. Click Finish when the installation is completed.

L =i

Completing the Fscaler Setup Wizard

Setup has finished mstalling Zscaler on your computer.

< Back Finish Cancel

Figure 4. Installation completed

©2025 Zscaler, Inc. All rights reserved. 17
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5. In the Zscaler Client Connector window, enter your username. After entering your username, you are redirected
to your Identity Provider (IdP) to complete authentication. When authentication is successful, the Zscaler Client
Connector window closes.

z- shir Chit

5> zscaler

Figure 5. Zscaler Client Connector window

For detailed instructions on deploying Zscaler Client Connector, see Zscaler Client Connector (government
agencies, see Zscaler Client Connector).

©2025 Zscaler, Inc. All rights reserved. 18
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6. Zscaler Client Connector was tested on WorkSpaces with Tunnel (both Z-Tunnel 1.0 and Z-Tunnel 2.0) and Tunnel
with Local Proxy forwarding. To learn more, see Configuring Forwarding Profiles for Zscaler Client Connector
(government agencies, see Configuring Forwarding Profiles for Zscaler Client Connector).

a. Go to App Profiles > Edit Window.

b. In the Destination Exclusions for IPv4 configuration, copy and paste the following list to quickly add the
needed addresses into the Destinations Exclusions dialog box:

10.0.0.0/8, 100.64.0.0/10, 172.16.0.0/12, 192.168.0.0/16, 198.18.0.0/15,
198.19.0.0/16, 172.31.0.0/16, 54.239.224.0/20, 54.239.236.220/32,
127.0.0.2/32, 127.0.0.1/32, 169.254.169.123/32, 169.254.169.249/32,
169.254.169.250/32, 169.254.169.251/32, 169.254.169.253/32,
169.254.169.254/32:

Edit Windows Policy

Z-TUNNEL 2.0 CONFIGURATION

Application Bypass @

n:m Selected |

Destination Exclusions for IPv4 @ [+ 200+

172.16.0.012
192.168.0.016
224.0.0.0/4

198.19.0.0/16

Figure 6. Edit Windows Policy

E If you enter duplicate IP addresses, Zscaler Client Connect sends an error. Double check that the IP addresses you
want to add aren't already listed in Destination Exclusions for IPv4.

For detailed information on WorkSpaces IP/port requirements, refer to the Amazon documentation.

Zscaler changes the Windows firewall profile (aka network category) for the first network interface (ethO) to a
a domain network that can cause connection failures to the WorkSpace, or the WorkSpace to report as unhealthy.

To prevent this, add a new inbound rule to allow TCP port 8200-8250. Example using PowerShell:
New-NetFirewallRule -DisplayName “Allow TCP Port 8200-8250” -Direction Inbound

-LocalPort 8200-8250 -Protocol TCP -Action Allow

©2025 Zscaler, Inc. All rights reserved. 19
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7. For deploying at scale, use a dedicated Windows image with the previous changes already configured, and Zscaler
Client Connector installed (but no one logged in) to create an Image/Bundle for deploying WorkSpaces.

Workbpaces Bundles
Bundles (1/1) wnea [ Delete || Launch WorkSpaces
Custom bundles ¥ Any hardware ¥ Any software ¥ Any pratocols ¥ 1 &
Hame v o ¥ Language v Client protocol v Updated date v Source image v
@ 2CC_Test_Image wb-kydsOfzkb = PCoIP Tuesday, Mowember 15, 2022 20C_Test_Image

Figure 7. Bundles

8. When creating a new workspace, select the custom bundle just created from the Custom bundles drop-down
menu.

Q. Select Next.

WaorkSpaces WoarkcSpaces Create WorkSpaces

Select Bundle v«

Select a directory

Amaran Linux bundles come with Firefox, LibreDMice, Evolution, Python, and mone. Windows bundles come with Intermet Exploner
Stee 2 - Cotienol 11 and Firefox. You can install your own applications and packages on your WerkSpaces after launch. For information about
Create Users Windows Plus bundles, which include Microsoft office, see here. Your monthly payment may vary depending on your selection.
Learn more [

Steg 3 The manthly payment mday vary depending on your selection sse pricing Eﬂ
Identify Uisers
Step 4 Bundles (1/1) e i
Select Bundle :
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Figure 8. Select Bundle
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10. Upon logging in to the new workspace, log in to Zscaler Client Connector.

Figure 9. Zscaler Client Connector

PAC Files for Users or Workloads

You can configure any current browser to use a PAC file (government agencies, see PAC file) to forward traffic through a
proxy such as ZIA. To uniquely identify WorkSpaces traffic for more granular policy control in ZIA, Zscaler recommends
that you either use a custom PAC file (government agencies, see custom PAC file) with a Dedicated Proxy Port
(government agencies, see Dedicated Proxy Port) and corresponding Location (government agencies, see Location), or
define a location using the Elastic IP associated with WorkSpaces. You can then use this location as part of the criteria to
make policy decisions for WorkSpaces web traffic.

You can find Information on configuring a browser to use a PAC File on the Zscaler Help Portal, including Chrome, Edge
and Firefox. By default, Firefox on WorkSpaces is configured to use the same system proxy settings as Edge. However, the
two browsers handle installing a Certificate for SSL inspection differently: Edge uses the system default certificate store,
while Chrome and Firefox use their own certificate stores (government agencies, see Firefox use their own certificate
stores) respectively.

SSL inspection is an option, using the Zscaler Intermediate Certificate or a Custom Intermediate Root Certificate
(government agencies, see Zscaler Intermediate Certificate or a Custom Intermediate Root Certificate).
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Zscaler Cloud Connector for Users or Workloads

Zero Trust Exchange (ZTE) enforces consistent security policies for cloud workloads accessing both public and private
resources. It intelligently routes outbound and east-west traffic to the ZIA and ZPA platforms, ensuring all traffic is
inspected and policy-enforced through the ZTE. This service supports secure, identity-based traffic handling across multi-
cloud environments—without requiring any configuration changes on the source workloads.

Zero Trust Cloud is available as a fully managed Zero Trust Gateway service or as a self-managed deployment using
EC2-based Cloud Connector appliances, giving organizations flexibility based on their operational model and cloud
architecture.

Zero Trust

=+|+-0
Exchange

%

Figure 10. Cloud Connector

To learn more, see Cloud Connector Reference Architecture and Step-by-Step Configuration Guide for Zscaler Cloud
Connector (government agencies, see Cloud Connector Reference Architecture and Step-by-Step Configuration Guide
for Zscaler Cloud Connector).

Deploying Zero Trust Cloud Automatically Zero Trust Gateway—Recommended

Zscaler Zero Trust Gateway (ZTGW) is a cloud-native SaaS offering that allows organizations to secure workload traffic
in AWS without having to deploy or manage Cloud Connector infrastructure manually. Unlike the traditional Cloud
Connector deployment, ZTGW is fully managed by Zscaler and provides high availability and scalability out of the box.
Customers only need to configure the gateway and route workload traffic to it.

ZTGW is deployed and managed through the Zscaler Cloud & Branch Connector Portal and integrates into AWS
using Gateway Load Balancer (GWLB) endpoints. It supports multiple deployment architectures, including centralized
inspection with Transit Gateway, decentralized endpoints in each VPC, and hybrid combinations of both.
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Deployment Steps

1. Go to Administration > Partner Integrations. Onboard your AWS account in the Zscaler Cloud & Branch Connector
Admin Portal. This allows Zscaler to discover AWS resources and use tags in policy. To learn more, see Adding an
Amazon Web Services Account (government agencies, see Adding an Amazon Web Services Account).

2. Inthe Zscaler Cloud & Branch Connector Admin Portal, go to Administration > Zero Trust Gateway and click Add
New Gateway:

Zero Trust Gateway

o P Memibaity Tons 1D Endgeovst Bervice b Location Ersdipeints Oparatorad Sishes  Senvics Staiu it
el 1T T Faky-=..] w1 (N e 1 =AEY, w21 LTS O ok v Sigw i 0 Eraliad O Haalttry F O
AW - TIgw NTHIX -l -7 O -1, e -aIs CEET TS TNEW. -l 3 -hag 1 & Erabded O Hipalthy 0

Figure 11. Zero Trust Gateway

3. Fillin the required configuration:
a. Name: Logical name for the gateway.
b. Region and Availability Zones: AWS location for deployment.

c. Location and Location Template: Use default or custom as needed.

= Add Zero Trust Gateway

O Configuntion Configuration
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Figure 12. Configuration
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4. Assign AWS accounts:
a. Select discovered accounts from Partner Integration.

b. (Optional) Add accounts manually if discovery is not enabled.
4 Add Zero Trust Gateway
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Figure 13. Accounts

5. Review and create the gateway. Zscaler automatically provisions the infrastructure and return a healthy, ready-to-

use gateway instance.
= Add Zero Trust Gateway
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Hover over the Activate menu and click Activate Now.
In the AWS Management Console, go to VPC > Endpoints and create a new VPC Endpoint using GWLB.
a. Use the service name shown in the Gateway details.

Gateway Status Endpoints Config Analytics Events Traffic Test

Account Name us-west-1-ZTGW Zero Trust Gateway 1D 21705296
Endpaint Service Name com.ar vpce.us-west-1.vp 03b7944e6f7d60da8 Allowed Accounts AS-Tag
Region US_WEST_1 Allowed Account Groups

Availability Zones us-west-1c, us-west-1a Account List

Location us-west-ztgw

Public IPs

uswi-azi 54.177.87.54 uswi-az3 52.9.160.88
Operational Status Enabled

Figure 15. Gateway details

Use the endpoints shown in Endpoints.
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Figure 16. Endpoints
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Select the endpoint settings.

Endpsing setings

e e

Figure 17. Endpoint settings

b. Select the appropriate VPC and subnet.

e * | Dokt e [repe—

[P

Figure 18. VPC and subnet

8. After the endpoint is created, update the Route Tables in your workload subnets to route traffic (e.g., 0.0.0.0/0
or specific CIDRs) to the new VPC Endpoint.

VPCdathbears i Sebeam

it -O1a Lebbdd TES R § RS TGRS Subnst-private! st west-1h

bl | MM AL, | CoMmsireeten | fhay

Figure 19. Route tables

Q. After routing is in place, all workload traffic flows through the ZTGW for inspection and policy enforcement.

ZTGW also includes a built-in traffic test feature to simulate HTTP/HTTPS transactions through the gateway without
creating your own endpoints. This helps verify connectivity and functionality quickly.

ZTGW also includes a built-in traffic test feature to simulate HTTP/HTTPS transactions through the gateway
without creating your own endpoints. This helps verify connectivity and functionality quickly.
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Deploying Zero Trust Cloud EC2 Instances Manually

The following sections describe deploying Zero Trust Cloud EC2 instances manually.

Pre-Deployment Setup

1. Go to Administration > Role Management.

2. Create a provisioning role with full access to Cloud Connector Provisioning and Location Management.

Add Admin Role X

ADMINISTRATOR ROLE

Name
provisioning
PERMISSIONS
Dashboard

Template (Location & Provisioning)

Full View Only © None

Location Management

@ Full View Only None

AP| Key Management

Full View Only @ None

NSS Logging

Full © None

Figure 20. Add Admin Role

Cloud Connector Provisioning

@ Full View Only None

Administrator Management

Full View Only © None

Forwarding (Traffic, DNS & Logs)

Full View Only ©@ None

Remote Assistance Management

Full @ View Only

Public Cloud Config Management

Full © View Only None
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3.  Go to Administration > Administrator Management. Create a provisioning admin (e.g., provisioning) and assign
the provisioning role from the previous step.

Add Admin X

ADMINISTRATOR

Login ID

. .

Email Name
provisioning@zscaler.com Provisioning
Role Status

Scope

Organization v

Comments

SET PASSWORD

Figure 21. Add Admin

4. Go to Administration > APl Key Management. Generate an APl key (if necessary) or copy the existing key from the
Zscaler Cloud & Branch Connector Admin Portal.

5. (Optional) Define a location template to customize naming conventions and enable features like XFF Forwarding or
IPS.
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6. Go to Administration > Provisioning & Configuration. Create a provisioning template for AWS, with or without
Auto Scaling, and copy the template URL.

a. Enter a Name and click Next.
b. Select Amazon Web Services and click Next.

Select a Location Template and click Next.

a o0

Choose the Small instance size (Auto Scale only supports Small) and click Next.
e. Choose whether to enable Auto Scale and click Next.

Click Save.

-

g. Copy the Template URL:

+ Add Cloud Connector Provisioning Template

Template Name g Cloud Provider Type Status VM Size Auto Scaling

- AWS aws Deployed Small False

URL

connector.zscalertwo.net/api/v1/provUri?name=AWS [_,l

Figure 22. Template URL
7. Hover over the Activate menu and click Activate Now.

Prepare AWS Networking

Before deploying the appliance, you must ensure the VPC networking is properly configured to support Zscaler Cloud
Connectors. The architecture is typically based on a hub-and-spoke model or dedicated inspection VPC, and the subnets
must allow outbound access to the internet via NAT.

1. Create an Inspection VPC (if not already existing). This VPC hosts the Cloud Connector EC2s and related
components.
a. Choose the Region in which you want to deploy.

b. Create the VPC with a CIDR block sufficient to support multiple EC2 instances and AWS services (Zscaler
recommends /24 or greater block).

2. Create a Service subnet per AZ in your Inspection VPC (Zscaler recommends a minimum of /27 or greater).

3. (Optional) Create a Management subnet per AZ in your inspection VPC (Zscaler recommends a minimum of /27 or
greater).

4. Create a Public subnet per AZ in your Inspection VPC (Zscaler recommends a minimum of /27 or greater).

Create an Attachment subnet per AZ in your Inspection VPC (Zscaler recommends a minimum of /27. This subnet
host the Transit Gateway attachment point and Gateway Load Balancer endpoint.

6. Create and assign an Internet Gateway to the Inspection VPC.
Create a NAT Gateway per AZ in the Public subnets and assign an Elastic IP.

8. Create a Public Route Table for each Public subnet and assign the respective subnets it. Each Route Table should
contain a single route for 0.0.0.0/0 directed towards the Internet Gateway.
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Q. Create a Service Route Table for each Service subnet and assign the respective subnets to it. Each Route Table
should contain a single route for 0.0.0.0/0 directed towards the NAT Gateway in the AZ.

10. Create a Management Route Table for each Management subnet and assign the respective subnets to it. Each
Route Table should contain a single route for 0.0.0.0/0 directed towards the NAT Gateway in the AZ.

1. Create a Attachment Route Table for each TGW Attachment subnet and assign the respective subnets to it. Each
Route Table ultimately contains a single route for 0.0.0.0/0 directed towards the GWLB endpoint (created in the
following steps).

Subscribe to the Cloud Connector AMI in AWS Marketplace

To run the CloudFormation or Terraform scripts to build the appliances, go to AWS Marketplace, search for Zscaler Cloud
Connector, and click Subscribe (do not configure yet).

Store Credentials in AWS Secrets Manager
When the Cloud Connector appliance boots, it contacts AWS Secrets Manager to obtain the credentials required to
register with the Zscaler Cloud & Branch Connector Admin Portal (created previously).

1. Go to AWS Secrets Manager and create a new Secret.

2. Choose Other type of secret.

3. In the Key/Value pairs section, click Add Row (3 rows total).

4. Add the following keys and their corresponding values in the blank fields: username, password api_key.

Secret type o

(‘ () Credentials for Amazon RDS database 1 ( (O Credentials for Amazon DocumentDB database W [ (O Credentials for Amazon Redshift data warehouse }
J

(O Credentials for other database O Other type of secret
API key, OAuth token, other.

Key/value pairs it

Key/value Plaintext

L username J ( provisioning@yourdomain |
[ password ] [ somepassword |
[ api_key ] ( abcd1234 ]

Figure 23. Secret Type
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Create EC2 Key Pair

If deploying via CloudFormation (not required with Terraform), you must create an SSH Keypair to be used for
authentication when accessing the appliance for troubleshooting. Go to EC2 > Key Pairs, create a new RSA .pem key, and
download it for SSH access.

Deploy the Cloud Connector Appliance

Option 1: CloudFormation

1. Using the templates from the Zscaler GitHub repo, in the AWS Management Console, go to CloudFormation >
Create New Stack.

a. Click Choose an existing template.
b. Click Upload a template file.

c. Click Choose file and select the CloudFormation template you want to deploy.

Create stack

Prerequisite - Prepare template
You can also create a template by scanning your existing resources in the laC generator [7.

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

© Choose an existing template () Build from Infrastructure Composer
Upload or choose an existing template. Create a template using a visual builder.

Specify template info

This GitHub repository [? contains sample CloudFormation templates that can help you get started on new infrastructure projects. Learn more [7

Template source
Selecting a template generates an Amazon S3 URL where it will be stored. A template is a JSON or YAML file that describes your stack's resources and properties.

() Amazon 53 URL © Upload a template file () Sync from Git
Provide an Amazon S3 URL to your template. Upload your template directly to the console. Sync a template from your Git repository.

Upload a template file

4 Choose file

[ zs_cc_cf_template_simple.yaml X )

JSON or YAML formatted file

Figure 24. Create stack

d. Deploy Macro stack (zs_cc_cf_template_zscc_macro.yaml) first. There are no variables required for this script.

e. Forasingle instance, deploy the zs_cc_cf_template_simple.yaml stack using the values created in the previous
section(s). For more information, see the Deploying Zscaler Cloud Connector with Amazon Web Services
(government agencies, see Deploying Zscaler Cloud Connector with Amazon Web Services).

f. For a GWLB deployment (without ASG), re-run the simple stack to create a second Cloud Connector appliance.
Then, deploy the GWLB stack to deploy a Gateway Load Balancer (zs_cc_cf_template_gwlb.yaml). For more
information, see Deployment Templates for Zscaler Cloud Connector (government agencies, see Deployment
Templates for Zscaler Cloud Connector).

g. (Optional) If you wish to enable Auto Scale, deploy the zs_cc_cf_template_asg_gwlb.yaml stack. For more
information, see the help document Deployment Templates for Zscaler Cloud Connector (government
agencies, see Deployment Templates for Zscaler Cloud Connector).
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Option 2: Terraform

Before deploying using Terraform, ensure you have AWS CLI and Terraform CLI installed on your machine. You must have
sufficient IAM permissions to deploy resources (EC2, VPC, IAM, Secrets Manager, etc.), which are noted in the README.
md file of the Github repository. Also, have your Zscaler provisioning template URL, API key, and provisioning admin
credentials handy as they are input as variables in the installation.

1.  Clone Zscaler’s Terraform module repo.

2. Choose a deployment method:

- The easiest option is to use the zsec script for interactive CLI setup, which prompts for appropriate variables
and desired topology.

- Alternatively, edit the terraform.tfvars manually with your desired variables. Then, run terraform init,
terraform plan, and terraform apply.

- As another alternative, you can integrate the Terraform directly into your CI/CD pipeline by referencing the
Terraform modules directly:

module “cloud connector” {

source = “github.com/zscaler/terraform-aws-cloud-connector-modules//modules/”

Implementing Zscaler Private Access with Zero Trust Cloud

Zscaler Private Access (ZPA) enables secure, identity-based access to internal applications hosted in AWS without
exposing them to the public internet. When integrated with Zero Trust Cloud (Cloud Connector), ZPA allows private
workload-to-workload communication (east-west) and secure access to private services across VPCs or even across
hybrid/multi-cloud environments.

Whether you choose the manual or automatic method to deploy, after the Cloud Connectors have been, they
automatically integrate with both the ZIA and ZPA fabric. There is nothing additional required in the ZPA Admin Portal
beyond basic ZPA administration (such as deploying App Connectors, creating Application Segments and Access Policy).
For more information on administrating ZPA, see the ZPA help documentation (government agencies, see ZPA help
documentation). There are several considerations around DNS that should be taken into account, however. DNS is critical
for ZPA to resolve internal application domains to synthetic IPs used by Zscaler for tunneling:

Workloads must use a DNS forwarder (such as Route 53 or a self-managed DNS server) that sends queries through
the Cloud Connector. In other words, the Cloud Connector must see the DNS exchange for an application in order
for it to properly proxy the request.

Cloud Connector is automatically configured to intercept DNS requests, modify them, and forward appropriately
into the ZPA fabric. You simply must ensure the DNS request flows through the Cloud Connector.

Zscaler maps DNS queries to the synthetic IP addresses assigned by ZPA for proper routing through the TLS tunnel.
Ensure that Route 53 Resolver or the DNS forwarder used supports conditional forwarding, especially for hybrid

environments with on-premises DNS dependencies.

The Zscaler Github repository contains a CloudFormation script that you can use to implement Route 53
architecture for ZPA. This script allows you to define domains to conditionally forward to Cloud Connector for
ZPA access while leaving non-ZPA traffic to resolve normally.

If you manually install Cloud Connector using Terraform, you might choose the option to deploy Route 53 as part
of the zsec script. Otherwise, you might implement Route 53 using the provided modules in your CI/CD pipeline.
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For more information on DNS considerations for ZPA, see Handling DNS Resolutions for Zscaler Cloud
Connector (government agencies, see Handling DNS Resolutions for Zscaler Cloud Connector).

Post Deployment
When traffic has reached the Cloud Connector, there are four Traffic Forwarding options available to direct traffic out of
the AWS cloud:
Direct: Traffic matching the criteria defined bypasses the Cloud Connector and is routed out of the service interface,
where it follows AWS route tables towards the destination.
Zscaler Internet Access (ZIA): Traffic matching the criteria defined is forwarded to the ZIA cloud for inspection.
Zscaler Private Access (ZPA): Traffic matching the criteria defined is forwarded to the ZPA cloud for inspection.
Drop: Traffic matching the criteria is dropped by the Cloud Connector.

Each of the four options permits you to define a range of match criteria. In general, you can define macro forwarding logic
within the Cloud & Branch Connector Admin Portal, whereas ZIA or ZPA can perform more granular inspection.

Site-to-Site IPsec for Users or Workloads

AWS can send traffic from a virtual private cloud (VPC) to a remote gateway via a Site-to-Site VPN Connection using
IPSec tunnels. This feature routes all traffic from a VPC, such as a WorkSpaces or workload VPC, to a ZIA Public Service
Edge with the following caveats:

An AWS Site-to-Site VPN provides redundant tunnels to the same destination. Zscaler recommends that redundant
tunnels use two geographically disparate data centers for failover,

An AWS Site-to-Site VPN does not support NULL encryption for Phase 2, which requires the Zscaler Encrypted VPN
subscription option to allow encrypted IPSec tunnels.

An AWS Site-to-Site VPN does not support the Zscaler recommended (government agencies, see Zscaler
recommended) IPSec SA lifetime values.

An AWS Site-to-Site VPN Connection can use either a Virtual Private Gateway or a Transit Gateway. This document uses a
Transit Gateway design, but the configuration for the Site-to-Site VPN Connection is the same. Refer to Appendix A: AWS
Transit Gateway Lab Environment for a lab environment to use for testing.
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Identifying the Zscaler VPN Endpoint

First, determine the VPN endpoint to be used in the Zscaler cloud by going to Cloud Enforcement Node Ranges and
selecting your cloud at the top (e.g., zscaler.net). In the Current Data Centers list, locate the data center location closest
to your AWS region and resolve the VPN Host Name to obtain the IP address to use when configuring the AWS VPN
Customer Gateway.

WP Address (CIDR

H Proxy Hostname GRE Wirtual I SWVIPM Virtual 1P WPH Host Hame
Lestation Hotation) ¥ Hoded
Checago V65 225.60.0§22 PIER IR G612 F Mlulti-clustar VIP
104128196023 chil.sme zscaler.re Proaazaassaz ML N20 S AT chil F Muiti-cluster ¥IP

t vprLrscalernet

16526, 86 022 chil-2. sma. 2scaler P88 206 S8 12 15 208 5628 chit-2- F Multi-clustar VIP
nat VRO ERCer Nl

Figure 25. Current Data Centers list

To resolve the hostname, use nslookup from the command line:
nslookup chil-2-vpn.zscaler.net
Non-authoritative answer:
Name: chil-2-vpn.zscaler.net
Address: 165.225.56.14

Alternatively, you can use Method 2 as described in the SD-WAN Integrations Using API (government agencies, see SD-
WAN Integrations Using API).Using your Elastic IP address, you can get an automated determination of the closest Zscaler
Data Center location to the AWS region. Using the following URL (with your Zscaler cloud and AWS Elastic IP substituted
for <Zscaler Cloud> and <Elastic IP>), the primarylIP value returned is the Zscaler VPN endpoint you are to use.

https://pac.<Zscaler Cloud>.net/getVpnEndpoints?srclp=<Elastic IP>
To fetch the endpoints, use curl from the command line as shown as shown in the following code sample:
curl https://pac.zscaler.net/getVpnEndpoints?srcIp=3.20.82.111
{
“primaryIp”: “165.225.56.14",
“primaryMeta”: {
“region”: “NorthAmerica”,
“country”: “United States”,
“city”: “Chicago”,
“dcName”: “CHI1”,
“latitude”: 41.000000,
“longitude”: -87.000000
1y

“secondaryIp”: “104.129.194.33",
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“secondaryMeta”: {
“region”: “NorthAmerica”,
“country”: “United States”,
“city”: “Washington, DC”,
“dcName”: “WAS1”,
“latitude”: 39.000000,
“longitude”: -77.000000

b

“tertiaryIp”: “165.225.208.18",

“tertiaryMeta”: |
“region”: “NorthAmerica”,
“country”: “Canada”,
“city”: “Toronto”,
“dcName”: “YTO3”,
“latitude”: 44.000000,

“longitude”: -79.000000
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Create a Customer Gateway

After logging in to your AWS Management Console:

1.

2.

Select VPC Service.

On the AWS portal VPC Service page, select Customer Gateways under the Virtual Private Network (VPN)
section.

Click Create Customer Gateway.

© tow eten.? oo e

Tl i wiil yins By

RN | ST U AR }
w VIATUAL PRIVATE

HETWORK (VPN] You do not have any Customae>r Gateways in this region

ot - - 1

Customer Gateways Click tha Create Customer Gabewy buston 1o create your first Customar Gatoway

Virtual Private Gatoways
Create Customer Gateway
Site-to-Site VPN

Connactions

Clsint VPN Endipoints

Figure 26. AWS Create Customer Gateway

4. On the Create Customer Gateway window:

a. Enter a Name for your Customer Gateway.

b. Select Static for Routing.

c. Enter the IP Address for your closest Zscaler VPN endpoint (determined previously).

d. Click Create Customer Gateway.

Customer Galeways = Craale Customer Gabinvay

Create Customer Gateway

Spacity the IP address for your gatewsy's axtemal inferface; the address must be static and may be behind a device performing network address translation (WAT), For
chynasmic routing, also specify your gateway's Border Gatoway Protocol (BGP) Autonomous System Number (ASNY; this can be aither o public or private ASN (such as those in
the B4512-85534 ranga).

VPME can usd aither Pra-Shansd Kins of Cartificabes for authentication. When uing Cortificats authentication, & [P address is optional. To use Cortificats authenlication,
specify a Conificale ARN when you creals your Cusiomss Gatessry. To use Pre-Shaned Kays, only an P sddness is required.

Hame  ZSNPH-CHI-CGW 1]

Routing ) Dymamic

@ Subc
IP Address  185.225.58.14 o
Cartificats ARN f L - C 0
Davice 1]

e

Figure 27. AWS Create Customer Gateway configuration
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Create a Site-to-Site VPN Connection
On the VPC Service page:

1. Select Site-to-Site VPN Connections under the Virtual Private Network (VPN) section.
2. Click Create VPN Connection.

D) Mew VPG Experierce = et L
Tl o wrat s
— — 1 Haore Taursd
VIRTLUAL PRIVATE
¥ HETWORK (VPN You da not hawe ary VPN Connactions in this region

Customer Gateways Glick the Create VPN Connection button fo create your first VPN Connection

Wirtual Private Gatoways

Sito-10-5ie YPH

P
Canmnetisns

Chant VPN Endpoants

Figure 28. AWS Site-to-Site VPN Connections

3. Inthe Create VPN Connection window:
a. Enter a Name tag for your VPN Connection.
b. Select Transit Gateway for the Target Gateway Type.

Select your Transit Gateway from the drop-down menu.

a o0

Select the Customer Gateway you just created under Customer Gateway ID.

e. Select Static for Routing Options.

—

Select IPv4 for the Tunnel Inside Ip Version.

St S ol ebray el b grtmmy Ml po s e o correet a0 8P Comres i, Yos =l S erteeed B Lrpe] grineay mhoeraton sesacly
e g TS VPRNLCHLEIE

1 & Td VEtud Pragte Gatemry

B Trdivia! bl misdey

Trawadt Gaiewwy” i (e aon T HbeosT » C

Cunicmer Oatewiay & [ esbig

Camfomer Geteway ID"  ogw-01 T 3Ecaf 0T M - c
Pirptiing Otisss e Fegares B
& St
Turwed bevsicie Ip Varsion & e

Figure 29. AWS Create VPN Connection configuration

©2025 Zscaler, Inc. All rights reserved. 37



ZSCALER AND AWS DEPLOYMENT GUIDE |

4. Scroll to Advanced Options for Tunnel 1, select Edit Tunnel 1 Options, then set the following options to only these
values:

a. Phase 1Encryption Algorithms: AES256
b. Phase 2 Encryption Algorithms: AES256
Phase 1 Integrity Algorithms: SHA2-256
Phase 2 Integrity Algorithms: SHA2-256
Phase 1 DH Group Numbers: 14
Phase 2 DH Group Numbers: 14

- 0 Qo 0

IkeVersion: ikev2

> m

DPD Timeout Action: Restart

Startup Action: Start

APl (e Bt Tl | U Dottt Ciptiors
Do Tl 1 Optiorm

[ STORE LR TR Y AR B AR ARR RGOS 1 ARG b
Phass § Bncrypion Mporthms (] A85 [ assess [AS8-Gone b8 [ ARSI Cins- bl
Frana | inisgeiy Mporshma (] 50 B Seals a0 [T SHA- 384 [T SR -A1T
Phaa Tilegrty MNpormvma (]S [0S 2 CIMHAT-8 ST
Phase | OH Group Nusbery 2 Ew (L L LL) L " o n E 3 4
Phass 1 OH Orsup NSt (12 D8 B O O WO O O8N On O OB ON

Tl

Pradse 1 LPew: e Caru3n] [i]
P T Pecm jlael i 0
Pasry llmrgins Tema: asconda] i}
Nebry Fuurr [parcentagsi L]
Fiapiay Wirskos Birs jpecnsts] i}
D e fisrawada] L]

BN Tiaint Al i e ot

Bt Boton el | ]
e

Figure 30. AWS advanced tunnel options (Tunnel 1)
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5. Scroll to Advanced Options for Tunnel 2 and select Edit Tunnel 2 Options. Select the same options and values as
Tunnel 1.

Aadvaroad Optiors for Tunesd 3 U Coplt % Dppicory,
& b Turre 2 Optera

Pl | A PO Ee AN PUESE o FrEs T AESIIN-O0N- 18 ([ ARSSSE-GOM- 18
Poans 1 Ercrypton germmes [ AES138 EASESSS [JAESIIS-OGCH-1E [JAERSSS-GOM-
Fhinis 1 WSO Ty Mg Bkt B SeAR-TE SHAT-28 BHaA-a12
Prass I imageey Mgenmweas [ S Sl 0ne [Camaroans [ Emaland
Fhase | OH Grous Mambers 2 Bw = ™ iOar L w O n =2 te ] )
Fhase 1 OH Grous Muembens 2 3 He L e Li " L e 7 Oz Fel M
mrvermon [ ey [

Phass 1 Liefima jseconde)

Phass I Liefms jaacond)

Py Margin Tims [Lecond)

Aakary FuzT (peantages)

Palglsy Wirac-s s [Ecism)

2 2@ 2 2 e

SRR Trenlt [l oy

i Memiar
L

Startup Aotign = A3 gy
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Figure 31. AWS advanced tunnel options (Tunnel 2)

6. Click Create VPN Connection. This automatically creates a Transit Gateway Attachment. The Name tag is empty, but
Resource type is VPN.

7. Name the attachment (e.g., VPN-At tachment) for ease of identification later.
Select your newly created VPN Connection.

Q. Click the Tunnel Details tab to see the Elastic IPs assigned to the tunnels in the Outside IP Address column. Notice
that the Status is currently Down because you still must configure the Zscaler side.

VPN Connection: vpn-011 485800 alB5TE3

Deatails Tunnel Details Static Routes Tags

Tunriel State
Tunnel Mumber Outside IP Addreas Inside IPv4 CIDR Inaide IPvE CIDR Status
Tunnel 1 3141108232 160254136 108730 - DOWMN
Tunnel 2 18.218.203.101 169,254,153 40030 . DOWMN

Figure 32. AWS Site-to-Site Connection Tunnel Details
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10. Click Download Configuration at the top of the window.
1. Choose Generic for the Vendor and ikev2 for the lke Version.

12. Click Download to download the configuration.
Download Configuration x

Choosa the sample configuration you wish to download based on your customer gateway. Please note these are sampiles, and will need
maodification to use Advanced Algorithmes, Certificates, andfor [PvE.

Vendor | Generic Sl ]
Platform | Generic ~ |
Software | Vendeor Agnoatic ~ |

Ike Version | ikev? ~ | €

Figure 33. Download configuration

13. Locate the Pre-Shared Keys for Tunnel 1 and Tunnel 2 in the downloaded file. The Elastic IPs for the tunnels and
their corresponding Pre-Shared Keys are needed in the next section.

IPSes Tunnwl

wl: Internet Wey Exchange (onflgurst jon

Confligure The IKE 5K as follows:

PFleate note, thete sample configurationt are for the ainimm requiresest of AES1FE, SHAl, and DM Group 2.
Category “VWoN™ comnectiosd In The Gowlloud reglios Rave & sisisws requiresent of AESIIE, SHAZ, and DH Growp 14,
Yo will nosd to sodify thete sonple configurstisa files oo take sdventage of APSYME, SHAZSE, or other DM grou
ps Wik 2, 14-18, 22, X%, and M.

NOTE: If you customized twswnel optises when cresting or modifying your WPM connection, you may need to wedify
these sample Configurations To matoh the custom settings for your Lunnels,

Highsr parameters are only evallable for VPNs of category ™" and st for “VIN-Classlc”s

The address of the extermal interface for your costomer gatowdy must bo & static sSdress.

Your Cuiloner galeuay nay rédide behind & device perforning setwork addreds Translation [NATI,

To ensure that AT traversal (MAT-T) can functiom, you must adjust your firesall 'rules to wnblock UDP port 45
(.9

| If not behisd NAT, and youw are not wiing an Aocelerated VWM, we recomsend dizabling MAT=T. If you are wiing
o Accelerated WA, make tere That NAT-T ii enebled.

= INE wersiss 1 DB}
— Ragthent icat fon Methad i Pre-Shpred Key
= Pre-Shared Key 1 IR0 1 IEVE RS LEODT_ JESETYUL DLy

IPSer Tunnel 2

#l: Internet Key Exchange Configuration

Conf igure the DX 54 o follows:

Pleate note, thede sample configurations are for the ainimm requiresest of AESLFE, SHAL, and BH Group 2.
Category “VWPN" connectioes in the Gowlloud regiss have 3 misisun requiresent of APSI2E, SHAZ, and DH Groep 14,
Wiong w1l mied o modify thete sample Coafiguration Tiles ©e Take advantage of AESYSE, SHAZSE, or other M grou
ps Like 2, 14-18, 22, I3, and 2d.

NOTE: If you Customized tewstl Opticen when cresting or modifying your VoM connectisn, you may need To sedify
thits sample configuraticad o mAtCH the Custon SETTings for your tumncls,

Higher parameters are only svailable for VPNs of category “VPM," and met for “VA-Classic®.

T address of Che external interface Tor your Customer Qatesay must be @ sTalic sddress,

Your custoner gateway nay reside behind a device performing metwork addrest tranclation (MATI.

To endurd That MAT Traversal (MAT=T) cén Tunctios, you must sdjust your Tirewall freles To usblock UDP port 45
(.-

| IF rot bebisd AT, and you are nal wiing an Rocelerated W, we recomsend dissbling MAT-T. If you are wiing
& Accelerated VW, make tere that NAT-T iz ensbled.

= IXE versisn + ImEvE
= kgthent jicat ion Methosd i Pre-Shared Key
= Bre=Shared ey 1 Kim ]S sv. (HLDGE fadSUWr SGpESEBnd

Figure 34. Downloaded tunnel configuration
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Configure ZIA
In the ZIA Admin Portal:

1.  Go to Administration > Static IPs & GRE Tunnels.
Select Add Static IP.
For Static IP Address, enter the outside IP address for Tunnel 1.

2
3
4. Enter a description.
5

Click Next.
Add Static IP Configuration X
1 Source P 2 Region 3  Review
Static IP Address Description
3141108232 AWS Tunnel 1

Figure 35. Add Static IP Configuration page

6. Verify that the geographic location makes sense based on your AWS region.

Click Next and then Save. If the geographic location is not accurate, you can manually set it by City or Latitude and
Longitude.

8. Repeat these configuration steps for the Tunnel 2 IP.

Rdd Statc IP Configearataon

! Bowts 1P 3 Eegien I REview

Lt ude Lo ptuada

Figure 36. Static IP location
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Q.  Go to Administration > VPN Credentials and select Add VPN Credentials.
10. For Authentication Type, select IP.

1. Select your AWS Tunnel 1P Address from the drop-down menu and paste the associated Pre-Shared Key in the
two fields.

12. Enter a comment, and click Save.

13. Repeat these steps for Tunnel 2 IP Address and associated Pre-Shared Key.

Add VPN Credential %

VPN CREDENTIAL

Authentication Type

[ FQDN |  XAUTH QP

IP Address

3.141.109.232 w

New Pre-Shared Key Confirm New Pre-Shared Key

----------------------------------------------------------------

Comments

AWS Tunnel 1

Save Cancel

Figure 37. Add VPN Credentials
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14. Next, go to Administration > Location Management and select Add Location.
15. Enter a name for the location.
16. Select a Location Type (required).

17. Select the Tunnel 1P address from both the Static IP Addresses and GRE Tunnels and the VPN Credentials drop-
down menus.

18. Click Save.
19. Repeat these steps for the Tunnel 2 IP and then Activate the changes.

E Zscaler does not respond to tunnel initiation requests from AWS until the location configuration is activated.

Add Location x

LOCATION

Nama Country

AW Turnel 1 NOME -
City/State/Province Tirme Zore

NONE W

Manual Location Greups Dynamic Location Groups

None w
Exclude from Manual Location Groups Exclude from Dynamic Location Groups

Lacation Type

Corporate user traffic o

Descriplion

ADDRESSING

Static IP Addresses and GRE Tunnels

INA00.232 »
Proxy Ports VPN Credentials
Wone - 3141106332 B

Figure 38. Add location configuration page
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20. To verify that the tunnels are established, go to Analytics > Tunnel Insights.

21. Select Logs, and click Apply Filters. After a short time (you might need to refresh your view) both tunnels appear
(IPSec tunnel up) in the Tunnel Status column.

22. If needed, add a filter for the AWS tunnel locations to limit the number of logs returned.

Insights Logs e B e 4

Ho Turwsd Typa Log Typa Tanradl Soarca 1P Tianrssl Dustiration IF Lok aron Turmsl Slatus Tt Sbduon Serr Byt E
Erias wilvd Wies Prae § 3541 00 333 i A BivE Forre Pacren tren
Plad HEvT Plac Praw 2 pAELL b WA RS T B Feorel L]

1 Phar VT P e Praws | S RE LRG3 v WA EyS T orres 8 PMeares ]

i PRar FEvT Tl Evirt LREERE T3 H V5T B T e b Pl Doty ol L]

] Wias WE VT Wias Prave 1 j Fa FLote ] AT S AwrE Fupres 3 [Teean Mene

L Plac KEvD P lac Prawe 2 TNV wizrnsam &S T 1 Mora S
Phar WEvT e Praws b (| Bl Btk Wi A M &S T e 1 Ponres ]

] PEar WEvT Tl Evit R 3030 WED TS i T 1 Pl Tyl ol st ]

Figure 39. Tunnel Insights Logs page

23. In the AWS Management Console, in the Site-to-Site VPN Connection section and on the Tunnel Details tab for
your VPN Connection, ensure that the Status is Up.

VPN Connection: vpn-0f1d860001alB5STE3

Details Tunnel Detalls Static Routas Tags

Tunnel State
Tunnel Number Outside IP Address Inside IPv4 CIDR Inside IPvE CIDR Status
Turirel 1 3.141.109.232 169254 136.10&/30 - up
Tunnel 2 18.218.203.101 169.254.153.40/30 - uP

Figure 40. AWS Site-to-Site Connection Tunnels Details
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Configure Routing for Site-to-Site VPN Connection

You must route traffic to and from the active tunnels for your VPCs before traffic is sent to ZIA.

1. Inthe AWS Management Console VPC Service page, under Transit Gateway Route Tables, click Create transit
gateway route table.

2. Enter an appropriate Name.

3. Select the Transit gateway ID from the drop-down menu and click Create transit gateway route table.

Create transit gateway route table

Lise transit gateway route tables to configure routing for your transit gateway attachments,
Details

Mame tag - aptional
Creates a tag with the key set to Name and the value set to the specified string.

VPN-RouteTable

Transit gateway 1D Info

Figure 41. AWS Create transit gateway route table

E The Transit gateway |D drop-down menu might be broken. In that case, use the AWS CLI to create a Transit
Gateway Route Table for the Transit Gateway ID:

aws ec2 create-transit-gateway-route-table --region us-east-2 --tran-
sit-gateway-id <Your Transit gateway ID> --tag-specifications
“ResourceType=transit-gateway-route-table, Tags=[ {Key=Name, Value=VPN-RouteTable}]”

4. When the state of the newly created VPN Transit Gateway Route Table is Available, select the table and select the
Associations tab.

5. Click Create association.

6. Select your VPN attachment from the drop-down menu under Choose attachment to associate.

Click Create association.

E If you named the attachment earlier, look for that name.
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Create association

Associating an attachment to a route table allows traffic to be sent from the attachment to the target route table. An
attachment can only be associated to one route table.

Details

Transit gateway ID
(7 tow-DefEd0cc5975%eee?

Transit gateway route table ID
tgw-rtb-0786796ch3e790a80

Choose attachment to associate

tgw-attach-01cdb24b94d 2acecd (VPN-Attachment) ¥

Figure 42. AWS Create association page

Click the Routes tab.

Add a static route for the VPC subnet Classless Inter-Domain Routing (CIDR) range you want to send through the
VPN tunnels to ZIA. Choose the appropriate Transit Gateway attachment for that VPC subnet from the Choose
attachment drop-down menu.

Click Create static route.

Repeat these steps for any other VPCs that send their traffic through the VPN tunnels to ZIA. The association allows
the traffic returning from the VPN tunnels to flow back to the subnet that initiated the traffic via the associated
attachment.

As an example, if you are using the lab environment from Appendix A: AWS Transit Gateway Lab Environment,
add the following routes for the Appl and App?2 VPCs.

Create static route

Add a static route 1o your trandit gateway route table,
Details
Transit gateway 1D

@ tgw-Oef6ddcc557 500007

Transit gateway route table ID
O tgw-rtb-07B67I6cb3eTI0aB0

CIDR info
T 10.0.0.0/16 4

Type info

O Active
Blackhole

Choose attachment

tgw-attach-03b4601591fafcd0 (App1-Attachment) v

Cancel Create static route

Figure 43. Create static route
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The following image shows the static route.

Create static route i«

Add a static route to your transit gateway route table
Details
Transit gateway 1D

P tgw-Oef6dicc 5975 9eee?

Transit gateway route table ID
@ tgw-rib-0786 796ch3eTo0aB0

CIDR Infa
Q, 10.1.00/16 X
Type Info
© Active

Blackhale

Choose attachment
tgw-attach-082cch 79a697b6e23 (App2-Attachment) hd
Cancel Create static route
Figure 44. AWS Create static route details

12. Next, change your App VPC route table’s default route to point to the VPN Attachment instead of the Egress VPC.

As an example, if you are using the lab environment from Appendix A: AWS Transit Gateway Lab Environment,
replace the following default route attachment to point to the VPN attachment.

Rowtes (1/3) I:: Acthons & Create statle route
Risplace itatic route
o - 1 @
Delete static route
= CIDR Attachment 1D Resourcs D Rescuros Lype - Routs yps =
| 0000/ tgrw-attach-02F5 S4deb e Ta T3 wpi-01EcB0RITES0N T Reld Ve Static
10.0.0.048 - - - $atic
172160012 - - - Static

Figure 45. Static Routes
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The following images shows the replaced static routes.

Replace static route .«

Replace a static route in your transit gatewsy route table
Details

Transit gateway 1D
9 rgw-Oeféd0cc597590ee?

Trandit gateway route tible 1D
B rgwe-rth-025452 T8AGA03023d

CIDR nfa
& 000000

Type infs
Q Active
Blackhole

Choote attachment
tpw-attach-01cdb2db9dd acecd [VPN-Attachment) v

Cancel Replace statlc route
Figure 46. AWS Replace static route details

13. Test the route, from an EC2 instance in the App VPC, through the Site-to-Site VPN Connection, to ZIA.

E If you are using the lab environment from Appendix A: AWS Transit Gateway Lab Environment, you must add a
route for 192168.0.0/16 in your App VPC route table pointing to the Egress-Attachment. This route allows traffic
back to the Bastion host before you can connect to the App EC2 instances from the Bastion host (otherwise, the
default route sends it through the VPN tunnels).
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Example Testing

Use the following tests to determine if the source IP can be done using curl and the JSON output from ip.zscaler.com.

The following example shows testing from EC2 instance in App VPC with the default route pointing to the Egress
attachment. The clientip shown is egress Elastic IP:

curl http://ip.zscaler.com?json
{“srcip”:7”3.20.82.111"7,"”clientip”:73.20.82.111"}

The following example shows testing from the EC2 instance in App VPC with the default route pointing to the VPN
attachment. The clientip is Tunnel 1 Outside IP address:

curl http://ip.zscaler.com?json

{“srcip”:7165.225.58.247","vip”:7165.225.56.19”,”"nodename” :“zsn-chil-4el-sme”, "~
cloud”:”zscaler.net”,”datacenter”:”Chicago”,”xff”:73.141.109.232"”,”clien-
tip”:73.141.109.232"}
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ZIA Components that Work on AWS Infrastructure

The following services can run directly inside the AWS cloud. You can acquire some services from the AWS marketplace or
install the services directly on EC2 instances. Each provide a unique solution to provide Zscaler ZIA cloud services inside
the AWS cloud.

The following diagram shows the integrations of NSS, Cloud Connector, and the Virtual Service Edge running on AWS.

Zscaler Internet Access and AWS Integrations OOB CASB API

« Nanolog Streaming Service (NSS) sends logs from ZIA cloud to SIEM

« Cloud Connector forwards traffic to ZIA cloud
« Virtual Service Edge workloads or external users can use it to enforce @

policy locally

Amazon S3

(B

L

SIEM NSS

@

aws
Cloud Connector Zscaler amazon

Consumer and Drive

ﬂ Zero Trust | ‘
Exchange
| | ‘ N @ Control access to - Allow,
—

DLP and Malware
protection for S3 buckets
- 1AM & CloudTrail used

In-Line CASB

i

Service £ Amazon Block, Isolate (Control
ervice Edge AWS Transit WorkSpaces Uploads for Drive)

Gateway

Traffic forwarded via
Traffic forwarded via PAC files and
IPSec tunnels to ZIA Zscaler Client Connector*
to ZIA

Employees

Figure 47. ZIA and AWS integration
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Nanolog Streaming Service

Zscaler Nanolog Streaming Service (NSS) provides a method for streaming of all logs from Zscaler Nanolog to your
security information and event management (SIEM) system.

You can deploy the NSS instance directly on an EC2 instance on AWS. When an organization deploys one NSS for web
and mobile logs and another NSS for firewall logs, each NSS opens a secure tunnel to Nanolog in the Zscaler cloud.
Nanolog then streams copies of the logs to each NSS in a highly compressed format to reduce bandwidth footprint.
The original logs are retained on Nanolog. To learn more, see NSS deployment documentation for AWS (government
agencies, see NSS deployment documentation for AWS).

ﬁ Internet-bound Traffic f; @

Headquarters

aws

Filtered Log Raw Compressed
Feeds Log Feeds to NSS
'; NSS for
EE —— Web Web and Mobile Logs Em
—3 —3
[ ~ NSS for
SIEM - Firewall ) Nanolog
[ Firewall Logs

Figure 48. Zscaler NSS and AWS integration
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Virtual Service Edge

Zscaler supports standalone ZIA Virtual Service Edge for production deployments on AWS. An organization can deploy
the Virtual Service Edge instance on an EC2 instance. The Virtual Service Edge acts as an extension of the Zscaler data
centers into the AWS cloud itself, which keeps traffic local and ensures that IP address ranges remain local. This helps with
IP anchoring, where remote sites require specific IP addresses.

To learn more, see Zscaler Virtual Service Edge for AWS (government agencies, see Zscaler Virtual Service Edge for
AWS).

salesforce c

33 box

workday.

Internet Traffic ('9:::: g@ @

Virtual Firewall Edge Router
Service Edge

g
|
!

Internet

-

Zscaler Cloud

Internal Network

Figure 49. Virtual service edge

DLP Incident Receiver

The Zscaler Incident Receiver runs as an EC2 instance and allows you to securely receive information about DLP policy
violations. The Zscaler service sends information about policy violations via the secure ICAP protocol to the Incident
Receiver. This tool sends the policy-violating content and a JSON file containing the metadata for the inline web and DLP
policy scan (e.g., the URL, Collaborators, DLP dictionaries, DLP engines, etc.)

To learn more, see AWS Incident Receiver Installation (government agencies, see AWS Incident Receiver Installation).

DLP Index Tool

The Zscaler Index Tool allows you to create and modify Exact Data Match (EDM) and Indexed Document Match (IDM)
index templates, as well as see a dashboard view of your EDM and IDM index templates.

To learn more, see Configuring the Index Tool with AWS. (governement agencies, see Configuring the Index Tool with
AWS).
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Amazon WorkSpaces Supporting Zscaler Client Connector

The Zscaler Client Connector is an agent software that runs on an OS such as Windows or Linux. It is part of Zscaler’s
cloud security platform, designed to provide seamless and secure access to the internet and corporate resources for
users, regardless of their location.

This software solution acts as a secure gateway, routing traffic through the Zscaler cloud, which enables advanced threat
protection and policy enforcement. The Zscaler Client Connector ensures consistent security and policy enforcement,
making it a very useful tool to deploy in Amazon WorkSpaces. Currently, Zscaler supports the Zscaler Client Connector on
Microsoft Windows and Linux for AWS.

To learn more, see Installing the Zscaler Client Connector (government agencies, see Installing the Zscaler Client
Connector).
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ZPA Components that Work on AWS Infrastructure

The following sections describe ZPA components that work on AWS Infrastructure.

App Connector

ZPA App Connectors are lightweight virtual appliances that enable secure, zero trust access to private applications
without exposing them to the internet. Deployed close to the applications—either in AWS, on-premises, or other cloud
environments—they act as outbound-only proxies that establish secure TLS tunnels to the Zscaler cloud. App Connectors
never accept inbound connections, which eliminates attack surface and supports the zero trust model. They broker user-
to-app and app-to-app communication based on identity and policy defined in the ZPA Admin Portal. Traffic is routed
to the appropriate App Connector dynamically, depending on application location, load, and availability. App Connectors
are easy to deploy and scale, and they support high availability out-of-the-box. For more information, see Zscaler
Resources.

Private Service Edge

ZPA Private Service Edge (PSE) is a virtual appliance that brings ZPA's core functionality on-premises or into customer-
controlled cloud environments. It enables organizations to enforce ZPA access policies locally while keeping traffic,
authentication, and policy enforcement entirely within their environment. PSEs are ideal for scenarios with strict data
residency requirements, low-latency needs, or limited internet connectivity. Like Zscaler's cloud-hosted Public Service
Edges, they broker secure, outbound-only TLS tunnels from users and workloads to private applications via App
Connectors. PSEs provide high availability, load balancing, and scale horizontally to support large deployments. They
extend the zero trust model closer to the application, offering greater control without compromising security. For more
information, see Zscaler Resources.
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Using ZIA to Enforce Security Policy in AWS

ZIA'is a cloud-delivered security platform that protects outbound traffic from users and workloads by inspecting and
enforcing security policies inline, without the need for traditional on-premises appliances. For AWS workloads, ZIA
provides comprehensive protection by applying advanced controls like Cloud App Control to manage application
usage, File Type Control to prevent unauthorized data transfers, and Firewall Control to enforce granular traffic filtering
at the application and protocol level. It also includes DNS Control, which helps block malicious destinations and prevent
command-and-control callbacks at the earliest stage. With integrated threat intelligence, SSL inspection, and Data Loss
Prevention (DLP), ZIA ensures that cloud workloads maintain consistent security posture, whether accessing public
internet services or third-party SaaS applications.

' — N —
N Zero Trust o
( D ]
Zscaler—Issued TLS/SSL Inspection Zscaler-Issued
Certificate Certificate

v" Malware Protection v" Cloud DLP

v Cloud Sandbox v" Granular Cloud App

v Advanced Threat Controls

Protection (IPS) v/ Tenancy Restrictions
v Isolation v' File Type Controls

Figure 50. ZIA and AWS security policy
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Cloud App Control Policy

The following section describes Zscaler Cloud App Control. To learn more, see About Cloud App Control (government
agencies, see About Cloud App Control).

The Cloud App Control policy provides granular control over popular websites and applications. Policies are organized by
function into categories (government agencies, see categories) for easy reference and to define rules for similar apps.

& Web

Malware Protection

Advanced Threat Protection File Type Control

Dashboard :
Sandbox Bandwidth Control

& Secure Browsing SS5L Inspection

Analytics

‘ Data Loss Prevention

Figure 51. Cloud App Control
All policies can have the following actions:

Allow: Allows traffic.
Caution: Allows traffic but provides the user a caution message before they continue.
Block: Denies access.

Isolate: Launches a web browser in a Zscaler cloud that runs the application in isolation (normally, the process runs
locally).

ACTION

Application Access

© Allow Caution Block Isolate ]

Daily Bandwidth Quata (MB) Daily Time Quota (min)

Figure 52. Policy Actions
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You can also provide a Bandwidth Quota or Daily Time Quota. These are useful when bandwidth is costly or limited.

You can add a rule for Amazon Chime under the Criteria section.

Add Collaboration and Online Meetings Rule X

CLOUD APP CONTROL RULE

Rule Order Rule HName
1 LY Amazon Chime
Rule Status Rule Label
Enabled L% --- L
CRITERIA
Cloud Applications Cloud Application Risk Profile
Amazon Chime ~ Mone L
Unselected Items Selected Items (1)

Amazon Chime

Ly ar—h
Search.. Q

[J WeChat Work
Figure 53. Add meetings rule

When a user attempts to access Amazon Chime, they are blocked (since the block is enabled). The following shows the
blocked access message.

r »

@ Sorry, you don't have permission to visit this site.

Probably shouldn’t be going to this website.
Mot allowed the use of this enterprise site

Amazon Chime

See our internet use policy.

MNead help? Contact our support leam at +91-9000000000, support@spaislay.com D20

% r

Figure 54. Blocked access message
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Another example of Cloud App Control used as policy enforcement is a rule to limit access to AWS Cloud Financial
Management.

CRITERIA

Cloud Applications Cloud Application Risk Profile

An Maone A4

¥ et
Unselected Items Selected Items (1)

AWS Cloud Financial Management

awWs x

[ Finance

¥ AWS Cloud Financial Management

Figure 55. Policy criteria

This removes access from a user who should not have access to AWS Cloud Financial Management. If a user is on a
remote network, you could use Isolation to help isolate any threats from the remote network or prevent a user from
cutting and pasting sensitive corporate information (such as usage statistics).

You can create a policy for individuals or a group of users. You can Allow, Caution (which provides the user a caution
message before they choose to continue), Block (deny access) or Isolate. Isolate launches a web browser in a Zscaler
cloud that runs the application in isolation.

Cloud App Control Policies Available via Individual Amazon Web Services

The following is a table of all the individual Amazon Web Services available for the Cloud App Control policies.

AWS Service Definition

AWS Auto Scaling AWS Auto Scaling monitors your applications and automatically adjusts capacity
to maintain steady, predictable performance at the lowest possible cost.

Amazon Braket Amazon Braket is a fully managed quantum computing service designed to help
speed up scientific research and software development for quantum computing.

Amazon Chime Meet, chat, and place business phone calls with a single, secure application.

Amazon Cloud Directory Amazon Cloud Directory enables you to build flexible cloud-native directories for

organizing hierarchies of data along multiple dimensions.

Amazon CloudSearch Amazon CloudSearch is a managed service in the AWS Cloud that makes it simple
and cost-effective to set up, manage, and scale a search solution for your website
or application.

Amazon DynamoDB Fast and flexible NoSQL database service for any scale.
Amazon Elastic Block Store Easy to use, high performance block storage at any scale.

Amazon Elastic Container Service =~ Amazon Elastic Container Service (ECS) is a fully managed container orchestration
service that helps you to more efficiently deploy, manage, and scale containerized
applications.

Amazon Elastic Kubernetes Amazon Elastic Kubernetes Service (EKS) is a managed Kubernetes service that
Service makes it easy for you to run Kubernetes on AWS and on-premises.
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Definition

Elastic Load Balancing (ELB) automatically distributes incoming application traffic
across multiple targets and virtual appliances in one or more Availability Zones
(AZs).

Elasticsearch is a distributed search and analytics engine built on Apache Lucene.
Amazon EMR is the industry-leading cloud big data solution for petabyte-scale
data processing, interactive analytics, and machine learning using open-source
frameworks such as Apache Spark, Apache Hive, and Presto.

Build event-driven applications at scale using events generated from your
applications, integrated Saa$S applications, and AWS services.

Build, deploy, and manage fraud detection models without previous machine
learning (ML) experience.

Amazon FSx makes it cost effective to launch, run, and scale feature-rich, high-
performance file systems in the cloud.

Find information faster with an intelligent enterprise search service powered by
ML.

Get started for free with Amazon Lightsail, a powerful virtual cloud server built for
reliability and performance.

The Amazon advertising console is a self-service tool used to set up and manage
sponsored ads campaigns.

With Amazon Managed Streaming for Apache Kafka (Amazon MSK), you can
ingest and process streaming data in real time with fully managed Apache Kafka.
The AWS Partner Network (APN) is a global community of partners that leverages
programs, expertise, and resources to build, market, and sell customer offerings.
Amazon Simple Storage Service (Amazon S3) is an object storage service offering
industry-leading scalability, data availability, security, and performance.

Amazon Simple Email Service (Amazon SES) lets you reach customers confidently
without an on-premises Simple Mail Transfer Protocol (SMTP) email server using
the Amazon SES APl or SMTP interface.

Amazon Simple Queue Service (Amazon SQS) lets you send, store, and receive
messages between software components at any volume, without losing messages
or requiring other services to be available.

Amazon Simple Notification Service (Amazon SNS) sends notifications two ways:
application-to-application (A2A) and application-to-person (A2P).

Amazon Trust Services is a certificate authority created and operated by Amazon
Web Services.

Amazon WorkDocs is a fully managed platform for creating, sharing, and enriching
digital content.

AWS Data Exchange makes the world’s third-party data easy to find in one data
catalog, simple to subscribe to, and seamless to use with any AWS data and
analytics and ML services.

With AWS Identity and Access Management (IAM), you can specify who or

what can access services and resources in AWS, centrally manage fine-grained
permissions, and analyze access to refine permissions across AWS.

AWS Key Management Service (AWS KMS) lets you create, manage, and control
cryptographic keys across your applications and Amazon services.
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AWS Service
AWS Managed Services

AWS Network Firewall

AWS Resource Access Manager

AWS Snowball
AWS Storage Gateway

AWS VPN

Definition
AWS Managed Services (AMS) helps you adopt AWS at scale and operate more
efficiently and securely.

With AWS Network Firewall, you can define firewall rules that provide fine-
grained control over network traffic.

AWS Resource Access Manager (RAM) helps you securely share your resources
across AWS accounts, within your organization or organizational units (OUs), and
with IAM roles and users for supported resource types.

Process data at the edge or move petabytes of data to and from AWS.

AWS Storage Gateway is a set of hybrid cloud storage services that provide on-
premises access to virtually unlimited cloud storage.

Connect your on-premises networks and remote workers to the cloud.

The Cloud App Control section demonstrates only one topic to show how to create the policy. All policies are
very similar. They are included here to provide a searchable list of AWS-supported features and functions that
can be enforced and are viable with ZIA.

There is also one more Cloud App for all of Amazon Web services. You can use this category with Tenant restrictions. This
enables you to enable specific tenant IDs. For example, you could allow office users, but not personal accounts.

Special Note for the Amazon Web Services category: All the sections for Cloud App Control enable you to provide policy
to all the Amazon Cloud Applications. Note, however, that there is an additional restriction called Tenant Restriction.
which you can enable for the Hosting Providers section that includes Amazon Web Services as a whole. This allows you to
provide access only to specific tenant IDs.

Tenant restrictions are useful if you want to restrict a user or device to only be able to access AWS from a corporate
account, for example. Thus, if a user has their own AWS account, they cannot access AWS.

For more information, see Zscaler’s tenancy restriction (government agencies, see Zscaler’s tenancy restriction) feature

allows you to restrict access either to personal accounts, business accounts, or both for AWS. It consists of two parts:
creating tenant profiles and associating them with the Cloud App Control policy rules.
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File Type Control for AWS

Zscaler File Type Control enables organizations to regulate and monitor the types of files that you can upload, download,
or transfer for AWS, Chime, and S3 buckets. The feature allows administrators to define policies that restrict or allow
specific file types, thereby preventing the transmission of potentially harmful or non-compliant files.

You can create File Type Control policies for the same Amazon services shown in Cloud App Control Policies Available
via Individual Amazon Web Services.

To add the File Type Control policy, go to Policy > File Type Control.

Malware Protection URL & Cloud App Control

Advanced Threat Protection

Dashboard
sSandbox Bandwidth Control

Lﬁ Secure Browsing S5L Inspection

Analytics

Data Loss Prevention

Figure 56. File Type Control

Here is an example of such a policy to prevent and block any ZIP files from being uploaded to any Amazon services:

No Zip files UL or DL to AWS ACTIVE CONTENT Black Upload/Downboad

,_
(=]
1=}

Amazron Macie; Amazon Partner Central; Amazon Asin; Amazon DynamoDE;

ZIP (zip)

UMSCANMNABLE FILE

Dizsabled

PROTOCOLS
FTP over HTTP; Mative FTP; HTTPS; HTTP

Figure 57. File Type control policy
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As with File Type Control, you can add Data Loss Prevention (DLP) policies specific to all the AWS services. You can add
the sections by adding a DLP rule similar to the following image:

Add DLP Rule x

CRITERIA

DLP Engines URL Categories

ClassificationConfidential; Credit Cards L Any L
Cloud Applications ZPA Application Segment

Amazon - Elastic Container Service; Am... v Any ~
File Type Minimum Data Size (KB)

Any W 0
Users Groups

Any L Any '
Departments User Risk Profile

Any W Any W
Locations Location Groups

Any ~ Any w
Time Protocols

Always ~ HTTP; HTTPS; Mative FTP W

DLP INCIDENT RECEIVER

Incident Receiver

[ ICAP () Zscaler Incident Receiver

Figure 58. Add DLP Rule

You can send the DLP violation to a DLP Zscaler Incident Receiver, which can run on an Amazon EC2 instance. You can
send a DLP violation file to the AWS customer cloud instance for later review. To learn more, see ZIA Components that
Work on AWS Infrastructure.
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Firewall Control Rules for AWS

The Zscaler firewall provides protection policies specific to AWS as well as all traffic. The Zscaler firewall service provides
integrated cloud-based next-generation firewall capabilities that allow granular control over your organization's outbound
TCP, UDP, and ICMP traffic.

As an example, you can create a firewall rule that covers specific AWS services. You can create a specific firewall rule that
combines the Who, Where, When, Services, Applications, Source IP, and Destination IP.

Who, Where, ... Services Applications Source IP Destination IP
CRITERIA
Natwork Application Groups Matwork Applications

Mane LT Amaron MYS: Amazon Chime: Amazo...

o . Unselected ltems | Selected Items [ 3 )
Application Service Groups

Amaron AVS

Mane “ ey x Q
Amazon Chirme

Web Amazon Cloud Diive

ACTION

Hetwork Traffic

Allow L

Logging

Figure 59. Firewall policy
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DNS Control
Zscaler DNS Control monitors and applies policies to all DNS requests. It can also make specific DNS rules to apply
specifically to AWS traffic.
DNS Control provides the following benefits:
Monitor and apply policies to all DNS requests and responses, regardless of the protocol and the encryption used.
This includes UDP, TCP, and DNS over HTTPS (DoH).

Define granular DNS filtering rules using several DNS conditions such as users, groups, departments, client locations,
categorization of domains and IP addresses, DNS record types, the location of resolved IPs, etc.

Enforce condition-based actions on DNS traffic, such as allowing or blocking traffic, redirecting requests to specific
DNS servers, redirecting users by overwriting DNS responses, etc.

Detect and prevent DNS-based attacks and data exfiltration through DNS tunnels.
Enhance your security posture by using a Zscaler Trusted DNS Resolver for domain resolution.

You can apply your Zscaler DNS Control rules specifically to Amazon and Amazon AWS traffic or all traffic.

Who, Where, & Wh... Source IP Destination/Resolv... DMS Application

Select DMNS tunnels or network applications to control with this rule. Selecting Any

CRITERIA applies this rule to all DNS tunnels and network applications.
DNS Tunnels & Network Apps DNS Application Group
Amazon; Amazon AWS “»  0OR Any L
WD

Figure 60. DNS policy
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Using ZPA to Enforce Security Policy in AWS

Zscaler Private Access (ZPA) enables zero trust access to private applications hosted in AWS by eliminating traditional
VPNs and network-level exposure. Instead of extending the network to users or workloads, ZPA connects users or
workloads to specific applications based on identity, context, and granular policy — without ever placing them on the
network. This ensures consistent and secure access whether the user is remote, in the office, or accessing applications
hosted in AWS, other clouds, or on-premises environments.

Zscaler Client Connector
[y

< =)
=
/

Amazon Cloud s s . Data Center

\ / _________

aws L& G
R

/I|l
B

Zscaler Cloud E [((J:F_] E

&
=

Amazon Direct Connect
or Site-to-Site VPN

Figure 61. ZPA to enforce security policies in AWS

Deploying App Connectors

The first step to deploying ZPA within AWS is to deploy App Connectors. Zscaler App Connectors are virtual appliances
that enable secure, outbound-only connections between private applications and the Zscaler cloud, and you can

deploy them across multiple environments, including AWS. In AWS, deployment is streamlined through a prebuilt,
regularly updated Amazon Machine Image (AMI) provided by Zscaler, allowing you to launch App Connectors much

like any other EC2 instance. Successful deployment involves selecting the appropriate instance type, ensuring required
network connectivity and security group configurations, and leveraging AWS tools like Auto Scaling for scalability and high
availability.

Prerequisites and Planning

Make sure the following are met:

Instance Placement Recommendation: Deploy App Connectors as close to the application or workload as possible.
This facilitates a proper zero trust deployment as it prevents users from gaining access to applications or workloads
outside of the proximity of the App Connector. App Connectors require outbound connectivity to register to the
Zscaler cloud, so ensure a path to the internet exists.

Instance Type Recommendation: For production environments, deploy App Connectors on AWS EC2 instances of
type mb5a.large or mb5a.xlarge to ensure adequate performance. For non-production or low-traffic scenarios, t3.xlarge
instances might suffice. For more information, see App Connector Deployment Prerequisites (government agencies,
see App Connector Deployment Prerequisites).

Security Group Configuration: Configure security groups to allow outbound traffic on TCP ports 80 and 443 to
enable communication with Zscaler services. Ensure that inbound traffic is restricted according to your organization’s
security policies. Remember, App Connectors do not require inbound connectivity.
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Configure App Connectors in ZPA Admin Portal

To configure an App Connector:

1. From the ZPA Admin Portal, go to Configuration & Control > Private Infrastructure.

Click App Connectors.

Click Add.

If you have an existing Provisioning Key, you can select it or choose the option to Create a new provisioning key.
Click Next.

Select the Connector certificate and click Next.

Select Add App Connector Group.

© N o U A W N

Provide the following details (leave items not listed at default or modified as per your preference):
a. Name: Enter a name for the App Connector Group.
b. Status: Select Enabled.

c. App Connector Location: Search for and select a location that aligns with where the App Connector is
deployed (e.g., Northern California / US-West-1, Oregon / US-West-2, Virginia / US-East-1, Northern Ohio / US-

East-2).
Add App Connector X
o Signing Certificate o App Connector Group o Create Provisioning Key o Review o Review Documentation
| Select App Connector Group Add App Connector Group
Name Status
AWS West App Connectors ©@Enabled [REEEEE)
Description
#
DNS Resolution Option TCP Quick Acknowledgement
IPv4 [0 @ IPv4 and IPv6 Enabled @ Disabled
Disaster Recovery Disable AppProtection

Enabled © Disabled Yes

VERSION PROFILE CONFIGURATION

Next Previous Cance

Figure 62. Add App Connector
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d. Click Next.

e. Enter a name for the Provisioning Key as well as a reuse limit (how many App Connectors can use the
Provisioning Key).
f. Click Next.

g. Click Save.

Add App Connector X

o Signing Certificate o App Connector Group o Create Provisioning Key e Review o Review Documentation

Certificate Name
Connector

App Connector Group
AWS West App Connectors
Provisioning Key

AWS West Prov Key

Review all of the information before clicking Save

Previous

Figure 63. Review

h. Copy the Provisioning Key presented on the screen into a notepad. This is needed when deploying the App
Connector AMIin AWS.

Deploy App Connectors in AWS

You can deploy App Connectors programmatically (i.e., Terraform), or manually using the AWS EC2 wizard. The following
steps depict the manual method. For information on programmatic deployment, see the README.md file within Zscaler
Github repository for Terraform.

To deploy an App Connector:

1. (Optional) Before beginning, you might want to create a new SSH Key pair so that you can access the new App
Connector appliance.

2. From the AWS dashboard, ensure you are in the appropriate region and go to EC2 (using the search bar, or by
clicking EC2 from the home screen).

Click Launch instance(s).

Enter a Name for the instance.

In the search field, search for Zscaler App Connector.
Click the AWS Marketplace AMiIs tab.

Selected AMI: (ami-00a929b66ed6e0des) (Quick Start AMIs)

([ zscater app connector x]®

o v AW

QuickStartAMIs () MyAMIs(0)  AWS Marketplace AMIs(2)  Community AMIs (500)
Commonly used AMIs Createdbyme  AWS & trusted third-party AMIs Published by anyone
v Refine results 1 )
2scaler app connector (2 results) showing 1 - 2
Categories Did you mean zscaler api connector? Sort By: Relevance v
e/
Infrastructure Software (2)
v Publisher @ zscaler  Zscaler Private Access Connector Select
[ zscaler, Inc. (2) By Zscaler, Inc. [} | Ver ZPA Connector AMI 2025.03
¥ Pricing model 63 external reviews [%
() Bring Your Own The Zscaler Private Access (ZPA) service enables organizations to provide access to internal applications and services while ensuring
License (2) the security of their networks. ZPA is an easier to deploy, more cost-effective, and more secure alternative to VPNs. Unlike VPNs,

which require users to connect to...
Operating system

[J » All Linux/Unix
v Architecture @ zscaler
[ 64-bit (x86) (2)

ivate Access Service Edge Select

. [7 [ Ver ZPA Private Service Edge AMI 2025.03

63 external reviews [

A key component of the Zscaler cloud, Service Edges are full-featured secure internet gateways that provide integrated intemet
security. ZPA Private Service Edges provide the following benefits and enable you to: Implement Zero Trust Network Access (ZTNA)
for on-premises users. Securely access ap...

Figure 64. AWS Marketplace AMls
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7. Click Select next to Zscaler Private Access Connector.

(Optional) If asked to subscribe to the AMI, click Subscribe Now.

In the Key pair (login) section, choose the SSH Key pair you want to use for SSH access to the appliance.
10. In the Network settings section, click Edit.

a. VPC: Select the VPC to instantiate the App Connector within (as a best practice, instantiate the App Connector
within the VPC closest to the workloads it services).

b. Subnet: Select the subnet to instantiate the App Connector within.

c. Auto-assign public IP: The App Connector is not designed to be publicly accessible. Furthermore, it is likely to
be instantiated in a private subnet. Hence, a public IP is not required.

¥ Network settings o

VPC - required  Info

vpc-02a15af16affob40c (MyVPC) = c
10.0.0.0/16

Subnet Info

subnet-00b60ed8932038060 PrivateSubnet
VPC: vpc-02a15af16affobd0c  Owner: 084828604313  Availability Zone: us-east-1a iV
Zone type: Availability Zone |P addresses available: 249  CIDR: 10.0.2.0/24)

C Create new subnet [

Auto-assign public IP  Info

[ Disable v ]

Figure 65. Networks settings

Ensure that the App Connector has proper outbound connectivity—such as routing through a NAT Gateway

or Internet Gateway—to reach the Zscaler ZPA cloud. Additionally, verify that the necessary ports are open for
outbound traffic, including TCP/443 for ZPA communication and UDP/53 for DNS resolution, along with any
required ports to access the applications the App Connector supports. For detailed information on security and
connectivity requirements, see Zscaler Private Access Firewall Allowlist.

1. In the Firewall (security groups) section, select Create security group.

12. Select Allow SSH traffic and a valid source is selected in the drop-down menu.

Firewall (security groups) Info
A security group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your instance.

[ © Create security group ] [ (O select existing security group ]

we'll create a new security group called 'Zscaler Private Access Connector-ZPA Connector AMI 2025.03-AutogenByAWSMP--1' with the following rules:

Allow SSH traffic from [ Customn v J
Helps you connect to your instance

[ Q, Add CIDR, prefix list or security group ]

10.0.0.0/8 X

Figure 66. Allow SSH traffic
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13. Click Launch instance.

14. After the instance has booted, log in to the appliance with the username admin using the SSH Key pair assigned to
the instance during the creation process.

15. Stop the ZPA service by executing the following command: sudo systemctl stop zpa-connector

16. Create a provisioning key file by executing the command: sudo touch /opt/zscaler/var/provision key

17. Update the permissions of the file with the command: sudo chmod 644 /opt/zscaler/var/provision key
18. Open the provision_key file in the vi editor: sudo vi /opt/zscaler/var/provision key

19. Paste in the provisioning key copied from the previous section.

20. Verify the provisioning key by executing the command: sudo cat /opt/zscaler/var/provision key

E After the ZPA service is started, this file is encrypted and no longer readable in cleartext.

21. Start the ZPA service via: sudo systemctl start zpa-connector.

Creating Workload Application Segments and Adjusting Policy

The following sections describe creating workload application segments and adjusting policy.

Discover and Create Applications Segments

After App Connectors are deployed, you can create a discovery Application Segment passively observes which
applications are accessed in AWS, helping you map user-to-app relationships without enforcing restrictions. This allows
you to identify the full scope of accessed apps and begin organizing them into Application Segments based on function,
department, or access needs. A discovery Application Segment simply uses a wildcard in the application definition,
such as *.safemarch.local. For more information, see About Application Discovery (government agencies, see About
Application Discovery).

~ Wildcard Discovery * zero-trust.cloud (] On Access T 0O 7 X X
Description
Segment Group Server Groups
(o] [ pe1
Double Encryption Bypass Client Connector can receive CNAME
© Disabled Use Client Forwarding Policy © Enabled
Source IP Anchor ICMP Access App Connector Selection Method
© Disabled © Disabled © Closer to User
Disaster Recovery Bypass during Reauthentication Active Directory Inspection
© Disabled © Disabled © Disabled
Auto App Protection
© Disabled

Figure 67. Wildcard discovery
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If licensed, ZPA also provides Al-Powered Recommendations to help you organize Application Segments and drive
towards a zero trust. The Al-Powered Recommendations tab is located at the top of the Application Segment screen. For
more information, see About Al-Powered Recommendations for Application Segments.

Application Segments  Browser Access AppProtection  Privileged Remote Access  Segment Groups

Defined Application Segments Al-Powered Segment Import

Name

20231201-5

20231201-1

20231201-0

20231201-8

Applications Grouping Reasons © Confidence ©
webserver.zero-trust.cloud USER ACCESS SIMILARITY 70%

Applications grouped by access pattern for similar

user types.

PORTS AND PROTOCOLS SIMILARITY 86%

Consists of RDP applications.

PORTS AN

Consists of Microsoft Endpoint Configuration
Manager applications.

USER S SIMILARITY a%

Applications grouped by access pattemn for similar
user types.

DOMAIN NAME SIMILARITY

Applications grouped based on domain name

Figure 68. Application Segments

Refine Policy

8 Settings

@ Nextupdatein 8 days  Download as CSV

Attack Surface Reduction ©

100.0%

99.98%

99.96%

89.84%

Actions

+ > i

After the Application Segment discovery and creation phase is complete, gradually lock down access to known
applications, starting with critical or sensitive systems. Define and enforce Access Policies based on workload, tag, user
role, group, and business context—restricting unnecessary access (e.g., developers accessing finance tools). As policies
mature, you can continue to refine segmentation and phase out broad discovery policies, keeping them only where
continuous visibility is needed (e.g., for employee access to newly launched services).

E ZPA relies heavily on DNS. As such there are a few DNS and routing considerations to be aware of:

Internal DNS Resolution: ZPA relies on the Zscaler Client Connector to intercept DNS queries for internal
apps. These queries are redirected through ZPA, where the application resolves to a synthetic IP.

Avoid DNS Conflicts: ZPA uses UDP 53 for DNS functionality—avoid using it for app traffic. Use split DNS or
configure DNS search domains in the Zscaler Client Connector settings to prioritize internal resolution.

Domain Bypass: Place public-facing apps using the same domain as internal apps in Always Bypass
segments to ensure they're resolved externally and not intercepted by ZPA.

Support for FQDNs and IPs: ZPA works best with fully qualified domain names (FQDNSs). For legacy apps
using IPs, you can define IP-based segments temporarily, but FQDN usage is strongly recommended for

long-term policy management.
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Configuring Microsegmentation Between Workloads

Zscaler Microsegmentation is an agent-based solution within the Zscaler Private Access (ZPA) platform that helps protect
workload environments by monitoring and controlling server-to-server communications across public clouds and data
centers. It supports common Windows and Linux operating systems, collects network flow data, and visualizes it in the
ZPA Admin Portal. Security teams can define and enforce granular, port-level inbound and outbound rules using the
native security frameworks of the OS. Typical use cases include preventing lateral movement of threats, monitoring app-
to-app traffic, and meeting compliance requirements like HIPAA, PCl, and cyber insurance standards.

Initial Setup

To set up:

1. From the ZPA Admin Portal, go to Configuration & Control > Certificate Management > Enrollment Certificates.
2. Create a new ZPA Enrollment Certificate to be used for Microsegmentation. Click Generate Certificate:

a. Name: Enter Microsegmentation.

b. Type: Select Intermediate.

c. Parent: Select Root.

d. Client Type: Select None.

3. Ensure the Agent can communicate outbound with the Zscaler cloud (*.prod.zpath.net and *.private.zscaler.com)
on TCP/UDP port 443 by adjusting Security Groups or upstream firewalls as necessary.

E If the AWS environment includes Zscaler Cloud Connector, adjust the Cloud Connector Forwarding Policy
(government agencies, see Cloud Connector Forwarding Policy) to send Zscaler Microsegmentation traffic Direct:

Direction: Select Outbound

Protocol: Select TCP/UDP.

Port: Enter 443.

Source: Enter the workload networks where Agents are deployed.

Destination: Enter * .prod.zpath.net, *.private.zscaler.comn.
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Deploying the Agents
To deploy the agents:

1. From the ZPA Admin Portal, go to Microsegmentation > Agent Management > Agent Groups.

2. Click the Add Agent Group.

3. Complete the wizard, ensuring to set the environment type details and version profile configuration:
a. Name: Enter a name.
b. Cloud: Select AWS.

c. Auto Update: Select whether to auto-update the agent software and confirm the frequency.

Agent Group

Name Admin Status

Pr— —

Description

Cloud

~ Version Profile & Configurations

Figure 69. Agent Group

d. Click Next.
e. Create a new Provisioning Key by providing a Name and Maximum Reuse of Key value.

f. Select the signing certificate that was created during initial tenant configuration:

Provisioning Key

Name
prov-key

Maximum Reuse of Key @
100

Signing Certificate

Microsegmentation v

Figure 70. Provisioning Key

4. Click Next.
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Click Save.

6. Download the installation media and save the provisioning key by clicking the Download icon to the right of the
Agent Group.

7. Deploy the Agent. There are many ways to do this. To learn more, see Configuring Agent Groups. Alternatively,
Zscaler recommends using a software distribution framework like AWS SSM. See Appendix E: Metrics Config
Options.

8. Verify the Agent has registered with ZPA by going to Microsegmentation > Agent Management > Agents.

Agents Agent Groups Agent Provisioning Keys

~
<
No Filters Applied W Hide Filters
Name v Admin Status v Policy Status v Connection Status « Upgrade Status « +*
Dashboard
Insights
+ Add Agent
Analytics
Authentication Name 4 Current Software Version Connection Status Admin Status Policy Status Actions 1
Resource Management
admineast-4ad11085¢0ef170007e< 111 Connected Enabled Enabled /2 0
Microsegmentation
a ineast1-f56ce 1! de0de57: 1.1
Dashboan admineast]-f56ce01219b24e04e57: 1.1 Connected Enabled Enabled Z 0
Anal =
adminwest1-5cef285d8c2a87e562¢ 111 Connected Enabled Enabled /0
adminwest1-72b38b187333e8dd3d 111 Connected Enabled Enabled 2 0
app1.sgBjyuga.uat.cxlab local-Baaa¢ 11.1 Connected Enabled Enabled /2 0
Policy
db1.sg8jyuga.uat.cxiab local-d1b69; 111 Connected Enabled Enabled 2 0
Configuration & Control
= Client Connector deeast1-579583063134486e2a6b9 111 Connected Enabled Enabled Z2 0
Account
dceast2-d128d513¢2dc1963793412 111 Connected Enabled Enabled 2 0
i Tools
What's New dewest1-36306¢03ef2a686717bcef 111 Connected Enabled Enabled 2 0
dcwest2-53adafd387e724b9b95ed 111 Connected Enabled Enabled 2 0 -"e Help

Sign Out

Figure 71. Agent management

Configure AppZones

AppZones in Microsegmentation are applications grouped together into zones based on the applications’ topology
and their underlying network connectivity with each other. Unless otherwise required, create AppZones that mirror the
customer’'s environments. For example, AWS us-east-1 and AWS us-west-2 could be two separate AppZones.

Guidelines and Considerations

The following are guidelines and considerations for configuring AppZones:

Map an AppZone to a network routing boundary.
Do not create multiple AppZones for a single routable network (except in advanced cases).

Log flow matching is performed within an AppZone. If a connection is logged between a host in an AppZone and
a host outside of that AppZone, even if both hosts are running the Microsegmentation agent, the logs aren't flow
matched and it show as two events in the ZPA Admin Portal.

Policy is applied within an AppZone.

A managed-to-managed connection can only occur within an AppZone. Inter-AppZone communications are always
unmanaged.

Flow logs are not used for Dashboard until a host is a member of an AppZone.
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Configuration

To configure an AppZone:

1. From the ZPA Admin Portal, go to Microsegmentation > Resource Management > AppZones.
2. Click Add AppZone.

3. Specify the Name and match Criteria, or optionally configure the VPCs/VNETs to be included (or use the Include All
option).

GEMERAL
Name

appzonel

Description

CRITERIA

Region

us-east-1 -

Include all VPCs/VNETs for selected regions
Figure 72. AppZones

Configure Resource Groups

Resource Groups are collections of Resources, where each Resource refers to a server running the Microsegmentation
Agent.

Defining Resource Group Membership
To define a Resource Group membership:

Static Membership: Manually select one or more Resources from the available list.
Dynamic Membership: Define group membership based on metadata attributes, such as cloud tags.

App1 Backend

General Information Member Resources

General Information

App1 Backend
MANAGED

[(ApplicationTier EQ Back-End) AND (Environment EQ production)]

Figure 73. General Information
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The following image shows the Member Resources.

App1 Backend

General Information Member Resources
Resource Name AppZone
back-end-2.us-west-2.compute.internal Production
back-end-1.us-west-2.compute.internal Production
s per page 20 » 1

Figure 74. Member Resources

Guidelines and Considerations

Make sure the following guidelines and considerations are followed:

As a reminder, policies are applied between Resource Groups

Consider what level of security is appropriate for a given application stack. Also, take into account the number of
Resources in the application stack:

If the application stack must be very secure, it might require a Resource Group per tier or collection of similar
Resources. This allows for more policies to be applied between related Resource Groups.

If the application stack has a lot of Resources, it might require a Resource Group per tier or collection of similar
Resources in order to avoid having a Resource Group with a lot of Resources.

If an application does not require very strict enforcement (Dev/Test, for example), it might be acceptable to
combine Resources into a single Resource Group in order to minimize the amount of policy to create and
manage.

Do not put unrelated Resources in a Resource Group.
Do not put Resources in separate physical locations/networks in a Resource Group.

More Resource Groups provide more granular control after policies are applied inbound, outbound, and internal to
these groups.

Fewer Resource Groups allow for quicker setup and less ongoing management overhead.
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Configuring a Resource Group

To configure a Resource Group:

1. From the ZPA Admin Portal, go to Microsegmentation > Resource Management > Resource Groups.
2. Click Add Resource Group.

3. Enter a Name.
4

Specify the match criteria and membership.

Criteria

Resource Group Type

© Managed Unmanaged

Membership

Static Membership

admineastl -

Dynamic Membership

(+Q-T ©

+ Add Row

Figure 75. Criteria

Click Next.

6. Click Save. Depending on the membership option chosen, resources are automatically assigned to the Resource
Group created.

Configure Resource Policy

Resource Policies are policy rules that are applied between two Resource Groups or between a Resource Group and
a special object (ANY, for example). Policies are programmed to the OS security frameworks (WFP, nftables) via the
Microsegmentation agent.

E The ANY object is equivalent to 0.0.0.0/0.

Policies are evaluated from the most significant priority (lowest priority number) to the least (highest priority number). You
can create Resource Policies to enforce connectivity inbound, outbound, and internal, relative to a Resource Group.

Configuration

From the ZPA Admin Portal:

1. Go to Microsegmentation > Policy > Resource Policy.
2. Click Add Rule.
3. Enter a Name.
4. Click Next.
5. ldentify allowed connections. Be sure to create Allow rules relative to the target Resource Group:
a. Inbound
b. Outbound

c. RG to RG (host-to-host in an RG as well as app-to-app on a host in an RG)
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6. If installing a block policy, Zscaler recommends creating a Sim Block with a less significant priority (higher priority
number) than the Allow rules.

Rule Configuration

Actions
Priority Action
101 Allow @ Sim Block Block
Source (maximum of 10) Destination (maximum of 10)
admin-aws-east v ANY v

Destination Ports
Default Port Ranges

Select v

TCP Port Ranges
22 22

+ Add TCP Port Range
UDP Port Ranges

+ Add UDP Port Range

Scope

Figure 76. Rule Configuration

This is one or more policies, depending on if you want to have a default block inbound, outbound, and/or internal
to the Resource Group.

a. Run with this configuration for a period of time (weeks to months) to build confidence in the policy set.
b. Review connections that triggered the Simulated Block rule. Add these items to existing or new Allow rules.

7. Change the Action of the Simulated Block rule(s) to Block to enable full enforcement.
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Extending Zscaler with AWS Service Integrations

The following sections describe extending Zscaler with AWS Service Integrations.

Bringing Zero Trust Security to AWS Snowball Deployments

This integration allows you to establish a zero trust environment by deploying ZPA directly on the AWS Snowball device.
By running an App Connector on Snowball, authorized users—defined by policy—can securely access private applications
without any exposure to the internet.

You can think of this user-to-application connection like a virtual dark fiber: a dedicated, isolated path between the user
and the app, accessible only to authorized users. No ports are open to the public internet, ensuring that the environment
remains completely private.

Applications configured by policy are accessible to external users from anywhere. This works by having the internal App
Connector on Snowball initiate an outbound connection to the Zscaler cloud, which then brokers a secure, inbound
connection for the user—eliminating the need for any inbound ports. Additionally, if the Snowball App Connector

can reach networks beyond the Snowball appliance, users can also securely access those connected applications and
workloads.

AWS Components
Snowball Edge
AWS AMIs compatible with Zscaler App Connector

Zscaler Components
Zscaler Client Connector
ZPA
App Connector Deployment
Application Segment Configuration
Access Policy

The following is a diagram outlining the ZPA and AWS Snowball integration:

B ~wsciouwd

Zscaler Client Connector
Diats Canter

e

Branch or remote network

B vrc 12188102

Axailability Zong

n Private Subnet n Pubdlic
{:} U5 Subnet
W B & o

[f t huto 5 b =P {'j:'\-
Auto Scalin = I
ﬁ? Group ﬂ@ E

10.10.5.0/24

Zscaler Cloud

Figure 77. Zscaler and AWS Snowball integration
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A fundamental principle of zero trust is ensuring that private applications are completely invisible to the outside world,
and accessible only by authorized users. In the diagram, the two small Zscaler icons on the left represent App Connectors,
which establish secure connections between users and internal applications. No matter where the user is located, as long
as they are authorized, they can securely access resources in the private subnet. The only requirement is that the App
Connector must be able to reach the target application, typically hosted within the VPC.

On the right side of the diagram, you see a remote branch network using AWS Snowball Edge. If the App Connectors
deployed on the Snowball Edge have network access to applications within the branch network, authorized users can
also securely connect to those resources. Any application that is reachable by the App Connector—whether in the cloud,
on Snowball, or on-premises—can be made available to users through Zscaler’s secure access model.

Provisioning the AWS Snowball Appliance

To run App Connectors on the AWS Snowball appliance, ensure that you have provisioned the Snowball with AMls that
are compatible with the ZPA App Connector. While App Connector AMIs do not natively run on the specific Snowball
hardware, the Zscaler App Connector can run on OSs supported by the Snowball appliance. To learn more about

App Connector compatibility, see App Connector Deployment Guide for CentOS, Oracle, and Red Hat (government
agencies, see App Connector Deployment Guide for CentOS, Oracle, and Red Hat). To learn more about AMI
compatibility, refer to the AWS Snowball documentation.

When ordering your Snowball device, Zscaler recommends creating an EC2 instance and creating an AMI that you can
have pre-installed on your Snowball appliance. If the AMI you created in your AWS service account is not listed when you
order a Snowball, submit a support ticket to have it added to the list.

Compute using EC2-compatible instances - optional o

Use your device as a mobile data center by loading EC2 AMIs. Learn more E
This service will incur extra charges. Pricing E

Q EC2 AMI name

] EC2 AMI| name

SnowBall-CentOS-w-AppConnector-nokey

. Amazon-Linux-2 for Snow Family
Your Snow device will receive the listed AMI version B Or NeWer.

Figure 78. Compatible AMI list

This guide uses an AMI called SnowBall-CentOS-w-AppConnector-nokey, which was added to the list by requesting AWS
support add the AMI to the Snowball request form. When selected, it is preloaded on the Snowball appliance.

©2025 Zscaler, Inc. All rights reserved. 79


https://help.zscaler.com/zpa/connector-deployment-guide-centos-oracle-and-redhat
https://help.zscaler.us/zpa/connector-deployment-guide-centos-oracle-and-redhat
https://docs.aws.amazon.com/snowball/latest/developer-guide/using-ami.html

ZSCALER AND AWS DEPLOYMENT GUIDE |

Deploy the AWS Snowball Appliance

After you have received the appliance, you can deploy it in your local network and deploy the App Connector. Follow the
Snowball deployment guide by going to the Snow Family > Jobs section of your AWS Management Console and locating
the AWS OpsHub link to download. The AWS Management Console has the unlock code and the manifest file that
enables you to connect to the Snowball appliance on your network.

The steps are:

1. Connect the Snowball appliance to the network.
2. Use the AWS OpsHub to unlock and connect to the appliance.
3. Launch an EC2 instance for the ZPA App Connector.

Get started with OpsHub

© sign Into local devices Sign into remote devices
Youll need an unlack code and Yau'll need an sccedd key & decret
rmanifest file key

Figure 79. OpsHub

You can sign in remotely as well. After you have the App Connector running and ZPA configured, however, you won't
need to sign in using the remote option. You can access any local device (with an enabled policy) securely from
anywhere.

Sign in with your credentials.

Sign into your Snowball Edge

Sign in with an unlock code and manifest file

Device IP address

| 10.10535 |

Unlock code

Manifest file

[ choose file

..IIDDdSZﬁ'EIZ?- 18- 4.193. -b9E1-be3 15 2easdeB_manifest bin

Back Signin

Figure 80. Sign in to Snowball Edge
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After logging in, launch an EC2 instance that becomes the App Connector.

Launch instance *
Device

10.10.5.35 v
Image (AMI}

snowBall-CentOS-w-AppConnector-nokey v
Instance type

sbe-c.large v

© Create public IP Use existing IP Do not attach IP

address (VNI) address (WNI) address

Physical network interface

RJ45: s.ni-8b0dd4979bea4 2965 b

IP Address assignment

DHCP v
Key pair

' © cCreate key pair Use existing key Do not attach key
palir pair

Name

5SHkey

The name can include up to 255 ASCH characters. It can™t snclude leading or radling spaces.

iiﬁiﬂﬁﬁqﬁﬁﬁ_|

Cancel
Figure 81. Launch instance

Notice Create public IP address (VNI) is selected. While there is a routable IP in the AWS IP space, that IP is not public. You
must use the local network address (which, in this case, is 10.10.5.35).

The Snowball appliance uses a public address space of 34.223.x.x on the Snowball appliance, and the 10.10.5.x/24 network
is NAT'd.

The following shows the ZPA instance. It demonstrates an SSH connection to the 10.10.5.19 address. When you look at
the interface, it displays 34.223.14.194. This is important as the interface in the ZPA Admin Portal displays 34.223.14.194, not
10.10.5.19 as expected. For more information, refer to Understanding Virtual Network Interfaces on AWS Snowball Edge.

ssh: connect to host 10.10.5.34 port 22: Connection refused
scott@Scotts-MBP AWS % ssh -i snowballkey.pem centos£10.10.5.19
Last login: Mon Mar 25 21:51:35 2024 from scotts-mbp.local.tld

[centos@ip-34-223-14-194 ~]5 ifconfig
eth0: flags=4163<UP,BROADCAST, RUNNING,MULTICAST> mtu 1500
inet 34.223.14.194 netmask 255.255.255.128 broadcast 34.223.14.255

Figure 82. Example connecting to the ec2 snowball instance
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Next, deploy the ZPA software on the EC2 instance on the Snowball appliance. To learn more, see App Connector
Deployment Guide for CentOS, Oracle, and RedHat (government agencies, see App Connector Deployment Guide
for CentOS, Oracle, and RedHat). Make sure you create a provisioning key in ZPA as you need it to start the ZPA App
Connector.

Configure Policy in ZPA Admin Portal to Allow Connections
After the App Connector is running on the Snowball EC2 instance, verify if it's working by logging in to the ZPA Admin
Portal.

From the ZPA Admin Portal, navigate to Configuration & Control > Private Infrastructure > App Connectors. A screen
similar to the following is displayed:

Current
Manager Software

Mame Version Version Connection Status  Upgrade Status Status Actions
¥ AWS Knotted 231200 24,631 © Connected uweoess [ -] Lo »
~ Snowball 23310 24631 @ Connected Success (-] - 7 X
Provisioning Key
1709181911475

Description:

App Connector Group: App Connector Host Platform: App Connector Host 05:

|’ ol App Cenaetar Group | AWS Cent0s Linux 7

App Connector Package O5: Last Software Update: Public Service Edge:

Entenprise Linux 7 Mar 25th, 01:01 AM (EDT) US-VA-0418

Last Connection to Zscaler: Last Disconnect from Zscaler: Location:

Mar 271h, 03:48 (EDT) Mar 27th, 03:29 (EDT) Ashburn, VA, LISA

Public IP: Private IP: Uptima:

7000621003 34.22314.194 2day(s) 12hrs Tmins

Enroliment Certificate:

Figure 83. App Connectors
The Private IP is the NAT'd IP address from the Snowball appliance and not the network with which you configured it.

Now that you have the App Connector connected to the Zscaler cloud, you can configure policies and begin to move
private traffic.

When defining a new application within an Application Segment, you can:

Define applications individually or enable Application Discovery (government agencies, see Define applications
individually or enable Application Discovery). This includes defining applications for Browser Access, and for use
with ZIA as part of Source IP Anchoring (government agencies, see Browser Access and Source IP Anchoring).

Specify the Server Groups hosting the applications.

Specify the App Connector groups (government agencies, see App Connector groups) that have access to those
Server Groupss.
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To add an Application Segment:
1. Go to Resource Management > Application Management > Application Segments > Defined Application
Segments.
2. Click Add Application Segment. The Add Application Segment window appears.

The following example shows the Application Segment as a subnet. In this case, the Branch network is 10.10.5.0/24

Branch or remote network

10.10.5.0/24

workloads

Figure 84. Branch network

The Application Segment 10.10.5.0/24 is defined in ZPA:

AT I R

1010.5.0/24

Figure 85. Applications

The Application Segment uses all ports. You can restrict the ports and protocols to an exact list. The following
example enables the entire subnet to work for just one individual.

Awd Poet Ran
Dt adt Pt Ranges TCF Keppaive

n i m

TCP Pt Rarages

LD P Banges

Figure 86. Default Port Ranges
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3. After the App Connector is configured, enable an authorized user to connect to anything on the network, or
just one application, etc. The following example adds App Connectors in a VPC in the AWS cloud on the subnet
192.168.1.0/24.

S AWS Cloud

Availability Zone

I

§] Private Subnet al Public
gl : Subnet

E ::|1 r|::|1 rl:: ﬂ e:l ﬂ O
: _.u I.I.'__'I.J |.|.'_ ﬁtutﬁ Scaliﬂg a: \E_}.} ﬂ "

Figure 87. AWS VPC

If an additional Application Segment is created that includes the same subnet, users can seamlessly access resources
in either subnet without needing to worry about the specific path. The App Connectors automatically identify the
destination resource and securely route the connection accordingly.

Name Applications Status
» AWS Knotted Cloud Segment 192.168.1.0/24 o
> AWS Snowball Cloud Segment 10.10.5.0/24 o

Figure 88. Application segments in ZPA

Access policy (government agencies, see Access policy) rules enable you to implement role-based access control. To
configure an access policy rule, you must first define the users and then define which applications or Segment Groups
they can access. For example, you would specify the users first (i.e., Sales Staff), then specify which Application Segments
or Segment Groups they can access (i.e., Sales App and Intranet Group).

If you want to configure application-based access control, you must create an access policy rule for specific Application
Segments or Segment Groups. When you need to apply different policies to individual applications, create an Access
Policy rule that includes one or more Application Segments. However, if you want all applications within a group of
users who need a similar level of access across those applications, create an access policy rule that includes one or more
Segment Groups.
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Here's the example of the policy for access.

App Connector Selection Method

Specific App Connector groups or Server groups for the application

App Connector Groups
AWS Knotted Connector Group

Server Groups
Knotted Dynamic Server Group

Criteria
Application Segments
AWS Knotted Cloud Segment
OR
Segment Groups
Knotted Segment Group
AND
SAML and SCIM Attributes
|IDP: Azure User S5O
> SAML Attributes

App Connector Selection Method

Specific App Connector groups or Server groups for the application

App Connector Groups
Snowball App Connector Group

Server Groups
Snowball Dynamic Server Group

Criteria

Application Segments
AWS Snowball Cloud Segment

OR
Segment Groups
Snowball Segment Group

AND
SAML and SCIM Attributes
IDP: Azure User SSO

“» SAML Attributes

Display Name = Scott Test Paisley Display Name = Scott Test Paisley

Figure 89. Access policies

The Knotted Cloud Segment allows Scott Test Paisley access to only the 192.168.1.0/24 network hosted in the AWS cloud
by the App Connector AMI from the Amazon Marketplace. The Snowball Cloud Segment allows Scott Test Paisley access
to only the 10.10.5.0/24 network hosted at the branch office, enabled by an App Connector running on an AWS Snowball
appliance.

After these policies are configured, you are ready to deploy the Zscaler Client Connector.

Deploy the Zscaler Client Connector

The Zscaler Client Connector is a lightweight traffic director agent that resides on the endpoints for personal entities
(laptops, tablets, mobile devices, etc.). You can deploy the Zscaler Client Connector in production via an endpoint
management platform such as Microsoft Intune or via Group Policy. You can download the Zscaler Client Connector from
the Zscaler Client Connector Portal for laptops or via the applicable app store for mobile devices. For more information
on downloading software for Zscaler Client Connector, see Understanding Zscaler Client Connector App Downloads
(government agencies, see Understanding Zscaler Client Connector App Downloads).

The following figure shows downloading the Zscaler Client Connector software via the Zscaler Client Connector Portal.

* € O 8 echiadein o « O n 0O

Figure 90. Zscaler Client Connector

You can find instructions for installing the software on any specific platform on the Zscaler Help site.
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You can configure the Trusted Network. In this case, the Trusted Network refers to the Local Environment Network. The
purpose is to recognize when the user is operating on-premises. It changes the behavior when you are on what you
determine is the local network or off the local network.

The following is the criteria used to define a Trusted Network for Zscaler Client Connector:

DNS Server: The DNS servers to which your corporate network sends DNS requests. Enter the DNS servers,
separated by commas. IPv6 addresses are supported if you're using Zscaler Client Connector version 3.4 or later. The
app verifies at least one DNS server.

DNS Search Domains: The search domains configured as the primary domains for the network adapter used for
connecting to Zscaler. Enter the search domains, separated by commas. The app only verifies the primary domains
assigned to the active network adapter.

Hostname and IP: A hostname and the IP addresses to which the hostname resolves when users are on the
corporate network. For Hostname, enter the hostname. For Resolved IPs for Hostname, enter the IP addresses
that the hostnames resolve to, separated by commas. IPv6 addresses are supported if you're using Zscaler Client
Connector version 3.4 or later. The app verifies at least one IP address.

Zscaler recommends selecting DNS Server and DNS Search Domains for Trusted Network Criteria, because they are static
properties on the network interface.

Add Trusted Network x

METWORK DEFINITION

Hetwork Mame @

Local Metwork

TRUSTED METWORK CRITERIA

Add Condition @

Select W Add Condition

Condition Match

DMS Servers i@

10.10.5.254] ¥

Figure 91. Add Trusted Network
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The Zscaler Client Connector configuration looks similar to the following image:

Private Access

Internet Security

&

Digital Experience

Connectivity

LIS g test@spaishey.com

Service Status ON MTURM OFF

Network Type Off ~Trusted Metwork

Authentication Status Authenticated =CAUTHENTICATE EARLY
Broker 166.226.7.240
Client 172.20.10.5

Time Connected 03/2712024 03:51:29 PM

Maotifications Tunnel Protocol LS
I Statistics
More
Total Bytes Sent 0 bytes
Total Bytes Received 0 bytes

Figure 92. Zscaler Client Connector connectivity

Test the Setup

In the following example, the local IP is set to 172.20.10.5, and the user is off the trusted (local) network. Since Zscaler
Client Connector is enabled and has a policy to allow connections to the 192.168.1.0/24 and 10.10.5.0/24 networks, the user
can connect to any of those IPs just as if they were local to that network.

1. To test, attempt to go to a website in the AWS Knotted Cloud VPC.

192.168.1.5 ”

Apache2 Default Page

Ubuntu ==

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Ubuntu systems, It is based on the equivalent page on Debian, from which the Ubuntu
Apache packaging is derived. If you can read this page, it means that the Apache HTTP server installed
at this site is working properly. You should replace this file (located at /var/www/html/index.html)
before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site's administrator.

Configuration Overview

Figure 93. Test webpage
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You can also connect to the Snowball appliance with a client as if it is on the local network.

Get started with OpsHub

o' Sign into local devices Sign into remote devices
Yourll meed an unlodk code and Yourll need an acess ey & secret
manifeit file

Sign in

Figure 94. OpsHub

The following shows signing in to Snowcone.
Sign into your Snowcone
Sign in with an unleck code and manifest file

Device IP address

10.10.5.35

Unlock code

Manifest file

I [l Choose file |
ND0d526927-9118-4296-b961-be9192eaades_manifest bin

Back Sign in

Figure 95. Sign in to your Snowcone
The following shows the local devices.

AWS  opsHub Remate devices

& Back Local devices

Local devices

Devices (0]
Q

Davice id IF address

A0 5269 2 F-2118-4098-0061-be2 152 eaadel 10.10.5.3%

Figure 96. Local devices

Unlock status Network status Services

=) Unlocked . [
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The following is a sample website on a computer in the 10. network as if the user is local to this network.

& C /\ Not Secure  10.10.5.82

It works!

Figure 97. Sample webpage on the 10. network

2. To see all the connections, the following are the logs from the connections in your ZPA Admin Portal:

Top Applications By Bandw]dth 100% of Total Transactions

644.21 KB | 10.10.5.35
1563 KB | 192168.1.5
1411 KB @ 10.10.5.89
14.06 KB | 10.10.5.55

1.78 KB | 10.10.5.82

Figure 98. Top Applications by Bandwidth

The following image shows Application Segments by bandwidth.

Top Application Segments by Bandwidth 100% of Total Transactions

67416 KB AWS Snowball Cloud Segment

15.63 KB | AWS Knotted Cloud Segment

Figure 99. Top Application Segments by Bandwidth
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Monitoring ZPA App Connector Health using AWS CloudWatch

AWS CloudWatch agent is installed on an App Connector to send various App Connector EC2 metrics and system log
messages to CloudWatch. This agent enables admins to access a central repository of health and performance data rather
than logging into App Connectors individually. See the following Zscaler community post for Instrumenting Deployed
App Connectors. The following steps are based on procedures documented on the Amazon AWS website.

Create an IAM Role to Use for CloudWatch Agent and Assign to App Connector

To learn more about creating an IAM role for CloudWatch, see the AWS documentation.

E If you plan to use AWS Systems Manager to download and install the CloudWatch agent, refer to the AWS
documentation instead of the linked steps in this guide. Systems Manager is not used in this guide.

1. Inthe AWS Management Console, go to IAM > Roles.

s 3 services | QU jam|

Fvec Becz B

@ New EC2 Experienc

Tell us what you think Services
EC2 Dashboard Features (15)
EC2 Global View Blogs (1,296)
Events Documentation (88,121)
Tags Knowledge Articles (30) Top features
Limits i

Events (5)

Figure 100. IAM services

2. Click Create role.

LAM

1 @
Rolé name hod Trusted entities Last ac.

Figure 101. IAM role creation

©2025 Zscaler, Inc. All rights reserved. 90


https://community.zscaler.com/t/instrumenting-deployed-app-connectors/10373
https://community.zscaler.com/t/instrumenting-deployed-app-connectors/10373
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent-commandline.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent.html

ZSCALER AND AWS DEPLOYMENT GUIDE |

3. Select trusted entity, ensure that AWS service is selected under Trusted entity type and EC2 is selected under
Common use cases.

4. Click Next.
e Select trusted entity
Trusted entity type
QO AWS service AWS account Wby idhentity
SAML 2.0 federation ) Custom trust policy
Use case

Aliow an AWS service lke EC2, Lambda, or others to perform actions in this account

Common use cases

O Ec2
Lambda

Use cases for other AWS services:

Choose a service to view use case -

Figure 102. IAM role Trusted entity type selection

5. Add permissions, select the CloudWatchAgentServerPolicy policy. If necessary, you can use the search box to filter
the policy names.

6. Click Next.

Add permissions

Selact trusted entity

Add permissions Permissions policies (Selected 1/746 = Create Policy
Q, Filter by property or ¢ and pn t 1 match < 1 b &
"CloudWatchAgentServerPolicy” x Clear filters
Policy name [ Type Description
CloudWatchAgentServerPolicy AWS m... Permissions required to use AmazonCloudWatchAgent on servers

» Set permissions boundary - optional

Set a parmissions boundary to control the maximum pemissions this role can have. This is not 8 comman setting, but you can use it to delegate parmission management to others.

Cancel Previous m

Figure 103. IAM role permissions
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7. Name, review, create, name the role CloudWatchAgentServerRole, scroll to the bottom, and click Create role.
Optionally you can change the default description.

Name, review, and create

Salact trusted antity

. Role details
Add parmissions
Rola name
MName, review, and create CloudWatchAgentServarRole

Description

Allows EC2 instances to call AWS services on your behalf.

Figure 104. IAM role naming

8. Go to the EC2 instance of your App Connector in EC2 > Instances and select the App Connector (you can apply a
filter, if needed, to find it).
Q. Under Actions, select Security > Modify IAM Role.

Instances (1/1) infa C Connect Instance state ¥ Actions & “

Q Connect 1 (o]
App Connector | X Clear filters View dutals
— Manage instance state
Name s Instance 1D Instance state v Instance type ¥ Status check Alarm status Availab v Pu
Instance settings >
ZPA App Conn... i-0f4093d634425¢0a2 @ Running @& t3axlarge (2 2/2 checks passed  No alarms 4 us-east- -
Networking [ -
Change security groups Security >
Image and templates L4
Modify 1AM role Monitor and troubleshoot  »

Figure 105. IAM EC2 modify role

10. Select the CloudWatchAgentServerRole from the drop-down menu to attach the IAM role to this EC2 instance.

EC2 Instances i-0f4093d634425¢c0a2 Modify IAM role

Modify IAM role info

Attach an |AM role to your instance.

Instance ID
i-0f4093d634425c0a2 (ZPA App Connector)

1AM role
Select an I1AM role to attach to your instance or create a new role if you haven't created any. The role you select replaces any roles that are
currently attached to your instance.

CloudWatchAgentServerRole v Create new 1AM role [£

Figure 106. IAM role assignment

1. Click Save.
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Log In to the App Connector and Download the CloudWatch Agent

The following describes how to log in to the App Connector and Download the CloudWatch agent.

1. SSHinto the App Connector (to the assigned public IP, or through ZPA). The Zscaler App Connector is currently
based on CentOS. You can find the CentOS/x86-64 download link for the CloudWatch agent in the table on the
Download the Cloudwatch Agent page linked from this guide. Use wget to download the RPM file to the current
directory:

wget https://s3.amazonaws.com/amazoncloudwatch-agent/centos/amd64/latest/ama-
zon-cloudwatch-agent.rpm

2. Install the CloudWatch agent on the App Connector using the command:
sudo rpm -U ./amazon-cloudwatch-agent.rpm

3. Theinstallation creates a user and group named cwagent. Although you can install the agent to run as the cwagent,
the agent doesn't have access to the /var/log/messages file. The CloudWatch agent typically runs as the root
user.

Create CloudWatch Configuration File Using Wizard

You can create the CloudWatch configuration file manually or by using a wizard. To create the configuration file manually,
refer to the AWS documentation. There are additional options available if you manually create the file. This guide

shows how to use the wizard to create the configuration file. Run the following command: sudo /opt/aws/amazon-
cloudwatch-agent/bin/amazon-cloudwatch-agent-config-wizard

Example Dialog

= Welcome to the Amazon CloudWatch Agent Configuration Manager =

= CloudWatch Agent allows you to collect metrics and logs from =

your host and send them to CloudWatch. Additional CloudWatch

= charges may apply. =

On which OS are you planning to use the agent?
1. linux

2. windows

3. darwin

default choice: [1]:

Trying to fetch the default region based on ec2 metadata...
Are you using EC2 or On-Premises hosts?

1. EC2
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2. On-Premises

default choice: [1]:

Which user are you planning to run the agent?
1. root

2. cwagent

3. others

default choice: [1]:

Do you want to turn on StatsD daemon?
1. yes
2. no

default choice: [1]:

Do you want to monitor metrics from CollectD? WARNING: CollectD must be installed or
the Agent will fail to start

1. yes

2. no

default choice: [1]:
2

Do you want to monitor any host metrics? e.g. CPU, memory, etc.

1. yes
2. no
default choice: [1]:

Do you want to monitor cpu metrics per core?
1. yes
2. no

default choice: [1]:

Do you want to add ec2 dimensions (Imageld, Instanceld, InstanceType,
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AutoScalingGroupName) into all of your metrics if the info is available?
1. yes
2. no

default choice: [1]:

Do you want to aggregate ec2 dimensions (Instanceld)?
1. yes

2. no

default choice: [1]:

Would you like to collect your metrics at high resolution (sub-minute resolution)? This
enables sub-minute resolution for all metrics, but you can customize for specific met-
rics in the output json file.

1. 1s
2. 10s
3. 30s
4. 60s
default choice: [4]:

Which default metrics config do you want?
1. Basic

2. Standard

3. Advanced

4. None

default choice: [1]:

Current config as follows:

{
“agent”: {
“metrics collection interval”: 60,

“run as user”: “cwagent”

y
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“metrics”: {
“aggregation dimensions”: [
[

“InstanceId”

1,
“append dimensions”: {
“AutoScalingGroupName”: “${aws:AutoScalingGroupName}”,
“ImageId”: “${aws:Imageld}”,
“InstanceId”: “${aws:InstanceId}”,
“InstanceType”: “S${aws:InstanceType}”
by
“metrics collected”: (|
“ecpu”: |
“measurement”: [
“cpu_usage idle”,
“cpu usage iowait”,
“cpu usage user”,
“cpu usage system”
1y
“metrics collection interval”: 60,
“resources”: [
W
1,
“totalcpu”: false
b
“disk”: {
“measurement”: [
“used percent”,

“inodes free”
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1,

“metrics collection interval”:

“resources”: [

A\

}I
“diskio”: {
“measurement”: [
“io time”

1,

“metrics collection interval”:

“resources”: [

A\

by
“mem”: |
“measurement”: [

“mem used percent”

1,

“metrics collection interval”:

by
“swap”: |
“measurement”: [

“swap used percent”

1,

“metrics collection interval”:

60,
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60,

60

60
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Are you satisfied with the above config? Note: it can be manually customized after the
wizard completes to add additional items.

1. yes
2. no

default choice: [1]:

Do you have any existing CloudWatch Log Agent (http://docs.aws.amazon.com/
AmazonCloudWatch/latest/logs/AgentReference.html) configuration file to import for

migration?
1. yes
2. no

default choice: [2]:

Do you want to monitor any log files?
1. yes
2. no

default choice: [1]:

Log file path:
/var/log/messages
Log group name:

default choice: [messages]

Log stream name:

default choice: [{instance id}]

Log Group Retention in days

1. -1
2.1
3. 3
4. 5
5. 7
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6. 14

7. 30

8. 60

9. 90
10. 120
11. 150
12. 180
13. 365
14. 400
15. 545
16. 731
17. 1827
18. 3653

default choice: [1]:

Do you want to specify any additional log files to monitor?
1. yes
2. no
default choice: [1]:
2
Saved config file to /opt/aws/amazon-cloudwatch-agent/bin/config.json successfully.
Current config as follows:
{
“agent”: {
“metrics collection interval”: 60,
“run as user”: “cwagent”
}y
“logs”: |
“logs collected”: {

“Miles”: {
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“collect list”: [
{
“ile path”: “/var/log/messages”,
“log group name”: “messages”,
“log stream name”: “{instance id}”,

“retention in days”: -1

}I
“metrics”: {
“aggregation dimensions”: [
[

“InstanceId”

1y
“append dimensions”: {
“AutoScalingGroupName”: “${aws:AutoScalingGroupName}”,
“ImageId”: “S${aws:Imageld}”,
“InstanceId”: “${aws:InstanceId}”,
“InstanceType”: “S${aws:InstanceType}”
b
“metrics collected”: ({
“ecpu”: |
“measurement”: [
“cpu usage idle”,
“cpu_usage iowait”,
“cpu usage user”,

“cpu usage system”
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1,
“metrics collection interval”: 60,
“resources”: [
W rr
JI
“totalcpu”: false
}y
“disk”: {
“measurement”: [
“used percent”,
“inodes free”
1/
“metrics collection interval”: 60,

“resources”: [

W % 7

}I
“diskio”: {
“measurement”: [
“io time”
1/
“metrics collection interval”: 60,

“resources”: [

W % 7

by
\\mem//: {
“measurement”: [

“mem used percent”
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“metrics collection interval”: 60
}I
“swap”: {
“measurement”: [
“swap used percent”

1,

“metrics collection interval”: 60

}

Please check the above content of the config.

The config file is also located at /opt/aws/amazon-cloudwatch-agent/bin/config.json.
Edit it manually if needed.

Do you want to store the config in the SSM parameter store?

1. yes

2. no

default choice: [1]:

2

Program exits now.

Start CloudWatch Agent

Now that the configuration file is built, you can start the agent. Enter the following command to start the agent and use
the local config file that was just created with the wizard:

sudo /opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent-ctl -a fetch-config —-m
ec?2 -s -c file:/opt/aws/amazon-cloudwatch-agent/bin/config.json

Example Output
x**x%k* processing amazon-cloudwatch-agent *****x
/opt/aws/amazon-cloudwatch-agent/bin/config-downloader --output-dir /opt/aws/ama-
zon-cloudwatch-agent/etc/amazon-cloudwatch-agent.d --download-source file:/opt/aws/

amazon-cloudwatch-agent/bin/config.json --mode ec2 --config /opt/aws/amazon-cloud-
watch-agent/etc/common-config.toml —--multi-config default

Successfully fetched the config and saved in /opt/aws/amazon-cloudwatch-agent/etc/ama-
zon-cloudwatch-agent.d/file config.json.tmp
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Start configuration validation...

/opt/aws/amazon-cloudwatch-agent/bin/config-translator --input /opt/aws/amazon-cloud-
watch-agent/etc/amazon-cloudwatch-agent.json —--input-dir /opt/aws/amazon-cloud-
watch-agent/etc/amazon-cloudwatch-agent.d --output /opt/aws/amazon-cloudwatch-agent/
etc/amazon-cloudwatch-agent.toml --mode ec2 --config /opt/aws/amazon-cloudwatch-agent/
etc/common-config.toml --multi-config default

2022/04/18 18:43:52 Reading json config file path: /opt/aws/amazon-cloudwatch-agent/etc/
amazon-cloudwatch-agent.d/file config.json.tmp

Valid Json input schema.

I! Detecting run as user...

No csm configuration found.

Configuration validation first phase succeeded

/opt/aws/amazon-cloudwatch-agent/bin/amazon-cloudwatch-agent -schematest -config /opt/
aws/amazon-cloudwatch-agent/etc/amazon-cloudwatch-agent.toml

Configuration validation second phase succeeded
Configuration validation succeeded
amazon-cloudwatch-agent has already been stopped

Created symlink from /etc/systemd/system/multi-user.target.wants/amazon-cloud-
watch-agent.service to /etc/systemd/system/amazon-cloudwatch-agent.service.

Redirecting to /bin/systemctl restart amazon-cloudwatch-agent.service
Monitor Metrics Generated by CloudWatch Agent

1. Inthe AWS Management Console, go to CloudWatch > All Metrics.

2. Select the CWAgent custom namespace.
CWAgent is the default name. Customize the name using the namespace field in the metrics section of the agent

configuration file. If you modify the configuration file, you must restart the agent using the fetch-config option for
the change to take effect.

Logs Insights

Browse Query Graphed metrics (0/4) Options Source
¥ Metrics
All metrics Metrics (501) info
Explorer Q
Streams

¥ Custom namespaces
¥ X-Ray traces

Service map CWAgent 100

Traces

Figure 107. CloudWatch all metrics
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3. You can select and graph metrics.

CloudWatch Metrics Switch to your original interface

Untitled graph & th 3h 12h 1d 3d 1w Custom Line A Actions ¥ | [ [&] -
Count
% —————— —— s — —— —_— ——— ek
54
os
1800 185 1830 18:45 19:00 1915 1930 1945 2000 20615 20:30 2045 2100
@ netstat_tcp_established I netstat_top_time_wait
Browse Query Graphed metrics (2) Options Source Add math ¥ Add query ¥ ]
Metrics (24) info Graph with SQL Graph search |
| Ohio ¥ | Al > CWAgent > iInstanceld | Q
Instance name (24) & Instanceld A  Metric name &
ZPA App Connector i-0f4093d634425c0a2 7 diskio_read_bytes ¥
ZPA App Connector i-0f4093d634425c0a2 ¥ swap_used_percent ¥
ZPA App Connector i-0f4093d634425c0a2 7 netstat_tep_established @
i-0f4093d634425c0a2 ¥ netstat_tcp_time_wait v

ZPA App Connector

Figure 108. Metrics graph example

The metrics shown are available as part of the Advanced metric config. See Appendix E: Metrics Config Options
for a description of the metrics available in each config option.

View Logs Stored in CloudWatch

To view logs stored in CloudWatch:

1. In the AWS Management Console, go to CloudWatch > Log groups.

2. Click messages under Log groups.

CloudWatch Log groups

Log groups (1) ' c | | Actions ¥ _'

By default, we only load up to 10000 log groups.

Q Exact match 1 @

Log group v Retention Metric filters + Contributor Insig... ¥ Subscription filters v

messages Never expire

Figure 109. CloudWatch log groups

E To set the retention time, click Never expire and select your desired time period.
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3. You can see the app connectors that you are collecting messages from listed by instance ID under Log streams.
Select the desired Instance ID to view the log file contents.

Log streams Metric filters Subscription filters Contributor Insights Tags
Log streams (1) | & Create log stream | | Search all
Q 1 @
Log stream v Last event time v
-0f4093d634425c0a2 2022-04-18 15:30:54 (UTC-05:00)

Figure 110. CloudWatch Log Stream

4. The newest lines are shown. Click Load more to see additional lines.

CloudWatch Log groups Messages i-0f4093d634425c0a2
Log events
You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [4
view as text | & Actions ¥
Q Clear 1m  30m 1h  12h  Custom B &
» Timestamp Message
There are older events to load. Lood more.
L4 2022-04-18T14:91:01.540-25:00 Apr 18 19:01:01 ip-192-168-2-126 systesd: Created slice User Slice of root.
L4 2022-04-18T14:91: 01, 791-905:00 Apr 18 19:01:01 ip-192-168-2-126 systemd: Started Session 7 of user root.
L 2022-04-18T14:01:906.160-05:00 Apr 18 19:01:01 1p-192-168-2-126 systemsd: Removed slice User Slice of root.

Figure 111. CloudWatch log events

5. Search messages by keyword using the Filter events input area.

CloudwWatch Log groups Mmessages i-0f4093d634425c0a2

Log events

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [2

View astext | (OF Actions ¥ | Create Metric Filter

Q, Zscaler X || Clear Im 30m 1h  12h  Custom @
» Timestamp Message

L4 20ZZ-94-18T13:43:54,164-05:00 Apr 18 13:26:42 ip-192-168-2-126 systemd: Started Zscaler Private Access Connector.

L4 2022-04-18T13:43:54 . 164-05:00 Apr 18 13:26:42 ip-192-168-2-126 systemd: Stopping Zscoler Private Access Connector...

L4 2022-94-18713:43:54 . 164-05:00 Apr 18 13:26:42 ip-192-168-2-126 systemd: Stopped Iscaler Private Access Connector.

L 2022-94-18T13:43:54 . 164-05:08 Apr 18 13:27:28 ip-192-168-2-126 systemd: Started Zscaler Private Access Conmector.

> 2022-94-18T13:43:54,164-95:00 Apr 18 13:28:28 ip-192-168-2-126 systemd: Stopping Zscaler Private Access Connector...

L 2022-84-18T13:43:54,164-05:00 Apr 18 13:28:28 ip-192-168-2-126 systemd: Stopped Zscoler Privote Access Connector.

L4 2022-84-18713:43: 54, 164-05:00 Apr 18 13:28:28 ip-192-168-2-126 systemd: Started Iscaoler Private Access Connector.

Figure 112. CloudWatch log filter

E The filter ability is case sensitive.
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Operationalizing Threat Intelligence with Zscaler and AWS GuardDuty

The following sections describe operationalizing threat intelligence with Zscaler and GuardDuty.

Feeding GuardDuty Telemetry into Zscaler Internet Access for Enforcement

This integration combines AWS GuardDuty's threat intelligence with Zscaler's ZTE to enhance security and visibility for
traffic targeting potentially malicious destinations. Enabled via AWS Lambda, the system checks GuardDuty findings every
5 minutes (by default) and extracts suspicious FQDNs and IP addresses. These are then used to create or update IP and
FQDN Destination Groups within ZIA. The updated Destination Groups are applied to a Firewall policy, which blocks

and logs access to the flagged destinations. Each time the script runs, it overwrites the previous entries in the Destination
Group, ensuring Destination Groups remain current. As GuardDuty automatically ages out entries over time, these
changes are reflected in the ZIA Destination Group, maintaining an up-to-date defense.

Requirements and Components

Prior to deploying the integration, make sure the following requirements are met:

A subscription to ZIA.
A Zscaler Cloud Access APl Key.
Valid API service credentials that Lambda can use to run Read/Write operations against ZIA.

A subscription to AWS GuardDuty with an active Detector (the Lambda function fails if an active Detector is not
found).

Access to AWS CloudFormation with permission to create a CloudWatch rule and Lambda Function with the
following permissions:

secretsmanager:GetSecretValue
logs:CreateLogGroup
logs:CreatelLogStream
logs:PutLogEvents
guardduty:ListDetectors
guardduty:ListFindings
guardduty:GetFindings
events:PutRule
events:PutTargets
events:RemoveTargets
events:DeleteRule

jam:PassRole

This guide assumes that ZIA and Deception have already been deployed within the environment. It does
not include basic setup and configuration information. For information on configuring ZIA or Deception, see
the ZIA help documentation (government agencies, see ZIA help documentation) or the Deception help
documentation.

This guide assumes that AWS GuardDuty has already been deployed within the environment. It does not include
basic setup and configuration information. For information on configuring AWS GuardDuty, refer to the AWS
documentation.
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Configuring ZIA
To integrate ZIA with AWS Lambda, generate or retrieve the Zscaler Cloud Services APl key and base URL, then create a

dedicated API service account with appropriate firewall and policy permissions. These credentials, along with the Login ID

and Password, are stored in AWS Secrets Manager for secure authentication.

To generate or retrieve a Zscaler Cloud Services APl key:
1. From the ZIA Admin Portal, go to Administration > Authentication > Cloud Service API Key.
2. Click Add API Key (or copy the existing key, if already present).

Cloud Service API Security

Cloud Service APl Key  OAuth 2.0 Authorization Servers MW

The base URL for your AP is zsapl.zscalertwa.net/apiivi
Dashboard

© Ad
Last Modified On

=
Analytics No. Key Last Modified By
1 ABCDEFG12345678 admin@40545452.2scalertwo.net December 12, 2024 02:32 PM s C x

Administration

Activation

Version 6.21.745_prod.92.420603.114

Copyright©2007-2025 Zscaler Inc. Al rights reserved.

Figure 113. Cloud Service APl Key
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Zscaler API Service Account
Use an API Service Account to authenticate the Lambda service to the Zscaler cloud. Zscaler does not recommend using
the Super Admin account to run the Lambda function:

1. Go to Administration > Administration Controls > Role Management.

2. Click Add Administrator Role.
3. Enter a Name.
4

Enable the Firewall and Policy Access permissions.

Add Admin Role X

ADMINISTRATOR ROLE

Name
provisioning
PERMISSIONS
Dashboard Cloud Connector Provisioning
View Only @ Full View Only None
Template (Location & Provisioning) Administrator Management
Full View Only Full View Only
Location Management Forwarding (Traffic, DNS & Logs)
@ Full View Only None Full View Only
APl Key Management Remote Assistance Management
Full View Only Full @ View Only
NSS Logging Public Cloud Config Management

Full © None Full © View Only None

Figure 114. Add Administrator Role

5. Click Save.
6. Create a new Service Account for Lambda:
(Option 1) If using the built-in ZIA database:
- Go to Administration > Administration Controls > Administrator Management.
- Click Add Administrator.
- Enter a Login ID, Email, and Name.
- Select the Role.
- Click Save.

(Option 2) If using an Identity Provider, create the account in the IdP and ensure the role created previously is
attached to this account.

7. Note the Login ID and Password for this account (these values are placed in the AWS Secrets Manager object along
with the Cloud Services APl Key and base URL).
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Installing the Integration Script and Configuring AWS

To set up the integration, download the required files from the GitHub repository, create an S3 bucket to store the
integration script, and configure an AWS Secrets Manager object to securely store ZIA credentials. Then, deploy the
CloudFormation script to create the Lambda function.

Download the Integration Script

Download the lambda_guardduty_threatfeed.zip and threatfeed.yaml files from the Github repository.

Creating an S3 Bucket

An S3 bucket houses the appropriate Python libraries and script necessary to provide the integration. The
CloudFormation script leverages this S3 bucket to create the Lambda function.

—_

Log in to your AWS account.
Go to the S3 dashboard.
Click Create bucket.

Enter a Bucket name (note this name for future use).

goN W

Select Block all public access.

Create bucket i

Buckets are containers for data stored in S3.

General configuration

AWS Region
US East (Ohio) us-east-2

Bucket type  Info

© General purpose O Directory
Recommended for mast use cases and access patterns. General purpose buckets are the original 53 bucket type. They allow a mix of Recommended for low-latency se cases. These buckets use only the 53 Express One Zone storage class, which provides faster
storage classes that redundantly store objects across multiple Availability Zones. processing of data within a single Availability Zone

Bucket name Info
((ascater_shreatfeed_fted ]

Bucket name must be unique within the global namespace and follow the bucket naming rules. See rules for bucket naming [3

Copy settings from existing bucket - optional

Oinly the bucket settings in the following configuration are copied.

Choose bucket

Format: s3:/fbucket/prefix

Object Ownership info

Control ownership of objects written to this bucket from other AWS accounts and the use of access control lists (ACLs). Object ownership determines who can specify access to objects.

© ACLs disabled {recommended) O ACLs enabled
All objects in this bucket are owned by this account. Access to this bucket and its objects is specified using only policies. Objects in this bucket can be owned by other AWS accounts. Access to this bucket and its objects can be specified using ACLs.
Object Ownership
Bucket owner enforced

Block Public Access settings for this bucket

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings

apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly without public access. If you require some level of

public access to this bucket or objects within, you can customize the individual settings below to suit your specific storage use cases. Learn more [

Block oll public access
Turning this setting on

s the sam

g on all fou

low. Each of the following settings are independent of ons
Block public access to buckets and objects aranted through new access control lists (ACLs)

Figure 115. Create bucket
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Verify remaining settings as per your organization and click Create Bucket.
Select your new S3 bucket.

Click Upload.

© © N O

Upload the downloaded lambda guardduty threatfeed.zip.

e Groups & Tag Editor

= AmazonS3 > Buckets > zscaler_threatfeed_files © 8 6

zscaler_threatfeed_files i

Objects Metadata - Preview Properties Permissions Metrics Management Access Points

Objects (1) o @ I3 Copy S3URI I3 Copy URL ¥ Download Open [2 Delete F Upload

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [7 to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grant them permissions. Learn more [3

| Q. Find objects by prefix 1 @
[ Name a | Type % | Last modified v | size v | Storage class v
O B lembda_guardduty_threatfeed.zip zip December 16, 2024, 18:13:08 (UTC-06:00) 139MB  Standard

Figure 116. Resource Groups & Tag Editor
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Creating a Secrets Manager Object

Create an AWS Secrets Manager object to securely house the ZIA credentials that Lambda uses to make policy updates.

1. Go to the Secrets Manager dashboard.
2. Click Store a New Secret.
3. Choose Other Type of Secret.
4. Enter the following Key/Value pairs:
Key Value
zscaler api base url <Your API Base URL>
zscaler username <Your API Service Account username>
zscaler password <Your API Service Account password>
zscaler api key <Your Zscaler Cloud Service API Key>
B Q ® @  Unitedstates(Ohio) ¥
ag Editor
= AWS Secrets Manager > Secrets > Store anew secret ® @
® ::;!eo‘se secret type Choose secret type
;:::f:gure secret Secret type ro
5{::‘:9“"’; :{;:;m" O Credentials for Amazon RDS database ( () Credentials for Amazon DocumentDB database ( () Credentials for Amazon Redshift data warehouse
Step 4 ( () Credentials for other database
Key/value pairs i
Key/value Plaintext
( 2zscaler_api_base_url ) [ https://zsapi.zscalertwo.net /api/v1 ] Remove
| ascaler_username username@domain.com
(“ascaer_passmord ] ([pusswora
i 2scaler_api_key ABCDEFG12345678
Feedback
Figure 117. Choose secret type
5. Click Next.
6. Enter a Name.
7. Verify remaining settings as per your organization and click Next.
8. Verify settings as per your organization and click Next.
9. Click Store.
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Running the CloudFormation Script

Run the CloudFormation script (threatfeed.yaml) downloaded previously.

1.  Browse to the AWS CloudFormation dashboard.
2. From the AWS CloudFormation dashboard, create a new stack with new resources.

3. Choose the option to Upload a template file and select the threatfeed.yaml file previously downloaded:

Create stack

Prerequisite - Prepare template
You can also create a template by scanning your existing resources in the laC generator [2.

Prepare template
Every stack is based on a template. A template is a JSON or YAML file that contains configuration information about the AWS resources you want to include in the stack.

© Choose an existing template

Upload or choose an existing template. Create a template using a visual builder.

{ (O Build from Infrastructure Composer ]

Specify template info

This GitHub repository [% contains sample CloudFormation templates that can help you get started on new infrastructure projects. Learn more [%

Template source
Selecting a template generates an Amazon $3 URL where it will be stored. A template is a JSON or YAML file that describes your stack's resources and properties

Provide an Amazon S3 URL to your template. Upload your template directly to the console. Sync a template from your Git repository.

[ (O Amazon S3 URL ]

© Upload a template file ’ { O Sync from Git ]

Upload a template file

T Choose file

{ 2zs_cc_cf_template_simple.yaml X ]

JSON or YAML formatted file

Figure 118. Create stack

Click Next.

Enter a Stack Name for the stack.

Enter a Lambda Schedule Interval frequency for the Lambda function to execute.
Enter your S3 Bucket Name created previously.

Enter the S3 Key (lambda guardduty threatfeed.zip).

O ® N o U oA

Enter the Zscaler Secret Name.

n > Stacks > Create stack © ©°
CloudFormation < -
s @ Create stack Specify stack details
tacks
StackSets 0= N
e @ specifystack details Provide a stack name
xports
Stack name
((ascater-deception-guardduty-threatfeed )
Infrastructure Composer b rrmer———ys m pr
1ac generator
Hooks overview New Parameters
. Parameters are defined in your template and allow you to input custom values when you create or update a stack.
Hooks New
Advanced Settings
Threatfeed URL
¥ Registry Threat feed URL from Deceptior
Public extensions hetp://
Activated extensions
Publisher fosirsictinc P00
Spotlight

Feedback

Figure 119. Specify stack details

10. Click Next.

1. Proceed through the remainder of the wizard and update remaining default values as you see fit for your
environment.
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Verification

You can verify the integration in several ways:

From CloudWatch Logs:

B 8 @ @ udiedsuso

@) Resource Groups & Tag

e CloudWatch > Log gro

mbda/quardduty-rscaler-zia-threatfeed > 2025/01/14/[$LATESTI02328¢61eb104872830860¢HSbe83567

CloudWatch < P 2025-91-14T22:36:29.9862 Script completed successfully
> 2025-01-14T122:36:29.9872 END Requestld: 89565f2e-5302-4fde-ba73-54377ad43003
Favorites and recents » )
L4 2025-01-14T22:36:29.9872 REPORT RequestId: 89565f2e-53b2-4fde-ba73-54377add38b3 Duration: 35422.77 ms Billed Duration: 35423 ms Memory Size: 256 MB Max Memory Used: 78 MB
Dashboards » 2025-01-14T22:40:54. 4161 START RequestId: 4blab7e2-0682-4306-00Ff-0d31bES1F220 Version: SLATEST
» = 140:
» Alarms &0 @o Qo 2025-01-14T22:40:54. 4172 Connecting to ANS GuardDuty...
> 2025-01-14T22:40:54.5382 Found GuardDuty detector I10: 48c34b2ed7614dSabbd1969d7e411295
¥ Logs
» 2025-01-14T22:40:54. 7982 Retrieved 58 findings from GuardDuty
Log groups New
> 2025-01-14T22:40:54. 7992 Extracting threat indicators from findings.
Log Anomalies
> 2025-01-14T22:40:54. 7992 Extracted @ FQONs and 1 IPs.
Live Tail
. P 2025-01-14722:40:54.7992 Retrieving secret 'ZscalerCredentiols’ from ANS Secrets Monoger...
Logs Insights. New
P 2005-01-14T22:40:54.9382 Successfully retrieved secret ‘ZscalerCredentials' from ANS Secrets Manager.
Contributor Insights
P 2025-01-14722:40:58.9407 Connecting to Zscaler..
» Metrics » 2025-01-14T22:41:01.7722 Updating Zscaler policies...
» X-Ray traces New P 2025-01-14T22:41:06.1652 Found Firewall Rule - Nome: GuardDuty Filter, ID: 132214
¥ Events P 2025-01-14T22:41:07.4282 Found Destination Group - Nome: GuardDuty Imported IPs, ID: 4060751
Rules P 2025-01-14T22:41:07.429 Creating/Updating Destination Group(s) using PUT met
Event Buses P 2025-01-14T22:41:10.9992 Creating/Updating Firenall Rule using PUT method
P 2025-01-14T22:41:26.0682 Activating changes...
» Application Signals
P 2025-01-14T22:41:28.2400 ACTIVE
¥ Network Monitoring > 2025-01-14T22: 41:28. 2402 Seript completed successfully.
> Inilghtj L4 2025-01-14T22:41:28. 2412 END RequestId: 4b3ab7e2-9682-4306-90ff-0d31bE81f220
o P 2025-01-14T22:41:28.2012 REPORT Requestld: 4b3cb7e2-0682-4366-90F1-0d316861¢22a Duration: 33824.72 ms Billed Duration: 33825 ms Memory Size: 256 M8 Max Mesory Used: 78 M8

Telemetry config No newer events at this moment. Auto retry paused. Resume

Getting Started

Figure 120. CloudWatch logs

From the Lambda Function itself (use the Test tab to verify the script can be manually executed). The script does not
require any Event parameters to run:

B 8 @ @ Uiedsw

@ Resaurce Groups & Tag

Lambda > Functions > guardduty-zscaler-zia-threatfeed (o cl

Executing function: succeeded (logs [%)
¥ Details

The area below shows the last 4 KB of the execution log.

“statusCode”: 200,
“body": “Zscoler policies updated successfully”

}
Summary
Code SHA-256 Execution time
v/tuBHMWdip1Rel19TAXIScQAFoBECNOZVSKgxY 1dHo= 2 minutes aga
Request ID Function version
bS51141d-d241-42d2-9508-196185016841 SLATEST
Duration Billed duration
78715.01 ms 78716 ms
Resources configured Max memory used
256 MB 79M8
Log output

The section below shows the logging calls in your code. Click here [ to view the corresponding CloudWatch log group.

START Requestld: bSS114fd-d24f-42da-95d8-196185016841 Version: SLATEST
Connecting to AWS GuardDuty

Found GuordDuty detector 1D: 48c34b2ed7614d5060d196947€411295

Retrieved 50 findings from GuardDuty

Extracting threat indicators from findings.

Extrocted © FQDNs and 1 IP:

Retrieving secret 'ZscalerCredentials’ from ANS Secrets Manager. .
successfully retrieved secret 'ZscalerCredentials’ from AWS Secrets Manager
Connecting to Zscaler...
Updating Zscaler policies.

Figure 121. Lambda Function
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From the ZIA Admin Portal:

1. Go to Administration > IP & FQDN Groups.

2. Inthe Destination IPv4 Groups tab, verify that new GuardDuty Imported groups appear (the description of these
groups should also include a timestamp of when they were last updated).

Edit Destination IPv4 Group

DESTINATION GROUP

Name

GusrdDuty Imported IPs

Description

Imported P from AWS GuardDuty, last updated on 2026-01-14 22:46:08

Cancel Dalete

Figure 122. Destination IPv4 Groups

Feeding Zscaler Deception Telemetry into Amazon GuardDuty

Zscaler Deception enhances AWS GuardDuty by forwarding high-fidelity alerts as custom findings. This integration is
powered by an AWS Lambda function that processes Deception event logs. During operation, Deception publishes its
threatfeed to a web endpoint, which the Lambda function fetches and stores in an Amazon S3 bucket as a flat text file.
The S3 file is updated only when the Deception feed detects changes, ensuring efficiency. GuardDuty then periodically
retrieves updated findings from the S3 bucket. This setup allows Deception to deliver its advanced threat detection
insights directly into GuardDuty, empowering security teams to swiftly identify and address threats.

Requirements and Components

Prior to deploying the integration, make sure the following requirements are met:

A subscription to Zscaler Deception.

A subscription to AWS GuardDuty with an active Detector (the Lambda function fails if no active Detectors are
found).

Access to AWS CloudFormation with permission to create a CloudWatch Rule, an S3 bucket, and Lambda Function
with the following permissions:

logs:CreateLogGroup
logs:CreatelogStream
logs:PutLogEvents
guardduty:ListDetectors
guardduty:CreateThreatIntelSet
guardduty:GetThreatIntelSet
guardduty:ListThreatintelSets
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guardduty:UpdateThreatIntelSet
events:PutRule
events:PutTargets
events:RemoveTargets
events:DeleteRule
iam:PutRolePolicy
iam:DeleteRolePolicy
s3:getobject

s3:putobject

E This guide assumes that Deception is already deployed in the environment. It does not include basic Deception
setup and configuration information. For information on configuring Deception, see the Deception help portal.

This guide assumes that AWS GuardDuty is already deployed in the environment. It does not include basic setup
and configuration information. For information on configuring AWS GuardDuty, refer to the AWS documentation.

Configuring Deception

To configure Deception to export findings to AWS, use the following steps:

1. From the Deception Admin Portal, go to Orchestrate > Rules.
2. Click Add Rule.

3. Inthe window that appears, enter a Name for the rule and create the condition that triggers the rule (i.e., attacker.
score > 1and decoy.group is Threat Intelligence).

Rule Details

GENERAL

N

v . Enabled
B x oo further rules

@ X Only ThreatParse Events

1

ition empty if you want to take action on all the

Low

Figure 123. Rule Details

Select Enabled under AWS. Choose AWS GuardDuty (Threat Feeds - Attacker IPs) from the drop-down menu.
Click Save.

Go to Orchestrate > Containment.

N oo oA

In the list that appears, find the AWS GuardDuty integration and click Edit.
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In the pane that appears, enable the integration.
Q. Click Save.

10. Click Edit next to AWS GuardDuty.

In the window that appears, note the URL. This is entered into the CloudFormation template wizard in the next
section.

AWS GuardDuty (Threat Feeds - Attacker IPs)

v @ cnedied

@ x

URL

Default expiration (in hours)

5

@ Infinite Expiration

Figure 124. AWS GuardDuty (Threat Feeds - Attacker IPs)

Installing the Integration Script in AWS

To configure AWS GuardDuty to consume Deception findings, use the following steps:

1.

Browse to the Zscaler Script Samples repository and download the threatfeed.yaml file from the deception-to-
AWS-guardduty folder:

[ Files zscaler-script-samples | Deception | deception-to-AWS-guardduty /fhreatfeed.yaml (©
» - .
P Q 2s-arohyans Added Deception script to feed AWS GuardDuty DHistory
Q Gotofile
Cods | Blame 284 lines (273 1 10.4 8 R
Client Connector
~ @ Cloud and Branch Connector AWSTemplateFormatyersion: 2010-89-09
2 Description: *Cuard Duty Threat Feed: Automatically keeps Zscaler Deception feeds updated.’
bash 3 para :
oudformati 4 b
SE—— s Threat feed URL from Deception
> I powershell 6
://decepticon. {1 Lus donblack. con/api-hooks v/ inteqrat ons/decept Leon/EDS JARTHRGKNCUF Ip-C2ISKYG LuoLXywKcuk1SHKZads 21_TOMCYALuv rdG6 PAE Z0KBBA4,_oE L3F2088bg/ fort inet-attacker-ip
> I python ;
2 9 ™
terraformjlabs
1 uardbuty Threatfeed Nase
Deception/deception-to-AWS-gu u

: Zscaler Deception

ng
lambda_deception_threatfeed

[) README.md

| [} threatfeed yaml

nusber of minutes between executions

- when the solution
new threat feed (min 15 - max

1430)

0 gitignore
n

D) gitmodules

[ ucEnse

[) README.md

Figure 125. Zscaler Script Samples
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Go to your AWS account and log in.

Go to the AWS CloudFormation dashboard.

From the AWS CloudFormation dashboard, create a new stack with new resources.

Choose the option to upload a template file and select the threatfeed.yaml file previously downloaded.
Click Next.

Enter a Stack name for the stack.

Enter the Threatfeed URL obtained from Deception (in Configuring Deception).

Specify stack details

Provide a stack name

Stack name

[ zscaler-guardduty-zia J

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 21/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Lambda Schedule Interval (in minutes)
The interval (in minutes) to trigger the threatfeed function (minimum 1).

€ )

S3 Bucket Name
The $3 bucket where the ZIP file is stored.

[ zscaler_threatfeed_files ]

S3 Key
The path (key) to the ZIP file in the S3 bucket

[ lambda_guardduty_threatfeed.zip ]

Zscaler Secret Name
The name of the AWS Secrets Manager secret that contains Zscaler credentials. The script will use these credentials to create new FQDN/IP Destination Groups as well as Firewall policy

[ Zscaler_Credentials ]

Cancel Previous Next

Figure 126. Specify stack details

Enter the Threatfeed Name (which is used to name the CloudWatch Rule and Lambda Function).
Set the polling Frequency (how often Lambda checks Deception for new findings) in the Frequency field.
Click Next.

Proceed through the remainder of the wizard and update remaining default values as you see fit for your
environment.
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Verification

You can verify the integration in several ways, as per the following.

Directly from CloudWatch logs:

aws

@ Resource Groups & Tag Editor

United States (Ohio) ¥

4 0 @

e CloudWatch > Loggroups > [aws/lambda/zscaler-deception-guarddu-ZscalerGDThreatFeedFunct-gwsUK... > 2025/01/13/[$LATEST]4f41dd831ca9478d96abc6fasF26...

L 4 2025-01-13722:23:48.1812 Downloading certifi-2024.12.14-py3-none-any.whl (164 k8
ou atcl <
» 2025-01-13722:23:48.1992 Downloading charset_normalizer-3.4.1-cp312-cp3l2-manylinux_2_17_x86._64 . manylinux2014_x86.64.wh1 (145 kB)
F »
varites and recents b 2025-01-13122:23:48.2172 Downloading idna-3.18-py3-none-any.whl (70 kB)
Dashboards > 2025-01-13722:23:48.2312 Downloading jmespath-1.0.1-py3-none-any.whl (20 kB)
» 2025-01-13722:23:48.2442 Downloading s3transfer-0.10.4-py3-none-any.whl (83 kB)
» Alarms Ho @0 Oo ¢ i ’
> 2025-01-13T22:23:48. 2602 Downloading urllib3-2.3.8-py3-none-any.nhl (128 kB)
¥ Logs
i L 2025-01-13722:23:48.2752 Downloading python_dateutil-2.9.0.post@-py2.py3-none-any.whl (229 kB)
Log groups New
P 2025-01-137122:23:48.2092 $ix-1.17.0-py2.py3 .whl (11 kB)
Log Anomalies
B 2025-01-13722:23:48.4102 Installing collected packages: urllib3, six, jmespath, idna, charset-normalizer, certifi, requests, python-dateutil, botocore, s3tr.
Live Tail
L4 2025-01-13722:23:49.5222 Successfully installed boto3-1.35.98 botocore-1.35.98 certifi-2024.12.14 charset-normalizer-3.4.1 idna-3.10 jmespath-1.0.1 python-d..
Logs Insights New
> 2025-01-13722:23:49.7092 [notice] A new release of pip is available: 24.2 -> 24.3.1
Contributor Insights
B 2025-01-13722:23:49.7092 [notice) To update, run: pip install --upgrade pip
P Metrics L 2025-01-13T22:23:50.2472 START 979ccad 3 0410100 Version: SLATEST
» X-Ray traces New v 2025-01-13T22:23:52.9862 The files have the same hash. Skipping update...
¥ Events The files have the same hash. Skipping update... =}
Rules
E B L4 2025-01-13722:23:52.9872 CloudWatch Logs can be found here: https://console.aws.amazon.com/cloudwatch/home?regions=us-east-2#logEventViewer :group=/ows/lambda..
vent Buses
> 2025-01-13722:23:53. 0082 END RequestId: 979ccadb-ae6l-443¢-b37d-21d260d10100
» Application Signals > 2025-01-13722:23:53. 0082 REPORT Requestld: 979ccadb-ae61-443c-b37d-21d268d101a0 Duration: 2759.27 ms Billed Duration: 276 ms Memory Size: 128 M8 Max Memory.

» Network Monitoring

No newer events at this moment. Auto retry paused. Resume

» Insights

Figure 127. CloudWatch logs

From the Lambda Function (use the Test tab to verify that you can manually execute the script). The script does not
require any Event parameters to run:

United States (Ohio) ¥

aws B 4 O @

] Resource Groups & Tag Editor

Lambda > Functions > zscaler-deception-guarddu-ZscalerGDThreatFeedFunct-gwsUKKSb3Nrd ®© ®

Summary

Execution time

Code SHA-256
i i 1 minute ago

kuQyYF/vb94v52L

Request ID Function version
979ccadb-ae61-443¢-b37d-21d260d101a0 SLATEST

Init duration Duration

5994.79 ms 2759.27 ms

Billed duration Resources configured
2760 ms 128 MB

Max memory used
121M8

Log output

The section below shows the logging calls in your code. Click here [ to view the corresponding CloudWatch log group.

Successfully installed boto3-1,35.98 botocore-1.35,98 certifi-2024,12,14 charset-normalizer-3,4.1 idna-3,10 j
urllib3-2.3.0

[notice] A new release of pip is available: 24.2 -> 24.3.1
[notice] To update, run: pip install --upgrade pip

IaRT 443c.h3zd

SIATEST

The files have the same hash. Skipping update...

CloudWatch Logs can be found here: https://console.aws.amazon.com/cloudwatch/home? region=us-east-2#logk
" strean2025/01713/[SLATEST] GTGST2637<h

END RequestId: 979ccadb-aebl-443¢-b37d-21d260d101a0

REPORT 97

ewer : group=/aws/1 ler ddu-

Billed Duration: 2760 ms Max Memory Used: 121 M8 Init Duration: 5994.79 ms

Duration: 2759.27 ms Memory Size: 128 Mg

Figure 128. Lambda Function
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From the GuardDuty Overview page (verify that new Findings appear within the dashboard):

aﬁs Services | Q " Op 1 (2] o (6] @ United States (Ohio) ¥

@) Resource Groups & Tag Editor

GuardDuty X GuardDuty > Findings The API PutObject was invoked from an IP X
address on a custom threat list. ®
AT First seen a month ago, last seen a month ago Info
Summary Flndlngs (207) e Create suppression rule Actions ¥ m
Findings An API was used to access a bucket from an IP address on a
Saved rules Status Threat type P
EC2 malware scans Apply savedrules ¥ | | Q. Filter findings Current ¥ | All findings ¥ 1 > castom threwe L.
@ Investigate with Detective
Title Sever
¥ Protection plans This finding is  Useful Not useful
S5 Protection The API GetTemplateSummary was invoked from an IP address on a custom threat list. Medis
EKS Protection Overview
Finding ID  14c9e972a788d74f82
Extenced Threyt Detection Mew The API PutObject was invoked from an IP address on a custom threat list B13814840ddedc Qe
Runtime Monitoring
I Type  UnauthorizedAccess:S3
Malware Protection for EC2 2
PO Chgteckion Tor The reconnaissance API ListStacks was invoked from an IP address on a custom threat list Medis /MaliciousiPCallerCust @ @
Malware Protection for S3 New om
Severity HIGH aa
RDS Protects
rotection The API FilterLogEvents was invoked from an IP address on a custom threat list Medit -
Lambda Protection Region  us-east-2
The reconnaissance API DescribeMetricFilters was invoked from an IP address on a custom Soune|
threat list - AccountID 084828604313 Qe
A t:
\ccounts Resource ID  cf-templates-1hzmf75dgwbre-
The e API ListNotificationHubs was invoked from an IP address on a custom
Usage Medit us-gast-2 [
threat list
Settings Created at  12-16-2024 22:34:23 (a month
Lists The API GetFunction20150331v2 was invoked from an IP address on a custom threat list Medin e
Updated at  12-16-2024 22:34:23 (a month
ago)
The reconnaissance API ListLayers20181031 was invoked from an IP address on a custom
What's New — Resource affected

dShell  Feedback

Figure 129. GuardDuty Overview page

From the S3 Bucket (verify that *.txt files are placed in this bucket by the Lambda function):

[ Y @ [ United States (Ohic) ¥

e AmazonS3 > Buckets > ler-deception-guardd 1 © 8 6

Amezan 23 ¢ zscaler-deception-guarddu-zscalergdthreatfeedoutpu-4r0ikmfjcbcw i

General purpose buckets

Directory buckets Objects Metadata - Preview Properties Permissions Metrics Management Access Points
Table buckets
Access Grants
Objects () me @) (1 emrsson ) (6 comum) (& % v
Object Lambda Access Points Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [7 to get a list of all objects in your bucket. For others to access yaur objects, you'll need to explicitly
grant them permissions. Learn more [3
Multi-Region Access Points -
Batch Operations objects by prefix 1 @
IAM Access Analyzer for 53 [0 Name a | Type ¥ | Last modified v | Size v | Storage class v
- December 20, 2024, 11:14:36
0O DO decip-listext txt 18K8  Standard

(UTC-06:00)
Block Public Access settings for this
account
¥ Storage Lens
Dashboards
Storage Lens groups

AWS Organizations settings

Feature spotlight

» AWS Marketplace for $3

Figure 130. S3 Bucket
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Leveraging AWS System and User-Defined Tags for Policy

The Zscaler Workload Discovery (Tagging) feature enables organizations to apply granular security policies to groups of
cloud workloads based on metadata. This metadata includes user-defined tags created by the enterprise or system-
defined tags provided by AWS. By leveraging these tags, customers can create dynamic policies for traffic inspection,
access control, and data protection across their cloud environments.

Requirements

Make sure the following requirements are met:

The use of Zscaler Cloud Connectors.
Activation of the Zscaler Workload Discovery feature via a Zscaler Support case.
EC2 read permissions to allow Zscaler to retrieve resource tags and attributes from the AWS environment.

The workload discovery service, delivered as a service by Zscaler, continuously polls the AWS environment (about every
5 minutes) to detect new or changed workloads and updates tag information accordingly. This data flows through the
Cloud Connectors to the Zscaler ZTE, allowing administrators to dynamically apply policies based on real-time workload
attributes.

In addition to tags, administrators can use more static attributes (like VPC ID, Subnet ID, or ENI) to define policies. This is
particularly useful when there's concern about privileged users modifying tags, as attributes remain stable over time.

Additionally, to handle environments with overlapping IP addresses, Zscaler leverages AWS Namespaces. A namespace
is a unique identifier applied at the VPC level, allowing Zscaler to differentiate between conflicting IP ranges and ensure
policies are applied correctly. These namespaces are visible in the Zscaler Cloud & Branch Connector Admin Portal,
helping administrators manage complex, multi-VPC environments effectively.
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Configuring the Partner Integration

1. Onthe Cloud & Branch Connector Admin Portal, go to Administration > Partner Integration.

2. Click Add AWS Account.

3. Provide the following information:
a. Name: Provide a name.
b. AWS Account ID: Provide your AWS Account ID.
c. AWS Role Name: Provide the name you want to assign to the IAM Role created with this service.
d. Account Group: Assign the account to a group (optional).

Name @
AWS

AWS Account ID @
084828601234

AWS Role Name @

ZscalerTagRole

Account Group (optional)

Select v

External ID ®
2feb42b9126913c224fdf195013dc952

Event Bus Name

Trusted Account ID
D Copy

Trusted Role

Figure 131. Add AWS account

Make note of the External ID.
Click Next.

Select a Region.

Click Next.

Click Save and Next.

Hover over the Activation menu and click Activate.

© ® N o U oA

10. Click the Launch Cloudformation template in the AWS Management Console link.

1. From the AWS Cloudformation console, select the checkbox to Acknowledge the changes.

12. Click Create Stack.
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13. From the Cloud & Branch Connector Admin Portal, click Finish.

14. In the Partner Integrations window, verify the integration is successful (Allowed).

SR LUCYCSLIR & Download CloudFormation Template for Later Execution Search Q

Name 2 LastModified By 2 LastModified On 2 Permission Latest Sync 3 it

scnat
[ s - PU—— o4, 2026 - 0K2004 i .

<1

[+]

Figure 132. Partner Integrations

15. Click the AWS account created.
16. Click the region.

17.  Verify tag values are flowing by clicking one of the IP addresses present in the list.
Workloads (258)

Private IP Address VPC ID Namespace User Defined Tags
10.0.1.4 default 9
10.0.1.5 default 9
10.0.1.6 default 9
10.0.1.7 default 9
10.0.1.8 default 9
10.0.1.9 default 9
10.0.1.10 default 9
10.0.1.11 default 9
10.0.1.12 default 9
10.0.1.13 default 9

page 10 0 of 258 < 1 26 >

Figure 133. Workloads
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The following image shows the Attributes.
O 10.01.4 X

Attributes

Instance Role — VPCID \.rpc-_
AMI ID --- Subnet ID subnet- D
Network Interface ID eni-—

Platform

VMID

Security Group ID Security Group Name AllowAll

User Defined Tags (9)

Resource Type Key Value t
vPC 1]

ENI

SUBNET aws:cloudformation:logical-id Subnet

VPC aws:cloudformation:stack-name zscaler-bedrock-ui

SUBNET aws:cloudformation:stack-id arn:aws:cloudformation:us-east-1:08482...
VPC aws:cloudformation:logical-id VPC

VPC aws:cloudformation:stack-id arn:aws:cloudformation:us-east-1:08482...
SUBNET Name

SUBNET aws:cloudformation:stack-name -
>

Rows per page 10 W 1-9of 9 &S 1 f 1

Figure 134. Attributes
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Configuring Policy

Using AWS resource tags collected through the Workload Discovery/Tagging Service, administrators can build Workload
Groups in ZIA. These groups act as logical collections of cloud workloads that share common identifiers—such as
environment type.

After Workload Groups are defined, you can use them across ZIA policies such as URL filtering, SSL inspection, firewall
rules, and DLP policies. This enables cloud traffic to be protected with the same level of visibility and control as user
traffic, without the need for manual IP-based policy maintenance. The process is dynamic: if new instances are spun up
or tags change, the Cloud Connector and workload discovery service ensure Workload Groups are automatically updated
to reflect these changes in near real time.

1. Go to the ZIA Admin Poral.

2. From the Administration menu, click Workload Groups.
3. Click Add Workload Group.

4. Enter a Name and Description.
5

In the Criteria section, identify the metadata that classifies what resources to include in the group. For example,
select a Tag Type of VPC, then click the Add (+) symbol to supply the value. Select Vpc-id as the key, then provide
your VPC ID.

Name

Prod-Workloads

Description

Criteria

A maximum of 8 tags can be added

Tag Type

VPC Vpc-id =vpc-03bbc483b5588b6fiX +O

& Add More

Figure 135. Criteria
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6. Add a maximum of 8 tags to each Workload Group. Evaluate tags using a Boolean AND/OR expression.

As an example, enable a policy to block outbound TCP/22 from the Prod-Workloads group created previously. Go
to Policy > Firewall Control.

8. Click Add Firewall Filtering Rule.
9. Assign an Order and enter a Name for the rule.

10. From the Workload Groups drop-down menu, select Prod-Workloads.

Add Firewall Filtering Rule X

FIREWALL FILTERING RULE
Rule Order Rule Name

5 v BlockSSH-Prod-Workloads

Rule Status Rule Label

Enabled v -— v
Who, Where, ... Services Applications Source IP Destination IP
CRITERIA
Users Groups

Any v Any v
Departments Locations

Any v Any v
Location Groups Time

Any Always ~
Devices Device Groups

- - ~
Device Trust Level Workload Groups

=== _V'—’ Prod-Workloads v

ACTION

Network Traffic

Block/Drop

Save Cancel

Figure 136. Add Firewall Filtering Rule
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Enhancing AWS S3 with Zscaler SaaS Security

Zscaler's SaaS security for AWS S3 provides continuous monitoring and policy enforcement for sensitive data stored in S3
buckets, without requiring inline traffic inspection. By integrating directly with AWS through APIs, Zscaler scans S3 buckets
for sensitive content, policy violations, and misconfigurations such as public exposure or overly permissive access controls.
This enables organizations to detect and respond to risks like data leakage, malware uploads, or shadow IT use of S3—all
without interrupting the flow of data or requiring network changes.

The solution leverages Zscaler’s advanced Data Loss Prevention (DLP) engine primarily to classify sensitive data at rest.

It also supports policy-driven remediation actions, such as alerting, quarantining files, or adjusting access permissions.
Because it operates out-of-band, Zscaler can monitor both managed and unmanaged S3 instances, providing full visibility
into cloud storage use across the organization.

Initial ZIA Configuration

1. From the ZIA Admin Portal, go to Administration > SaaS Application Tenants and select Add SaaS Application
Tenant.

2. Select the Amazon S3 tile.

Add Saa$ Application Tenant

n Choose the Saal Application Provider

Search Saa5 Applcation

Popular Applications

box £& OneDrive B> SharePoint &S Google Drive
B@8Exchange  $3Dropbox M| Gmail

S GitHub  servicenow it

Figure 137. Add SaaS Application Tenant

3. Enter a name to use for this S3 tenant, and then copy the Zscaler Connector Account Number and Zscaler
Connector User ARN that are created for later use.

Add SaaS Application Tenant

h Choose the Ssas Application Provider

€)  Mame the SaaS Application Tenant

Tanant Marre

53 Tesil

o Authorize the Saal Application
To geve Incaler acoess fo Amazon 51, you mant configare an WA role for the Jscaler 53 Conneciion. Leam more

Tapaist Connaciol ACcount Nember  Tecaliv Dorvacton User ARM

012345678801 Cooy wercaws il 124 56THH01 seriTecalerSasStormecion] Shist0! Cogry

Figure 138. Tenant name

©2025 Zscaler, Inc. All rights reserved. 126



ZSCALER AND AWS DEPLOYMENT GUIDE |

Configure the AWS IAM Role

The next steps are also documented in Adding SaaS Application Tenants (government agencies, see Adding SaaS
Application Tenants).

1. Login to the AWS Management Console.
2. Go to Services > |AM, then click Access Management > Roles in the left-side navigation.

3. Click Create Role.

(4]
)

Roles (10) mfe
An LAK fe " .

) Search 1 @
Figure 139. Create Role
4. Click the Another AWS account tile as the type of trusted entity.

Select type of trusted entity

.“'i AWS service @ Another AWS account @ Web identity @ SAML 2.0 federation
EC2, Lambda and others i Belonging to you or 3rd part A O P e Your corporate directory

ng part

Allows entities in other accounts to perform actions in this account. Learn mora

Specify accounts that can use this role
Account ID* (1]
Options Require external ID (Best practice when a third party will assume this role)
Require MFAE

Figure 140. Trusted entity type

5. Enter the Zscaler Connector Account Number that you copied earlier in the Account ID field, and make sure both
Options are deselected.

6. Click Next: Permissions located at the bottom of the screen.

Specify accounts that can use this role

Acocount ID*  01Z3456TEOO [i ]
Options Raquins exiermal ID [Besi practics whan & thind party will assume this role)
Raguire MFAD

Figure 141. Which accounts can use the role
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7. Search for AmazonS3FullAccess, and select the policy name when found. Click Next: Tags located at the bottom
of the window.

= Attach permissions policies

Choosa ong or mon policies 10 attach 10 your rw ol

Creats policy =

Filter policies - Q, AmazonSaFullAccess Showing 1 result
Policy nama = Used as

l » AmaronSIFulAccess

Figure 142. Attach permissions policies

8. Add tags if needed, and then click Next: Review located at the bottom of the window.
Add tags (optional)

LAMA tags dns fofry-vilud Pains you can aad 1o your role. Tags can include user information, such as an amail address, or can be descriptive, such as a job
Titha. You Can uss the 1ags 1O GRjanTs, Irack, of GOl acoass fiar 1his roks. Laam mans

Kay Value toptional) Rarmave

connacior Tocaler x

¥ou can add 49 more tags,

Figure 143. Add tags
Q9. Enter a Role name to use for this role.
10. (Optional) Provide a description.
1. Click Create role at the bottom.

Create role : . 2 o

Raview

Proraiss e regunsd inlormaton eom and redes il e Delors pow) oreels i

Hcle rdeme” P pnows L ol

N AT AT W% ne | TERATR ML 4 e

Fiiske (e Dacmier Saal Conmwcior for 83

A L TR e B AR ] 1e B (AT

Trusted satfties.  The sces (1123458 TR0
Padcies Amasoniof slhocess ©F
Fermiiaion boundary  Sprmissaond bourcary i not e

e few e ol felefs T WSS B0
e aiem

ST Pl i

R— PRpa— - |

Figure 144. Create role
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Configure the AWS Trust Relationship

The next steps are also documented in the Adding SaaS Application Tenants (government agencies, see Adding SaaS
Application Tenants).

1. Search for the newly created role by entering Zscaler, and selecting the role name when found.
Rolee (1) me o o (NN
Iacaler | 1 matoh 1 &
Foke nama Trusied sertitios
Sicaber R Bt ANt A i i
Figure 145. Roles
2.

Click the Trust relationships tab, and then click Edit trust relationship.

Prrras el Trish relatiensies Tags [1] ALCEss Advisos Rirvaion S484H00S

Yious ol view The trusted envites thal Can assems the =0k and e sooess conditions for T ols. Show poloy dooumesns

Trusted ariithes

Comnditions
Tra folicrarryg trustod onides. Can azsume Te olo Tha lalicreryg conditone defire how and whaor Irastod eniites can atearme tho role.
Thare are no cond@ons. assocated wth s e
Trusded it

Ths moocaant 01234 56THX0
Figure 146. Trust relationships

3. Under Policy Document, replace the default AWS value with the Zscaler Connector User ARN that you copied

earlier, and click Update Trust Policy.
Policy Document

"Version": "2012-18-17",
= "Statement™: [

- i
"Effect": "Allow",
x "Principal”: {
"AWS": "arn:aws:iaom: ;812345678981 :user/ZscalerSaaSConnectord SNet@l"
1

"Action": "sts:AssumeRole”,
"Condition": {}
}
]
}

Figure 147. Policy document

4. Under the Summary, copy the Role ARN for later use (as the IAM Role ARN).

Foles * FscalerSMConnecior

Summary Delete rote
Acda AFH armcavs s DSR4 1000 role'TscalerSE3Connector £
Flols descriplicn Lacaler SaalS Comneclor af 53 | Edit
Instmnce Protile ARMs 4]

Path

Figure 148. Role ARN
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Configure AWS CloudTrail

The next steps are also documented in Adding SaaS Application Tenants (government agencies, see Adding SaaS
Application Tenants) in the Obtain the CloudTrail Bucket ARN section.

The S3 bucket selected for the trail won't be available to scan in the SaaS Security Scan Configuration, as it is
marked Internal.

1. Go to Services > CloudTrail, and click Trails located in the left-side navigation.

CloudTrail X
Dashboard
-
Event history Aws Clo u dTra | l Create a trail with AWS
Insights . CloudTrail
Continuously log your | _
Trails Lo, Get sFarted w-‘lth Alws CIau:E;ul by
creating a trail to log your
AWS account activity
Pricing [2 Use CloudTrail to meet your governance, compliance, and auditing needs for
reng your AWS accounts.
Documentation [4
Forums [4
raGs B4 Pricing 2

Figure 149. Create a CloudTrail

g In the Adding SaaS Application Tenants help, step iii under section ¢ shows an existing trail. If you don't already
have a trail, you must create one. See Appendix B: Creating a Trail on how to create a trail before proceeding.

2. Select the trail name to use from the list.

CloudTrail Trails
Trails EXN
@
Name ~ Ho-_ne > Mu.lh'-region 5 Insight - Organ-‘zation s3 o Lag file CloudWatch Logs log Status ¥
region v trail v s v trail v bucket « prefix v group
i Us East . s3-test- ®
53-Test-Trail (Ohio) Yes Disabled No logs Logging
Figure 150. Select CloudTrail name
3. Click the Trail log location (in blue) in General details.

S3-Test-Trail l Delete ] ’ Stop logging |
General details
Trail logging . . - e P "

Trail log location Log file validation SNS notification delivery
s
© Logging s3-test-logs/AWSLogs Enabled Disabled
Trail name /008866442200
: Last file validation delivered Last SNS notification
53-Test-Trail Last log file delivered N _
st e January 18, 2022, 15:30:09
2 (UTC-06:00)

Yes

Log file SSE-KMS encryption

Apply trail to my organization
il S Not enabled

Not enabled

Figure 151. CloudTrail general details
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4. On the Objects tab, click CloudTrail/.

Objects Properties

Objects (2)
Objects are the fundamental entities stored in Amazon 53. You can use Amazon 53 inventory [ to get a list of all objects in your bucket. For others to access your objects, you'll need to

explicitly grant them permissions. Learn more [}

Actions ¥ Create folder |
[ Upload

Q 1 @
Name A Type v Last modified v Size v Storage class v
O CloudTrail-Digest/ Folder - - -
3 CloudTrail/ Folder - - -

Figure 152. CloudTrail objects

5. Click the Properties tab, and copy the Amazon Resource Name (ARN) to use later (as the CloudTrail Bucket ARN).

Dbjrets Froperticy

Folder overview
AW Begaon o% L Amaron Bewource Mame [AEN)
S East [Ohio] Ug-aaat-1 B9 5/ /a5 test-logu/NWELOgH DORBAGBAAZ200VCI (3 amcawssl—sS-test-loguAWSLogs/ D0ABEE44T

sudTemilf P00/ Cleaid Trail}
Figure 153. CloudTrail properties

Configure the S3 Quarantine Bucket

The next steps are documented in Adding SaaS Application Tenants (government agencies, see Adding SaaS
Application Tenants) in the Create a Quarantine Bucket section.

E If you already have a bucket, you don't need to create one. However, verify that the following settings match step
iii of the procedure described in the online documentation. A directory called Zscaler_Quarantine is created in

this bucket, but only when malware files are quarantined.

Block all public access: Select.
Bucket Versioning: Disable.

Server-side encryption: Disable.
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The S3 bucket selected for use with the quarantined files is not available in the SaaS Security Scan Configuration and is
marked Internal.

1. Go to Services > S3 and click Buckets in the left-side navigation.

2. Record the name of the S3 bucket you identified as the Quarantine bucket (either existing or newly created). You
must refer to this name later.

Buckets {4) Info G m

Buckets are containers for data stored in $3. Learn more [

Q, s3-test-logg ¥ | 1 match 1 &
Name A AWS Region v Access v Creation date v
s3-test-logs US East (Ohio) us-east-2 Bucket and objects not public January 18, 2022, 10:18:22 (UTC-06:00)

Figure 154. Buckets configuration

Finalize Zscaler Configuration

To complete the Zscaler configuration:

1. From the ZIA Admin Portal, go to Administration > SaaS Application Tenants.
2. Click Add SaaS Application Tenant.

3. Enter the details in each field.

4. Click Save.

E - You can find your AWS Account ID in the user details in the upper right-hand corner of the AWS
Management Console. You can find information on how to obtain your AWS Account ID in the AWS
documentation.

The Quarantine Bucket Name is the name that you copied in the Quarantine Bucket configuration.
The IAM Role ARN is the role ARN that you copied earlier during the Trust Relationship configuration.

The CloudTrail Bucket ARN is the Amazon Resource Name (ARN) that you copied earlier during the
CloudTrail configuration.

é Register the SaaS Application

Enter the Zscaler $3 Connector details so the Zscaler service can connect to Amazon $3. Learn more ©

AWS Account ID IAM Role ARN

0088-6644-2200 lam::008866442200:role/ZscalerS3Connector
Quarantine Bucket Name CloudTrail Bucket ARN

s3-test-logs 3st-logs/AWSLogs/00BE66442200/Cloud Trailf

Figure 155. Register the SaaS Application
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5. Save and activate so the status is Validating.
No. Application Tenant Name Status
1 Amazon 53 53 Tenant ® Validating

Figure 156. S3 Tenant validating

6. After a short period, when access is successful, the status is Active. Proceed with Understanding the Data at Rest
Scanning Policy (government angencies, see Understanding the Data at Rest Scanning Policy).

Mo. Application Tenant Name Status

1 Amazon 53 53 Tenant ® Active

Figure 157. S3 Tenant active

Integrating Zscaler Cloud NSS with Amazon S3

This section covers the integration of Zscaler Cloud Nanolog Streaming Service (NSS) with Amazon Web Services' (AWS)
Simple Storage Service (Amazon S3). With a Cloud NSS subscription, you can enable direct cloud-to-cloud streaming of
ZIA traffic logs into Amazon S3, where log data is stored in containers known as buckets. This integration supports long-
term log retention, allows for preprocessing of log data before ingestion, and ensures compatibility with analytics solutions
that can easily access and analyze data from S3 buckets. For more information about geo-availability and subscription
qualifications for Cloud NSS, contact Zscaler Support.

Create a User Group in AWS IAM
1. Login to the AWS Management Console.

2. Inthe search bar, enter IAM and select |AM.
aws  Hisews [QIAM 0000000000000 X
Search results for 1AM

Services
Features (19)
Resources | New
Blogs (1,460)

Documentation (115,452)

Knowledge Articles (30)

Events (6)

Marketplace (383)

ganizations

Figure 158. Search for Identity and Access Management (IAM) in AWS Management Console

©2025 Zscaler, Inc. All rights reserved. 133


https://help.zscaler.com/zia/configuring-saas-security-api-control-policy
https://help.zscaler.com/zia/configuring-saas-security-api-control-policy
https://help.zscaler.us/zia/configuring-saas-security-api-control-policy

ZSCALER AND AWS DEPLOYMENT GUIDE |

3. Inthe left-side navigation, go to Access management > User groups.

Identity and Access x
Management (IAM)

Unable to load search

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings

Figure 159. AWS IAM menu with User groups selected

4. Click Create group. The Create user group page appears.

1AM
User groups (7) Info _ _ s Delete
Group name W Users Permissions Creation time v

Figure 160. User groups page in AWS IAM with Create group button selected
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5. On the Create user group page, create a user group. Enter a name for the user group (e.g., Zscaler Group
Test).

1AM User groups Create user group

Create user group

Name the group
User group name
Zscaler_Group_Test

Figure 161. Create user group wizard in AWS |IAM showing Name the group field

6. Skip the options to add users and attach permissions policies.

7. Click Create group. You are redirected to the User groups page and a success message appears.

& Zscaler_Group_Test user group created. ®

1AM User groups

Figure 162. Success message in AWS IAM after a user group was created

Create a User and Access Key in AWS |IAM

1. Inthe left-side navigation of IAM, go to Access management > Users.

Identity and Access x
Management (IAM)

Unable to load search

Dashboard

¥ Access management
User groups
Users
Roles
Policies
Identity providers

Account settings
Figure 163. AWS IAM menu with Users selected
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2. Click Add users. The Create user wizard appears.

1AM

User name hd Groups v Last activity < MFA A Password age

Figure 164. Users page in AWS IAM with Add users button selected
3. Inthe Create user wizard, create a user. Enter a user name (e.g.,, Zscaler User Test), then click Next.

IAM > Users » Create user

Step 1

Specify user details

Specify user details

Step 2

Set permissions

Step 3

Review and create

User details

User name

Zscaler_User_Test

The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9, and + =, . @ _ - (hyphen)

Enable console access - optional

Enables a password that allows users to sign in to the AWS Management Console

@ For programmatic access, you can generate access keys after you create the user. Learn more [4

Figure 165. Set user details field in AWS IAM
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4. Add the user to the newly created user group (e.g., Zscaler Group_ Test), then click Next.

IAM > Users > Create user

Step 1

Set permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job
i A
Step 2 functions. Learn more [4

Specify user details

Set permissions

Permissions options

Step 3

Review and create

© Add user to group ) Copy permissions (O Attach policies directly

Add user to an existing group, or Copy all group memberships, Attach a managed policy directly
create a new group. We attached managed policies, and to a user. As a best practice, we
recommend using groups to inline policies from an existing recommend attaching policies to a
manage user permissions by job user group instead. Then, add the user
function to the appropriate group.

User groups (1/10) (&) Create group

Q, Zscaler_Group X | 1 match 1 &
Group name [4 A Users v Attached policies [ ¥ Created v
Zscaler_Group_Test 0 None 2022-12-13 (1 mont... |

» Permissions boundary - optionat

Set a permissions boundary to control the maximum permissions for this user. Use this advanced feature used to delegate permission
management to others. Learn more [4

Cancel Previous ‘ m

Figure 166. Adding a user to a user group in AWS IAM

5. Review your choices, then click Create user.

Permissions summary

Name [4 v Type v Used as v

Zscaler_Group_Test Group Permissions group

Tags - optional

Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to associate
with this user.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel Previous |

Figure 167. Create user wizard in AWS |IAM
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You are redirected to the Users page and a success message appears.

& User created successfully

You can view and download the user’s password and email instructions for signing in to the AWS Management
Console.

IAM > Users

Figure 168. Success message in AWS IAM after a user was created

6. Click View user in the success message, or use the search bar to find the user by name, then select the new user.

1AM > Users
Users (27) info o Delete
An IAM user is an identity with long-term Tet:e:‘::ai-a that is used to interact with AWS in
an account.
| Q zscaler_user_tesﬁ » |11 match 1 {5}
User name 7 Groups A Last activity MFA A Password age =
Zscaler_User_Test Zscaler_Group_Test ~ Never None None

Figure 169. Users page in AWS IAM with search bar

7. On the Summary page for the newly created user, scroll down and click the Security credentials tab.

Permissions Groups (1) Tags Security credentials Access Advisor

Figure 170. Security credentials tab in user Summary page in AWS IAM

8. On the Security credentials tab, scroll down to the Access keys section and click Create access key. The Create
access key wizard appears.

Access keys (0)

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a
maximum of two access keys (active or inactive) at a time. Learn more &

Create access key

No access keys

As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term credentials.

Learn more &'

Create access key

Figure 171. Access keys section in the Security credentials tab on the user Summary page in AWS IAM
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9. Inthe Create access key wizard, create an access key. Select a use case, then click Next.

Step 1 ® .
o e . Access key best practices & alternatives
alternatives Avoid using long-term credentials like access keys to improve your security. Consider the following

use cases and alternatives.

Step 2 - optional
Set description tag
() Command Line Interface (CLI)

You plan to use this access key to enable the AWS CLI to access your AWS account.
Step 3

Retrieve access keys

) Local code

You plan to use this access key to enable application code in a local development environment to
access your AWS account.

() Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service like
Amazon EC2, Amazon ECS, or AWS Lambda to access your AWS account.

) Third-party service
You plan to use this access key to enable access for a third-party application or service that
monitors or manages your AWS resources,

) Application running outside AWS
You plan to use this access key to enable an application running on an on-premises host, or to use a
local AWS client or third-party AWS plugin.

© Other

Your use case is not listed here,

® It's okay to use an access key for this use case, but follow the best practices:
* Never store your access key in plain text, in a code repository, or in code.

* Disable or delete access keys when no longer needed.
» Enable least-privilege permissions.
* Rotate access keys regularly.

For more details about managing access keys, see the Best practices for
managing AWS access keys.

Figure 172. Create access key wizard in AWS IAM

E This is the only time that you can view or download the secret access key.
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10. Click Create access key.
IAM > Users » Zscaler_User_Test » Create access key

Step 1 . . .

Access key best practices & Set descrlptlon tag [ opt’ona!

alternatives The description for this access key will be attached to this user as a tag and shown alongside the
access key.

Step 2 - optional
Set description tag Description tag value

Describe the purpose of this access key and where it will be used. A good description will help you rotate this

access key confidently later.
Step3

Retrieve access keys

Maximum 256 characters. Allowed characters are letters, numbers, spaces representable in UTF-8,and: _.:/=+
-@

Cancel Previous .
Figure 173. Create access key wizard in AWS IAM with Create access key button selected
The following image shows the success message in AWS IAM.

@ Access key created

This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later. However, you can create a new access key any time.

IAM > Users » Zscaler_User_Test » Create access key

Figure 174. Success message in AWS IAM after an access key was created

1. Click Download .csv file to download and save a CSV file containing the access key ID and secret access key
required for creating a Cloud NSS feed in the ZIA Admin Portal.

Step 1

Retrieve access keys

Access key

If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make
the old key inactive.

Step 2 - optional

Step 3 Access key Secret access key
Retrieve access keys
sttt Show
AKIA
‘ »

Access key best practices

* Never store your access key in plain text, in a code repository, or in code.
» Disable or delete access key when no longer needed.
* Enable least-privilege permissions.

* Rotate access keys regularly.

For more details about managing access keys, see the Best practices for managing AWS access
keys.

[ Download .csv file m

Figure 175. Download .csv file button in Create user wizard in AWS IAM

12. Click Done.
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Create an S3 Bucket and Folder in S3

1. Inthe search bar at the top of the screen, enter S3 and select S3.

WS gisewes Qs 000000 0000000000 X

Search results for 'S3'

Services
Features (15)
Resources ' New
Blogs (1,158)
Documentation (105,110)
Knowledge Articles (30) rage in the Cloud

Tutorials (9)

Events (16)

Marketplace (918) Query Data in S3 using SQL

Figure 176. Search for S3 in AWS Management Console

2. Inthe left-side navigation, go to Buckets.

Amazon S3 X

Buckets

Access Points

Object Lambda Access Points
Multi-Region Access Points
Batch Operations

Access analyzer for S3

Block Public Access settings for
this account

Figure 177. Amazon S3 menu with Buckets selected

3. Click Create bucket. The Create bucket page appears.

Buckets (31) info

Buckets are containers for data stored in S3. Learn more E

7]

Q, Find buckets by name 1 &

Name A AWS Region v Access ¥ Creation date

Figure 178. Buckets page in Amazon S3 with Create bucket button selected
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4. On the Create bucket page, create a bucket. Enter a name for the bucket (e.g., zscaler-bucket-test). The
bucket name is part of its Amazon Resource Name (ARN), which is required for creating a policy in AWS.

Amazon S3 » Buckets » Create bucket

Create bucket i

Buckets are containers for data stored in $3. Learn more [4]

General configuration

Bucket name

zscaler-bucket-test
Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming E
Figure 179. Create bucket wizard in Amazon S3 with Bucket name field

S3 buckets cannot have an underscore (_) due to the Amazon S3 bucket naming convention. Use a hyphen (-) if
you want a separation in the characters for the S3 name.

5. Select your AWS Region. The region is part of the URL required for creating a Cloud NSS feed in the ZIA Admin
Portal.

General configuration

Bucket name
zscaler-bucket-test

Bucket name must be globally unique and must not contain spaces or uppercase letters. See rules for bucket naming m
AWS Region

US West (Oregon) us-west-2 v

Figure 180. Create bucket wizard in Amazon S3 with AWS Region field

6. (Optional) Maintain the default configurations for the remaining settings (e.g., Bucket Versioning, Default encryption,
etc.).

7. Click Create bucket.

(® After creating the bucket you can upload files and folders to the bucket, and configure additional bucket settings.

Cancel Create bucket

Figure 181. Create bucket button in Amazon S3
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You are redirected to the Buckets page and a success message appears.

(& Successfully created bucket “zscaler-bucket-test" [ ] b4

To upload files and folders, or to configure additional bucket settings choose View details.

Amazon S3 > Buckets

Figure 182. Success message in Amazon S3 after a bucket was created

8. Click View details in the success message, or use the search bar to find the bucket by name, then select the new
bucket.

Buckets (43) nfo

Buckets are containers for data stored in $3. Learn more [

2

Q, zscaler-buc X || 1 match 1 ©
Name v AWS Region A Access v Creation date v
Bucket and
O zscaler-bucket-test US West (Oregon) us-west-2 objects not January 18, 2023, 08:52:04 (UTC-08:00)
public

Figure 183. Search for bucket in Amazon S3

Q. On the Objects tab of the bucket page, click Create folder. The Create folder page appears.

Amazon S3 > Buckets » zscaler-bucket-test

zscaler-bucket-test i

Objects Properties Permissions Metrics Management Access Points

Objects (0)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon S3 inventory [ to get a list of all objects in your bucket. For others

to access your objects, you'll need to explicitly grant them permissions. Learn more [A

‘ C } Actions ¥

l Create folder | 7] Upload

Q. Find objects by prefix 1 &

Figure 184. Bucket overview page in Amazon S3 with Create folder button selected
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10. On the Create folder page, create a folder. Enter a Folder name (e.g., logs-test).

1.

Amazon S3 » Buckets > zscaler-bucket-test » Create folder

Create folder

Use folders to group objects in buckets. When you create a folder, S3 creates an object using the name that you specify
followed by a slash (/). This object then appears as folder on the console. Learn more [4

Your bucket policy might block folder creation

@ If your bucket policy prevents uploading objects without specific tags, metadata, or access control list (ACL)
grantees, you will not be able to create a folder using this configuration. Instead, you can use the upload
configuration to upload an empty folder and specify the appropriate settings.

Folder

Folder name

I logs-test] /

Folder names can't contain */". See rules for naming [}

Figure 185. Create folder page in Amazon S3 showing the Folder name field

Maintain the default Server-side encryption settings and click Create folder.

Server-side encryption
Server-side encryption protects data at rest.

(@ The following settings apply only to the new folder object and not to the objects contained within it.

Encryption key type Info
© Amazon S3-managed keys (SSE-S3)
AWS Key Management Service key (SSE-KMS)

Cancel Create folder

Figure 186. Create folder page in Amazon S3 with Create folder button selected

You are redirected to the Bucket page and a success message appears.

() Successfully created folder "logs-test”,

Operation successfully completed.

Amazon S3 » Buckets » zscaler-bucket-test

Figure 187. Success message in Amazon S3 after a folder was created

Select the folder and click Copy URL. Save the URL (e.g., https://zscaler-bucket-test.s3.us-west-2.
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amazonaws .com/logs—-test/) required for creating a Cloud NSS feed in the ZIA Admin Portal. The name of your
region (e.g., us-west-2) must be present in the URL.

Amazon S3 > Buckets » zscaler-bucket-test
zscaler-bucket-test i

Objects Properties Permissions Metrics Management Access Points

Objects (1)

Objects are the fundamental entiti 3 R use Amazon 53 inventory [ to get a list of all objects in your bucket. For others
; . (® Object URL Copied yBtog . e

to access your objects, you'll need ans. Learn more [A

‘ C Copy S3 URI Copy URL Open [4 ‘ ‘ Delete ‘ ‘ Actions ¥ ‘

‘ Create folder ‘ [# Upload

Q, Find objects by prefix

1 @

Name A Type v Last modified v Size v Storage class v

._ _ [3 logs-test/ Folder = < =

Figure 188. Bucket overview page in Amazon S3 with folder and Copy URL button selected

13. Click the Properties tab, then copy and save the ARN (e.g., arn:aws:s3:::zscaler-bucket-test) required
for creating a policy in AWS.

Amazon S3 > Buckets ) zscaler-bucket-test

zscaler-bucket-test .

Objects Properties Permissions Metrics Management Access Points

Bucket overview

AWS Region Amazon Resource Name (ARN) Creation date
US West (Oregon) us-west-2 arn:aws:s3:-zecaler-bucket-test January 18, 2023, 08:52:04 (UTC-08:00)

Figure 189. Bucket Properties and ARN in Amazon S3
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Create a Policy Granting the User Group Access to the S3 Bucket in Amazon |IAM

A policy is a JSON document in AWS that specifies who has access to AWS resources and what actions they can perform
on those resources. You can attach a policy to an identity (e.g., user group) or resource (e.g., S3 bucket) to define its
permissions. To learn more, refer to the AWS documentation.

To integrate with Cloud NSS, the user group (e.g., Zscaler_Group_Test) needs permission to perform the PutObject action
on the S3 bucket (e.g., zscaler-bucket-test). The PutObject action adds an object to a bucket. The user must have Write
permissions to perform the PutObject action. To learn more, refer to the AWS API Reference documentation.

To create a policy granting the user group PutObject access to the S3 bucket:

1. Go to the IAM Management Console.

2. Inthe left-side navigation, go to Access management > Policies.

Identity and Access x
Management (IAM)

Unable to load search

Dashboard

¥ Access management
User groups
Users
Roles
Policies

Identity providers
Figure 190. AWS IAM menu with Policies selected

3. Click Create policy. The Create policy wizard appears.

1AM
Policies (1203) nfo o Actions W
: . Create policy
Q, Filter policies by property or policy name and press ente 1 2 3 4 5 6 7 .. 61 > @&
Policy name v Type v Used as

Figure 191. Policies page in AWS IAM with Create policy button selected
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4. In the Create policy wizard, create a policy.
5. Click the JSON tab.

Create policy o 2 3

A policy defines the AWS permissions that you can assign to a user, group, or role. You can create and edit a policy in the visual editor and using JSON. Learn more
Visual editor JSON Import managed policy
Figure 192. Create policy wizard in AWS IAM showing JSON tab

6. Inthe JSON editor, write a policy that allows PutObject access to the S3 bucket (e.g., zscaler-bucket-test).
See the following example.

“Wersion”: “2012-10-17",
“Statement”: [
{
“S5id”: “PutObjectActions”,
“Effect”: “Allow”,
“Action”: [
“s3:PutObject”
I
“Resource”: [

“arn:aws:s3:::zscaler-bucket-test/*”
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7. Click Next: Tags.
8. Click Next: Review.

Create policy @ -

Add tags - opt

Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add tag

You can add up to 50 more tags.

Figure 193. Create policy wizard in AWS IAM showing Tags screen
9. Enter a name for the policy (e.g., zscaler policy test).

Review policy
Name*  zscaler_policy_test

Use alphanumeric and ‘#=,.(@-_ characters. Maximum 128 characters

Description

Maximum 1000 characters. Use alphanumeric and +=,(@-_' characters.
Figure 194. Review policy page in AWS IAM showing Name field

10. Review the policy Summary information and click Create policy.

Summary

Q_Filter

Service = Access level Resource Request condition

Allow (1 of 363 services) Show remaining 362

S3 Limited: Write BucketName | string like | zscaler- None

nss-test, ObjectPath | string like | All
»
Tags

Key a Value -

No tags associated with the resource.

Cancel Previous Create policy

Figure 195. Policy Summary page in AWS IAM with Create policy button selected
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You are redirected to the Policies page and a success message appears.

@& The policy zscaler_policy_test has been created. b4

1AM Policies

Figure 196. Success message in AWS IAM after a policy was created

1. Attach the policy to the newly created user group. Click the link in the success message, or use the search bar to
filter the policies by name, then select the new policy (e.g.,, zscaler policy test). The policy Summary page

appears.
IAM
Policies (1214) info o Actions w
Al 2y is an o >t in AWS that defines pern 1S
' Create policy
Q, Filter policies by pre ar |1 match 1 )
"zscaler_policy_test" X Clear filters
Policy name - Type d Used as
zscaler_policy_test Customer managed None

Figure 197. Search for policy in AWS IAM

12. On the policy Summary page, click the Policy usage tab, then click Attach. The Attach policy page appears.

Policies > zscaler_policy_test

SU mima ry Delete policy

Policy ARN arn:aws:iam:; ;policy/zscaler_policy_test €7

Description

Permissions Policy usage Tags Policy versions Access Advisor

~ Permissions (1)

Attach this policy to an 1AM entity to apply its permissions to the entity. Learn more

Figure 198. Attach button in Policy usage tab in AWS IAM
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13. On the Attach policy page, search for and select the newly created user group (e.g., zscaler group test), then
click Attach policy.

Attach policy
Attach the policy to users, groups, or roles in your account

Filter: Filter v Q zscaler_group_test Showing 1 result
¥ Name v Type v
(«*] Zscaler_Group_Test Group

Cancel Attach policy

Figure 199. Attach policy page with user group selected for attachment in AWS IAM

You are redirected to the Summary page, which shows the user group (e.g., zscaler group_ test)under
Permissions.

Policies > zscaler_policy_test

Summa ry Delete policy
Policy ARN arm:aws:iam: :policy/zscaler_policy_test (3]
Description
Permissions Policy usage Tags Policy versions Access Advisor

~ Permissions (1)

Attach this policy to an IAM entity to apply its permissions to the entity. Learn more

Filter: Filter ~ Q search Showing 1 result
Name = Type +
Zscaler_Group_Test Group

Figure 200. Policy Summary page in AWS IAM with user group attached
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Add a Cloud NSS Feed in the ZIA Admin Portal

See Adding Cloud NSS Feeds (government agencies, see Adding Cloud NSS Feeds) and select the type of feed (e.g.,
Web Logs) that you want to configure.

1.

The following fields require specific inputs:

o

a. SIEM Type: Select S3.
b.

C.

AWS Access Id: Enter the access key ID for the user created in AWS.
AWS Secret Key: Enter the secret access key for the user created in AWS.

Max Batch Size: Enter the recommended maximum batch size based on the log type. For Web and Firewall
log types, the recommended maximum batch size is 8 MB. For DNS, Tunnel, and all other log types (e.g., SaaS
Security), itis 1 MB.

S3 Folder URL: Enter the URL of the folder created in the S3 bucket (e.g., https://zscaler-bucket-test.
s3.us-west-2.amazonaws.com/logs-test/).

Feed Output Type: Select JSON.

g. Feed Escape Character: Enter , \”” (comma, backslash, quote).

h. Feed Output Format: Zscaler recommends adding “time”:"%d{epochtime}” to the Feed Output Format. See

the following feed output formats by log type. For Cloud NSS Feeds for Web Logs (government agencies, see
Cloud NSS Feeds for Web Logs), copy and paste the prepopulated Feed Output Format with the following:

AN

\{“"time” : “&d{epochtime}”, “act”:”%$s{action}”, “reason”:”%s{reason}”, “ap-

P ss{proto}”, “dhost”:”%$s{ehost}”, “dst”:”%s{sip}”, “src”:”%s{cintip}”, “source-
TranslatedAddress”:”%s{cip}”, “in”:”%d{respsize}”, “out”:”%d{regsize}”, “re-
quest”:”% s{respcode}"
“requestClientApplication”:”%s{ua}”, “requestMethod”:”%s{regmethod}”, “sus-
er”:”%s{elogin}”, “spriv”:”%s{elocation}”, “externalId”:”%d{recordid}”, “ile-
Type” %s{appname}”, “cat”:
“deviceDirection”:”1”, “cnl”:”%d{riskscore}”, “cnlLabel”:”riskscore”, “csl”:”%$s{d-
ept}”, “csllLabel”:”dept”, “cs2”:”%s{urlcat}”, “cs2Label”:”urlcat”, “cs3”:”%s{mal-

"o

"o

/g

s{eurl}”, “requestContext”:”%s{ereferer}”, “outcome”:

"o AN

$s{filetype} “, “destinationServiceName”:

"o "o

$s{urlcat}”,

wareclass}”, “cs3Label”:”malwareclass”, “cs4d”:
warecat”, “cs5”:”%s{threatname}”, “csbLabel”:”threatname”, “cs6”:”%s{bamd5}”,
“cs6Label” :”md5hash”, “rulelabel”:”%$s{rulelabel}”, “ruletype”:”%$s{ruletype}”,
:”%s{urlclass}”, “DeviceVendor”:”Zscaler” , “DeviceProduct”:”NSSWeblog”
"%$s{devicemodel}”\}

%3s{malwarecat}”, “csdLabel”:”"mal-

“urlclass”
,"devicemodel” :

For Cloud NSS Feeds for Firewall Logs (government agencies, see Cloud NSS Feeds for Firewall Logs), copy
and paste the prepopulated Feed Output Format with the following:

"o

\{“datetime”:”%$s{time}”,”user”:”%s{elogin}”,”department”:”%$s{edepartment}”,”lo-
cationname”:”%s{elocation}”,”cdport”:”%d{cdport}”,”csport”:”%d{csport}”,”sd-
port”:”%d{sdport}”,”ssport”:”%d{ssport}”,”csip”:”"%s{csip}”,”cdip”:"%s{cdip}”, " s~
sip”:”"%s{ssip}”,”sdip”:"%s{sdip}”, "tsip”
type”:"%s{ttypel}l”,”action”:”"%s{action}”,”dnat”:”%s{dnat}”,”stateful”:”%s{state-
ful}l”,”aggregate”:”% $s{nwapp}”, “pro-
to”:”%s{ipproto}”, %$s{destcountry}”,”avg-
duration”:”%d{avgduration}”, ”rulelabel”'”°s{erulelabel}” "inbytes”:”%1d{in-
bytes}”,”outbytes”:”%1d{outbytes}”,”duration”:”%d{duration}”,”durationms”:”%d{du-

"o

« /7o .//o

ss{tsip}”,”tunsport”:”%d{tsport}”, ”tun-

/g /g

$s{aggregate}”, "nwsvc”:”"Ss{nwsvc}”, "nwapp”:

” /g

ipcat”:”%s{ipcat}”,”destcountry”

”

rationms}”, ”“numsessions”:”%d{numsessions}”,”ipsrulelabel”:”%$s{ipsrulelabel}”,” -

.no

threatcat”:”%s{threatcat}”,”threatname”:”%$s{ethreatname}”,”deviceowner” :”%$s{devi-

ceowner}”,”devicehostname” :”%$s{devicehostname}”\}
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For Cloud NSS Feeds for DNS Logs (government agencies, see Cloud NSS Feeds for DNS Logs), copy and
paste the prepopulated Feed Output Format with the following:

/AN

\{“datetime”:”%s{time}”,”user”:”%s{elogin}”,”department”:”%s{edepartment}”,”lo-
cation”:”%$s{elocation}”,”regaction”:”%$s{reqaction}”,”resaction”:”"%$s{re-
saction}”,”reqrulelabel”:”%s{reqrulelabel}”,”resrulelabel”:”%s{resrulela-
bel}”,”dns reqtype”:”%s{reqtypel}l”,”dns req”:”%s{req}”,”dns resp”:”%s{res}”,”s-
rv_dport”:”%d{sport}”,”durationms”:”%d{durationms}”,”clt sip”:”%s{cip}”,”srv_

/AN /AN

dip”:”%s{sip}”,”category”:”%$s{domcat}”,”respipcategory”:”%s{respipcat}”,”device-

/AN

owner” :”%s{deviceowner}”, ”devicehostname” :”%s{devicehostname}”\}

When logs are streaming, Zscaler creates a file for every batch of logs with the following path (id1 and id2
represent internal IDs): S3bucket/feedtype/feedname=feed_name/year=YYYY/month=MM/day=DD/epochtime_
id1_id2_samesecondcount

See the following example: zscaler-bucket-test/_weblog/feedname=s3test_feed/year=2023/month=01/
day=23/1674506076_40960_24 2

If you do not include %d{epochtime} in the Feed Output Format, the file path substitutes ingestiontime for
epochtime. Ingestion time is when the NSS uploads the feed to the S3 bucket.

You can specify the file extension (e.g., GZIP) of the log data stored in your configured S3 bucket, according to
your integration requirements. To enable and set the file extension, contact Zscaler Support.

Streamlining Incident Response with Workflow Automation

Workflow Automation is an application that enables governance analysts to manage and resolve the different Data
Protection incidents that occur in their organization. Workflow Automation integrates with ZIA to capture those Data
Protection incidents generated from the different DLP policies defined in ZIA. To learn more, see Configuring the DLP
Application Integration Using Amazon Web Services (government agencies, see Configuring the DLP Application
Integration Using Amazon Web Services).

AWS integration requires three AWS resources:

1. S3 Bucket: The S3 bucket names share a common prefix.

2. SNS Topic: The metadata S3 bucket pushes notifications to the SNS topic that is subscribed by the Workflow
Automation SQS Queue.

3. Cross Account IAM Role: The cross-account IAM role allows read-only access to the Workflow Automation AWS
account to the data and metadata buckets.
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Applying Zero Trust Principles to Generative Al Workloads

The following sections describe applying zero trust principles to generative Al (Gen Al) workloads.

Architecture
This integration focuses on securing the data sources that Amazon Q uses to generate responses to user prompts. There
are two key components to enable full protection for Amazon Q data flows:
Deploy Zscaler Cloud Connectors to ensure all traffic consumed by Amazon Q is inspected by the Zscaler ZTE.
Enable Zscaler's out-of-band CASB scanner to monitor and secure data stored in Amazon S3 buckets.

When setting up Amazon Q for business, follow the official Amazon Q setup guide. Typically, Amazon Q aggregates
data from multiple sources to build its database. To secure these data sources, deploy Zscaler Cloud Connectors within
a Virtual Private Cloud (VPC) and route Amazon Q's egress traffic through this environment. This ensures that all data
accessed by Amazon Q is scanned for malware and potential data loss, providing comprehensive protection for your Al
workflows.

The following is an example of data sources that an Amazon Q solution could use:

Data sources (3) e

E Q. search data sources

Name v | Source v | Datasourcestate ¥
O AWS-Q-Internal-Wiki WEBCRAWLER @) Active
O Global-Cyeling-Met. .. WEBCRAWLER ) Active
O qoenaitest 53 (=) Active

Figure 201. Data sources

You must ensure the web crawler sites go through a VPC that egresses through a Cloud Connector (Zero Trust Gateway):

S AWS Cloud
Amazon Q web crawlers are
protected by egressing via VPC

C\\ ) . with Zscaler Cloud Connectors
Q Virtual Private Cloud (VPC) NAT /P
Gateway {Z}"
Amazon Q
AmazonQ \ | ®wPW "~~~ T T T"TTTTTTT——~ |
data source path @l Private Q Security Subnet | (22
| Zero Trust D;_"
| /'r/-t> | Exchange DD
- : |
1 1 rea ren
| [ O O wii
| Gateway Load Zscaler Cloud | DD DD Website
Balancer Connectors
S3 Bucket | balancer  Gonnectors !
Q Data

Public Cloud Al

Figure 202. Zscaler and Amazon Q architecture

To ensure that all Amazon Q web crawler traffic is inspected and secured, deploy a Cloud Connector within a dedicated
VPC and route the crawler traffic through it. By directing traffic to this VPC, you enable full inspection through the
Zscaler ZTE, ensuring that all data collected is free of malware and safeguarded against data loss or exposure of sensitive
company information.
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For detailed guidance, see Deploying a Zscaler Cloud Connector for Amazon Web Services (government agencies, see
Deploying a Zscaler Cloud Connector for Amazon Web Services). After your VPC with Cloud Connector is in place,
follow the steps outlined in this section to configure Amazon Q's web crawlers to route traffic through your secured VPC
environment.

1. In the AWS Management Console under your Amazon Q for Business, click Add data source.

o sources 5 . :

Figure 203. Add data source

2. Select Web crawler.

@ Web crawler 2 added ' @

Figure 204. Web crawler
3. Provide the source URLs from where you want to collect data, and then click Configure VPC and security group.
Configure VPC and security group - optional 1.

Virtual Private Cloud (VPC)
Select a VPC that defines the virtual networking environment for this repesitory instance. Manage VPCs [A

[ vpe-01fal (10.9.0.0/18&) (Zscaler Q Demo VPC-vpc) v ]

Figure 205. Configure VPC and security group

4. Select the VPC you configured with your Cloud Connectors.

Select the subnet that is configured to forward traffic to the Cloud Connectors. This allows the Amazon Q web
crawler to egress out the cloud connectors.

6. Select the security group you configured to allow traffic to flow from the Amazon Q web crawler out to the sites
from which you want to collect data.

After you configure the web crawler to scan regularly, you see traffic from the user associated with your cloud connector
instance. It might have a default name such as east-1-vpc-Olfaf2c78bdbd9cbc.
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Enabling Zscaler Malware and DLP scanning of AWS S3 buckets

To learn more about setting up S3 bucket scanning, see Enhancing AWS S3 with Zscaler SaaS Security.

For example, you must scan the Amazon Q dataset stored in the AWS S3 bucket, which is configured in the Amazon Q
data sources. The following setup enables the Zscaler ZTE to scan and ensure there are no DLP violations or malware
stored on the S3 bucket.

AWS Cloud

Amazon Q web crawlers are

protected by egressing via VPC
C\ ) . with Zscaler Cloud Connectors
Q Virtual Private Cloud (VPC) NAT (P
Gateway ‘;}”
Amazon Q
AmazonQ |\ | WP "~~~ T~~~ TTT-TTT-TTT——- :
data source path @ Private Q Security Subnet : r-n
| Zero Trust D'. -
| /% | Exchange
- : @ !
| | e r-n
| [ O O wi
| Gateway Load Zscaler Cloud | DD DD Website
$3 Bucket L Belencer Cemnectors |
Q Data
Public Cloud Al

S3 Buckets are scanned
via CASB integrations

Figure 206. Zscaler and AWS S3 architecture
To configure your Zscaler Tenant to scan the S3 bucket:

1. Inthe ZIA Admin Portal, go to Administration > Cloud Configuration > SaaS Application Tenants.

2 Settings

My Profile Hanolog Streaming Servioe
Company Profils Mdvanced Settings

Alprts Virtual Service Edges

Print All Policles DLP incident Recelver

Partrar Intagrations

@ Authentication

Authentication Sattings Administrator Managemant

Figure 207. SaaS Application Tenants

2. Click Add SaaS Application Tenant and then click the Amazon S3 bucket.

SaaS Application Tenants

(¥ Add Saas Application Tenant

Figure 208. Add SaaS Application Tenant
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3. Configure the tenant to match the fields shown in the following image (with your information). To learn more
about configuring the IAM roles, see Adding SaaS Application Tenants (government agencies, see Adding SaaS
Application Tenants).

Edit SaaS Application Tenant

€  Choose the Saas Application Provider

amazon
53

€  Name the Saas Application Tenant

Figure 209. Add Saa$S Application Tenant

Configure Zscaler Policy Scans

After authorizing the SaaS Application Tenant for S3, configure the scans in your Zscaler policy:

1. Inthe ZIA Admin Portal, go to the Policy > SaaS Security APl > SaaS Security APl Control.
& Web

Malware Protection URL & Cloud App Control
Advanced Threat Protection File Type Control
Sandbox Bandwidth Control

Secure Browsing S5L Inspection

Data Loss Prevention

& Saa$S Security API

Scan Configuration

Activation
Saas Security Posture Manage...

Figure 210. SaaS Security APl Control
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2. Click Add DLP rule and configure the settings to match the fields shown in the following image. After you have

enabled the DLP rule, set up scans.

DLP RULE

Rule Order

1

Rule Status

Enabled

CRITERIA

SaaS Application Tenant

AWSqg Gen Al

Bucket Owner

Select Bucket Owner

Collaboration Scope

Any - Any

DLP INCIDENT RECEIVER

Zscaler Incident Receiver

None

ACTION

Action

Report Incident Only

NOTIFICATION

Auditor Type

Auditor Email Address

spaisley@zscaler.com

Figure 211. Add DLP Rule

Rule Name

SaaS_Storage_App_Rule_l

Rule Label

Buckets

All Buckets Selected in the Scan Schedule

DLP Engines

ClassificationConfidential; Source Code

Severity

High

Notification Template

DLP Email Template
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3. After you have the DLP rule enabled you can setup scans. Go to Policy > SaaS Security APl > Scan Configuration.

Malware Protection URL & Cloud App Control
Advanced Threat Protection File Type Control
pashbond sandbox Bandwidth Control
Iﬁ Secure Browsing S5L Inspection
Analytics

‘ Data Loss Prevention
Policy

& SaaS Security API

on

Saas Security APl Control

Aetivation

Saa5 Security Posture Manage...

Figure 212. Scan Configuration

4. Select the S3 bucket that is configured as the Amazon Q Business Data Source.

Edit Scan Schedule X

SCHEDULE CRITERIA
SaaS Application Tenant Palicy

AWSg Gen Al L Cata Loss Prowention, Malware Detection

Date To Scan
Mew Data Only
Amazon 53 Buckets

Scannable Unscannable

1/4 ltams to Scan

Marme e 3 Q
MNao. Hame Exposure Tags Files E
1 ggenailest @ Private 7
2 knotteds3 @ Internal 3
3 brandnewbuckeld43 @ Private 0

Figure 213. Edit Scan Schedule

5. Click Save and Activate your policy. Amazon Q business data sources are now protected.
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DLP policies within the ZTE help safeguard Gen Al platforms like Amazon Bedrock and Amazon Q, while also ensuring that
users only access approved, corporate-sanctioned Al tools.

In the diagram, you can see both end users and corporate users included in the protected environment. After DLP and
security policies are configured, they are immediately enforced across the organization. Additionally, you can block access
to unsanctioned public Al tools and seamlessly redirect users to approved corporate Al services.

QS AWS Cloud 1
Amazon Q web crawlers are
protected by egressing via VPC

with Zscaler Cloud Connectors
@ Q Virtual Private Cloud (VPC) NaT (5
Gateway ‘;}"

Amazon Q

Amazon@ |\ | woww - """~ —~—~—~———————-—_ -
data source path @' Private Q Security Subnet | .
X Zero Trust O
| /',/—]:> ! Exchange 00
= - @
| | ren -
| Gateway Load Zscaler Cloud ! O O wi
: g | OO Qg website

S3 Bucket Balancer Connectors

Q Data
ooo
3 S3 Buckets are scanned ooo
via CASB integrations I I

Figure 214. Implemented policies for end users and corporate users

Public Cloud Al

2 Remote & Office workforce
has policy enforced

All of the policies protect the Amazon web crawler data collection, the S3 buckets, and the end users from using
unsanctioned Gen Al websites for example.

Zscaler Data Protection Overview

Zscaler's DLP engines enable you to detect sensitive data, control transactions by allowing or blocking them, and
automatically notify your organization’'s auditor whenever a transaction triggers a DLP rule. If you're using a third-party
DLP solution, Zscaler can forward details of triggered transactions to it securely via ICAP. However, Zscaler operates
independently of ICAP responses—enforcement decisions are based solely on the policies configured within Zscaler. The
external DLP system can then process the forwarded information and take any necessary remediation actions.

By default, Zscaler evaluates inline DLP rules sequentially and stops at the first match. If you enable Evaluate All Rules
mode, Zscaler instead assesses all applicable rules and enforce the action from the most restrictive policy.

You must first delete all existing inline DLP rules before you change the way the Zscaler service evaluates rules. To
learn more, see Configuring DLP Policy Rules with Evaluate All Rules Mode Enabled (government agencies, see
Configuring DLP Policy Rules with Evaluate All Rules Mode Enabled).

Configure a DLP Policy for Private and Public Al Data Protection

The following sections describe configuring DLP policies for private and public Al data protection.

DLP with Content Inspection

Al DLP with content inspection can use predefined dictionaries, custom dictionaries, or exact data match algorithms to
detect specific kinds of information in your users’ traffic and activities to Al sites. The Zscaler service provides predefined
dictionaries that you can modify and, in some cases, clone. You can also create custom dictionaries for content not
covered by predefined dictionaries.
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Configure DLP Dictionaries

Use DLP dictionaries and engines as defined, or modify them to suit your needs. You can also create custom dictionaries
or engines. Skip this procedure if you don't want to modify or create custom DLP dictionaries and engines for Al Data
Protection.

To add a custom DLP dictionary:

1. Go to Administration > DLP Dictionaries & Engines.
2. Click Add DLP Dictionary.
3. Inthe Add DLP Dictionary window:
a. Name: Enter a name for the dictionary.
b. Dictionary Type: Select a type from the drop-down menu.

- Patterns & Phrases: If selected, the Patterns & Phrases sections appear, where you can add patterns,
phrases, and apply actions to them. To learn more, see Defining Patterns for Custom DLP Dictionaries and
Defining Phrases for Custom DLP Dictionaries (government agencies, see Defining Patterns for Custom
DLP Dictionaries and Defining Phrases for Custom DLP Dictionaries).

Add DLP Dictionary x

HName Dictionary Type
Patterns & Phrases w
Match Type
Match Any v
Description
Pattem Action
Count e v O
Add Pattern
Patterns & Phrases Dictionary Type
Phrase Action
Count v @

Figure 215. Add DLP Dictionary Patterns & Phrases

©2025 Zscaler, Inc. All rights reserved. 160


https://help.zscaler.com/zia/defining-patterns-custom-dictionaries
https://help.zscaler.com/zia/defining-phrases-custom-dictionaries
https://help.zscaler.us/zia/defining-patterns-custom-dictionaries
https://help.zscaler.us/zia/defining-patterns-custom-dictionaries
https://help.zscaler.us/zia/defining-phrases-custom-dictionaries

ZSCALER AND AWS DEPLOYMENT GUIDE |

- Microsoft Information Protection (MIP): If selected, the MIP labels appear, where you can select the MIP
labels. To learn more, see Adding an MIP Account and Defining Microsoft Information Protection Labels
for Custom DLP Dictionaries (government agencies, see Adding an MIP Account and Defining Microsoft
Information Protection Labels for Custom DLP Dictionaries).

Add DLP Dictionary b

Hame Dictionary Type
F w
Match On
Q

Labal Name @ Label Value
A sR ed1201eB DBe-8ba6-1832311d25
Conlidenta 04e197p8-dal2-45ed-a208-88IMZD1ab2(3

AN Exv B 8 8
i @ntiElkA o i =48 018-B99MNaB7I625
C d 1 8d17ec-1152-4ab2-B2dB-d2edbleBoeds
c lalRecip 5 299994 3t d1-bedl-20e203al1c10
C ) ) 2
Genera 3baf0ed3-912a-40ac-B30b-12d5aZed 11al
H al g d-p7I0-323020a
Hig I al-All E B-ba9 - Bd9209adi8
Hig C Ay o 3 605 b72-BE 2357632
Hig ConlidenliatRec G8ldaiSa-TIed-4be5-8abd -IDE2delbchbe
Personal L p-Badc-deda-b3a3-026511ccH85e
wb dllabc-2 S*4C Dcdo-eads basod
5 @ eabdfads-t 4676-861d-07beld37dad 3

Figure 216. Add DLP Dictionary Microsoft Information Protection
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- Indexed Document Match: If selected, the Indexed Document Match section appears, where you can
select existing IDM templates and choose match accuracy levels for those templates. To learn more, see
Creating an Indexed Document Match Template and Defining IDM Match Accuracy for Custom DLP
Dictionaries (government agencies, see Creating an Indexed Document Match Template and Defining IDM

Match Accuracy for Custom DLP Dictionaries).

Add DLP Dictionary s

DLF DICTIOMARY

Mama Dictionary Type

Indexed Document hMatch b

Exclude 100% Match

B o

Description

INDEXED DOCUMENT MATCH

Index Template

Figure 217. Add DLP Dictionary Index Document Match
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- Exact Data Match: If selected, the Exact Data Match (EDM) section appears, where you can select existing
EDM templates and add data fields from those templates. To learn more, see Creating an Exact Data Match
Template and Defining Exact Data Match Fields for Custom DLP Dictionaries (government agencies,
see Creating an Exact Data Match Template and Defining Exact Data Match Fields for Custom DLP
Dictionaries).

Add DLP Dictionary x

DLP DICTIONARY

Mame Dictionary Type

Exact Data Match W

Description

EXACT DATA MATCH
Data Template

NOME w

Add Template

Figure 218. Add DLP Dictionary Exact Data Match

c. Match Type: This is only applicable if you are configuring a Patterns & Phrases type dictionary. Select a Match
Type from the drop-down menu to configure how the dictionary triggers when matching patterns and phrases.

-Match Any: This is the default setting. If selected, the dictionary triggers when a transaction matches any
one of the dictionary’s patterns or phrases

- Match All: If selected, the dictionary triggers when a transaction matches all of the dictionary’s patterns and
phrases

d. Description: (Optional) Enter a description for the dictionary.

4. Click Save and Activate the change.
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Configure DLP Engine

Adding a custom DLP engine is one of the tasks you can complete when configuring DLP policy rules.

You can add a custom DLP engine on the Add DLP Engine window or through the Cloud Service APl (government
agencies, see Cloud Service API).

To add a custom DLP Engine:

1. Go to Administration > DLP Dictionaries & Engines.

2. Inthe DLP Engines tab, click Add DLP Engine.

3. Inthe Add DLP Engine window, enter the Name for the custom DLP engine.
4

In the Engine Builder section, add operators and DLP dictionaries to build an expression. You can see your
expression in the Expression Preview.

ENGINE BUILDER

EXPRESSION

[ Select a dictionary ~ x ©

Expression Preview

Figure 219. ZIA Engine Builder

5. Under Expression:

a. Select an operator to build your expression. The operators include All (AND), Any (OR), Exclude (AND NOT),
and Sum. The Sum operator is available for count-based DLP dictionaries (e.g., Credit Cards, Social Security
Numbers, etc.) and allows you to specify the sum total of matches that trigger a group of dictionaries specified
in the DLP engine.

b. Select a dictionary from the drop-down menu, then specify a match count (government agencies, see match
count) as needed.

c. Click Add to add a Dictionary or a Subexpression. Click Remove to delete dictionaries or subexpressions.

- If you use the Sum operator, select two or more predefined or custom DLP dictionaries. You must set a
value for the match count. You can enter any value less than 1000.

- If you use the All, Any, or Exclude operators, you must select a predefined or custom DLP dictionary.
Certain dictionaries require you to set a value for the match count. You can enter any value less than 1000.
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- If you use Subexpression, you must select an operator. The operators include All (AND), Any (OR), Exclude
(AND NOT), and Sum. The Sum operator is available for count-based DLP dictionaries (e.g., Credit Cards,
Social Security Numbers, etc.) and allows you to specify the sum total of matches that trigger a group of
dictionaries specified in the subexpression

6. Continue adding dictionaries and operators to the expression as needed. At each level, you can create up to 4
subexpressions, use up to 4 operators, and add up to 16 dictionaries per operator.

7. (Optional) For Description, enter any additional notes or information. The description cannot exceed 255
characters.

8. Click Save and Activate the change.

Define Policy Rules

To define your policy rules:

1. Go to Policy > Data Loss Prevention.
2. Click Add and select Rule With Content Inspection.
3. Inthe Add DLP Rule window:

a. Rule Order: Policy rules are evaluated in ascending numerical order (Rule 1 before Rule 2, and so on), and
the Rule Order reflects this rule’s place in the order. You can change the value, but if you've enabled Admin
Ranking, the assigned Admin Rank determines the Rule Order values you can select.

b. Admin Rank: Enter a value from 0-7 (0 is the highest rank). Your assigned admin rank determines the values
you can select. You cannot select a rank that is higher than your own. The rule’s Admin Rank determines the
value you can select in Rule Order so that a rule with a higher Admin Rank always precedes a rule with a lower
Admin Rank.

c. Rule Name: Enter a unique name for the DLP rule or use the default name.

d. Rule Status: An enabled rule is actively enforced. A disabled rule is not actively enforced, but does not lose its
place in the Rule Order; the service skips it and moves to the next rule.

e. Rule Label: Select a rule label to associate it with the rule. To learn more, see About Rule Labels (government
agencies, see About Rule Labels).

4. Define the following Criteria:

a. DLP Engines: Select Any to choose all DLP engines for this rule, or select up to 4 engines. You can search for DLP
engines or click the Add icon to create a new DLP engine.

b. The Match Only option takes effect for both Allow and Block rule actions. You can select Match Only to
configure how engines must trigger in order for the service to take action. To learn more, see DLP Policy
Configuration Example: Match Only (government agencies, see DLP Policy Configuration Example: Match
Only).

5. For Public Al Sites, select the in-scope Al site under the URL Categories or Cloud Applications.

6. For Private Al Sites:

a. ZPA Application Segment: Select Any to apply the rule to all ZPA application segments (government agencies,
see ZPA application segments), or select up to 255 ZPA application segments. You can also search for ZPA
application segments.

b. File Type: From the drop-down menu, choose the file types for the rule. You can create DLP policy rules that
apply just to content sent via specific file types. Policies that reference Zscaler DLP engines support different
file types than policies that reference external DLP engines (government agencies, see policies that reference
external DLP engines). Zscaler DLP engines can scan files of up to 100 MB. For an archived file, the size of
individual files when decompressed can also be a maximum of 100 MB.
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. Minimum Data Size: Enter the minimum size requirement that data must meet before the DLP rule applies. The
default minimum data size, O KB, means there is no minimum data size requirement.

. Users: You can specify how the DLP rule applies to your users.

- Choose Include to apply the rule to selected users and no other users. From the drop-down menu, choose
Any to apply the rule to all users or select up to 4 users.

- Choose Exclude to apply the rule to all other users and not selected users. You can select up to 256 users.
. Groups: You can specify how the DLP rule applies to your groups.

- Choose Include to apply the rule to selected groups and no other groups. From the drop-down menu,
choose Any to apply the rule to all groups or select up to 8 groups.

- Choose Exclude to apply the rule to all other groups and not selected groups. You can select up to 256
groups.

Departments: You can specify how the DLP rule applies to your departments.

- Choose Include to apply the rule to selected departments and no other departments. From the drop-
down menu, choose Any to apply the rule to all departments or select up to 8 departments.

- Choose Exclude to apply the rule to all other departments and not selected departments. You can select
up to 256 departments.

. User Risk Profile: Select the user risk score levels to which the rule applies. Selecting no value ignores this
criterion in the policy evaluation. Users are assigned a risk score based on their browsing activities. A range of
risk scores is grouped as a risk score level:

- Low: Level with user risk scores ranging from O to 29.

- Medium: Level with user risk scores ranging from 30 to 59.
- High: Level with user risk scores ranging from 60 to 79.

- Critical: Level with user risk scores ranging from 80 to 100.

. Locations: Select Any to apply the rule to all locations (government agencies, see locations), or select up to 8
locations. You can also search for a location or click Add to add a new location.

Location Groups: Select Any to apply the rule to all location groups (government agencies, see location
groups), or select up to 32 location groups. You can also search for a location group.

Time: Select Always to apply this rule to all time intervals (government agencies, see time intervals), or select
up to two time intervals. You can also search for a time interval or click Add to add a new time interval.

. Protocols: Select the protocols to which the rule applies.

- HTTP: Data transactions and file uploads from HTTP websites.

-HTTPS: Data transactions and file uploads from HTTPS websites encrypted by TLS/SSL.
- Native FTP: Data transactions and file uploads from native FTP servers.

Inspect Downloads: Enable this option to allow DLP inspection for content downloaded from specific Al apps.
If this option is enabled, you must choose at least one application segment. If disabled, the DLP rule only
applies to content sent to cloud apps.
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m. (Optional) For DLP Incident Receiver, complete one of the following tasks:

- If you don't have a third-party DLP solution or don't want to forward content, leave the following Zscaler
Incident Receiver or ICAP Receiver field as None.

- If you want to forward the transactions captured by this policy rule to a DLP incident receiver:

- For Incident Receiver, select whether the DLP incident receiver is an ICAP (government agencies, see
ICAP) receiver (government agencies, see ) or a Zscaler Incident Receiver (government agencies, see
Zscaler Incident Receiver).

- Select the applicable ICAP Receiver or Zscaler Incident Receiver from the drop-down menu. You must
configure your ICAP receivers or Zscaler Incident Receivers in order to complete this step.

n. Select the Action for the rule. You can Allow or Block transactions that match the rule. If you select Allow, the
service allows and logs the transaction. If you select Block, the service blocks and logs the transaction.

o. (Optional) Configure an email notification for the rule. If you do not select an auditor and notification template,
a notification is not sent for this rule.

- For Auditor Type, select whether the auditor is from a Hosted database or External to your organization.
- Select the Auditor:

- If the auditor is from a hosted database, select or search for the auditor.

- If the auditor is external, enter the auditor’s email address.

- Select a Notification Template, if you configured one (government agencies, see configured one). You can
also search for a notification template or click the Add icon to add a new notification template.

p. (Optional) Configure Client Connector Notification. You can Enable or Disable Zscaler Client Connector
notifications for the rule when violations occur. The field is only available if you enable the Web DLP Violations
option for your organization on the End User Notifications page in the ZIA Admin Portal and you select the
Action as Block for the rule. See Using the Zscaler Notification Framework (government agencies, see Using
the Zscaler Notification Framework).

g. (Optional) Enter a Description including additional notes or information. The description cannot exceed 10,240
characters.

r. Click Save and Activate the change.

E You can combine public and private Al sites under a single policy if required.
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Figure 220. Zscaler Internet Access DLP Rule
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Configure the Zscaler Notification Framework

You can optionally configure various user notification settings in Zscaler Client Connector. Some options become
available after the user’s device is enrolled in the Zscaler service, and can be adjusted directly within the Zscaler Client
Connector settings.

There are two types of notification systems: the standard Windows notification system and Zscaler’s built-in Notification
Framework. While both deliver the same messages, users cannot disable Zscaler’s Notification Framework through
Windows settings.

Zscaler notifications appear in the bottom right corner of the window. Up to five notifications can be shown at once, each
automatically disappearing after five seconds. Users can also move or dismiss these notifications by clicking anywhere
within the notification window.

To configure the Zscaler Notification Framework, follow these steps:
1. In the Zscaler Client Connector Portal, go to Administration > Client Connector Notifications. Click the End User

Notifications tab and select from the following options:

2. Enable Notifications by Default: This setting is enabled when a user is enrolled. Users can turn this option off from
the Zscaler Client Connector.

Enable App Updates Notifications: Select this option to have users receive app upgrade notifications.

4. Enable Service Status Notifications: Select this option to have users receive status notifications for Zscaler services,
such as when a service is in Disaster Relief (DR) mode.

Enable ZIA Notifications: Select this option to have users receive notifications from ZIA, such as DLP notifications.

6. Enable Notifications for ZPA reauthentication: Select this option to prompt users for authentication. This option is
enabled after a user is enrolled. Users can turn off this option from Zscaler Client Connector.

7. Show ZPA Reauthentication Notifications Every (In Minutes): Select this option to show ZPA reauthentication
notifications at a specific time interval. This setting is enabled by default. Enter a value from 2 to 1440 to set the
interval in minutes.

8. Custom Timer (In Seconds): Use this option to set the time the notification displays for the user. Enter a time
between 5 and 60 seconds.

Q. Enable Persistent Notifications: This setting is enabled by default and displays critical notifications until the user
dismisses them. Critical notifications include ZPA reauthentication, captive portal detection, request for a system
reboot, and packet capture.

10. ZIA Notification Persistent: When enabled, this option overrides the custom timer and makes notifications
persistent.

11.  Click Save.

E Use ZIA Notification Persistence carefully. Based on ZIA policy, users might have several DLP block notifications.
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Figure 221. Enable ZIA Notifications
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In the Zscaler Client Connector Portal, go to App Profiles.

Click Add Windows Policy.

Enable Use Zscaler Notification Framework.

Click Save.

Add Windows Policy x

Disable Parallel IPv4 and |PvE DNS requests 7]

i
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Figure 222. Enable Windows Notification Framework
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To enable the Zscaler Notification Framework on macQOS devices:
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In the Zscaler Client Connector Portal, go to App Profiles.

Click Add macOS Policy.

Enable Use Zscaler Notification Framework.

Click Save.
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Figure 223. Enable macOS Notification Framework
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Contextualizing Risk using AWS and Zscaler UVM

Zscaler's Data Fabric for Security and Unified Vulnerability Management (UVM) solution integrates, normalizes, and unifies
data from various enterprise security and business systems to provide actionable insights, analytics, and operational
efficiencies.

Zscaler offers preconfigured connectors for the following AWS services, which you can add as Assets:

EC2

Relational Database Service (RDS)

Elastic Container Registry (ECR)

Elastic Kubernetes Service (EKS) Clusters API
S3 Buckets

AWS Accounts

In addition, you can add the following as Findings:

AWS Inspector Findings
AWS Security Hub
AWS Elastic Container Registry (ECR) Findings

The following steps outline how to start ingesting data from these sources, while also (optionally) combining EC2 data with
Zscaler vulnerability information to provide a more contextualized and personalized risk assessment for your organization.

Creating a Role ARN and an External ID in AWS

This process takes you through creating a Role ARN and External ID for a Single AWS account. To use the alternative
options of a Secret Key or Multiple Accounts, refer to the Zscaler documentation.

1. Open the cloudformation.json file and copy its contents into a text editor.

2. Determine which roles ARN permissions you must add to the cloudformation.json file from the following table:

Connector Name Data Retrieved Permissions Required

Security Hub API Findings securityhub:GetFindings
Inspector Findings Findings inspector2:ListFindings

ECR Findings Findings ecr:DescribelmageScanFindings
EC2 Resources ec2:Describelnstances
Relational Database Service (RDS) Resources rds:DescribeDBInstances

Elastic Container Registry (ECR) Resources ecr:Listimages

ecr:Describelmages
ecr:DescribeRepositories

Elastic Kubernetes Service (EKS) Resources eks:ListClusters

Clusters API eks:DescribeCluster

S3 Buckets Resources s3:ListAlIMyBuckets

Accounts Retrieves your organization's organizations:DescribeAccount
accounts details. organizations:ListAccounts

organizations:ListTagsForResource

Note: Attach this permission to the
root/organization account.
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3. Under the second Action in ZscalerPolicy, edit the permissions list to cover those necessary for the data you want to
retrieve

“ZscalerPolicy”: {
“Properties”: {
“PolicyDocument”: {

“Statement”: [

“S5id”: “AllowSQSReceiveMessage”,

“Effect”: “Allow”,

“Action”: [
“sgs:ReceiveMessage”,
“sgs:DeleteMessage”,
“sgs:ChangeMessageVisibility”

1y

“Resource”: “arn:aws:sgs:*:*:*Zscaler*”

by

“Action”: [
ANY

“securityhub:GetFindings “,

AN

“inspector2:ListFindings “,

AN

“ecr:DescribeImageScanFindings %,

AN AN

ec2:DescribeInstances “,

AN AN

rds:DescribeDBInstances “,

AN

ecr:ListImages”,

AN

ecr:DescribeImages”,

AN

ecr:DescribeRepositories”,

AN

eks:ListClusters”,
“eks:DescribeCluster”,
“s3:ListAllMyBuckets”,

“organizations:DescribeAccount”,

“organizations:ListAccounts”,
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“organizations:ListTagsForResource”
]I
“Effect”: “Allow”,
“Resource”: “W*x”

Save this CloudFormation file locally as Zscaler-aws-connector. json.
Generate a UUID to use in the next step. You can use this UUID Generator.

Install the aws-cli if it's not installed on your system already. For instructions, refer to the AWS Resources.

N oo v

Run the following CloudFormation Role Stack command.

aws cloudformation create-stack \

--region <REGION> \

--stack-name ZscalerStackIntegration \

-—capabilities CAPABILITY NAMED IAM \

--template-body file://Zscaler—-aws—connector.json \

—--parameters ParameterKey=Externalld,ParameterValue=<Generated UUID>
Before running the command, ensure:

a. You replace <REGION> with the region of the AWS service from which you're retrieving data.
b. The Zscaler-aws-connector.json file is in the present working directory.
c. Replace <Generated UUID> with the UUID you created in the previous step.

8. Look for the confirmation that the stack has been created with a response of a StacklD, such as:

{

“StackId”: “arn:aws:cloudformation:ap-southeast-2:******459973:stack/
ZscalerStackIntegration/*******xx—x*+x-711ef-bb5b-023b19c7266£"

}

Output for the RoleARNID and ExternallD

Run the command aws cloudformation describe-stacks --stack-name ZscalerStackIntegration to get
the RoleARNID and ExternallD. The output includes the following:

“Outputs”: [
{
“OutputKey”: “RoleARNID”,

“OutputValue”: “arn:aws:iam:: :******459973:r0le/
ZscalerAccess—-Role”,

“Description”: “Your Role ARN ID”
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“OutputKey”: “ExternallID”,
“OutputValue”: Whxxxkkdr_xxdkk_*x*x*x-33c9-b7d80eb%acbe”,

“Description”: “Your External ID”

I

Configure the AWS UVM Data Connectors

The following sections describe how to configure AWS UVM data connectors.

Configure the AWS Accounts Data Source

To configure the AWS accounts data source:

1. Login to the Zscaler UVM Platform.
2. Click Configure.

Z< Avalor i Vulnerabilities 4" Explore e »

[¢] 0@

(T,

) Welcome to Avalor

What's next?

Tickets Remediation Dashboard Explore

Legal Disclaimer (5

Figure 224. Zscaler UVM Platform
3. Click Create, then search for AWS Accounts.

_--_ Avalor aee Vulnerabilities 4 Explore e » O 0

Connect New Data Source

P =
| Q aws accounts X j
AN

Cloud

dWS  AWS ACCOUNTS

Figure 225. Connect New Data Source

4. Click the AWS Accounts application.
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5. On the Create AWS Accounts Source window, complete the following:

a o

-

a. Name: Enter a name for the Data Connector.
b.

Active: Toggle the switch to enable the Data Connector.
Authentication: Enter the Role ARN.

Region Names: Select the Region Names this data source applies to.
Role ARN: Enter the Role ARN.

External ID: Enter the External ID.

Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.

6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

== Avalor £ Vulnerabilities

| © TestPassed xl 4 Explore e » O 0

= Create AWS ACCOUNTS Source

Details

AWS ACCOUNTS connector @D Active

AWS ACCOUNTS

Figure 226. Test Passed
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7. Click Save.

<= Avalor Vulnerabilities
== Create AWS ACCOUNTS Source
- Details

AWS ACCOUNTS connector @D Active
AWS ACCOUNTS
Retrieval
[Caam: 1
Asia Pacific (Sydney) v |
T ]
Scheduling
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12:00 AM
Remediation Detection Settings
Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicable settir

Aging eritoria

4 Explore

+ Add Rule

Age immediately if Finding was not seen, while Asset was seen in the latest data refresh

|

Fallback

Advanced Settings

Suppression Rules
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Figure 227. Create AWS Accounts Source

Configure the AWS EC2 Data Source
1. Login to the Zscaler UVM Platform.
2. Click Configure.

Z% Avalor Vulnerabilities 4* Explore
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Figure 228. Zscaler UVM Platform
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—
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3. Click Create, then search for AWS EC2.

== Avalor HH Vulnerabilities 4 Explore e O e

Connect New Data Source
Q ec2

Cloud

aws  awsEec2

Figure 229. Connect New Data Source

4. Click the AWS EC2 application.
On the Create AWS EC2 Source page, complete the following:
a. Name: Enter a name for the Data Connector.
b. Active: Toggle the switch to enable the Data Connector.

Authentication: Enter the Role ARN.

a o0

Region Names: Select the Region Names this data source applies to.
e. Role ARN: Enter the Role ARN.
External ID: Enter the External ID.

—

g. Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

h. Remediation Detection Settings: Select your desired option to determine when findings automatically turn
to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

i. Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.

6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

<= Avalor HE: Vulnerabilities 4 Explore e P O
© Test Passed x o

= Create AWS ECR Source
& Details

AWS ECR connector @D Active

AWS ECR

Figure 230. Test Passed
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7. Click Save.
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Figure 231. Create AWS EC2 Source
Configure the AWS ECR Data Source
1. Login to the Zscaler UVM Platform.

2. Click Configure.
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Tickets Remediation Dashboard Explore

scaler INC. All rights reserved. Legal Disclaimer

Figure 232. Zscaler UVM Platform
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3. Click Create, then search for AWS ECR.

== Avalor HH Vulnerabilities 4 Explore e O e

Connect New Data Source
Q ec2

Cloud

aws  awsEec2

Figure 233. Connect New Data Source

4. Click the AWS ECR application.
On the Create AWS ECR Source page, complete the following:
a. Name: Enter a name for the Data Connector.
b. Active: Toggle the switch to enable the Data Connector.

Authentication: Enter the Role ARN.

a o0

Region Names: Select the Region Names this data source applies to.
e. Role ARN: Enter the Role ARN.
External ID: Enter the External ID.

—

g. Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

h. Remediation Detection Settings: Select your desired option to determine when findings automatically turn
to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

i. Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.

6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

Z% Avaler i Vulnerabilities # Explore e m & (7]

== Create AWS ECR Findings Source
& Details

AWS ECR Findings connector @ Active

AWS ECR Findings

Figure 234. Test Passed
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7. Click Save.

== Avalor HH Vulnerabilities 4 Explore e m O 0

== Create AWS ECR Source

% Details

AWS ECR connecte

@ Active

AWS ECR

Retrieval

| Role ARN v |

l Asia Pacific (Sydney) ) I

Pull data from al org accounts

Scheduling

Custom

10 v Minutes

Remediation Detection Settings

Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age accordin

Aging criteria + Add Rule

I Age immediately if Finding was not seen, while Asset was seen in the latest data refresh I

Fallback

| s rommecitet i Endiog wasnot sesafor | daie |

Advanced Settings

Suppression Rules

Prevent NULL from overriding existing values

Cancel Test -l

Figure 235. Create AWS ECR Source
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Configure the AWS ECR Findings Data Source

To configure the AWS ECR findings data source:

1. Login to the Zscaler UVM Platform.

2. Click Configure.

<= Avalor = Vulnerabilities 4 Explors e m IEI @

Configure

Welcome to Avalor

What's next?

Tickets Remediation Dashboard Explore

ler INC. All rights reserved. Legal Disclaimer &

Figure 236. Zscaler UVM Platform

3. Click Create, then search for AWS ECR Findings.

<= Avalor H Vulnerabilties £ Explore om0 o

Connect New Data Source

X e findings

oud

aWS  AWS ECR Findings

Figure 237. Connect New Data Source

4. Click the AWS ECR Findings application.
5. On the Create AWS ECR Findings Source page, complete the following:

a 0

-

a. Name: Enter a name for the Data Connector.
b.

Active: Toggle the switch to enable the Data Connector.
Authentication: Enter the Role ARN.

Region Names: Select the Region Names this data source applies to.
Role ARN: Enter the Role ARN.

External ID: Enter the External ID.

Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.
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6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

= Create AWS ECR Findings Source

== Avalor i Vulnes

. Details

AWS ECR Findings connector @ Active

AWS ECR Findings

Figure 238. Test Passed

7. Click Save.

== Avalor i Vulnerabilities 4 Explore e O °

= Create AWS ECR Findings Source

~ Details

AWS ECR Findings connector @ active

AWS ECR Findings

Retrieval
[ |
i Asia Pacific (Sydney) v |
| T - |
[ —— |
Pul data
Scheduling

Custom

Minutes @

Remediation Detection Settings

Configure aging settings to mark findings s undetected. If a finding meets multiple criteria, it will age according to the earfiest applicable setting

Aging criteria + Add Rule
[ 20e immeciotes it ning s vt seen, i asetwas s i e st ta e |
Fallback

I Age immediately if Finding was not seen for dayls) |

Advanced Settings

Suppression Rules

Prevent NULL from overrh

conee! e

Figure 239. Create AWS ECR Findings Source
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Configure the AWS EKS Clusters Data Source

To configure the AWS EKS clusters data source:

1. Login to the Zscaler UVM Platform.

2. Click Configure.

<= Avalor = Vulnerabilities 4 Explors e m IEI @

Configure

Welcome to Avalor

What's next?

Tickets Remediation Dashboard Explore
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Figure 240. Zscaler UVM Platform

3. Click Create, then search for AWS EKS Clusters API.

== Avalor i Vulnerabilities 4 Explore e PO @

Connect New Data Source

Q aws eks clusters api

aws AWS EKS Clusters
API

Figure 241. Connect New Data Source

4. Click the AWS EKS Clusters API application.

5. On the Create AWS EKS Clusters APl Source page, complete the following:

o 9

- 0o o 0

Name: Enter a name for the Data Connector.

Active: Toggle the switch to enable the Data Connector.
Authentication: Enter the Role ARN.

Region Names: Select the Region Names this data source applies to.
Role ARN: Enter the Role ARN.

External ID: Enter the External ID.

Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.
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6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

= i Vuinerabiliti £ Explore »

= Edit AWS EKS Clusters API connector

& Details

AWS EKS Clusters APl connec @D Active

AWS EKS Clusters API

Figure 242. Test Passed

7. Click Save.

== Avalor ] Vulnerabilities 4 Explore e » O o

== Create AWS EKS Clusters APl Source

* Details

I AWS EKS Clusters APl connector @ Active I

AWS EKS Clusters API

Retrieval

[(Foe o |

| Asia Pacific (Syaney) |

Scheduling

Custom

10 Minutes v @

Remediation Detection Settings

od. If a finding meets teria, it will age according 1o the earie

Aging criteria + Add Rule
Fallback

Advanced Settings

Suppression Rules

Prevent NULL from overriding existing values

Cancel Test Save

Figure 243. Create AWS EKS Clusters APl Source

©2025 Zscaler, Inc. All rights reserved. 185



ZSCALER AND AWS DEPLOYMENT GUIDE |

Configure the AWS Inspector Findings Data Source

To configure the AWS inspector findings data source:

1. Login to the Zscaler UVM Platform.

2. Click Configure.

<= Avalor = Vulnerabilities 4 Explors e m IEI @

Configure

Welcome to Avalor

What's next?
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Figure 244. Zscaler UVYM Platform

3. Click Create, then search for AWS Inspector Findings.

=< Avalor b Vulnerabilities 4 Explore e m O o

Connect New Data Source

Q. aws inspector findings

Cloud

aws AWSInspector
Findings

Figure 245. Connect New Data Source

4. Click the AWS Inspector Findings application.

5. On the Create AWS Inspector Findings Source page, complete the following:

a o

—

. Name: Enter a name for the Data Connector.

a
b.

Active: Toggle the switch to enable the Data Connector.
Authentication: Enter the Role ARN.

Region Names: Select the Region Names this data source applies to.
Role ARN: Enter the Role ARN.

External ID: Enter the External ID.

Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

. Remediation Detection Settings: Select your desired option to determine when findings automatically turn

to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.
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6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

S H Vuinerabiliti £ Explore e nm
ler o ’ - o

== Create AWS Inspector Findings Source
Y Details

@ Active

AWS In

AWS Inspector Findings

Figure 246. Test Passed

7. Click Save.

Sz Avalor i Vulnerabilities # Explore e » O (7]

=s Create AWS Inspector Findings Source

Details

AWS Inspector Findings connector @ nctive

AWS Inspector Findings

Retrieval

[ o

I Asia Pacific (Sydney) v I

Scheduling

Custom

10 Minutes v @

Remediation Detection Settings
Configure aging settings to mark findings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicable setting

Aging criteria + Add Rule

| Age immediately if Finding was not seen, while Asset was seen in the latest data refresh |

Fallback

Age immediately if Finding was not seen for day(s) |

Advanced Settings

Suppression Rules

Pravent NULL from overriding existing values

Figure 247. Create AWS Inspector Findings Source
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Configure the AWS RDS Data Source
To configure the AWS RDS data source:

1. Login to the Zscaler UVM Platform.

2. Click Configure.

<= Avalor = Vulnerabilities 4 Explors e m IEI @

Configure
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Figure 248. Zscaler UVM Platform

3. Click Create, then search for AWS RDS.

AL Avalor i Vuinerabilities £ Explore e m» 0 (7]

Connect New Data Source

Q aws rad

Cloud

aws  AwsRDS

Figure 249. Connect New Data Source

4. Click the AWS RDS application.
5. On the Create AWS RDS Source page, complete the following:

- 0 Qo 0

o

a. Name: Enter a name for the Data Connector.
b.

Active: Toggle the switch to enable the Data Connector.
Authentication: Enter the Role ARN.

Region Names: Select the Region Names this data source applies to.
Role ARN: Enter the Role ARN.

External ID: Enter the External ID.

Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.
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6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

== Avalor = Vulnerabilities S
= Create AWS RDS Source
~ Details
AWS RDS connector @D Active
AWS RDS
Figure 250. Test Passed
7. Click Save.
== Avalor i Vuinerabilities
== Create AWS RDS Source
- Details
AWS RDS
Retrieval
e |

| Asia Pacific (Sydney) |

I L} L I
9 accounts
Scheduling
Custom
10 Minutes ~v @

Remediation Detection Settings

e aging settings 1o mark findings as undetected. If a finding meets multiple criteria, it will age acco

#* Explore e » O (7]
& Expiore e » 0 Q
1othe sirhet appicable setting
+ Add Rule

Fallback

Advanced Settings

Suppression Rules

Prevent NULL from overriding existing values

Figure 251. Create AWS RDS Source
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Configure the AWS S3 Buckets Data Source

To configure the AWS S3 buckets data source:

1. Login to the Zscaler UVM Platform,

2. Click Configure.

<= Avalor = Vulnerabilities 4 Explors e m IEI @

Configure

Welcome to Avalor

What's next?
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Figure 252. Zscaler UVM Platform

3. Click Create, then search for AWS S3 Buckets.

~Z= Avalor HH Vulnerabilities 4 Explore e P O @

Connect New Data Source

Q aws 53 buckets

aWS  AWS 53 Buckets

Figure 253. Connect New Data Source

4. Click the AWS S3 Buckets application.

5. On the Create AWS S3 Buckets Source page, complete the following.

o 9

- 0 o O

Name: Enter a name for the Data Connector.

Active: Toggle the switch to enable the Data Connector.
Authentication: Enter the Role ARN.

Region Names: Select the Region Names this data source applies to.
Role ARN: Enter the Role ARN.

External ID: Enter the External ID.

Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

Remediation Detection Settings: Select your desired option to determine when findings automatically turn
to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.
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6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

== Avalor i Vulnerabilities 4 Explore e » o

| @ TestPassed x

== Create AWS S3 Buckets Source

% Details o~

AWS $3 Buckets cennector @ Active
AWS 53 Buckets

Figure 254. Passed Test

7. Click Save.

== Avalor i Vulnerabilities # Explore e P O 0

== Create AWS S3 Buckets Source

& Details

AWS 53 Buckats connector @D Active

AWS S3 Buckets

Retrieval

| o as - |

I Asia Pacific (Sydney) v I

Scheduling

Custom

0 v Minwtes v @

Remediation Detection Settings

Configur

ings as undetected. If a finding meets multiple criteria, it will age according to the earliest applicab

Aging criteria + Add Rule

I Age immediately if Finding was not seen, while Asset was seen in the iatest data refresh ]

Fallback

Advanced Settings

Suppression Rules

Prevent NULL from overriding existing values

Cancel Test Save

Figure 255. Create AWS S3 Bucket Source
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Configure the AWS Security Hub API Data Source

To configure the AWS security hub API data source:

1. Login to the Zscaler UVM Platform.

2. Click Configure.

<= Avalor = Vulnerabilities 4 Explors e m IEI @
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Figure 256. Zscaler UVM Platform

3. Click Create, then search for AWS Security Hub API.

== Avalor b Vulnerabilities 4 Explore e » O @

Connect New Data Source

Q. aws security hub ap|

Cloud

aws  AWS Security Hub
API

Figure 257. Connect New Data Source

4. Click the AWS Security Hub APl application.

5. On the Create AWS Security Hub APl Source page, complete the following

a 0o T 9w

-

Name: Enter a name for the Data Connector.

Active: Toggle the switch to enable the Data Connector.
Authentication: Enter the Role ARN.

Region Names: Select the Region Names this data source applies to.
Role ARN: Enter the Role ARN.

External ID: Enter the External ID.

Scheduling: Set the schedule for extracting new data only. This option is more efficient because it avoids the
need to retrieve all data every time.

. Remediation Detection Settings: Select your desired option to determine when findings automatically turn

to undetected. To learn more, see the Zscaler documentation. Automatic remediation detection only applies
when data is refreshed fully, not incrementally.

Advanced Settings > Suppression Rules: Define rules and conditions to remove specific data before it enters
the Zscaler system. To learn more, see the Zscaler documentation.
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6. Click Test. If the Role ARN and External ID have been entered correctly, the system responds with Test Passed.

<= Avalor i Vulnerabilities £ Explore o m o Q

| © TestPassed x

= Create AWS Security Hub API Source

]

* Details ~

AWS Security Hub API connector @ Active
AWS Security Hub API v

Figure 258. Test Passed

7. Click Save.
== Avalor ] Vuinerabilities 4 Explore e » O @

== Create AWS Security Hub API Source

& Details 2

AWS Security Hub API connector @ Active

AWS Security Hub API

Retrieval i

I Role ARN v |

I Asia Pacific (Sydney) v |

Pull data from all org accounts

Scheduling P

Custom

0 v Minutes @

Remediation Detection Settings
Con

ure aging settings to mark findings 2

meets multiple criteria, it will age according to th

Aging criteria

+ Add Rule
I Age immediately if Finding was not seen, while Asset was seen in the latest data refresh |
Fallback

| Age Immediatelyf inding was not seen for gy |

Advanced Settings

Suppression Rules

Prevent NULL from overriding existing values

Cancel Test E

Figure 259. Create AWS Security Hub APl Source
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Review and Adjust Data Model Mapping

(Optional) Zscaler UVM automatically maps ingested data to the default Data Model, so analysis can begin immediately.
However, many data sources also provide additional data points that might provide additional context to risk
prioritization.

The following example shows how to leverage the Crown Jewel Data Model Entity based on an EC2 instance tag so that
you can use that field as a Risk Factor when calculating risk for an Asset.

Create a Crown Jewel Tag for an EC2 Instance

To create a crown jewel tag for an EC2 Instance:

1. Login to your AWS Management Console.
2. Select Services > EC2.

B & @ @ syneyv e SE BN W E——

pate application using tags X

Recently visited &

Favorites
+ Add widgets

All services
Console Home

View resource insights, service shortcuts, and feature updates

Create application

[#] Analytics EC2

% Application Integration Virtual Servers in the Cloud

= Blockchain CloudFormation d applications

ily Business Applications Create and Manage Resources with Templates

[5 Cloud Financial Management
IAM

)} Compute Manage access to AWS resources

Region « Originati...

Figure 260. EC2

3. C(lick Instances.

EC2 Dashboard X
Resources EC2 Global View [2 | | ] | ’ & ‘
EC2 Global View
Events
You are using the following Amazon EC2 resources in the Asia Pacific (Sydney) Region:
¥ Instances
Instances (running) 6 Auto Scaling Groups 0
Instances
Instance Types Capacity Reservations 0 Dedicated Hosts 0
Launch Templates
Elastic IPs 1 Instances 6
Spot Requests
Savings Plans Key pairs 1 Load balancers 0

Figure 261. Instances
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4. Select the instance you want to add the Crown Jewel tag to and click Tags.
L @ ] Sydney ¥

EC2 Dashboard % Instances (1/6) info j““"t'”"““i C || connect ‘ I Instance state ¥ ]| Actions ¥ | | Launch instances | ¥ S}
EC2 Glabal View Q. Find Instance by attribute or tag (case-sensitive) All states ¥ 1 8 &
Events
-] Name & v Instance ID Instance state ¥ Instancetype ¥ | Status check
¥ Instances ‘ | vm-test1.aws.zs-tabs.net X | i-05428be0azfenafed @Ruming @ @ t2.micro @ 2/2 checks pas

Instances (] vm-test3.aws.zs-labs.net i-07d8cc462f4f64a51 @running @ @ t2micro @ 2/2 checks pas
I T
nHEnce Lypes vm-test2.aws.zs-labs.net 1-02¢181e8f92762e77 @Running & & t2micro @ 2/2 checks pas
Launch Templates

vm-appc.aws.zs-labs.net i-0addcc7eOeed62e8b @ Running @ & t3.medium @ 3/3 checks pas
Spot Requests

vm-rapid7se.aws.zs-labs.net i-0776c34d4284a7c47 @ Runnine @ @ t2larae @) 2/2 checks pas

Savings Plans

Reserved Instances i-05428be9a3fe04feb (vm-test1.aws.zs-labs.net) 8 X
Dedicated Hosts

Capaclty Reservations New Details Status and alarms Monitering Security Networking Storage
¥ Images ¥ Instance summary Info
Amls Instance ID Public IPv4 address Private IPv4 addresses
AMI Catalog [0 i-05428beYa3fe04feb - 0 10.2.2.206
¥ Elastic Block Store IPv6 address Instance state Public IPv4 DNS
- @ Running -

Volumes

Figure 262. Tags

5. Click Manage tags.

i-05428be9a3fe04feb (vm-test1.aws.zs-labs.net) 8 X

Details Status and alarms Monitoring Security Networking Storage Tags

Tags

Q 1 ]

Key Value

Name vm-test1.aws.zs-labs.net
Figure 263. Manage tags

6. Click Add new tag and enter:
a. Key:Classification
b. Value: Crown Jewel

EC2 > Instances > i-05428be9a3fe04feb > Manage tags

Manage tags info
A tag is a custom label that you assign to an AWS resource. You can use tags to help organize and identify your instances.

Key Value - optional
Q, Name X I {Q vm-test1.aws.zs-labs.net X ‘ Remove
I Q, Classification X I | Q, Crown Jewel X I | Remove ‘

Add new tag

You can add up to 48 more tags.

Cancel Save

Figure 264. Manage tags

7. Click Save.
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Map the AWS EC2 Data Source
To map the AWS EC2 data source:

1. Select Configure > <the newly created ZCC Devices Connector> > Map Data.

2% Avalor i Vunerabilties # oo @ ® [0] (7.}
Sources
.
@ Name t Original Data Source Source Name
AWS ACCOUNTS connector = AWS ACCOUNTS s AWS ACCOUNTS
AWS EC2 connector - AWSEC2 = AWS EC2
AWS ECR connector s AWS ECR s AWS ECR

AWS ECR Findings connector =~ AWS ECR Findings

i

AWS ECR Findings

Figure 265. Map Data
2.

a. On the right side, under Asset, drag Key to the Create New Connection element.
b. On the left side, click the Editor element.

= Map AWS EC2 connector

BB Preview
Ingested Data @ Preview Entities + AdaEnity
4 Unmapped Mupped  Unmapped
a J a

Figure 266. Asset Key

c. Replace the text in the script field with:
def evaluate (row: dict) -> str:
item = row.get (“PrivateDnsName”)
clean hostname = item.split(‘.”) [0]
return str(clean hostname)

== Map AWS EC2 connector

D Preview
o Ingested Data [ Proview Entities + Add Entity
* Create New Connection
Mopped  Unmapped Mapped  Unmapped
Drag Parsed Data fieid or Ji Editor Asset Key
Q Searct Q
—— Script  Value Field
i T def evaluate(row: dict) -> str: it
item = row.get{("PrivateDnshane") =
clean_hostname = item.split('.'}[0] o
s return str(clean_hostnane) o

Timestamp

Figure 267. Script field
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d. Click Map, then click the Key icon next to the Asset Key to set as a key.

Create New Connection

JxEditor

Cancel

Q search... Auto Map +!

Mapped Connections (3)

from datetime import datetime ... Timestamp

ASS

def evaluate(row: dict) = str: ite... Key

def evaluate(row: dict) - bool: t... Is Crown Jewel

Figure 268. Asset Key

e. Map the Is Crown Jewel Asset entity to the Crown Jewel EC2 tag created earlier by:
- On the right side, under Asset, drag Is Crown Jewel to the Create New Connection element.

- On the left side, click the Editor element

~= Avalor s Vulnerabilities £ Explore o O @
= Map AWS EC2 connector o revern @ proview ([ ¢
= Ingested Data @ Preview Entities + Add Entity
& Create New Connection
Mapped  Unmapped = Mapped  Unmapped
L Q 1 Jx Editor Asset Is Crown Jewel Q s

Cancel URL

ouns

Figure 269. Editor element
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- Replace the text in the script field with:

def evaluate(row: dict) -> bool:

tags = row.get (“Tags”)
for item in tags:
if item.get (“Key”) == “Classification” and item.get (“Value”) == “Crown Jewel”:

return True

else:
return False
= Map AWS EC2 connector U T s |
3 Ingested Data ) Preview Entities Add Entity
. Create New Connection
Mogped  unmapped e et
: a9 Parsad Data fioa or i Eator Assetis Crown Jewe
e Q a

Script  Velue Field "

on” and item.get]

Figure 270. Script field

- Click Map.

f. Click Preview, and see the if an Asset is marked as a Crown Jewel based on its EC2 tag and its hostname is
marked as its Asset Key.

= Preview AWS EC2 connector

asset@type Asset Is Crown Jewel assetlast_seen Asset Key asset.source_names general timestamp.
type.googleapis.com/io.avalar.prot true 2024-10-22100:00:002 ip-10-2-2-206 [AWS EC2') 2024-10-23705:45152
type.googleapis.com/io avalar. prot faise 2024-10-22100:00:002 p-10-2-2-8 [AWS EC2') 2024-10-23705:45:152

2024-10-2;

2024-10-23705

aise 2024-10-22 2024-10-237105:45:15
type.googleapis.com/io.avalarprot false 2024-10-22700:00:002 ip-10-2-1-247 2024-10-23705:45:152
type.googleapis.com/io.avalar.prot false 2024-10-22700:00:002 p-10-2-1-125 (AWS ECZ') 2024-10-23705:45:152

Figure 271. Preview

g. Click Back to Mapping, then click Save.

1
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Review and Adjust Risk Scoring
After the ingested data has been normalized and mapped to the Data Model, Zscaler UVM can evaluate risk.
The following example shows how the Is Crown Jewel field is added as a Risk Factor for risk scoring. A value of True
increases the risk calculation (since the asset is a Crown Jewel application).
1. From the Vulnerabilities tab in the Zscaler dashboard (Remediation Hub), in the left pane, select Settings > Score.
2. Click Add Factor in the Risk & Mitigating Factors section.
3. If Crown Jewel is not already a Risk Factor, in the Add new factor modal:

a. Choose Risk Factors for Factor Type (Mitigating Factors generally lower risk scoring, while Risk Factors
generally increase risk scoring).

b. Enter a Name.
c. Choose Crown Jewel for Field.

d. In the Boolean login section, under True, enter a percentage by which the risk is increased.
Z% Avalor i Vulnerabilities. # Explore e ®» O [~ ]

Score Settings Is Crown Jewel

Base Score 55%

Facter Name

® cvss When Is Crown Jewel Equals

Risk & Mitigating Factors ~ 80% | »
& Risk Factors (6)

Factor Name Entity

© Delete cance m
Figure 272. Boolean login section
e. Click Apply, then Save & Run.
4. Click Add Factor in the Risk & Mitigating Factors section.

If Crown Jewel is not already a Risk Factor, in the Add new factor modal, in the left-side pane, select the Assets
dashboard. From the Assets dashboard:

a. Set a filter by clicking More and selecting True for Is Crown Jewel True.

Assets
+
Active - Q Search Tit
@  Sources v  Type  Site~  OperatingSystem »  State: ACTIVE v | Is Crown Jewel: True v + More Clear Filters
Q earch x
- ~ Qverview
Number of Assets by Risk Score - Asset Count by Operating System
aise
.
E] Not defined
 Cloar Seloct o G
- o s 10 u
¢ o] @
1 assets found Group By v (&) = @
L] Type Name Risk Score Owner ID Sources Is Crown Jewel Site Last Seen Total Findings
133 Linux 1P-10-2-2-206 8.4 High =P tue Oct 23,2024 2 o ( 1

Figure 273. Assets dashboard
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b. Click one of your Assets in the filtered list.

In the Asset modal that appears, click the Findings tab.

0

d. Click one of the Findings.

e. Review the output (notice the Score Adjustment section and how Is Crown Jewel has modified the risk

A IP-10-2-2-206 P | %y X
8.4
Details Findings & ©
Assel Merging Severity score v Original Severity Score v State v + More Clear Filters
Findings (2) 2 found
— SEVERITY | STATUS T
= Upgrade 1o the latest version of

Base Score Value Score Share % Score Change
Original Severity Score 80 -80% 64
Score Adjustments Value Score Share % Score Change
Crown Jewel True +20% *2.0 I
Final Score 8.4 High

Figure 274. Findings tab
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Appendix A: AWS Transit Gateway Lab Environment

The AWS GitHub page shows a diagram of a Transit Gateway (TGW) lab from an example AWS blog post, which includes

a Cloud formation template. You can refer to this page as you test your Site-to-Site VPN Connection. You can find
instructions on testing on the AWS blog post.

The followign is a Transit Gateway lab environment diagram:

IR TITTT I oo | noemo
ALY L)

e e

—— i e T Lrore—
A " e mas
..... L

PR oo 1921660 0/86 j -
WAL E TGW Boute Tables
Apps-Rgnste Table
<) B o |
(111" LW Mg bl
D@ @ B =
W IFLRANE bl
" ram
TR et T Irtbent el
¥ ik [grese Boude Table
172 36 10 LML 1T 300
11F13835) 1113828

LLLL i A Pl

| R hepd Msens
H Appripc  MOLDOME |
, 172 a3 &
: : 173 36.0.8
T R T e Tl et
LT T ST LM el - [ BBAG o e—
BERLY el LLLE ] AT Gameway 3116
mzzsh P vt

Figure 275. Example transit gateway lab environment diagram
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Appendix B: Creating a Trail

To create a trail:

1. Go to Services > CloudTrail > Trails by and click Create trail.

2. Enter a name for the trail and either choose an existing S3 bucket to use or create a new S3 bucket. The Log file SSE-
KMS encryption option is enabled by default. In this example, it is disabled.

3. Click Next.

S3-Test-Trail ( Delete ‘ [ Stop logging I
General details
Trai .

(;" logging Trail log location Log file validation SNS notification delivery

i

099ing s3-test-logs/AWSLogs Enabled Disabled
Tl naria /008866442200

. Last file validation delivered Last SNS notification
§3-Test-Trail Last log file delivered ~ _
Multi-region trail January 18, 2022, 15:30:09
2 (UTC-06:00)

Yes

Log file SSE-KMS encryption

Apply trail t izati
pply trail to my organization Nt enablad

Not enabled
Figure 276. CloudTrail general details

4. Select the Events > Event types that you want to log, and the Data event > Data event type to use as the source. In
the following example, it is S3.

v Data event: S3

Data event type

Choose the source of data events to log.

S3 v

Log selector template

Log all events v

Figure 277. Data event
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5. Click Next. The following image shows a management event.

Choose log events

Events info

Record API activity for individual resources, or for all current and future resources in AWS account. Additional charges apply [

Event type

Choose the type of events that you want to log.

Management events Data events Insights events

Capture management operations performed Log the resource operations performed on or Identify unusual activity, errors, or user
on your AWS resources. within a resource. behavior in your account.

Management events info

Management events show information about management operations performed on resources in your AWS account.

() No additional charges apply to log management events on this trail because this is your first copy of management
events.

API activity
Chaoose the activities you want to log.

Read Write

Exclude AWS KMS events

Exclude Amazon RDS Data APl events

Figure 278. Management events

6. Review your input, then click Create trail.
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Appendix C: Testing Notes

Configuring the Data at Rest scanning policy is documented in the Understanding the Data at Rest Scanning Policy
(government agencies, see Understanding the Data at Rest Scanning Policy).

When configuring the Data Loss Prevention and the Malware Detection policy, you must select Public Cloud Storage at the
top of each page to create a policy for your S3 SaaS application tenant. The following image shows a DLP scan.

Data At Rest Scanning Fite Sharing w

Data Loss Prevention Malware Detection Scanning Exceplions

Paolicy Exceptions

Diaakboard

Ha, Rule O1... IEJ Admin Rule M. Savarity Criteria Action Lak ... Status

a8

Mg matching tems found

Figure 279. Data at Rest Scanning Policy - DLP

The following image shows a malware scan.

Data At Rest Scanning Fily Sharing i

Data Loss Prevention Malware Detection Secanning Exceptions

Palicy Exceptions

D Add Mabware Datection Rulg Q

EE

M, Fule Hame Application Action Status Quaranting Location

N mutching items found

Figure 280. Data at Rest Scanning Policy - Malware Detection

You cannot select specific buckets for each of these policies until you have configured the Scan Schedule and selected all
possible buckets to include. Then you can go back into the DLP and Malware policies (select Public Cloud Storage at the
top again) to select specific buckets (if multiple buckets were selected in the Scan Schedule).

After you save the Scan Configuration, click Start. This changes the Status to Running.

Scan Configuration

) Add Scan Schedule Q
No, Saas Application Tenant Schedube Criteria Description Status E
1 53 Tost POLICY Running n 7
Data Loss Prevention Sean Started on January 18, 2022 08:50
Malware Detection M

Latest Scan: January 18, 2022 07:40 PM

DATE T SCAN

Data Created or Modified
After January 18, 2022

Figure 281. SaaS configuration
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You can find information about DLP and Malware incidents in the following locations:

Analytics > SaaS Assets Summary Report (see the following sample)
Analytics > SaaS Security Report > Assets
Analytics > Saa$S Security Insights (see the following sample)

The following figure shows an Saa$S assets summary report.

SaaS Assets Summary Report new ful
All Application Categories v Last 7 Days: 1113/2022 - 1/20/2022 w

Report generated: 01:18 PM, January 20, 2022

Total Incidents Incidents Trend over the Last 7 Days Al Application Categories v
1 g /,’ \\
9 DLP Violations : /4 )
Incidents . "
® B y N
Malware . ¥l i
17 files scanned
Allincidents —— Malware ir DLP incidents
Applications Generating the Incidents
Application Total DLP Malware
» Public Cloud Storage Applications a 1 8
Figure 282. SaaS Assets Summary report
The following figure shows an SaaS Security Insights report.
1 % St . . NEW
naENLe : SaaS Security Insights ¢
Timeframe Incident Type 14
Current Week: 1/16/2022 - 1/20/2022
8
b
Select Chart Type f/ \.\
7 \
il b 2 / \
K - =N
¢ / N\
S \
/ AY
7 A
/ \
© File Scans : ,-"f \.\
/ W,
J Y
/ \
Application Category f-"’ \.\
/ \
: . Y i\
Public Cloud Storage / \
/ N
/ N\
/d \
¥ b
Select Filters - - l
18 1 118 1 120
Add Filter v
M Malware Detection oLe

Figure 283. SaaS Security insights
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Appendix D: AWS SSM Distributor

Distributor, a tool of AWS Systems Manager (SSM), allows you to package, store, and securely distribute software

across AWS SSM-managed nodes, including EC2 instances and on-premises servers connected via hybrid activations.

It simplifies the deployment and version management of custom and third-party software by handling packaging,
permissions, and distribution workflows natively within AWS. Distributor is an effective method for deploying the Zscaler
Microsegmentation agent to AWS EC2 instances, as it ensures secure, scalable, and consistent agent installation across
multiple environments without manual intervention.

Prerequisites

Make sure the following prerequisites are met:

The AWS SSM agent must be installed on the endpoints. For more information, refer to the AWS documentation.

An S3 bucket is required to host the deployment package. It is advisable to enable Versioning on the bucket. Refer to
this document for more information.

IAM permissions must be configured to allow SSM to manage EC2 instances. The Default Host Management
Configuration option is sufficient. For more information, refer to the AWS documentation.

Configuration

First, create the Installation Package:

1. Unzip the starter-package.zip file that was provided alongside this document.

2. Copy the appropriate Agent Provisioning Key from the ZPA Admin Portal. Paste this value into the provision_key file.
It is advisable to do this using a command line text editor to make certain not to introduce file formatting characters.

3. Runboth ./build-linux.shand ./build-windows. sh.If operating on Windows, open these files with
Notepad and manually perform the equivalent PowerShell commands.

4. Note the SHA256 hash output from each build script. Paste these values into the manifest.json file where indicated
with UPDATE_THIS_VALUE. There is one value for the Windows zip file and one value for the Linux zip file.

Upload the Installation Package

To upload the installation package:

1. Verify that all prerequisites are met.
2. Upload the following files to the S3 bucket:
a. manifest.json
b. zscaler-microsegmentation-agent-linux.zip

c. zscaler-microsegmentation-agent-windows.zip
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Configure AWS SSM Distributor
To configure the AWS SSM distributor:

1.

2
3.
4

Select Create Package in the AWS SSM Distributor Ul.
Select Advanced.
Provide a Name and Version.
Provide the S3 Bucket Name and S3 Key Prefix.
a. The Key Prefix should be the name of the S3 folder where the installation package files are stored.

the Manifest setting as Extract From Package. Select View Manifest File. Verify there are no Warnings or Errors
listed in the Manifest file viewer.

Select Create Package.

Deploy the Installation Package
AWS SSM provides two options for deploying a Distributor package: Install One Time and Install on a Schedule.

Install One Time

What follows describes a one-time installation.

1.

Select Install One Time in the AWS SSM Distributor Package Details Ul.

2. On the next screen, Name and other details should already be populated.

3. Configure the Target Selection section.

4. Optionally, specify a location to send logs in the Output Options section.

5. Select Run.

6. On the next screen, monitor the status and result of the Run Command.
Updates

Sometimes it is necessary to update the Installation Package (such as with a new Provisioning Key). To update the
provision_key file or to make similar modifications to the contents of the installation package:

1.

2
3
4,
5

o

Make the required changes.

Delete the existing zscaler-microsegmentation-agent-*.zip files.
Run the build-*.sh scripts.

Update the manifest.json file with the new SHA256 values.

Upload the new zscaler-microsegmentation-agent-*.zip files and manifest.json file to the S3 bucket, overwriting the
previous files.

In the AWS SSM Distributor Package Details Ul, select the submenu option Versions.
Select Add Version and complete the wizard.

Select the radio button that matches the new version and then select Set Default Version. Subsequent
deployments of the installation package use the latest version unless specified otherwise on the Run Command
window.
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Appendix E: Metrics Config Options

The following table shows the possible values for various metrics described in the CloudWatch use case discussed

previously.

Detail Level

Basic

Standard

Advanced

Metrics Included

Mem: mem_used_percent
Disk: disk_used_percent

The disk metrics such as disk_used_percent have a dimension for Partition,

which means that the number of custom metrics generated is dependent on the
number of partitions associated with your instance. The number of disk partitions
you have depends on which AMI you are using and the number of Amazon EBS
volumes you attach to the server.

CPU: cpu_usage_idle, cpu_usage_iowait, cpu_usage_user, Cpu_usage_system
Disk: disk_used_percent, disk_inodes_free

Diskio: diskio_io_time

Mem: mem_used_percent

Swap: swap_used_percent
CPU: cpu_usage_idle, cpu_usage_iowait, cpu_usage_user, cpu_usage_system

Disk: disk_used_percent, disk_inodes_free

Diskio: diskio_io_time, diskio_write_bytes, diskio_read_bytes, diskio_writes, diskio_
reads

Mem: mem_used_percent
Netstat: netstat_tcp_established, netstat_tcp_time_wait

Swap: swap_used_percent
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Appendix F: ZPA and ZIA Configuration for Private Al Data
Protection

Private Al data protection is only required if you plan to have Al frontends accessible in private networks, such as a private
VPC in AWS. This requires you to properly configure and run a Source IP Anchor and ensure the following conditions are
met:

Configure App Connectors with a private IP address and NAT'd to a public IP address.

Do not expose the App Connector by configuring a public IP address directly on the App Connector interface.

App Connector’s public IP address is the anchored source IP address.

Ensure the firewall allows the App Connector to reach the destination server.

Source IP Anchoring uses ZIA forwarding policies and ZPA App Connectors to selectively forward the application traffic
to the appropriate destination servers. You can configure forwarding rules in the ZIA Admin Portal to forward Source IP
Anchored traffic to ZPA through ZIA threat and data protection engines.

The following diagram shows a typical design pattern for protecting private Generative Al and Zscaler configured and
deployed to protect Gen Al.

ZIA Cloud

ooo

I ooo I
Headquarters

oo - -
@’;ﬂ | @ = rl[G.’:_] @
Branch

Load ZPA Public App Zscaler Cloud
Balancer Service Edges Connector Connectors

[

[————]

Mobile

ZIA Public
Service Edges

Figure 284. ZIA and ZPA Data Protection
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Configure Application Segment

Create and configure an application segment that uses Source IP Anchoring. Ensure you enable the Source IP Anchor
option and select Use Client Forwarding Policy under the Bypass field while configuring the application segment.

1.

o U A WwoN

Log in to the ZPA Admin Portal.

Go to Resource Management > Application Management > Application Segment.
Click the Ellipsis in the right-side of the window and click Add Application Segment.
Enter a Segment Name in the Name field.

Verify Status is set to Enabled.

Set SourcelP Anchor to Enabled.

GEMERAL INFORMATION

MHame Status

Example @ Enabled Disabled

Source IP Anchor

O Enabled [EETES]

Description

Figure 285. Add Application Segment Source IP Anchor

In Additional Configuration set Bypass to Use Client Forwarding Policy.

Complete the remaining configuration steps for Application Segment configuration by following Configuring
Defined Application Segments (government agencies, see Configuring Defined Application Segments).

Click Save.

Add Application Segment

UDP Port Ranges

Dioasdie Ercryption Bypass
ICMP Access Bypass during Reauthentication

Figure 286. Add Application Segment Bypass
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Configure ZPA Client Forwarding Policy

Configure a client forwarding policy for the application segment. Create separate client forwarding policy rules for IP
address-based and domain-based applications.

For IP address-based applications, select the Only Forward Allowed Applications rule action for Source IP Anchoring
application segments. For IP address-based applications, configure the following rule:

1.

o U A wN

In the ZPA Admin Portal, go to Policy > Client Forwarding Policy.
Click Add Rule.
Enter the Client Forwarding Policy Name in the Name field.
(Optional) Enter the Client Forwarding Policy Description in the Description field.
In Rule Action, select Only Forward Allowed Applications.
Click Add Criteria:
a. Select Applications.

b. In the Application Segments drop-down menu, select the SIPA Application Segment created in Configure
Application Segment.

Click Save.

Edit Client Forwarding Policy X

Nama

Description

Rule Action

Forward to ZPA - Rel VISR ETL EVREEL NI T1IEl  Bypass ZPA

Application Segments @

Segment Groups

Select one of more segment groups -

Save Cancel

Figure 287. Add Client Forwarding Policy—Only Forward Allowed Applications
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For domain-based applications, configure the following two rules:

Rule 1: Select the Bypass ZPA rule action for Source IP Anchoring Segment Groups and Client Types > Client
Connector as described in Rule 1: Enable the Bypass ZPA Rule Action.

Rule 2: Select the Forward to ZPA rule action for Source IP Anchoring Segment Groups and Client Types > ZIA
Public Service Edge as described in Rule 2: Enable the Forward to ZPA Rule Action.

Rule 1: Enable the Bypass ZPA Rule Action
1. Go to Policy > Client Forwarding Policy.
Click Add Rule.
Enter the Client Forwarding Policy Name in the Name field.
(Optional) Enter the Client Forwarding Policy Description in the Description field.
In Rule Action, select Bypass ZPA.
Click Add Criteria.

oA W

a. Select Applications.

b. In the Application Segments drop-down menu, select the SIPA Application Segment created in Configure
Application Segment earlier.

7. Click Add Criteria:

a. Select Client Types.

b. In the Client Types drop-down menu, select Client Connector.
8. Click Save.

Edit Client Forwarding Policy

Harm:

Dassariplion

ACTION

Rule Action

Forward to ZPs, Only Forward Allovesd Applications @ Bypass ZFA

CRITERLA

Application Segments &

Scgment Groups

Ralect ane or mora sagmeant grouaps -

AND
Chant Typas @

Figure 288. Add Client Forwarding Policy—Bypass ZPA
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Rule 2: Enable the Forward to ZPA Rule Action
1. Go to Policy > Client Forwarding Policy.
Click Add Rule.
Enter the Client Forwarding Policy Name in the Name field.
(Optional) Enter the Client Forwarding Policy Description in the Description field.
In Rule Action, select Forward to ZPA.
Click Add Criteria.

a. Select Applications.

o oA W

b. In the Application Segments drop-down menu, select the SIPA Application Segment created in Configure
Application Segment.

7. Click Add Criteria.
a. Select Client Types.

b. In the Client Types drop-down menu, select ZPA Service Edge.
8. Click Save.

Edit Cllent Farwarding Paliey

Cescription

BCTHIN

Fule Action

& Farward 1o ZPA Only Forwand Aliowed Applications Bwprazs ZPA

CRITERIA
@ Aud Criteria
Application Seomants g
o
Seqment Groups
Selpcl ore or mure segrmeEnl groups -
AL
Clianit Typss
2P Service Edge L]

m Cancel

Figure 289. Add Client Forwarding Policy—Forward to ZPA
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Configure ZPA Access Policy

The following steps create and configure an access policy for the application segment. Create separate access policy rules
for IP address-based and domain-based applications.

For IP address-based applications, configure the following rule:
1. Select the Allow Access rule action and add only the ZIA Public Service Edge client type for the application
segments.
2. For domain-based applications, allow the Source IP Anchoring client (ZIA Public Service Edge client type) to access
the applications.
For IP Address-Based Applications

Configure the following rules. Allow Access rule action and add only the ZIA Public Service Edge.

1. Go to Policy > Access Policy.

Click Add Rule.

Enter the Access Policy Name in the Name field.

(Optional) Enter the Access Policy Description in the Description field.
In Rule Action, select Allow Access.

Click Add Criteria:

a. Select Applications.

o oA WwoN

b. In the Application Segments drop-down menu, select the SIPA Application Segment created in Configure
Application Segment.

7. Click Add Criteria.
Select Client Types.

Q. In the Client Types drop-down menu, select ZIA Public Service Edge.
10. Click Save.
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Mame

Descriptian

ACTION

Frula Action App Connector Selection Mathod

@ Allow Access [ B Specific Ape Connector greups of Server gioups for th..

App Connector Groups Sarver Groups

Massage to Usar

SRITERIA

@ Add Criteria
Application Segments @

Figure 290. Add Access Policy—Allow Access Public Service Edge Only

For Domain-Based Applications

Configure the following rule:

1. Go to Policy > Access Policy.

Click Add Rule.

Enter the Access Policy Name in the Name field.

(Optional) Enter the Access Policy Description in the Description field.
In Rule Action, select Allow Access.

Click Add Criteria:

oA W

a. Select Applications.

b. In the Application Segments drop-down menu, select the SIPA Application Segment created in Configure
Application Segment.

7. Click Add Criteria:

a. Select Client Types.
b. In the Client Types drop-down menu, select ZPA Service Edge.
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Edit Access Policy b4

MName

Domain Basad Access Policy

Description

Rule Action

Message to User

App Connectar Selaction Method

All App Connector groups for the application

CRITERIA

Application Segments @

Segment Graups

© acd Criteda

Figure 291. Add Access Policy—Allow Access Public Service Edge Only Domain Access policy

E To learn more, see Configuring Client Forwarding Policies (government agencies, see Configuring Client

Forwarding Policies).

If configuration is required for source IP direct for disaster recovery mode, see Understanding Source IP
Anchoring Direct (government agencies, see Understanding Source IP Anchoring Direct).
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Configure ZPA Gateway

Configure ZPA gateways on the ZIA Admin Portal to map it to the ZPA server groups and the associated application
segments that require Source IP Anchoring.

1. Login to the ZIA Admin Portal.

2. Go to Administration > Zscaler Private Access.

3. Click Add Gateway for ZPA. The Add Gateway for ZPA window appears.
4

From the Server Group drop-down menu, select the server group that you configured in ZPA for Source IP
Anchoring. All the application segments that are associated with the selected server group for which Source IP
Anchoring is enabled appear in the Application Segment field.

5. Click Save and Activate the changes.

Edit Gateway for ZPA x

GENERAL INFO
Gateway Name Server Group

SIPA Gateway W

Application Segment

DESCRIPTION

Cancel Delete

Figure 292. Add Gateway for ZPA

To learn more, see Saving and Activating Changes in the ZIA Admin Portal (government agencies, see Saving
and Activating Changes in the ZIA Admin Portal).
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Configure Forwarding Policy for ZPA

Zscaler uses forwarding control policies to forward selective Zscaler traffic to specific endpoints. For example, if you want
to forward web traffic to a third-party proxy service or if you want to forward application traffic to a ZPA App Connector,
you can configure your forwarding policy with appropriate rules.

The following steps configure forwarding policies to forward ZIA traffic for Source IP Anchoring. Zscaler provides a
predefined forwarding rule, ZIA Inspected ZPA Apps, enabled by default. This rule forwards all ZPA application segment
traffic for ZIA inspection that has the Inspect Traffic with ZIA field enabled in the ZPA Admin Portal. You cannot edit this
rule.

1. Go to Policy > Forwarding Control.

2. Click Add Forwarding Rule. The Add Forwarding Rule window appears.

3. Under the Forwarding Rule Section, configure the following attributes.

a. Rule Order: Enter the order of the rule. Policy rules are evaluated in ascending numerical order (Rule 1 before
Rule 2, and so on), and the Rule Order reflects this rule’s place in the order. You can change the value based
on your requirements. However, if you've enabled Admin Rank, your assigned admin rank determines the Rule
Order values you can select.

b. Rule Name: Enter a user-friendly name for the rule. The Forwarding Control automatically creates a rule name,
which you can change. The maximum length is 31 characters.

c. Forwarding Method: Select ZPA.
d. Under Action Forward to ZPA Gateway select the gateway created in Configure ZPA Gateway.

e. Under Criteria select Destination and Application Segment select the application segment created in
Configure Application Segment.

4. Click Save and Activate the changes.

Edit Forwarding Rule x

FORWARDING RULE

Rule Order

1

Rule Status

Enabled

Forwarding Method

ZPA

CRITERIA

General Applications

Application Segment

ACTION

Forward to ZPA Gateway

SIPA Gateway

DESCRIPTION

Rule Name

SIPA Forwarding

Rule Label

Source Destination

Cancel l Delete

Figure 293. Forwarding Control
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Configure DNS Control
Configure Source IP Anchoring for all traffic forwarded to the ZIA Admin Portal, enable the appropriate preconfigured
DNS filtering rule.

1. Go to Policy > DNS Control.

2. Forlocation users, enable the ZPA Resolver for Locations rule.

3. Forremote users, enable the ZPA Resolver for Road Warrior rule.

Ensure that these DNS rules are the top rules (i.e., Rule 1and Rule 2) to configure Source IP Anchoring. The DNS rules
are associated with the respective preconfigured IP pools under Administration > IP & FQDN Groups > IP Pool. You can
edit the IP pools based on your needs. To learn more, see About IP Pool (government agencies, see About IP Pool). Any
change in the IP pool is reflected in the Action column of the respective DNS rule when the rule is enabled.
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Figure 294. DNS Control

When the ZPA Resolver for Road Warrior rule is disabled, the remote user traffic automatically falls under the ZPA
Resolver for Locations rule instead of blocking the traffic. Therefore, Zscaler does not recommend disabling the
ZPA Resolver for the Road Warrior rule.

To support Source IP Anchoring for Zscaler Tunnel (Z-Tunnel) 1.0 traffic, you must enable the Enable Firewall for
Z-Tunnel 1.0 and PAC Road Warriors option under Administration > Advanced Settings.

Zscaler also recommends having open firewall rules for the Source IP Anchoring pools while sending DNS traffic
to the Zscaler service for the Source IP Anchoring domains (i.e., set the Action column on the Firewall Filtering
policy to Allow for the Source IP Anchoring pools).
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Appendix G: Requesting Zscaler Support

If you need Zscaler Support to provision certain services or to help troubleshoot configuration and service issues, it is
available 24/7/365.

To contact Zscaler Support:
1. Go to Administration > Settings > Company Profile.
£+ Settings

0% F—‘i.'ofile Nanclog Streaming Service
Advanced Settings

Alerts Virtual ZENS

Print All Policies ICAP Settings
Partner Integrations

& Authentication
TROLS
Authentication Settings Administrator Management
User Management Role Management
Identity Proxy Settings Audit Logs
Backup & Restore

= Resources

Locations URL Categories

VPN Credentials Bandwidth Classes
Hosted PAC Files Time Intervals

eZ Agent Configurations End User Notifications
SecureAgent Notifications

Figure 295. Collecting details to open support case with Zscaler TAC

2. Copy your Company ID.

Company Profile

ORGANIZATION SUBSCRIPTIONS

GENERAL INFORMATION

Company ID

| zscalerthree.net-1008708

Name

-Labs - Test Account

Domains

Administration

Address Line 1
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Figure 296. Company ID
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3. With your company ID information, you can open a support ticket. Go to Dashboard > Support > Submit a Ticket.

Zscaler Help Portal
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Submit a Ticket
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Figure 297. Submit a ticket
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