Zscaler Authentication Deployment and Operations Checklist

Use this checklist to mark the progress of your Zscaler Authentication deployment.

Deployment Step Action Taken Recommended Best

Practice Used?

Contingencies (if applicable)

Configure Identity Providers
on the ZIA Admin Portal.

Enable SAML Auto
Provisioning or SCIM

Provisioning.

Bypass IdP URLs from
authentication or bypass
them completely from
Zscaler.

Enforce Authentication on
specific locations.

Enable Kerberos
Authentication for desired
locations

Enable IP Surrogacy on
specific locations.
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https://help.zscaler.com/zia/adding-identity-providers
https://help.zscaler.com/zia/configuring-saml
https://help.zscaler.com/zia/configuring-saml
https://help.zscaler.com/zia/configuring-scim
https://help.zscaler.com/zia/configuring-scim
https://help.zscaler.com/zia/about-surrogate-ip
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